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1.1 Introduction to Cyber Security 

Cyber security is the practice of protecting systems, networks, and programs from digital attacks. 

These attacks are usually aimed at accessing, changing, or destroying sensitive information; 

extorting money from users; or interrupting normal business processes. 

A successful cyber security approach has multiple layers of protection spread across the 

computers, networks, programs, or data that one intends to keep safe. In an organization, the 

people, processes, and technology must all complement one another to create an effective 

defense from cyber attacks. Cyber security is important because government, military, corporate, 

financial, and medical organizations collect, process, and store unprecedented amounts of data 

on computers and other devices. A significant portion of that data can be sensitive information, 

whether that is intellectual property, financial data, personal information, or other types of data 

for which unauthorized access or exposure could have negative consequences. Organizations 

transmit sensitive data across networks and to other devices in the course of doing businesses, 

and cyber security describe the discipline dedicated to protecting that information and the 

systems used to process or store it. As the volume and sophistication of cyber attacks grow, 

companies and organizations, especially those that are tasked with safeguarding information 

relating to national security, health, or financial records, need to take steps to protect their 

sensitive business and personnel information. As early as March 2013, the nation’s top 

intelligence officials cautioned that cyber attacks and digital spying are the top threat to national 

security, eclipsing even terrorism. 

1.1.1 People, Processes & Technology 

 

Users must understand and comply with basic data security principles like choosing strong 

passwords, being wary of attachments in email, and backing up data.  

Organizations must have a framework for how they deal with both attempted and successful 

cyber attacks. It explains how you can identify attacks, protect systems, detect and respond to 

threats, and recover from successful attacks.  Technology is essential to giving organizations and 

individuals the computer security tools needed to protect themselves from cyber attacks.  

Three main entities must be protected:  

(i)Endpoint devices like computers, smart devices, and routers. 

(ii)Networks. 

(iii) The cloud.  

Common technology used to protect these entities include next-generation firewalls, DNS 

filtering, malware protection, antivirus software, and email security solutions. 

1.2 Goals of Cyber Security:- 
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Three primary goals of Cyber or Network Security are 

• Confidentiality 

• Integrity 

• Availability 

These three pillars of Network Security are often represented as CIA Triangle, as shown below. 

 

 

 
Figure: 01 Goals of Cyber Security 

1.2.1 Confidentiality:   

 

The first goal of Network Security is "Confidentiality". The function of "Confidentiality" is in 

protecting precious business data (in storage or in motion) from unauthorized persons. 

Confidentiality part of Network Security makes sure that the data is available OLNY to intended 

and authorized persons. Access to business data should be only for those individuals who are 

permitted to use that data. 

 

1.2.2 Integrity:  

 

 The second goal of Network Security is "Integrity". Integrity aims at maintaining and assuring 

the accuracy and consistency of data. The function of Integrity is to make sure that the date is 

accurate and reliable and is not changed by unauthorized persons or hackers. The data received 

by the recipient must be exactly same as the data sent from the sender, without change in even 

single bit of data. Another goal of cyber security s Non-Repudiation, which is managerial goal 

not technical. 

 

1.2.3 Non-repudiation : 

 

is the assurance that someone cannot deny the validity of something. Non-repudiation is a legal 

concept that is widely used in information security and refers to a service, which provides proof 

of the origin of data and the integrity of the data. In other words, non-repudiation makes it very 

difficult to successfully deny who/where a message came from as well as the authenticity of that 

message. 

 

1.2.4 Availability:  
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The third goal of network security is "Availability". The function of "Availability" in Network 

Security is to make sure that the Data, Network Resources or Network Services are continuously 

available to the legitimate users, whenever they require it. 

 

1.3 Cyber Security Policy:- 
 

Cyberspace is a complex environment consisting of interactions between people, software and 

services, supported by worldwide distribution of information and communication technology 

(ICT) devices and networks. 

1.3.1 Some important point’s related to Cyber security policies are as follows: 

 

(a) Owing to the numerous benefits brought about by technological advancements, the 

cyberspace today is a common pool used by citizens, businesses, critical information 

infrastructure, military and governments. 

 

(b)  The cyberspace is expected to be more complex in the foreseeable future, with many fold 

increase in networks and devices connected to it. 

 

(c) There are various ongoing activities and programs of the Government to address the 

cyber security challenges which have significantly contributed to the creation of a 

platform that is now capable of supporting and sustaining the efforts in securing the cyber 

space. 

 

(d)  Due to the dynamic nature of cyberspace, there is now a need for these actions to be 

unified under a National Cyber Security Policy, with an integrated vision and a set of 

sustained & coordinated strategies for implementation. 

 

1.4 Domain of Cyber Security Policy:- 
 

The cyber security policy is an evolving task and it caters to the whole spectrum of ICT users 

and providers including home users and small, medium and large enterprises and Government & 

non-Government entities. It serves as an umbrella framework for defining and guiding the 

actions related to security of cyberspace. It also enables the individual sectors and organizations 

in designing appropriate cyber security policies to suit their needs. The policy provides an 

overview of what it takes to effectively protect information, information systems & networks and 

gives an insight into the Government’s approach and strategy for protection of cyber space in the 

country. It also outlines some pointers to enable collaborative working of all key players in 

public & private to safeguard country’s information and information systems. This policy, 

therefore, aims to create a cyber security framework, which leads to specific actions and 

programs to enhance the security posture of country’s cyber space. 

 

1.4.1 The Cyber security policy for India is covered by Government of India under 

National Cyber Security Policy – 

 

Downloaded from www.rgpvnotes.in

Page no: 3 Get real-time updates from RGPV

https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


2013, is a policy framework by Department of Electronics and Information 

Technology (DeitY). It aims at protecting the public and private infrastructure from cyber 

attacks. Following are key objectives of National Cyber Security Policy -2013:- 

 

1. To create a secure cyber ecosystem in the country, generate adequate trust & confidence 

in IT systems and transactions in cyberspace and thereby enhance adoption of IT in all 

sectors of the country. 

 

2. To create an assurance framework for design of security policies and for promotion and 

enabling actions for compliance to global security standards and best practices by way of 

conformity assessment. 

 

3. To strengthen the Regulatory framework for ensuring a secure Cyberspace ecosystem. 

 

4. To enhance the protection and resilience of Nation’s critical information infrastructure by 

operating a 24*7 National Critical Information Infrastructure Protection Centre 

(NCIIPC). 

 

5. To improve visibility of the integrity of ICT products and services by establishing 

infrastructure for testing & validation of security of such products. 

Mobile Devices and applications and their associated Cyber Attacks ,Social Engineering – Entice 

Users to click on malicious links , Spear Phishing – Deceptive Communications (e-mails, texts, 

tweets) , Router Security – Border Gateway Protocol (BGP) Hijacking ,Denial of Service (DoS) 

blocking access to websites Domain Name System (DNS) Attacks. 

 

 1.5 Implementing Hardware based Security:- 
 

      Computer Security Hardware are physical components in computers are referred to as 

hardware. Some hardware is designed to protect information on a computer or network. An 

example of such hardware is a physical firewall. Firewalls keep information secure in a network 

and are often installed between a network's modem and router. Measures involving security 

hardware are more common in businesses such as banks, hospitals and phone companies than in 

homes. Other security hardware devices include fingerprint readers.  

Computer Forensics Hardware are forensics hardware also exists; however, it differs vastly from 

security hardware. Forensics hardware is often installed on a network to collect traffic and user-

information. Some forensics hardware is designed to make copies of a computer's files without 

tampering with the computer's hard-drive. Forensics hardware that performs this function is 

sometimes referred to as cloning hardware and may involve either copying an entire drive or 

specific locations on a drive to another drive. Hardware security is vulnerability protection that 

comes in the form of a physical device rather than software that is installed on the hardware of a 

computer system. Hardware security can pertain to a device used to scan a system or monitor 

network traffic. Common examples include hardware firewalls and proxy servers. Less common 

examples include hardware security modules (HSM), which provision cryptographic keys for 

critical functions such as encryption, decryption and authentication for various systems. 

Hardware systems can provide more robust security than software is capable of and can also add 

an additional layer of security for important systems.  The term hardware security also refers to 
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the protection of physical systems from harm. Equipment destruction attacks, for example, focus 

on computing devices and networked non-computing devices such as the ever-increasing number 

of connected devices in M2M or IoT (Internet of Things) environments. These environments are 

bringing connectivity and communications to large numbers of hardware devices that must be 

protected through either hardware- or software-based security. To assess the security of a 

hardware device, it’s necessary to consider vulnerabilities existing from its manufacture as well 

as other potential sources such as running code and the device’s data I/O on a network. Although 

any device should be protected if it connects even indirectly to the internet, the stringency of that 

protection should be in accordance with need. A system controlling the color and intensity of 

lights in Wi-Fi LED for a dwelling, for example, may not require much security. 

In order to protect IT infrastructures and installed security systems from attack, cryptographic 

keys must be stored, processed and managed in a highly secure environment. However, 

hardware-based IT security is often still not used in company networks. This involves protecting 

the key from unauthorized attack, as well as the applications and data while they are being saved 

and processed. From self-encrypting hard drives to database encryption, crypto chips and public 

key infrastructures. 

 

1.6 Software based Firewall Security:- 

Computer security software sometimes includes functions that disable information from being 

retrieved by a process called encryption. During encryption, files are encoded and their contents 

are compressed using algorithms that make them useless without decryption software. Files are 

encrypted to make undesired interception difficult, sometimes hindering forensics processes. 

Encryption software is often used in computer security settings; for example, to protect private 

banking information. Computer Forensics Software are software’s used by forensics specialists is often 

programmed to retrieve data that has been deleted. Such programs would not normally be used in 

computer security. Forensics software sometimes includes decryption software, with the purpose of 
reading encrypted data. Forensics software is also capable of tracing past activity on a device, such as 
emails and instant messages. 

Broadly speaking, a computer firewall is a software program that prevents unauthorized access to 

or from a private network. Firewalls are tools that can be used to enhance the security of 

computers connected to a network, such as LAN or the Internet. They are an integral part of a 

comprehensive security framework for your network. 

 

 1.6 .1 Firewall Security  

 

A firewall absolutely isolates your computer from the Internet using a “wall of code” that 

inspects each individual “packet” of data as it arrives at either side of the firewall — inbounds to 

or outbound from your computer — to determine whether it should be allowed to pass or be 

blocked. 

Firewalls have the ability to further enhance security by enabling granular control over what 

types of system functions and processes have access to networking resources. These firewalls 

can use various types of signatures and host conditions to allow or deny traffic. Although they 

sound complex, firewalls are relatively easy to install, setup and operate. 

 

1.6.2 Different Types of Firewalls 
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There are two types of firewalls: network firewalls and host-based firewalls. Network firewalls 

are typically used by businesses that contain a comprehensive network of multiple computers, 

servers, and users. The network firewall monitors the communications occurring between the 

company computers and outside sources. If a company wishes to restrict certain websites, IP 

addresses, or services like Instant Messenger, it can do so using a network firewall. Aside from 

controlling employee behavior on office equipment, this type of firewall safeguards the sensitive 

internal data of the company, such as customer databases and employee information. Firewalls 

stop intruders from accessing this information and protect the business from cyber attacks. Host-

based firewalls work similarly but are stored locally on a single computer. Every home computer 

should have some kind of host-based firewall installed on it. This functions as the first line of 

defense against cyber criminals and various online scams and attacks. Host-based firewalls are 

also recommended for business computers that are network connected but not protected by a 

network firewall. They can also be useful for homes with multiple computers sharing the same 

network. Most of the time, home computers are covered by a hardware firewall, like a router, 

which protects the network. But every home computer should also have a host-based system kind 

in place to guard against specific types of attacks. Host-based firewalls are easy to install and 

protect your computer from malware, cookies, email viruses, pop-up windows, and more. Along 

with desktop computers, mobile devices can be installed with firewalls to protect online activity 

on the go. 

(a)Mobile Firewalls 

Most smart phones include basic security settings like PIN numbers. While this may be enough 

to keep your best friend from using your phone, it’s not ever going to be enough to ward off 

sophisticated online attackers. Mobile firewalls provide a barrier against certain kinds of attacks. 

For example, when certain settings like file share or networking are enabled on the device, the 

phone is designed to respond to outside requests automatically. First of all, these settings should 

be kept off whenever possible. What’s more, a firewall would stop these kinds of automatic 

response from happening in the first place. 

1.6.3 Steps for implementation of Firewall:  

 

Define security needs: Before installing a firewall solution, it is helpful to first define exactly the 

level of IT network security necessary for your organization. First, examine any existing 

solutions and note what currently works, what doesn’t work, and what areas need to be 

improved. Next, ask the IT department for information about data transactions within your 

company's network – where do the weak links and what are the most sensitive areas need 

protection. Also determine all points of access that need to be secured using endpoint protection. 

Finally, because it is likely that there won’t be one solution to meet all your needs, prioritize the 

list in terms of critical and non-critical, and include budgetary constraints. A well-thought out 

and detailed internal specification will pave the way to finding a firewall solution that meets your 

business’s needs. 

Research solutions that match the specified needs: Only once a business has defined what it 

needs from a firewall/managed security service can the process of researching solutions begin. In 

addition to services, make sure to research every potential IT provider's longevity in the 
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business, history of servicing clients, and their all-around stability. Choose a vendor who has a 

reputation for providing quality and efficient service.  

Installation, configuration, and maintenance of the firewalls: Once a vendor has been chosen, the 

final step in setting up your firewall is the actual implementation. The IT provider you have 

chosen will install the solution in your environment, covering all of the areas you deemed 

necessary in your earlier assessment. Post-installation, the firewall will be maintained and 

upgraded with both manual and automatic updates. Feedback should be provided on a consistent 

basis to ensure that the firewall is performing as expected. 

 1.7  IT Security Standards and Best Practices 

 

To facilitate your planning on information security management for your company, we have 

highlighted some internationally recognized information security standards, guidelines and 

effective security practices for reference.  

 Government IT Security Policy and Guidelines 

 IT Governance Standards and Best Practices 

 Guidelines on Conducting Online Businesses and Activities 

 Guidelines on Safeguarding Data Privacy 

 Other References 

 

1.7.1 Government IT Security Policy and Guidelines 

 

The Government of HKSAR has issued a set of "Government IT Security Policy and Guidelines" 

to provide references and guidance to Government bureaux and departments in respect of the 

protection of Government information systems and data assets. The related documents are 

obtainable through the hyperlinks provided below. Users should note that the documents are for 

general reference only and users are responsible to make their own assessment on the 

information provided and to obtain independent advice before acting on it. 

 Baseline IT Security Policy - This document sets the baseline standards of IT security 

policy for Government bureaux/departments. It states what aspects are of paramount 

importance. 

 IT Security Guidelines - This document elaborates on the policy requirements and sets 

the implementation standard on the security requirements specified in the Baseline IT 

Security Policy. 

 Practice Guide for Security Risk Assessment & Audit - This document provides the 

practical guidance and reference for security risk assessment & audit in the Government. 

 Practice Guide for Information Security Incident Handling - This document provides the 

practical guidance and reference for handling information security incidents in the 

Government. 

There is increasing public concern about the security of information passing through public Wi-

Fi networks. To address such a concern, the Communications Authority (CA) has published a set 

of security guidelines for public Wi-Fi service operators to follow. The guidelines are developed 

jointly with the industry and the relevant professional bodies. 

 Guidelines on the Security Aspects for the Design, Implementation, Management and 

Operation of Public Wi-Fi Service - A set of guidelines on security for public Wi-Fi 

service. 
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1.7.2 IT Governance Standards and Best Practices 

 

 ISO/IEC 27000 family of Information Security Management Systems - This document 

provides an overview of ISO/IEC 27000 family of Information Security Management 

Systems which consists of inter-related standards and guidelines, already published or 

under development, and contains a number of significant structural components. 

 ISO 27001 - This document provides the ISO standards of the requirements for 

establishing, implementing, maintaining and continually improving an information 

security management system within the context of the organization. 

 ISO 27002 - This document introduces the code of practice for information security 

controls. 

 British Standard 7799 Part 3 - This set of guidelines is published by BSI Group for the 

information security risk management. 

 COBIT - The Control Objectives for Information and related Technology (COBIT) is 

published by the Standards Board of Information Systems Audit and Control Association 

(ISACA) providing a control framework for the governance and management of 

enterprise IT. 

 Common Criteria (also known as ISO/IEC 15408) - This set of evaluation criterias is 

developed by and aligned with national security standards organisations of Australia, 

Canada, France, Germany, Japan, Netherlands, New Zealand, Spain, UK and US. 

 ITIL (or ISO/IEC 20000 series) - This document introduces a collection of best practices 

in IT service management (ITSM), and focuses on the service processes of IT and 

considers the central role of the user. 

 National Information Security Technology Standard Specification - This webpage 

introduces a collection of national information security standards formulated by the 

National Information Security Standards Technical Committee. These standards include 

information security management, information security evaluation, authentication and 

authorisation, etc. 

 SANS Security Policy Resource – These resources are published by SANS Institute for 

the rapid development and implementation of information security policies. 

 

1.7.3 Guidelines on Conducting Online Businesses and Activities 

 

 Electronic Transactions Ordinance - This Ordinance concerns the legal status of 

electronic records and digital signatures used in electronic transactions as that of their 

paper-based counterparts. 

 Consumer Protection in E-commerce - OECD Recommendation– This guideline is 

published by the Organisation for Economic Co-operation and Development (OECD) 

listing the principles and good practices on e-commerce 

 OWASP Top Ten Project – This document for web application security is published by 

The Open Web Application Security Project (OWASP) representing a broad consensus 

about what the most critical web application security flaws are. 

 Payment Card Industry Data Security Standard - This standard is developed by a number 

of major credit card companies (including American Express, MasterCard Worldwide 

and Visa International) for enhancing payment account data security. 

 RFC 2196 Site Security Handbook, from IETF (The Internet Engineering Task Force) – 
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1.8 Assessing Threat Levels:- 
 

1.8.1 Malware (malicious software) and How malware works 

Malware, or malicious software, is any program or file that is harmful to a computer user. Types 

of malware can include computer viruses, worms, Trojan horses and spyware. These malicious 

programs can perform a variety of different functions such as stealing, encrypting or deleting 

sensitive data, altering or hijacking core computing functions and monitoring users' computer 

activity without their permission. Malware authors use a variety of physical and virtual means to 

spread malware that infect devices and networks. For example, malicious programs can be 

delivered to a system with a USB drive or can spread over the internet through drive-by 

downloads, which automatically download malicious programs to systems without the user's 

approval or knowledge. Phishing attacks are another common type of malware delivery where 

emails disguised as legitimate messages contain malicious links or attachments that can deliver 

the malware executable to unsuspecting users. Sophisticated malware attacks often feature the 

use of a command-and-control server that allows threat actors to communicate with the infected 

systems, exfiltrate sensitive data and even remotely control the compromised device or server. 

Emerging strains of malware include new evasion and obfuscation techniques that are designed 

to not only fool users but security administrators and anti-malware products as well. Some of 

This handbook is prepared by IETF for developing computer security policies and 

procedures for sites that have systems on the Internet. 

 Technical Standards Relevant to Cloud Computing - This webpage introduces a 

collection of technical standards relevant to Cloud Computing released by various 

international organizations. These standards include management, web services, security 

of cloud computing, etc. 

 TRUSTe – Under this program, a privacy seal, or called a "trustmark", is awarded to 

websites that adhere to the privacy principles and comply with the oversight and 

consumer resolution process.  

 Web Trust program – Under this program, a Web Trust seal at the website means the 

company is complied to Web Trust principles including, on-line privacy, security, 

business practices and transaction integrity, availability and Web Trust for Certification 

Authorities.  

 

1.7.4 Guidelines on Safeguarding Data Privacy 

 

 A Series Guidance Notes on Data Privacy – The guidance notes are provided by the 

Office of the Privacy Commissioner for Personal Data to specific industries, organization 

and users for general reference. 

 A Practical Guide for IT Managers and Professionals on the Personal Data (Privacy) 

Ordinance – This guide was compiled by Hong Kong Computer Society (HKCS) for the 

enterprises, especially IT Managers and Professionals, to protect personal data privacy. 

 

 Health Insurance Portability and Accountability Act (HIPAA) - This Act was enforced by 

the US government in order to enact their national Standards for Privacy of Individuals 

Identifiable Health Information. 
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these evasion techniques rely on simple tactics, such as using web proxies to hide malicious 

traffic or source IP addresses. More sophisticated threats include polymorphic malware, which 

can repeatedly change its underlying code to avoid detection from signature-based detection 

tools, anti-sandbox techniques, which allow the malware to detect when it is being analyzed and 

delay execution until after it leaves the sandbox, and file less malware, which resides only in the 

system's RAM in order to avoid being discovered. 

1.8.2 Mobile malware 

Malware can also be found on mobile phones and can provide access to the device's components 

such as the camera, microphone, GPS or accelerometer. Malware can be contracted on a mobile 

device if the user downloads an unofficial application or if they click on a malicious link from an 

email or text message. A mobile device can also be infected through a Bluetooth or Wi-Fi 

connection. 

Malware is found much more commonly on devices that run the Android OS comparatively to 

iOS devices. Malware on Android devices is usually downloaded through applications. Signs 

that an Android device is infected with malware include unusual increases in data usage, a 

quickly dissipating battery charge or calls, texts and emails being sent to the device contacts 

without the user's knowledge. Similarly, if a user receives a message from a recognized contact 

that seems suspicious, it may be from a type of a mobile malware that spreads between devices. 

Apple iOS devices are rarely infected with malware because Apple carefully vets the 

applications sold in the App Store. However,  it is still possible for an iOS device to be infected 

by opening an unknown link found in an email or text message. iOS devices will become more 

vulnerable if jail broken. 

1.8.3 How to detect and remove malware 

A user may be able to detect malware if they observe unusual activity such as a sudden loss of 

disc space, unusually slow speeds, repeated crashes or freezes or an increase in unwanted 

internet activity and popup advertisements. An antivirus tool may also be installed on the device 

that detects and removes malware. These tools can either provide real-time protection or detect 

and remove malware be executing routine system scans. Windows Defender, for example, is a 

Microsoft anti-malware software which is included in Windows 10 operating system (OS) under 

Windows Defender Security Center. Windows Defender protects against threats such as 

spyware, adware and viruses. Users can set automatic “Quick” and “Full” scans, as well as set 

low, medium, high and severe priority alerts. Malware bytes is another anti-malware tool which 

can remove malware from Windows, macOS, Android and iOS platforms. Malware bytes can 

scan through a user’s registry files, running programs, hard drives and individual files. If 

detected, malware can then be quarantined and deleted. However, users cannot set automatic 

scanning schedules. 

1.8.4 History and Similar programs 

The term malware was first used by computer scientist and security researcher Yisrael Radai in 

1990. However, malware existed long before this. One of the first known examples of malware 
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was the Creeper virus in 1971, which was created as an experiment by BBN Technologies 

engineer Robert Thomas. Creeper was designed to infect mainframes on ARPANET. While the 

program did not alter functions, or steal or delete data, the program moved from one mainframe 

to another without permission while displaying a teletype message that read, "I'm the creeper: 

Catch me if you can." Creeper was later altered by computer scientist Ray Tomlinson, who 

added the ability to self-replicate to the virus and created the first known computer worm. The 

concept of malware took root in the technology industry, and examples of viruses and worms 

began to appear on Apple and IBM personal computers in the early 1980s before becoming 

popularized following the introduction of the World Wide Web and the commercial internet in 

the 1990s.There are other types of programs that share common traits with malware but are 

distinctly different, such as a PUP, or potentially unwanted program. These are typically 

applications that trick users into installing them on their system (such as browser toolbars) but do 

not execute any malicious functions once they have been installed. However, there are cases 

where a PUP may contain spyware-like functionality or other hidden malicious features, in 

which case the PUP would be classified as malware.  

1.8.5 Hacktivism –  

Hacktivism is the act of misusing a computer system or network for a socially or politically 

motivated reason. Individuals who perform hacktivism are known as hacktivists. Hacktivism is 

meant to call the public's attention to something the hacktivist believes is an important issue or 

cause, such as freedom of information or human rights. It can also be a way for the hacktivists to 

express their opposition to something by, for instance, displaying messages or images on the 

website of an organization they believe is doing something wrong. Hacktivists are typically 

individuals, but there are also groups of hacktivists that operate in coordinated efforts, such as 

Anonymous or LulzSec. The majority of hacktivists work anonymously. A hacktivist uses the 

same tools and techniques as a hacker, but does so in order to disrupt services and bring attention 

to a political or social cause. For example, hacktivists might leave a highly visible message on 

the homepage of a website that gets a lot of traffic or embodies a point-of-view that is being 

opposed. Hacktivists also often use denial-of-service (DoS) attacks to disrupt traffic to a 

particular site. The legality of hacktivism is a point of debate. While peaceful protest is legal in 

many countries, distributed denial-of-service (DDoS) attacks may be considered a federal crime 

in the United States and those attacks are illegal in many other places including the European 

Union, the United Kingdom and Australia. Opponents argue that hacktivism causes damage in a 

forum where there is already ample opportunity for nondisruptive free speech. Others insist that 

such an act is the equivalent of a protest and is therefore protected as a form of free speech. 

Hacktivists often consider their activities a form of civil disobedience, meaning they are willfully 

breaking a law to further their protest. 

1.8.6 Types of hacktivism 

Hacktivists use a variety of techniques to get their message across. Some tactics include the 

following: 

 Changing the code for websites -- such as government websites -- or software is done to 

display errors or specific messages to anyone who visits the site or uses the software. 

Downloaded from www.rgpvnotes.in

Page no: 11 Get real-time updates from RGPV

https://searchsecurity.techtarget.com/definition/denial-of-service
https://searchsecurity.techtarget.com/definition/distributed-denial-of-service-attack
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 Website mirroring is when hacktivists replicate a legitimate website's content, but with a 

slightly different URL. This technique is often used to get around censorship that blocks 

a particular site. If a website has been censored, the hacktivist will duplicate the content 

and attach it to a different URL on a mirror site so the content is still accessible. 

 Geo-bombing, in which internet users add a geo-tag to YouTube videos to enable display 

of the location of the video on Google Earth and Google Maps, has been used by 

hacktivists to display the location of videos posted by political prisoners and human 

rights activists. 

 Blogging anonymously is a tactic used by activists, whistleblowers and journalists. This 

protects the blogger while providing a platform to speak out about an issue, such as 

human rights violations and oppressive government regimes. 

 The use of the software RECAP lets users search for free copies of documents that are 

otherwise only accessible by paying a fee to the United States federal court database 

known as PACER (Public Access to Court Electronic Records). 

 Leaking information is a popular tactic with activists. Typically an insider source will 

access sensitive or classified information -- which implicates an individual, organization 

or government agency in some kind of malicious activity -- and make it publicly 

available. WikiLeaks has become a popular site for publishing leaked data. 

 Doxing is the gathering of information -- through hacking or social engineering -- about a 

specific person or organization and making it public. The information is typically 

sensitive and is sometimes used in extortion schemes. 

 Denial-of-service attacks and distributed denial-of-service attacks have become popular 

with hacktivists who use them to prevent users from accessing targeted computer 

systems, devices or networks. DoS and DDoS attacks flood systems with traffic and 

overwhelm resources and make them difficult to access. There has been some debate over 
whether DoS attacks are hacktivism and, if they are, whether or not they are illegal. 

1.8.7 Examples of hacktivist groups and hacktivism events 

Anonymous is a decentralized, international group that has become one of the most well-known 

hacktivist groups due to several high-profile attacks. Anonymous first appeared in 2003 on the 

4chan forums and came into the spotlight in 2008 when it attacked the Church of Scientology. 

The group has adopted the Guy Fawkes mask from the graphic novel and film V for Vendetta as 

its symbol and often uses the tagline "We are Anonymous. We are Legion. We do not forgive. 

We do not forget. Expect us." Despite its members not identifying themselves, several 

individuals have been arrested in association with the group, which often uses controversial 

techniques. The group has been known to "declare war" on politicians, including Donald Trump 

and Hillary Clinton, and has supported the Occupy movements. Wiki Leaks is a website that was 

started in 2006 by Julian Assange and hosts leaked documents. WikiLeaks claims to be an 

independent, nonprofit online media organization. The first notable documents published on 

WikiLeaks were nearly 80,000 documents about the U.S. war in Afghanistan, followed by 

400,000 documents about the war in Iraq. WikiLeaks is also known for leaking over 20,000 

emails and 8,000 email attachments from the Democratic National Committee that were sent 

during the 2016 U.S. presidential campaign. LulzSec, or Lulz Security, is a spinoff group of 

Anonymous. Five members of Anonymous started LulzSec in 2011 and use handles but not any 
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other identifying information. The most significant attack by LulzSec was when the group took 

down the FBI's website in 2011, though the attack precipitated the arrest of several members 

There have been many instances of hacktivism over the years, including the following: 

 During the 2009 Iranian elections, Anonymous set up a website to disseminate 

information to and from Iran. 

 During the 2011 Arab Spring, multiple hacktivist groups were involved in supporting 

protests. The group Telecomix provided technical support to protesters including setting 

up dial-up internet connections after the Egyptian government shut down internet access 

to the country; Google, Twitter and SayNow started the #Speak2Tweet movement, which 

provided communications for Egyptians. 

 The first Million Mask March took place in 2013 and is now an annual event. 

Anonymous and its supporters march on Nov. 5 -- Guy Fawkes Day -- wearing their 

signature masks. The marches usually happen in Washington D.C. and London. 

 In the 2014 Sony Pictures Entertainment hack by the group known as Guardians of 

Peace, or GOP, the group collected over 100 TB of information from the company, 

including unreleased movies and the personal data of employees. 

 The 2016 DYN cyberattack affected major websites including Amazon, The New York 

Times, The Wall Street Journal, Twitter and Reddit. Both Anonymous and a group 

known as the New World Hackers claimed responsibility for the attack and said it was in 

retaliation to Ecuador's London embassy shutting down internet access for WikiLeaks 

founder Julian Assange, who was being held there. 

1.8.8  Forming an incident Response Team 

 

A Computer Security Incident Response Team (CSIRT, pronounced "see-sirt") is an organization 

that receives reports of security breaches, conducts analyses of the reports and responds to the 

senders. A CSIRT may be an established group or an ad hoc assembly. 

There are various types of CSIRTS. An internal CSIRTs is assembled as part of a parent 

organization, such as a government, a corporation, a university or a research network. National 

CSIRTs (one type of internal CSIRT), for example, oversee incident handling for an entire 

country. Typically, internal CSIRTS gather periodically throughout the year for proactive tasks 

such as DR testing, and on an as-needed basis in the event of a security breach. External CSIRTs 

provide paid services on either an on-going or as-needed basis. 

 

Incident response is a process, not an isolated event. In order for incident response to be 

successful, teams should take a coordinated and organized approach to any incident.  

 

 

1.8.9 There are five important steps that every response program should cover, which are 

as follows: 

 

(a) Preparation 
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Preparation is the key to effective incident response. Even the best incident response team cannot 

effectively address an incident without predetermined guidelines. A strong plan must be in place 

to support your team. In order to successfully address security events, these features should be 

included in an incident response plan: 

 Develop and Document IR Policies 

 Define Communication Guidelines 

 Incorporate Threat Intelligence Feeds 

 Conduct Cyber Hunting Exercises 

 Assess Your Threat Detection Capability 

 

(b) Detection and reporting 

 

The focus of this phase is to monitor security events in order to detect, alert, and report on 

potential security incidents. 

 Monitor: Monitor security events in your environment using firewalls, intrusion 

prevention systems, and data loss prevention. 

 Detect: Detect potential security incidents by correlating alerts within a SIEM solution. 

 Alert: Analysts create an incident ticket, document initial findings, and assign an 

initial incident classification. 

 Report: Your reporting process should include accommodation for regulatory reporting 

escalations. 

 

(c) Triage and analysis 

 

The bulk of the effort in properly scoping and understanding the security incident takes place 

during this step. Resources should be utilized to collect data from tools and systems for further 

analysis and to identify indicators of compromise. Individuals should have in-depth skills and a 

detailed understanding of live system responses, digital forensics, memory analysis, and malware 

analysis. 

 

1.8.10 As evidence is collected, analysts should focus on three primary areas: 

 

 Endpoint Analysis-Determine what tracks may have been left behind by the threat actor. 

 Binary Analysis-Investigate malicious binaries or tools leveraged by the attacker and 

document the functionalities of those programs. This analysis is performed in two ways. 

 Behavioral Analysis: Execute the malicious program in a VM to monitor its behavior. 

 Static Analysis: Reverse engineer the malicious program to scope out the entire 

functionality. 

 Enterprise Hunting-Analyze existing systems and event log technologies to determine 

the scope of compromise. 

 

(d) Containment and neutralization 

 

This is one of the most critical stages of incident response. The strategy for containment and 

neutralization is based on the intelligence and indicators of compromise gathered during the 
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analysis phase. After the system is restored and security is verified, normal operations can 

resume. 

 Coordinated Shutdown: Once you have identified all systems within the environment 

that have been compromised by a threat actor, perform a coordinated shutdown of these 

devices. A notification must be sent to all IR team members to ensure proper timing. 

 Wipe and Rebuild: Wipe the infected devices and rebuild the operating system from the 

ground up. Change passwords of all compromised accounts. 

 Threat Mitigation Requests: If you have identified domains or IP addresses that are 

known to be leveraged by threat actors for command and control, issue threat mitigation 

requests to block the communication from all egress channels connected to these 

domains. 

 

(e) Post-incident activity 

 

There is more work to be done after the incident is resolved. Be sure to properly document any 

information that can be used to prevent similar occurrences from happening again in the future. 

 

 Complete an Incident Report: Documenting the incident will help to improve the 

incident response plan and augment additional security measures to avoid such security 

incidents in the future. 

 

 Monitor Post-Incident: Closely monitor for activities post-incident since threat actors 

will re-appear again. We recommend a security log hawk analyzing SIEM data for any 

signs of indicators tripping that may have been associated with the prior incident. 

 

 Update Threat Intelligence: Update the organization’s threat intelligence feeds. 

 

 Identify preventative measures: Create new security initiatives to prevent future 

incidents. 

 

 Gain Cross-Functional Buy-In: Coordinating across the organization is critical to the 

proper implementation of new security initiatives. 

 

1.9  Reporting of Cyber Crime 
 

In context to India- After victimization of any cyber crime, first step is to report the crime to the 

Law enforcement agency (Cyber crime branch or any police station of your state.). Matters of 

cyber crimes are investigated by law enforcement agency (LEA) on registration of FIR. Further 

LEA approaches to Indian Computer Emergency Response Team (CERT-In) for getting the 

information related to technical analysis like details of emails, sms, Facebook, Twitter, IP 

address, URLs details etc. 

1.9.1 Following are steps and process to file a cyber crime complaint in India:  

1. The very first step to file a cyber crime complaint is to register a written complaint with the 

cyber crime cell of the city are currently in. According to the IT Act, a cyber crime comes under 
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the purview of global jurisdiction. This means that a cyber crime complaint can be registered 

with any of the cyber cells in India, irrespective of the place where it was originally committed. 

At present, most cities in India have a dedicated cyber crime cell.  

 

2. When filing the cyber crime complaint, you need to provide your name, contact details, and 

address for mailing. You need to address the written complaint to the Head of the Cyber Crime 

Cell of the city where you are filing the cyber crime complaint. 

 

3. In case you are a victim of online harassment, a legal counsel can be approached to assist you 

with reporting it to the police station. Additionally, you may be asked to provide certain 

documents with the complaint. This would, however, depend on the nature of the crime. 

 

4. Register a Cyber Crime FIR: If you do not have access to any of the cyber cells in India, you 

can file a First Information Report (FIR) at the local police station. In case your complaint is not 

accepted there, you can approach the Commissioner or the city’s Judicial Magistrate. 

 

5. Certain cyber crime offenses come under the Indian Penal Code. You can register a cyber 

crime FIR at the nearest local police station to report them. 

It is mandatory under Section 154, Code of Criminal Procedure, for every police officer to record 

the information/complaint of an offense, irrespective of the jurisdiction in which the crime was 

committed. 

 

6. Most of the cyber crimes that are covered under the Indian Penal Code are classified as 

cognizable offenses. A cognizable offense is the one in which a warrant is not required for an 

arrest or investigation. 

In this case, a police officer is bound to record a Zero FIR from the complainant. He must then 

forward it to the police station under the jurisdiction of the place where the offense was 

committed. 

7. Zero FIR offers some solace to victims of cases that require immediate attention/investigation 

as it avoids wasting time in enlisting the offense on police records. 

 

1.10  Difference between Cyber security and Cyber forensic:- 

Computer forensics and computer security are two related fields, yet each has a distinct intent 

and methodology. Some differences between both terms are as follows: 

1. Cyber forensics deals with analyzing, preserving, extracting and submitting evidence in a 

permissible format. Cyber forensics extensively deals with investigation of cybercrimes 

and frauds that happen using technology. 

 

2. Cyber security is about prevention, while computer forensics is about response. The 

cyber security team works to implement and maintain a robust information security 

system, with the intention of defending an organization from cyber attacks; in the event 

that their efforts fail, and a breach is made, while the computer forensics team works to 

identify the hack, understand the source, and recover compromised data. 
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3.  Cyber security is all about prevention. As a result, a cyber security degree will give its   

learner hands-on experience in applying security measures to ensure confidentiality, 

integrity, and availability of data, while On the flip side, a computer forensics degree will  

 

4. give its learner experience in identifying and responding to cyber security breaches and 

network hacks that have already happened. 

Computer forensics is the application of investigation and analysis techniques to gather and 

preserve evidence from a particular computing device in a way that is suitable for presentation in 

a court of law. The goal of computer forensics is to perform a structured investigation while 

maintaining a documented chain of evidence to find out exactly what happened on a computing 

device and who was responsible for it. Forensic investigators typically follow a standard set of 

procedures: After physically isolating the device in question to make sure it cannot be 

accidentally contaminated, investigators make a digital copy of the device's storage media. Once 

the original media has been copied, it is locked in a safe or other secure facility to maintain its 

pristine condition. All investigation is done on the digital copy. Investigators use a variety of 

techniques and proprietary software forensic applications to examine the copy, searching hidden 

folders and unallocated disk space for copies of deleted, encrypted, or damaged files. Any 

evidence found on the digital copy is carefully documented in a "finding report" and verified 

with the original in preparation for legal proceedings that involve discovery, depositions, or 

actual litigation. Computer forensics has become its own area of scientific expertise, with 

accompanying coursework and certification. 

 

 

 

------------------------------------------------------------------------------------------------------------------------------ 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 
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