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ABSTRACT
Access control is one of the most important issue with ubiq-
uitous networking environment. Traditional access con-
trol methods are mainly considering authentication of reg-
istered user or device. Therefore, it is troublesome to allow
a visitor to use a networked resource in an office, without
accessibility to other resources. We propose a new access
control method using frequently changing passwords dis-
played beside a resource. This method can be implemented
without any special hardware like a sensor.
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INTRODUCTION
Network infrastructure is widely developed and has
brought us a convenient computing environment. We can
access the Internet from almost everywhere in our offices
and homes. Under such an environment, we have to be
careful about security and access control[2]. For example,
we do not want a visitor to have access all the resources on
the LAN in our office, but we may allow him to print out a
document by a local network printer. As a result, the visitor
must ask someone in the office to print his data stored for
him, usually requiring the data to be stored on removable
media like a memory card.

This inconvenience can be easily eliminated by provid-
ing a low-maintenance method to control temporary per-
mission to use a resource. However, traditional access con-
trol methods are based on registration. This method in-
curs a high-maintenance cost since the system administra-
tor must add and remove a user’s account and password,
or a MAC address of a user’s terminal when the visitor ar-
rives and leaves. Providing a separate network segment for
guests is another possible solution, but its costs in hardware
and maintenance almost always outweighs the benefits.

We propose a new method that gives access permission
only to users that are physically near a resource. In the
case of a visitor, we can usually assume that someone who
is allowed to approach a resource should also be allowed to
use it. This type of use of real-world context can be realized
without special hardware, such as sensors.

address: print@foo.bar.com
password: 012345

RequestTo: print@foo.bar.com
Password: 0123_
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Figure 1: Concept of ShownPass

SHOWNPASS

Traditional access control methods on network are mainly
focused on authentication of a registered user. Another ac-
cess control method is based on network topology. Both
of them are ignorant of real-world context. However, real-
world context can be utilized to provide natural restriction
to resource, especially for temporal use.

To verify that a user is near a resource, a local display,
that shows a regularly changing password, is placed on or
around the resource. A user who can see the current pass-
word can use the resource, even from outside of the LAN.
She sends a request with the password to the resource.
When the user leaves the resource’s immediate location,
she cannot use it anymore because the password is fre-
quently changing. A password, which would normally be
hidden in other situations, is publicly shown in this method,
then we have named it ShownPass.

ShownPass requires only a small display area for a re-
source to show a password. Neither a resource nor a user’s
terminal needs any special devices like a sensor, thus many
existing resources and terminals can benefit from Shown-
Pass without modification.



Figure 2: Printer with ShownPass

EXAMPLE APPLICATIONS
We implemented an e-mail-based ShownPass system. The
system generates a password and shows it on the display.
A user sees it and sends a request, by an e-mail, in which
the password is included on the subject field. The sys-
tem checks the subject field in the received e-mail and if
the correct password (in addition to the current password,
the previous password is also accepted since the password
might change during this transaction) is given, the system
processes the request.

Figure 2 is a printer with ShownPass. The printer itself is
a normal printer (it is available in the usual standard man-
ner to other PCs on the LAN), and the password display is
being provided by an affixed PDA (PocketPC). The display
also shows the e-mail address to which requests should be
sent. A user can print a document by sending an e-mail
with the document as an attached file and the password
shown in the display. In this example, a password con-
sists of 6 digits and is altered every 3 minutes. Any error
messages appear only on the display, so that anyone who is
trying to access the printer from a remote place cannot see
any responses.

Figure 3 shows another example with ShownPass. It is a
kind of networked bulletin board called ChatScape[1] that
is installed in our office. Staffs can post a message with still
images from a ChatScape terminal on her PC, and we also
allow guests to our office to leave a message by her mobile
phone or PC. In this implementation, the user has to knock
the display to see the current password. Such additional
physical restriction brings the security level higher.

DISCUSSION
Near-field Wireless Network Ad hoc network using
near-field wireless communication media such as Blue-
tooth can be used as a location-restricted channel for a re-
source. However, there are some problems.

First, it is usually difficult to control the range because
radio waves are invisible and can go through walls, thus re-
quiring excessive additional infrastructure such as Faraday

Figure 3: Networked Bulletin Board with ShownPass

cages. A user issuing an inquiry message will find many
devices including the one of which he is in front. Second,
there still is a registration problem because a user must be
allowed to use the wireless infrastructure. A bluetooth de-
vice will require a PIN code for security reasons. Third,
both terminal and resource have to equip the same near-
field wireless communication media.

On the other hand, with the ShownPass method it is rel-
atively easy to control an area to allow an access to visitors
and is available to many existing terminals and resources.
Moreover, the area can be flexibly extended via video me-
dia. For example, a user can allow another person who
talks with her through a video conference system (using
dedicated communication lines) to print a document from
her printer by showing a password and an e-mail address.

Encryption Our first prototype system does not use en-
cryption in order to utilize terminals without any special
software. However, a password given in ShownPass can be
used as an encryption key. A user provides a request data
and a hashed code of it, then encrypts them altogether by a
given key and sends. The target resource can decrypt it and
check the hashed code to verify validity of the request.

CONCLUSIONS
We proposed the ShownPass system, which utilizes real-
world context to control access to a networked resource.
In this system, a locally viewable display for the resource
shows a password that is periodically changing, and so that
a user who can see the current password can use the re-
source, even from a (possibly mobile) terminal connected
to a different network.
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