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SPECIAL REPORT

Talk Them Down

De-escalation is a key frontline security strategy in 
a range of situations, from hospitals to retail 
settings to o�ce environments. Many sectors, 
such as travel and airlines, healthcare facilities, 
retail and more, have seen an increase in agitated 
behavior or violent incidents in recent years, some 
spawned from tensions rising regarding mask 
mandates and COVID-19 protocols. Here, we take 
a look at de-escalation strategies and training that 
security leaders can implement within their 
organizations to keep security, staff and visitors 
safe.

By Adam Stone
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COVID-19 Heroes
Broad Institute Security Department Supports COVID-19 Testing Facility

The Broad Institute of MIT and Harvard has served as one of the largest processors of COVID-19 tests in the country. The Security Team has supported 
these efforts in myriad ways, helping maintain business continuity and ensure campus safety, visitor management, and compliance with COVID-19 safety 
protocols. By Maria Henriquez

COVID-19 Heroes
Associated Grocers of New England’s Risk Management and Loss Prevention Teams Step Up Amid Pandemic

As a critical business, Associated Grocers of New England needed to continue distribution to independent grocer members as well as its own stores 
throughout New England and New York, while also managing increased freight and procurement demands into the facility during the beginning of the 
pandemic. The organization’s Risk Management and Loss Prevention teams stepped up to help. By Maggie Shein
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Yale University’s Public Safety Systems and Services Team Uses Existing Tech for Robust COVID-19 Response

Once Yale University closed due to the pandemic in March 2020, the Public Safety Systems and Services team quickly realized that they could change 
the way access control was used and programmed across campus, while also streamlining security and operations. By Maggie Shein
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Georgetown University’s Of�ce of Emergency Management Supports COVID-19 Response

Marc Barbiere came to Georgetown about �ve months before the COVID-19 pandemic struck, with the goal of providing a robust framework for the 
University to prepare for, respond to, and recover from emergencies. Barbiere and the newly restructured O�ce of Emergency Management put together 
a framework to streamline and organize emergency and pandemic response to continue operations no matter the cause of disruption. By Maggie Shein
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Care agenda and take into consideration best practice travel risk management. By Harriett Brennan
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success. By Patrick J. Brosnan
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Security Talk

By Maggie Shein, Editor-in-Chief

Contact Maggie
The Anatomy of a Tabletop Exercise
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A critical part of ensuring adequate, safe and reliable operations amid a crisis includes comprehensive tabletop exercises to 
demonstrate and assess capabilities before an event occurs.

Tabletop exercises examine capacities and capabilities to plan for, respond to, and recover from an emergency or security incident that 
could ultimately affect the business continuity and operational resilience of your organization. 

The knowledge that comes from a process-driven approach to identifying, assessing and testing your organization’s risk management 
plans and practices, allows your security organization to evaluate mitigation and response strategies, as well as identify security gaps 
and look for areas of potential improvement.

“Among important issues to consider [during the design phase of an exercise] are what vulnerabilities does the security leader perceive 
exist at the present or in the future,” says Dean Alexander, Director of the Homeland Security Research Program and Professor at the 
School of Law Enforcement and Justice Administration at Western Illinois University. “The scenario should be crafted to test these 
risks.”

We’re not only talking about active shooter trainings either. Tabletop exercises should be considered for all sorts of scenarios that 
might affect your organization from a cyber incident, to hurricanes, to power outages, to pandemics. 

“Design trainings that address current, near-term and even ‘unlikely’ threats,” Alexander advises. Doing so not only allows your security 
team and the organization as a whole to prepare for any number of events, but it gives your team opportunities to work together, while 
working across departments within your organization and agencies outside of your organization. 

In order for tabletop exercises or live trainings to be bene�cial to your team and your organization, consider the following critical 
elements.

1. Know who to include.

Of course, aside from scenarios such as weather disasters, pandemics, active shooters and others that could affect any organization, 
additional tabletop exercises unique to your organization and its inherent risks are imperative and require the leader not only have a 
good handle on identifying these potential risks, but — perhaps more importantly — also know who to include in the exercises. 

“The intent of a well-designed tabletop exercise is to help individuals across the organization better understand their role in an 
emergency while providing a safe space to think critically about possible scenarios that could impact normal operations. It’s important 
to have the right people in the room and establish those goals,” says Tracy Skibins, Senior Director of Emergency Management at the 
University of Notre Dame Police Department.

Every team member involved in planning exercises for your organization should bring a speci�c value to the event. Determining who to 
include in the planning and execution of the exercise begins with identifying goals and objectives. Just as response plans should 
include speci�c roles, responsibilities and procedures to follow, tabletop exercises should put those response plans to action, 
clarifying roles and responsibilities within the organization and among other participating organizations. 

2. Embrace the mistakes.

Another fundamentally important aspect to any tabletop exercise is making mistakes. Indeed, says Skibins, exercises are the times you 
want your team to make mistakes, for things to go wrong or procedures to be forgotten. This, more than any amount of planning, 
allows your organization to determine trouble spots, security gaps, and areas that need addressing and �xing before an actual event 
occurs.

“Remember that it’s OK to make mistakes during the exercise and this should be relayed to all participants prior to go-time,” Skibins 
says.

3. Regroup after completion.

When the exercise is complete, team members need to create an after-action report, says Alexander, and be sure to implement lessons 
learned in the future. “Obtain feedback from others and don’t ignore what you learned,” he emphasizes.

Skibins agrees that debrie�ngs and after-action reports will go a long way in helping an organization make the most out of their 
tabletop exercises. “It allows you to plan for improvements and address any snafus,” before an actual emergency arises, she says.

Assessing the exercise after-the-fact can allow leaders to validate processes, identify issues, generate new ideas and even enhance 
training going forward. Just as they help procedurally, tabletop exercises give stakeholders a chance to work together and build 
con�dence in their own actions and response should a real event come to fruition. Such training can promote teamwork, smooth 
transitions, and cement de�ned roles and responsibilities to ensure the organization’s emergency response runs like a well-oiled 
machine — even if the exact scenario practiced, turns out to be different in reality.
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Global News & Analysis

FBI Designates 40 Shootings in 2020 as Active Shooter 
Incidents
The Federal Bureau of Investigation (FBI) has designated 40 shootings in 2020 as active shooter incidents. The FBI de�nes an active 
shooter as one or more individuals actively engaged in killing or attempting to kill people in a populated area. Implicit in this de�nition 
is the shooter’s use of a �rearm. The active aspect of the de�nition inherently implies the ongoing nature of an incident, and thus the 
potential for the response to affect the outcome.

Although 2020 witnessed the highest rate of active shooter incidents for the period 2000 to 2020, casualties were signi�cantly lower. 
There could be several reasons for the sharp decline in casualty counts. 

One potential explanation is that many people avoided public spaces during the COVID-19 pandemic, which presented fewer active 
shooter casualty opportunities in traditional target-rich environments (i.e., restaurants, movie theatres, sports stadiums, workplaces, 
schools, etc.). 2020 did see several national and prominent public protests drawing large crowds of people, essentially presenting a 
target-rich environment. However, there were only two active shooter incidents in these environments in 2020; the casualty totals for 
these two incidents accounted for one killed and six wounded.

Josiah S / iStock / Getty Images Plus via Getty Images

Since 2016, active shooter incident data reveals an upward trend. The number of active shooter incidents identi�ed in 2020 represents a 33% 
increase from 2019 and a 100% increase from 2016. A breakdown of number of incidents by year follows:
• 2016: 20
• 2017: 31
• 2018: 30
• 2019: 30
• 2020: 40

CREDIT: FBI

April had the fewest number of incidents (zero) and June had the highest number of incidents (eight). In addition, no active shooter incidents 
occurred on Tuesdays; Saturdays saw the most incidents (15). CREDIT: FBI

Of the 40 active shooter incidents in 2020, 58% (23 incidents) occurred during p.m. hours (between 12:00 p.m. and 11:59 p.m.), and 42% (17 
incidents) occurred during a.m. hours (between 12:00 a.m. and 11:59 a.m.). Data shows that an active shooter incident is more likely to occur 
(67.5%) between 6:00 p.m. to 6:00 a.m. (27 incidents occurred during this timeframe). A breakdown of number of incidents by time period follows:
• 12:00 a.m. to 6:00 a.m.: 9
• 6:01 a.m. to 11:59 a.m.: 8
• 12:00 p.m. to 6:00 p.m.: 5
• 6:01 p.m. to 11:59 p.m.: 18

CREDIT: FBI

The 40 active shooter incidents in 2020 occurred in 19 states:
• Six incidents occurred in California.
• Five incidents occurred in Illinois.
• Three incidents each occurred in Florida, Texas, and Missouri.
• Two incidents each occurred in Arizona, Idaho, North Carolina, New York, Oklahoma, South Carolina and Wisconsin.
• One incident each occurred in Alaska, Indiana, Kansas, Kentucky, Nebraska, Nevada and Tennessee.

Five of the 40 incidents met the criteria cited in the federal de�nition of mass killings (three or more killings in a single incident.) CREDIT: FBI

The 40 active shooter incidents reviewed in this report resulted in 164 total casualties (38 killed and 126 wounded, excluding the shooters). The 
incident with the highest number of total casualties (one killed and 16 wounded) occurred at 9ine Ultra Lounge in Kansas City, Mo. The second 
highest number of casualties (nine wounded) occurred at an unspeci�ed residential address in Manteca, Calif.

A breakdown of the incidents/locations with the �ve highest total casualty counts follows:
• 9ine Ultra Lounge, Kansas City, Mo.: 1 killed, 16 wounded
• Unspeci�ed residential address, Manteca, Calif.: 9 wounded
• Rebar Bar and Lounge, San Antonio, Texas: 8 wounded
• In�nity Lounge, Kingstree, S.C.: 8 wounded
• Mayfair Mall, Wauwatosa, Wis.: 8 wounded

CREDIT: FBI

While the number of active shooter incidents doubled since 2016 (see Figure 1), casualty counts decreased to the lowest number in �ve years. 
Although there are several possible reasons for the decline in casualty counts, one potential explanation is that many people avoided public 
spaces during the COVID-19 pandemic lockdowns, which presented fewer active shooter casualty opportunities in target-rich environments (i.e., 
restaurants, movie theatres, stadiums, workplaces, schools, etc.). 

The average number of casualties for the 2016-2019 period is approximately 358 per year, even with the inclusion of the atypical Route 91 
Harvest Festival shooting in Las Vegas, Nev. A breakdown of the number of total casualties by year follows: 
• 2016: 214 
• 2017: 734 
• 2018: 225 
• 2019: 258 
• 2020: 164

CREDIT: FBI

Twenty-four of the 40 active shooter incidents occurred in areas of commerce, resulting in 31 killed and 81 wounded. 

• Nineteen incidents occurred in business environments open to the public, resulting in 21 killed, including one store owner, three 
employees and one law enforcement o�cer. Sixty-four were wounded, including four employees and one law enforcement o�cer. Two of the 
shooters were known to be employees of the businesses (one was the owner). Of the 19 shooters, one of the shooters wore body armor. Eleven 
shooters were apprehended by law enforcement (four at the scene and seven at other locations), one shooter was killed by law enforcement at 
the scene, one shooter was killed by an armed citizen at the scene, and one shooter was killed by armed citizen/security personnel at the scene. 
One shooter committed suicide before police arrived at the scene, and three shooters committed suicide after police arrived at the scene. There 
were two incidents in which there were no casualties.
• Four incidents occurred in business environments closed to pedestrian tra�c, resulting in 10 killed from three separate incidents 
involving 10 employees. Nine were wounded, including four employees (two from injuries incidental to the shooting). Two shooters were 
employees, and one shooter was a previous employee. One shooter was apprehended at the scene, one shooter committed suicide at the scene, 
one shooter committed suicide when confronted by law enforcement at another location, and one shooter remains at large.
• One incident occurred in a mall, resulting in eight people wounded. The shooter was apprehended by law enforcement at another location.  
• Ten of the 40 incidents occurred in open space locations, resulting in three killed and 28 wounded. None of the shooters wore body armor. 
Four shooters were apprehended by law enforcement (two at the scene and two at other locations), one shooter was killed by an off-duty law 
enforcement o�cer at the scene, and two shooters remain at large. In one incident, four law enforcement o�cers were wounded.
• Three of the 40 incidents occurred on government property, resulting in three wounded (two law enforcement o�cers and one naval air 
station security force guard). None of the shooters wore body armor. Two shooters were apprehended by law enforcement at the scene; one 
shooter was killed by law enforcement at the scene. 
• Two incidents occurred on military property, resulting in one wounded (naval air station security force guard). 
• Three of the 40 incidents occurred at residence(s), resulting in four killed and 14 wounded, including one law enforcement o�cer. None of 
the shooters wore body armor. One shooter was apprehended by law enforcement at another location; one shooter committed suicide at the 
scene after law enforcement arrived.

CREDIT: FBI

Forty-two shooters carried out 40 active shooter incidents. Thirty-�ve shooters were male, three were female, and four were unspeci�ed. Thirty-
nine shooters acted alone, and three shooters acted together. 

The youngest shooter was 15 years old; the oldest shooter was 87 years old. A breakdown of the shooters’ ages follows: 
• Teens: 1 
• 20s: 9 
• 30s: 16 
• 40s: 4 
• 50s: 3 
• 60s: 2 
• 70s: 1 
• 80s: 1 
• Unknown: 5 

CREDIT: FBI
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Special Report

By Adam Stone, Contributing Writer

Security and de-escalation are often 
intertwined. Learn how security pros 
implement best-in-class de-escalation 
strategies.

Talk Them Down

dinachi / iStock / Getty Images Plus via Getty Images

Security often comes down to a matter of de-escalation – talking an individual down before agitation evolves into violence. At North 
Olympic Healthcare Network in Port Angeles, Wash., Security Supervisor Ted Bowen sees it every day.

“We had a patient come in very upset, pacing the lobby. They eventually started saying that they were going to break our windows, so 
naturally someone called security,” he says. So Bowen started walking with the patient and that walking-and-talking quickly eased the 
tension. “Obviously I was keeping my safe distance and always being aware, but just by going a couple of laps around our property, we 
were able to get that de-escalated.”

De-escalation is a key frontline security strategy in a range of situations, from hospitals to retail settings to o�ce environments. Many 
sectors, such as travel and airlines, healthcare facilities, retail and more, have seen an increase in agitated behavior or violent incidents 
in recent years, some spawned from tensions rising regarding mask mandates and COVID-19 protocols.

“In a lot of cases, security directors place an emphasis on law enforcement,” says Matthew Doherty, a threat and violence risk 
management expert with Jensen Hughes. “But there are situations – either with patients, or with things like performance improvement 
plans, suspensions or terminations – where you need a different approach.”

What is that “different approach,” and how does it work? 

Brian Uridge, Director of Security, Michigan 
Medicine
Image courtesy of Uridge

Eric Sean Clay, Vice President of Security 
Services, Memorial Hermann Health System
Image courtesy of Clay

Ted Bowen, Security Supervisor, North 
Olympic Healthcare Network 
Image courtesy of Bowen

David Fowler, Founder and President, 
Personal Safety Training Inc. 
Image courtesy of Fowler

Matthew Doherty, Senior Director, Jensen 
Hughes
Image courtesy of Doherty

Minimizing Risk

The point of de-escalation is to minimize risk – to turn down the heat before a situation can boil over.

“Security folks deal with people who are upset, people who are stressed, people who are angry, people who are intoxicated, and even 
people who are violent. If you don’t de-escalate, the potential for violence increases,” says David Fowler, Founder and President of 
Personal Safety Training, Inc. and the AVADE workplace violence program.

Particularly in the healthcare sector, security leaders must implement de-escalation as part of their daily practice and training.

“Sometimes the patients we see have some behavioral health issues, chronic pain or chemical dependency issues, which can create a 
di�cult situation for us. Maybe they don’t want to cooperate, or they don’t feel that they are getting the attention that they need, which 
causes them to escalate,” says Eric Sean Clay, Vice President of Security Services for Memorial Hermann Health System, and one of 
Security’s 2020 Most In�uential.

“We know that 75% of all violence that occurs in any workplace occurs in a healthcare environment,” says Brian Uridge, Director of 
security at Michigan Medicine, a healthcare complex at the University of Michigan. “For us, de-escalation happens multiple times a day.”

The Basics

When hospital security professionals look to calm the anxious or agitated, they start with strong communication. De-escalation is 
fundamentally an interpersonal skill: It’s all about �nding common ground with the person in distress.

“You need to listen to the person, �nd out the reasons why they’re so upset, or at least give them some empathy and respect. You’re not 
condoning the disruptive behavior, but you do have to have some empathy, some listening skills,” Doherty says.

The fundamental idea is that people who upset typically have an underlying reason for their actions.

“A lot of the times when people are escalating, they have some unmet need. They had an adverse staff interaction, maybe the person up 
front wasn’t giving them the right answers or they weren’t getting what they need,” Bowen says. “I train my staff to never stop talking. 
We always keep our verbals going. Even in a situation where they have weapons, we keep talking to the person, letting them know we’re 
there. The whole time we’re moving closer and closer, because sometimes you just have to take control. But at the same, we never stop 
talking. And it’s hard: It’s really hard to keep that caring tone in those moments.”

This approach may not come naturally to those trained to take a more authority-driven approach.

“Security professionals often want to just go in and take charge of a situation, relying upon their authority,” Clay says. “When we de-
escalate, on the other hand, we’re actively listening to what that person is saying. We’re watching for those verbal cues that may 
indicate what they’re thinking. Sometimes we just allow them to vent. It helps them feel validated, that somebody is actually listening to 
what they have to say.”

Building Relationships

Uridge likens de-escalation to the law enforcement practice of community policing.

“My background is in law enforcement, at Kalamazoo public safety. We started a program there where every single day we asked our 
o�cers to go out and just do 20 minutes of foot patrol, not as an investigation, just simply 20 minutes of foot patrol,” he says. “De-
escalation starts with proactively building those relationships, before you ever need to be there for an incident.”

The same approach works, for example, in a hospital setting, he says. “We treat the health system as a community: Every �oor is a 
neighborhood, and every neighborhood has different issues. To deal with the issues of the neighborhood, you have to build trust.”

To build trust, Uridge asks security staff to make the rounds, introducing themselves to patients and staff in advance of any incidents. 
“We want to build a relationship, to reduce anxiety and build trust. That means we have to proactively go out and engage people,” he 
says.

In any sector, whether retail, transportation or corporate settings, security staff can make personal connections and broker a level of 
familiarity as part of their routine duties. Then, when an incident does arise, there is already a basis of goodwill in place, which in turn 
makes it easier to de-escalate.

De-escalation is fundamentally an interpersonal skill: It’s all about �nding 
common ground with the person in distress.

Best Practices

While the idea of de-escalation is important, implementation is even more important. A number of key best practices apply when 
training security staff and when emphasizing de-escalation within the organization:

Body language: Fowler, for example, trains his people on their physical presentation. 
“If you walk into a situation with an upset person and you’re face to face with them, it can be confrontational. We teach staff 
to approach to the side, with appropriate distance, and it has to be relaxed,” he says. “We also teach them to blade their 
body, to bring a shoulder forward so that you are less of a target and less confrontational. Then, you have your hands out in 
front of you, palms up: That’s universal for non-threatening, all over the world.”

Added resources: Bowen says that de-escalation works best when security personnel come to the situation armed with 
additional resources, such as phone numbers or information for additional services or agencies.
“I carry around this pamphlet with social worker information and other resources in the area,” he says. “I’m always trying to 
[steer people] to more meaningful or better services.”

Redirect: For Uridge, a key de-escalation technique is the “redirect,” a strategy for helping an agitated person reframe his or 
her actions and attitude.
“That might mean you take them out of the environment, you take a quick walk to change their environment. ‘Could I get you 
a cup of coffee, or a glass of water right now?’ When you refocus their attention, you’re often able to get to the root cause of 
the problem,” he says.

Building Skill Sets

For many people, de-escalation may not be their �rst instinct, and for that reason, Bowen makes it a point to hire frontline security staff 
with de-escalation skills in mind, and then to reinforce those skills with ongoing training.

“It starts with their interview: How are they acting when I give them certain scenarios? You can kind of tell just by their answer how they 
would immediately react,” he says.

Bowen says new security �eld o�cers will train with existing o�cers, achieve their international healthcare security certi�cation and go 
through de-escalation and crisis intervention training. “I talk about scenarios and do some role-playing, making sure they understand 
our use-of-force policy. And I’ll spot check, just ask questions randomly,” he says.

Clay takes a similar approach. “It starts with just hiring the right people,” he says. “We have a self-assessment that gives us some 
insight into how they may handle things. When we do our interviews, we ask a lot of situational questions. ‘Tell me about a time when 
you had to successfully de-escalate a person.’ We look for clues on how a person is going to respond to these situations.”

Clay adds that security staff receive additional skills-building training as well, which ultimately helps with handling aggressive people 
and potentially violent situations. “We offer a lot of training in communication and customer service. We use role-playing, where we 
have simulated aggressive patients – because these are things that you’re going to be facing on a regular basis,” he says.

At Michigan Medicine, Uridge and his team place a heavy emphasis on training and rely on a number of outside providers to help with 
that effort. For example, the organization uses Welle Training to teach staff to recognize potentially problematic behaviors such as 
pacing, clenching �rst or raising their voices.

“They learn how to listen and to �nd out what people’s needs are,” Uridge says. “We also use MILO virtual training. You go into a giant 
room with �ve TV screens, and we run every one of our o�cers and guest services staff through multiple scenarios where they are 
having to de-escalate a person on the screen,” he says. “We want to immerse our people, to have them face these scenario-based 
virtual situations that are almost exactly what they would deal with [on the job].”

A Learning Curve

Though an increasing number of security leaders and security programs have implemented de-escalation techniques and a customer-
service approach when it comes to security, this remains an evolving space. 

“There is still a learning curve,” Doherty says. Some security leaders “still tend to want to remove the issue from the building, to meet 
aggressiveness with equal aggressiveness. But there is some progressive evolution, it is changing for the better.”

He continues, “In law enforcement, we have seen a dramatic change in the approach to these situations, because of the active shooter 
phenomenon in the workplace.” It has become common practice to have security personnel ready on standby, for example, when 
people are getting �red – not just to escort them out, but to talk them down if things get heated, Doherty says. “That’s a dramatic 
change.”
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Marc Barbiere came to Georgetown about �ve months before the COVID-19 pandemic, 
taking over the recently-restructured O�ce of Emergency Management (OEM) in order to 
coordinate the University’s e�orts to prepare for, respond to, and recover from 
emergencies.

Georgetown University’s O�ce of 
Emergency Management Supports COVID-
19 Response

Georgetown set up aggressive COVID-surveillance testing, daily symptom checks, building access restrictions and more as a part of their 
pandemic response efforts. Image courtesy of Georgetown

Marc Barbiere had only been at Georgetown University (Georgetown) a couple of months before the COVID-19 pandemic started. He 
was still learning about Georgetown’s operations and governance structure as he took the helm as Director of the O�ce of Emergency 
Management. But that doesn’t mean he wasn’t ready.

Barbiere has been through many large-scale emergencies, including 9/11, �u vaccine shortages, a steam pipe explosion, collapsed 
cranes, H1N1, Ebola, and numerous severe weather incidents to name a few. He made the jump into emergency management in 2003, 
but prior to that, he was an NYC EMS paramedic and a NYC Fire Department EMS Lieutenant. On the public health side, he held 
leadership positions with the NYC Department of Health, the Fairfax County Health Department’s emergency preparedness program, 
and the D.C. Department of Health, as well as having served as an emergency manager in the Austin, Texas area, before coming to 
Georgetown in November of 2019.

His background as well as his Master’s degree in Public Health allowed Barbiere to hit the ground running in regards to COVID-19 
response at Georgetown. About a month into his new position, Barbiere began paying attention to a potential health crisis with wide 
rami�cations. Soon after that and well before COVID-19 was declared a worldwide pandemic, Barbiere and his colleagues began to 
assemble a team of key stakeholders and started collaborating with the D.C. Department of Health to focus on emergency 
preparedness and prepare the University for potential effects.

“We had staff and students around the world in Europe, China, Korea and more, and we acted early and 
aggressively to ensure everyone was safe” Barbiere says.

By February, the emergency management team at Georgetown was conducting pandemic-related tabletop 
exercises, with important stakeholders brought in to be a part of the process, including representatives from 
the various campuses and schools, as well as public health subject matter experts (SMEs) and global 
experts.

“I wasn’t the smartest person in the room, but we are fortunate to have some of the best SMEs right here on 
campus,” Barbiere says. With 50-60 people around the table, the exercises allowed the team to look at 
COVID-19 through various phases and scenarios.

When March 2020 came around, the Mayor declared a state of emergency and in-effect shut down D.C., and 
Georgetown went virtual, including its emergency response activities. Throughout the past year, Georgetown 
has continued planning and holding tabletop exercises, putting stakeholders through different phases and 
worst- and best-case scenarios to prepare the entire campus community, including a planned complete 
reopening in the fall of 2021.

Marc Barbiere, Director 
of the O�ce of 
Emergency 
Management, 
Georgetown University. 
Image courtesy of 
Barbiere

To truly streamline a coordinated response effort, Barbiere has been deliberate since the early days of the pandemic to develop, 
maintain and encourage various working groups within Georgetown, made up of stakeholders from a range of departments such as 
Facilities, Residential Living, Auxiliary and Business Services, Communications, and the Police Department among others. Together, the 
groups participate in planning meetings and tabletop exercises, sharing ideas, information and decisions.

There were a number of hurdles Barbiere and Georgetown had to jump over in regards to COVID-19, not the least of which was 
responding to a global pandemic, while also trying to focus on building up the newly restructured O�ce of Emergency Management 
itself. “Many of those routine emergency management duties that we would have done right away, such as performing risk 
assessments, updating training and response plans, were put on hold,” Barbiere explains. In addition, “As a large educational 
organization, we also have a lot of very broad and independent silos on both the academic and operational side, so it took time to 
develop a cohesive structure for dealing with emergencies and getting the right people together at the right time to pivot to respond. 
At �rst, it was pretty painful and clumsy; it took time for us all to get to know one another.”

But the Georgetown team persisted, planning regular meetings and check-ins that Barbiere says will ramp up or down depending on 
what the University is preparing for and the current circumstances of the pandemic.

Georgetown has set up aggressive COVID-surveillance testing, daily symptom checks, building access restrictions and more as a part 
of their pandemic response efforts. One of the groups Barbiere and Dr. Ranit Mishori, the Chief Public Health O�cer, put together and 
led as part of the University’s multi-layered approach to ensuring health and safety is the Care Navigator team.

The group has been very effective at protecting the community and reducing the impact of COVID-19 to the campus and greater D.C. 
community as much as possible. Part of the role of the Care Navigators is what Barbiere refers to as “contact tracing on steroids.” The 
team supplements the efforts of the D.C. Department of Health, investigating potential contacts within the University if someone tests 
positive for COVID-19 and investigates the potential on-campus risks.

At the height of the pandemic, Georgetown had about 30 team members on the Care Navigator Team, many of whom were existing 
staff members that were re-deployed to work on pandemic response efforts. “We put them through Johns Hopkins contact tracing 
training and other university speci�c training. They not only work with students, faculty and staff that test positive for COVID-19, but 
they also coordinate food delivery, isolation moves, and more,” Barbiere says.

Now that Georgetown is gearing up to open fully for in-person classes this fall, Barbiere says the re-deployed employees are in the 
process of moving back to their previous positions. The Care Navigator team has been so successful at helping with response efforts, 
however, that Barbiere sees a smaller version of this crew (on a contracted basis as well as to include continuing redeployed staff) 
staying on into the future to help with whatever response efforts are needed.

Many staff and students volunteered or were re-deployed to help with pandemic response efforts including contact tracing, testing and vaccine 
efforts. Images courtesy of Georgetown

“We are in the process of building this capability on a permanent basis as we anticipate another six months to a year or so of COVID-
related activity, and then eventually to be a part of the public health structure to deal with pandemics and public health emergencies in 
the future,” he says.

Using his deep connections have also bene�tted Georgetown, as Barbiere has been one of the primary liaisons with the D.C. 
Department of Health and other agencies during the pandemic. The partnership has been bene�cial to both the Georgetown community 
as well as the greater D.C. community. The University operated a public vaccination clinic early on, tapping into its wealth of medically 
trained volunteers and staff to vaccinate community members, including frontline healthcare workers and vulnerable populations.

“Now that the vaccine is ubiquitous, the Department of Health has started providing us with vaccines to distribute on our campuses for 
our own population,” Barbiere says. The efforts come at a good time, as the University has decided to mandate vaccinations for 
students, faculty and staff this coming fall, and Georgetown will use its on-campus clinics to help with the efforts to get to that goal.

It’s those relationships, according to Barbiere, that every seasoned emergency management leader knows are some of the most 
valuable tools in the toolkit when it comes to emergency response. “Building good productive relationships with preparedness partners 
before a disaster will serve you well in an emergency. One of the successes we have had here at Georgetown is the relationships that 
so many of us have locally and regionally and that’s what you need; to be able to share information and resources.”

Barbiere says that every security leader learns from each emergency and one of the things he believes the Georgetown team has 
learned is how to communicate across cross-functional areas of the organization.

“We worked together here and forged strong relationships that will serve us immensely in preparing for responses big and small in the 
future. We will certainly face other threats as an organization, but we will come together and those lessons will help us in the future,” 
Barbiere says.
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By reimagining access control and use of existing system data, Yale’s Public Safety Systems 
and Services team was able to centralize and organize security technology operations, while 
providing further value across the entire university.

Yale University’s Public Safety Systems and 
Services Team Uses Existing Tech for 
Robust COVID-19 Response

Historical building and Yale university campus in downtown New Haven, Connecticut.
f11photo / iStock / Getty Images Plus via Getty Images

Yale University (Yale) is a private Ivy League college in New Haven, Conn. Founded in 
1701, it’s the third-oldest institution of higher education in the United States and one of 
nine Colonial Colleges chartered before the American Revolution.

With over 600 buildings, almost 12,000 undergraduate graduate and professional 
students, and more than 15,000 staff and faculty members, Yale has historically been an 
open campus in an urban environment mixed in with the city of New Haven.

Before the COVID-19 pandemic caused lockdowns across the U.S., the university’s 
Public Safety Systems and Services team, which is in charge of access control and 
credentialing for the campus, relied mostly on building “access authorizers” or building 
managers to dole out access and credentials for campus facilities. 

Led by Associate Director William Goldbach, the Public Safety Systems and Services 
team consists of ID and Access Control Manager Stephen Donnelly and dedicated 
employees Deborah Rodriguez, Jason Tucker, Frank Squeglia, Brian Pagan, Neil Carney 
and Sheldon Gatison. But once Yale closed due to the pandemic in March 2020 — and 
has since had varied levels of students and staff on campus — the team quickly realized 
that they could change the way access control was used and programmed across 
campus, while also streamlining security and operations, and making use of existing 
data to be of big value to both Yale’s security teams and the greater university.

Yale University’s Public Safety Systems and 
Services team top row from left: Deborah 
Rodriguez, Neil Carney; middle row from left: 
Sheldon Gatison, Brian Pagan; bottom row 
from left: Frank Squeglia, Jason Tucker. 
Image courtesy of Yale

“The �rst shift the team had to make was reimagining how access control should be applied,” Goldbach says. 
On a campus where many buildings’ exterior doors were “green-lit” or fully open during business hours, the 
team had to shift to locking buildings and tightly controlling access. “This may sound different from a 
corporate security perspective, but this was a big change for the Yale campus environment,” he adds. And the 
shift was not only a big change, but also a big project, seeing as Yale’s main campus encompasses around 
6,600 readers and between 40,000-48,000 identities at any given time within its access control systems.

ID and Access Control Manager Donnelly says that creating a more organized, centralized campus-wide access 
program required the Public Safety Systems and Services team to formalize university policies and procedures, 
as well as enhance role-based access and create new access groups and time codes where necessary. 

“As the pandemic allowed us to start easing up restrictions, our policies around access remained, and our 
streamlined roles and groups are now the building block of every access code we create,” Donnelly says. 

In the early days of the pandemic, the Public Safety Systems and Services group also scrambled to reprogram 
intrusion alarms across campus, Goldbach says. Traditionally, intrusion alarms had been turned on or off by the 
�rst person to arrive or the last person to leave a building on any given day, but as much of the campus staff 
worked remotely, alarms needed to be programmed to auto arm and disarm based on schedules. As an added 
bene�t, the changes have signi�cantly reduced user-error-caused false alarms for the Yale PD.

William Goldbach, 
Associate Director, 
Yale University Public 
Safety Systems and 
Services. Image 
courtesy of Yale

Goldbach and Donnelly say that the new access and alarm policies have made Yale’s 
campus a safer place and also have given the university the added bene�t of situational 
awareness using centralized data.

With centralized access data, the Public Safety Systems and Services team has been 
able to supply reports and work closely with a myriad of other university departments 
to provide a single pane of view on access logs, occupancy data and more. 

For instance, IT and Public Safety Systems and Services worked closely together, using 
data from both sides, to develop a program for COVID-compliance. The teams 
automated access for students and staff based on compliance of required testing, 
health checks and waivers. “If a person missed their routine test or was non-compliant 
in some way, we would automatically remove access to that person, while still allowing 
them access to their residence. It was a powerful tool in helping us enforce those 
community agreements and keeping the campus safe,” Donnelly explains.

The access team wasn’t only managing students and staff either. During the height of 
peak transmission in the spring of 2020, while the access team was busy reorganizing 
credential permissions for students and staff, Yale was asked by the state to provide 
housing for some 2,000 �rst responders, medical professionals, funeral workers and 
other frontline employees that didn’t want to risk transmission of the virus to their 
immediate household. “The University’s conference and events group managed the 
logistics, and we made specialized ID cards for these critical function workers to give 
them access to certain residential spaces,” Donnelly says.

Stephen Donnelly, ID and Access Control 
Manager, Yale University Public Safety 
Systems and Services. Image courtesy of 
Yale

Another important project that the Public Safety Systems and Services team took on without investing in any new technologies was 
using the campus LiveSafe app to communicate crucial COVID-19 information to students and the greater Yale community. Yale’s 
LiveSafe app is a communication resource, with maps of blue phone/emergency phones and direct access to safety escorts, Yale’s 
Police Department, and more. 

“When COVID came, we began to think about how we could use this existing tool to better serve our community,” Goldbach says. In 
response, the team added COVID-19 information, including CDC recommendations and even the ability to request a COVID-19 test.

“As employees started to come back in to work, we added the ability to complete their health check through the app, and we also 
added COVID-19 testing sites to our existing blue phone and AED maps,” he continues. “It really helped us move things along quicker 
and give the community as much information as we could.” 

While the Public Safety Systems and Services team was working hard to ensure e�cient and streamlined COVID-response efforts, the 
team itself was transitioning to working remotely and keeping one ID and access control o�ce open on campus for critical function 
workers — all without missing a beat. 

“What the team did here in so many ways was reimagine and reinvent what we were doing previously,” Goldbach says. “It took 
everyone’s thoughts and experiences to �gure out our plans and implement them. As a department, our motto is ‘strive for continuous 
improvement,’ and that’s really what they did here. After seeing everything they accomplished, it really strengthened our team’s buy-in 
for continuous improvement and made us stronger than ever before.”
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By Maggie Shein, Editor-in-Chief

While enterprises around the globe were shutting down and moving to remote work, 
frontline food suppliers, transport companies and grocery stores didn’t have that ability. 
AGNE needed to continue to distribute product to independent grocer members as well as 
its own stores throughout New England and New York, while also dealing with increased 
freight and procurement demands into the facility.

Associated Grocers of New England’s Risk 
Management and Loss Prevention Teams 
Step Up Amid Pandemic

(Left image) Associated Grocers of New England’s Risk Management and Loss Prevention teams stepped up during the pandemic, securing the 
company’s distribution center, o�ces and retail locations even while dealing with a signi�cant increase in inbound and outbound tra�c at its 
facilities. (Image courtesy of AGNE). (Right image) Jim Gaudet, Loss Prevention Assistant Manager, has been providing safety and security to 
Associated Grocers of New England since 2007. (Image courtesy of Gaudet)

Associated Grocers of New England Inc. was organized in February 1946 by a group of 21 independent retailers resolved to form a 
company with greater purchasing power than each could realize individually. The organization �rst operated as New Hampshire 
Wholesale Grocers in an 18,000-square-foot warehouse facility in Concord, N.H. and later moved to Manchester, N.H. to accommodate 
growth in members and sales.

In 2006, after two moves and numerous warehouse expansions, a state-of-the-art, 380,000-square-foot distribution center with 11 
million cubic feet of space on 74 acres in Pembroke, N.H. became Associated Grocers of New England’s (AGNE’s) home. In 2014, 
AGNE embarked on a 105,000 square foot expansion encompassing grocery, refrigerated, frozen and o�ce areas. 

The facility offers retailers an expansive, and growing variety of products as well as retail support services such as advertising, 
marketing, store equipment and design, merchandising, bookkeeping and retail systems. A dedicated team of 300-plus employees 
provides service to approximately 640 independent retailers in the six-state New England region and upstate New 
York/Albany/Rochester areas. In addition to its distribution efforts, the organization also owns and operates a dozen retail stores 
across two states.

While o�ces and enterprises around the globe were shutting down and moving to remote work, frontline food suppliers, transport 
companies and grocery stores didn’t have that ability. As a critical business, AGNE needed to continue distributing product to 
independent grocer members as well as its own stores throughout New England and New York, while also dealing with increased 
freight and procurement demands into the facility during the beginning of the pandemic. In addition, remaining open, meant AGNE had 
to ensure employee and contractor safety and avoid shutdowns due to outbreaks.

There were a number of challenges for AGNE during the pandemic, and the organization’s Risk Management and Loss Prevention teams 
stepped up to meet the additional duties and increased workload that required COVID-19 response and mitigation efforts, as well as 
increased tra�c into the facility. At AGNE, Jim Gaudet, Loss Prevention Assistant Manager runs the Loss Prevention department, which 
reports up to Risk Management led by Director of Risk Management Alan Cote.

When the pandemic hit, demand for products increased and created a heightened potential for supply chain issues due to demand, 
says Gaudet. The organization’s proprietary security team reports to Gaudet, and he is responsible for all security and investigations at 
the organization’s corporate headquarters, distribution center and retail grocery stores. 

When COVID-19 hit and the organization needed to avoid virus spread that could shut down its facilities, the Risk Management team, 
which included Environment, Health and Safety (EHS) and Loss Prevention, assumed roles of monitoring the increased inbound and 
outbound truck tra�c to and from the distribution center, health and temperature screenings, as well as other COVID-related 
procedures including enforcement of its mask policy, stocking of various masks and hand sanitization products and more.

With an increase in tra�c, the security teams had to increase its sta�ng 
coverage to check in shipments, maintain access control credentials and 

ensure dock scheduling and unloading for continual operations.

The team needed to divide its time between assisting at AGNE’s retail locations — aiding with increased freight and even shelf-stocking 
while trying to maintain safety and security with panicked customers — as well as simultaneously dealing with increased inbound 
freight shipments to the distribution center. With an increase in tra�c, the Risk Management team had to increase its sta�ng coverage 
to check in shipments, maintain access control credentials and ensure dock scheduling and unloading for continual operations.

“The �rst point of contact for all in-bound freight is a Security O�cer who con�rms their appointment, veri�es the purchase order, 
issues an access badge and door assignment, and stages early arrivals pending their appointment,” Gaudet says. “As many states were 
shutting down restaurants and rest stops, our security o�cers were often dealing with overworked, stressed out drivers who were 
exhausted and edgy upon arrival. It’s a delicate balance between maintaining state-regulated COVID protocols and trying to limit non-
employees from entering the facility while still maintaining our typically welcoming attitude and environment.” Due to the higher tra�c, 
o�cers wore latex gloves and masks and the team increased its sanitization and guard booth cleaning schedules to ensure that door 
handles, counters, phones and keyboards were cleaned each hour. 

With higher demand, everyone had to pitch in. Gaudet and Loss Prevention Specialist Bill Robarge supplemented coverage in the early 
months by taking on guard booth shifts when there were nearly two dozen additional deliveries scheduled each day. Gaudet and 
Director of Risk Management Cote spent a few weeks at some of AGNE’s retail locations helping out by breaking down loads and 
putting up stock.

With the extra precautions and scheduling put in place, AGNE was able to keep its doors open at the distribution center, corporate 
o�ces and retail locations without interruption and with no widespread outbreaks, Gaudet shares. 

AGNE’s Risk Management group remains a dedicated group of professionals and the security team emphasizes training, education and 
relationships over enforcement. It’s this dedication to education and relationships that dictated how the group responded to the 
COVID-19 pandemic, and it is also one of the ways the Risk Management group reinforced its value to the organization during the past 
year and a half. 

“[It] gave us an opportunity to show our retail employees that we were there to do whatever it took to help them through some very 
tough frontline times. Because of the very nature of what we do, it is di�cult to remotely conduct many of our daily functions, so it gave 
us an opportunity to interact with the employees in many different circumstances,” Gaudet says. “I truly believe this pandemic provided 
our team with the opportunity to again demonstrate its value to the enterprise.”
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By Maria Henriquez, Associate Editor

The Broad Institute of MIT and Harvard has served as one of the largest processors of 
COVID-19 tests in the country. The Security Team has supported these e�orts in myriad 
ways, helping maintain business continuity and ensure campus safety, visitor management, 
and compliance with COVID-19 safety protocols.

Broad Institute Security Department 
Supports COVID-19 Testing Facility

Based in Cambridge, Mass., the Broad Institute of MIT and Harvard is a research organization that convenes a community of researchers from 
across many disciplines and partner institutions — MIT, Harvard, and Harvard-a�liated hospitals — and aims to improve human health by using 
genomics to advance the understanding of the biology and treatment of human disease.  Image courtesy of the Broad Institute 

In late March 2020, before the World Health Organization declared the coronavirus outbreak as a global pandemic, the Broad Institute 
of MIT and Harvard — a research organization that convenes a community of researchers from across many disciples and partner 
institutions, such as MIT, Harvard and Harvard-a�liated hospitals — rapidly converted their large-scale genomics facility into a center 
that processes SARS-CoV-2 tests. 

Frustrated with the lack of COVID-19 testing, the Broad Institute reimagined its highly-automated Clinical Research Sequencing 
Platform, LLC (CRSP) — a CLIA-certi�ed and accredited by the College of American Pathologists — to help increase the capacity for 
diagnostic testing for COVID-19 in the Commonwealth of Massachusetts. 

Within two weeks, the Genomics Platform worked with teams across the Broad Institute to rapidly transform the lab into a high-
throughput COVID-19 testing facility, working in partnership with the Commonwealth of Massachusetts, Massachusetts State Public 
Health Laboratory, and medical facilities in the Commonwealth. 

Mark Mattar, Senior Manager of Security. 
Image courtesy of Mattar

David Corbin, Director of Campus Security 
Operations. Image courtesy of Corbin

The Broad Institute seeks to better 
understand the roots of disease and narrow 
the gap between new biological insights and 
impact for patients. Image courtesy of the 
Broad Institute

Broad’s facilities, security, and the environmental health and safety team partnered with the Genomics Platform to shut down most of 
its standard production work and recon�gured the CRSP space over a single weekend, building walls to isolate work with infectious 
samples, purchase new protective gear for technicians and implement safety and cleaning procedures to keep workers safe and risk-
free.

At the time of publication, Broad Institute has processed and completed 19,946,843 SARS-CoV-2 viral diagnostic and surveillance 
tests, serving as one of the largest processors of COVID-19 tests in the United States. 

The Broad Institute’s Security Team was instrumental in ensuring the success of COVID-19 testing in Massachusetts and beyond, and 
supported Broad Institute’s efforts in myriad ways, helping maintain business continuity and ensure campus safety, visitor 
management, and compliance with COVID safety protocols.

The Broad Institute Security Team — a hybrid model consisting of David Corbin, Director of Campus Security Operations, and Mark 
Mattar, Senior Manager of Security, and Palladion Services, its security sta�ng provider — assisted with on-site business continuity and 
implemented various safety measures to provide a safe and healthy workplace during the pandemic. In addition, Corbin leveraged his 
more than 20 years of experience in security leadership, including his background as Director of Police Security and Parking at Brigham 
and Women’s Hospital in Boston, to help inform business continuity, emergency response and various pandemic-response measures.

“During the COVID-19 response, Mark was instrumental in our response in collaboration with the organization, especially in regards to 
all the security systems and physical security changes that needed to be made, including the collection and distribution of critical data 
driving constant changes to security operations, to our Palladion Services security staff and more,” Corbin says. 

Corbin, Mattar and the Security Team, led by Site Supervisor Paul Lucci, �rst focused on enhancing the access control systems and 
security at the testing facility where all COVID-19 processing was done. Corbin explains, “This enhancement was done in part to assist 
in screening staff entering the building, and also to aid in the daily health attestations, which staff completed through a web platform 
developed internally. They result in either a green check mark or a red ‘X’ being displayed on the user’s screen.” 

As staff enter the Broad campus and use their card access to enter, they display their health attestation screen, and a green check 
mark is required for entry. On-site, medical professionals facilitated COVID-19 testing for all staff working on-site up until recently. A 
negative test is required to work, and a positive test requires isolation, quarantine and automatically prevents staff from obtaining a 
green check mark on their health attestations. 

In addition, all campus perimeter entry points were secured and a single point of entry for each building was established. All entry 
points are staffed by Palladion Services, LLC, a Boston-based provider of contract security services. “We also added a dedicated 
security o�cer in the main lobby, where we received samples for processing from couriers arriving from all over New England and 
beyond on a 24/7 basis. We received a total of 28,000 courier deliveries from April 2020, to the end of December 2020,” Corbin says.

In late March 2020, Broad Institute rapidly converted its large-scale genomics facility into a center that can process SARS-CoV-2 tests. Working 
in partnership with the Commonwealth of Massachusetts, Massachusetts State Public Health Laboratory, and medical facilities in the 
Commonwealth, the Broad's CLIA-certi�ed lab processes samples collected from patients in Massachusetts and beyond. Image courtesy of the 
Broad Institute

Because deliveries took place at all hours of the day and night, the Security Team implemented additional measures to secure 
additional convenient parking nearby to help accommodate a large number of staff who are onboarded to augment existing staff and 
to handle massive in�ux of test samples coming their way. 

In addition, a new visitor management system and screening protocol was established by Security in collaboration with the 
Environmental Health and Safety (EHS) team to allow only essential contractors and visitors onto the campus and to ensure 
appropriate screening along with compliance with COVID safety protocols. 

“Mark was previously working on implementing the new visitor management system prior to COVID-19. However, the arrival of the 
pandemic rapidly accelerated the rollout of the system to provide a consistent, safe approach to screening and approving only 
essential visitors that absolutely had to be on-site,” Corbin says. 

Before being pre-registered in the system, essential visitors had to �ll out the health attestation to con�rm they were symptom free and 
had not traveled to COVID-19 hotspots. Upon arrival, Corbin says, security o�cers in charge of coordinating all pre-visit compliance 
and screening would corroborate if the visitors were indeed symptom-free and issue visitor badges, along with monitoring mask 
compliance at all entry and access points. 

“We were able to modify the basic functionality of the business management system that we had planned to roll up before, and turn it 
into a health screening in the pre-registration system,” Corbin explains. “Though it was never designed to support this capability, 
through Mark’s persistence and ingenuity in collaboration with the EHS team, he was able to pull it off and transform the system to help 
us ensure compliance with COVID-19 safety policies, secure entrances and keep staff healthy and safe.”

Mattar explains, "We were able to leverage a visitor management system into a pre-screening tool allowing critical third-party support 
services to complete our required health attestation before even arriving at the Broad."

Security O�cers David Forde, David Gately, and Ernest Watson. Image courtesy of the Broad Institute

The Security Team added exit card readers to primary entry/exit points to determine the number of staff on campus at any given time. 
Using data from these new exit readers and existing entry readers, the Security Team created a weekly density dashboard to help the 
EHS team and Broad leadership to understand how many people were on-site. This helped to ensure Broad was in compliance with 
local building COVID-19 occupancy ordinances and to help manage safe occupancy levels, Corbin says. He adds, “The data from the 
exit readers gave us the ability to conduct contract tracing and further support occupancy density levels. The data was then posted to 
the virtual dashboard and distributed to key stakeholders.”

With the help of Palladion Services and its additional security sta�ng, the Security Team was able to support on-site construction 
personnel screening and compliance, loading dock-screening compliance, and testing site access control and screening. “Palladion 
Services helped us augment our security and pandemic response, and I consider them to be the heroes of our operations. They �exed 
their operations to accommodate new virus guidance and prevention measures as they were rolled out, and were true partners with the 
broader organization.”

Thanks to the collaborative efforts of the EHS team, the Facilities Team, Broad Executive leadership, Genomics Platform leadership, 
Palladion Services, Lucci, Mattar, Corbin and the Security Team, the Broad Institute has been able to continue the important work of 
accelerating biomedical research and improving human health, while also serving as a key resource in COVID-19 testing in 
Massachusetts and beyond.  

Broad Institute has been able to team up to not only test at-risk popular COVID-19 hotspots, but also support testing of all residents 
and staff members at the City of Cambridge’s seven skilled nursing facilities and assisted living facilities; provide regular COVID-19 
testing for 108 public and private colleges and universities and their students, faculty, and staff, as part of back-to-school plans; and 
process pooled COVID-19 tests from students and staff at Massachusetts K-12 schools. 

“It was truly a collaborative and thoughtful approach to supporting business continuity, pandemic response, and the processing of 
more than 19 million COVID-19 tests,” Corbin says.
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By Patrick J. Brosnan, Contributing Writer

Enterprise Services

For a Global Security Operations Center (GSOC) to be successful in today’s threat 
landscape, it must include these three key elements in its design.

Three Elements of a Successful GSOC

Many security teams, particularly larger companies, are turning to a Global Security Operations Center (GSOC) to help them accomplish 
intelligence goals and ensure business continuity. Image courtesy of LCM 24/7 Digital Media Productions

Companies today need their security systems to do more for them. The threat landscape is such that they require both intelligence 
forecasting and real-time situational awareness to mitigate risks to their brand, employees, assets and customers. Many large 
companies are turning to a Global Security Operations Center (GSOC) to help them accomplish intelligence goals and ensure business 
continuity. 

GSOCs can do anything from monitoring the performance of cameras, access control and security personnel to emergency response 
or tactical and strategic intelligence. A useful GSOC is one that understands the problem a company wants to solve, so that the data 
collection requirements and analytics are relevant and staff with the right expertise are in place. GSOCs should never take a collect 
everything approach. This leads to wasted resources and delays sifting through data to reach actionable intelligence.

Building a GSOC is no small feat. It requires a substantial investment. On average, it costs $500,000 or more upfront plus thousands of 
dollars in year-over-year costs to staff and maintain. For larger companies with three thousand or more employees, a GSOC is a 
necessity as it is another form of insurance. Some companies have the budget to build and run one internally. However, a company that 
runs lean and is experiencing growth may want to consider outsourcing its GSOC to avoid the initial build investment and allow the 
team to scale as the company grows. 

If you think that establishing a GSOC is the next step for your company, three key elements will determine its success — whether built 
internally or outsourced as a service. 

For a GSOC to bene�t your enterprise, it must collaborate with both internal and external intelligence sources. Image courtesy of LCM 24/7 Digital 
Media Productions

1. Collaboration

For a GSOC to bene�t your enterprise, it must collaborate with both internal and external intelligence sources. The more relevant 
sources you include in your GSOC monitoring and analysis, the more complete the picture you build.

Internal sources might include access control systems, cameras, security o�cers, supply chains, and HR. For example, the GSOC must 
have visibility into employee travel plans to appropriately alert travelers to potential dangers and monitor their route in case of an 
emergency that requires protection or extraction. 

External sources should include traditional and non-traditional sources. Traditional sources would be federal and local law enforcement, 
social media, news feeds, governmental alerts, public data and the dark web. Non-traditional sources include data speci�c to an area of 
need. For instance, the pandemic has necessitated that companies stay in the loop with the CDC, the WHO, FEMA and the medical 
establishment. 

Beyond this, your GSOC staff must have a spirit of collaboration. When o�ce politics or silos begin, your GSOC is in trouble. 

2. Standardization 

Whether your GSOC is housed in one central location or composed of a network of locations, your success depends upon 
standardizing technology and operating procedures. Each component, from monitoring to intelligence, must use technologies that 
communicate with each other. Without this, your data points become siloed and you may miss an emerging threat. Resist the urge to 
implement new technologies if they do not integrate with your existing systems. 

Your GSOC locations should also follow the same operating procedures. While there may be language differences from country to 
country, your scope of work and threat response procedures should be standardized to ensure the same level of service across 
locations. 

Whether your GSOC is housed in one central location or composed of a network of locations, your success depends upon standardizing 
technology and operating procedures. Image courtesy of LCM 24/7 Digital Media Productions

3. Centralization

The bene�t of having regional SOCs is that you can staff them with subject matter experts in that region or country who know the 
language and the geopolitical landscape. However, regional SOCs can silo operations and staff without a centralized GSOC overseeing 
them. This leads to dysfunction. 

A central GSOC with branches that communicate with and follow the same standards as the central GSOC is by far the most effective 
model. Technology and operating procedures are driven by the central GSOC, and all data inputs are synthesized into one system for 
more actionable intelligence.

Without a GSOC, your company is likely operating in a vacuum. But, as you can see, implementing a GSOC is a big undertaking. Take the 
time to evaluate building one internally versus outsourcing in light of the three key elements needed to make it successful. If the cost of 
developing the right intel sources and staff, standardizing your procedures across the globe or centralizing your technology is too 
daunting, then an outsourced approach may be right for your organization. A GSOC-as-a-service can allow you to tap into very 
specialized skillsets, seasoned personnel and cutting-edge technology for a fraction of the cost. No matter which way you decide to 
go, a GSOC is a strategic investment in the future of your business.

About the Author 
Patrick J. Brosnan is the founder and Chief Executive O�cer of Brosnan Risk Consultants, a global provider of risk mitigation services. 
The company oversees protective and investigative operations for Fortune 500 companies, �nancial institutions, large law �rms and high-
net-worth individuals. Brosnan presently serves as a security analyst on Fox News, CNN, MSNBC and Inside Edition. He is a former NYPD 
detective with extensive �eld experience in the Robbery/Gun Squad and the Organized Crime Control Bureau.
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Career Intelligence

By Jerry J. Brennan and Joanne Pollock, Contributing writers

Calculating Your Worth During 
a Security Job Search

marchmeena29 / iStock / Getty Images Plus via Getty Images

Calculating your worth during a job search should be an informed exercise done before interviews start. While a good understanding of 
the value of your background and experience is critical, it is also important to have some knowledge of the compensation structure of 
any companies you would like to work for. This information is not always easy to get.

Our recruitment team serves as an intermediary between our clients and candidates in this regard, for example. It can help both parties 
correctly level their expectations. However, candidates conducting their own job search may �nd it di�cult to calculate both their 
organizational value and salary expectations. 

You can start with vetted industry job descriptions published by organizations such as the Foushée Group. They examine various 
position levels in security-relevant sectors and will help you determine where your responsibilities and skill set places you. 

You can pair this information with regional security salary studies that can give you an idea of where you are and where you want to be 
compensation-wise. Some are more accurate than others, but they can be useful and help you understand intermediate steps in your 
compensation. Asking friends how much they think you should be earning usually yields unreliable data.  

Many security professionals transition from the public sector into private industry. Those who can translate prior skill sets into 
relatable terms for a corporation generally see a positive compensation result. Others who simply rely on the initials of their former 
agency to guarantee high salaries are usually disappointed.

Pricing yourself at the high end of the salary spectrum means you will have 
nowhere to go in the range and will effectively cap your potential within the 

organization.

Public sector candidates can view the concept of salary bands in corporations as not dissimilar to government job grades. They apply 
across the organization and jobs are sorted into different levels within each department. Companies are particular about the salary 
point at which they will hire someone and are concerned about parity across the organization for similarly graded roles.

Familiarize yourself with the requirements of the job. Try to get a view of how the company structures their compensation. Then, give 
clear reasons why your experience proves you are the right person at the right price point for the job. This can help neutralize any 
learning curves a private sector employer might perceive about someone coming right out of government. 

Private sector job seekers should be aware that most companies will not offer someone a job at a salary that is excessively higher than 
where they are now. Regardless of whether you are earning $150K or $250K, the company will likely only offer something a reasonable 
percentage over your current salary. 

Corporations want their employees to have potential for both professional growth and salary increases. Pricing yourself at the high end 
of the salary spectrum means you will have nowhere to go in the range and will effectively cap your potential within the organization. 
Companies will generally not hire someone if they think this will be the case. 

Over- or understating your salary expectations are mistakes that can cost you a job offer you really want. Position yourself to get the 
job offer you want at the salary point that works for both you and your employer by doing the calculations ahead of time. 

About the Columnists
Jerry J. Brennan is CEO of the Security Management Resources Group of Companies (www.smrgroup.com), the leading global executive 
search practice focused exclusively on corporate and information security positions. Columnist image courtesy of Brennan

Joanne R. Pollock is the co-founder of the SMR Group and is the President & COO of Security Management Resources Inc. Previous to 
SMR, she had a 20-year career at leading global corporations, working across diverse functional areas including human resources, sales 
and marketing, and information technology services. Columnist image courtesy of Pollock
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By Harriet Brennan, Contributing Writer

Leadership & Management

Stay ahead of the new travel landscape with these safety and risk management 
best practices.

New Risks, New Regulations: Best 
Practices for Travel Security in 2021

Martin Barraud / OJO Images via Getty Images

The COVID-19 pandemic has signi�cantly changed the travel landscape, impacting the responsibilities and requirements of employers 
and travel managers. Both domestic and international travel has become incredibly complex, as countries continue to implement 
restrictions and regulations, often at short notice. 

As lockdown restrictions begin to ease in a number of locations, and certain industries either continue or consider resuming 
international travel, it is crucial for organizations to ensure they remain abreast of the latest developments. This way businesses can 
reduce the potential impact of any restrictions on their operations and properly protect their travelers. 

Alongside understanding the practical situations with both domestic and international travel, the nature of the requests that 
International SOS has received throughout the pandemic have been increasingly complicated. For every trip, travelers need �ve times 
more assistance support than prior to the pandemic, and we are receiving 10 times as many enquiries from decision-makers in 
organizations for more strategic advice.

In some locations, we are still advising that all travel should continue to be deferred, while for others, essential travel can resume after 
undertaking an individual risk assessment of the COVID-19 situation and entry restrictions. Considerations such as travel restrictions 
and entry requirements, from COVID-19 testing to COVID-19 vaccination certi�cation and quarantine measures, now all signi�cantly 
impact each traveler's experience. Therefore, the need for intelligence, advice and assistance is imperative for most travelers. 

Some of the key changing risks of the travel landscape include:

Misinformation: travel restrictions are constantly updated and information quickly becomes outdated.

Medical risk: a higher medical risk in countries where the medical risk was previously perceived to be low as COVID-19 has 
put an immense burden on healthcare systems. 

Security risk: a higher security risk for many locations, as vaccine hesitancy, economic uncertainty and COVID-19 restrictions 
take their toll.

Building Traveler Con�dence and Providing Support 

While a number of employees may be very eager to start travelling again, others may prefer to wait. Organizations need to start thinking 
about adapting their return-to-travel strategy, in order to take varying appetites into consideration. To help support the con�dence and 
safety of travelers, communication is essential; prior to, during, and even after travel, it is crucial that managers responsible for 
travelling employees maintain clear lines of communication so that the travelers and relevant stakeholders can remain updated on the 
latest developments. Should your travelers face an incident while abroad, or require testing or quarantine support, they may need 
support on the ground. Considerations such as access to long-term accommodation if a lockdown is announced, acquiring appropriate 
transportation means, as well as access to medical care for both COVID-19 cases and unrelated cases all need to be considered as 
part of your return-to-travel strategy. 

Organizations need to stay informed and �exible to manage any changes announced and quickly adapt their policies and strategies so 
that they can keep their businesses and people safe. The travel landscape will continue to change as the pandemic evolves. 

Staying informed of the latest restrictions and laws is a crucial part of the travel preparation process. Health interventions such as 
COVID-19 screening, testing and quarantines, as well as vaccination passports are all part of the new travel environment. Even the most 
experienced travelers may not be familiar with all the new aspects involved. The requirements for different countries also vary 
signi�cantly, and the situation is �uid and constantly changing. Therefore, it is vital to stay ahead of the latest regulations and continue 
to maintain open communications with travelers throughout their trip. Access to information on the actual situation on the ground in a 
location, as well as assistance when required, is essential for reducing uncertainty and maintaining traveler con�dence when resuming 
travel.

Considerations such as travel restrictions and entry requirements, from 
COVID-19 testing to COVID-19 vaccination certi�cation and quarantine 

measures, now all signi�cantly impact each traveler's experience.

COVID-19 Vaccines and Access  

Businesses need to be aware that geopolitics and global economic inequality are impacting accessibility to the COVID-19 vaccines. 
Wealthier countries have been quick to buy up vaccine stocks, which has already resulted in delays for countries that cannot afford the 
more expensive vaccines. Additionally, limited social resources, inadequate health infrastructure and insecurity will continue to 
contribute to an uneven global immunization effort. 

These factors have a direct effect on organizations’ international operations. If travel restrictions are eased for those who have been 
vaccinated, people in countries that are unable to access vaccine supplies may then encounter additional hurdles with operating 
globally and conducting business travel. Some countries may also not accept or recognize certain vaccines, further complicating 
international travel for individuals that have received a vaccine. 

We have noted that many organizations have used the vaccination rollout as a trigger for a potential return to work and domestic 
business travel. In Europe, the ‘EU Digital COVID Certi�cate’ became active on July 1, facilitating the free movement of citizens and 
residents of EU nations, Iceland, Lichtenstein, Norway and Switzerland between participating nations. The certi�cate will provide proof 
in the form of a QR code that a traveler has either: 

been fully vaccinated against COVID-19;

received a negative test result; or

recovered from COVID-19 within the last six months. 

Integrating information about digital COVID-19 certi�cates into return-to-travel planning can help organizations to enable a safe return 
to travel whilst minimizing disruption.

Duty of Care and Travel Policies / Security Programs

One of the biggest considerations for organizations when it comes to travel should be to have an updated travel policy. A travel policy 
is an important part of any Duty of Care framework and regularly reviewing and updating this can support with ensuring compliance to 
the latest laws and restrictions. This could include adding in a higher level of oversight and planning for every trip, not just for those 
travelling to higher risk locations. 

For instance, by doing a more in-depth risk assessment for each trip, organizations can mitigate the risk of missing key restriction 
information or updates. Furthermore, adding pre-de�ned medical and security triggers to signify the viability of travel can also be 
incredible useful; this strategy can reduce the possible risk faced by travelling employees by de�ning what is considered business 
critical. 

It is also key for organizations to ensure that they have a robust travel security program in place, to support their Duty of Care agenda 
and take into consideration best practice travel risk management. This includes not only understanding the approach to risk at the 
organizational level, but also on an individual level, and having a consistent approach to support secure travel of all employees. 

Preparation is the cornerstone of all risk management initiatives, but support and guidance are also required for the unexpected 
circumstances that may develop. It is important to understand where the potential gaps may be in an existing travel risk management 
program, and then to develop or update the necessary plans, processes and tools as required to improve practices. This way 
organizations can set up their employees to feel empowered as they return to travel, knowing the risks have been correctly accounted 
for in the crucial planning stages before they embark.

About the Author 
Harriet Brennan is a Security Manager for the International SOS and Control Risks joint venture. After joining the 
Europe Regional Security Centre in July 2016, Brennan has been intimately involved in the management of a multitude 
of regional escalations, including terror attacks in the U.K., France, Germany and Russia, as well as political crises in 
the DRC and Cameroon, and tensions between Israel and the Palestinian Territories. Previously, Brennan served in the 
Russia and Eurasia Program at Chatham House, working on research projects and events including strategic topics 
such as defense reform in Ukraine. Brennan has a Masters in Politics, Security and Integration from University 
College London. Image courtesy of Brennan
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By Peter Evans, Contributing Writer

Integrated Solutions

When it comes to gun violence, truly hardening a school 
requires information and a nuanced approach.

Arti�cial Intelligence Provides 
Hope for Hardening K-12 Schools

Michael Vi / iStock / Getty Images Plus via Getty Images

The tragic school shootings of recent years have led to a great deal of discussion around “hardening” K-12 schools to gun violence. 
And, the concept of “hardening” usually conjures visions of metal detectors, armed guards, active shooter drills and any number of 
bullet-proof products, from windows to white boards. 

Truly hardening a K-12 school system from gun violence, however, requires a more nuanced approach. First of all, disrupting the normal 
�ow of education with pat-downs and other intrusive activity can have a detrimental effect on students by instilling the notion that they 
are constantly in danger, or that the school perceives them as a threat. The tradeoffs between security and the student experience need 
to be considered, particularly when it involves introducing more stress on kids who already have to spend too much of their childhood 
participating in active shooter drills. And, tighter security does not necessarily require additional disruption to normal activities. 

As reported in Security, the U.S. Secret Service recently published a report that studied 67 successfully averted plots for school 
shootings. In each one, the most valuable tool for disrupting the plots wasn’t security hardware or armed guards. Instead, it was 
something you can’t even touch: information. When people came forward to report students who were making threats or behaving in a 
disturbing fashion, education and law enforcement o�cials were able to defuse the plots before they could be carried out. U.S. Secret 
Service Director James Murray commented on the report’s �ndings, saying “The takeaway from this report, and the 67 cases you are 
about to examine, is that when people come forward to report concerning behaviors, they can and do save lives.”

Volunteer Intelligence Isn’t Enough

As a security strategy, trusting individuals or students to come forward with information on their peers has obvious �aws. Social 
pressures, concerns about getting involved, concerns about inaccuracies, and other issues can impede proactive communications. As a 
mechanism for connecting school and law enforcement o�cials to potential school shooting risks, relying on students, parents and 
teachers as a “volunteer intelligence team” does not deliver the accuracy, scale, timeliness and levels of deterrence and protection we 
all want for our schools. 

Since information is the single most valuable tool for disrupting potential school shootings, how can school systems increase the 
reach and reliability of their intelligence network beyond the current volunteer approach? As with any other operational challenge, it 
comes down to the effective blend of people, process and technology. And when it comes to technology, modern arti�cial intelligence 
(AI) provides some compelling capabilities. 

Wrapping the School Community in a Security Fabric

There are four well-de�ned zones that K-12 schools need to consider when developing a security strategy: outside the building, the 
entryways, inside the building and, perhaps most importantly, online. 

The tradeoffs between security and the student experience need to be 
considered, particularly when it involves introducing more stress on kids 
who already have to spend too much of their childhood participating in 

active shooter drills.

Arti�cial intelligence can provide a continuum of surveillance across all of these zones, effectively weaving a consolidated “security 
fabric” that covers the school property and extends into the online world. Let’s take a look at the different ways in which this fabric 
manifests itself:

Online – The earlier a school can disrupt an attack, the better the outcome for everyone involved. All of the attacks in the 
Secret Service report were disrupted at the ideation or planning stages. The best outcomes occurred when the school could 
intervene with a suspect student before they crossed the line into legal jeopardy. Students contemplating violence against 
others often reveal their intentions ahead of time, amid the bravado of social media and other digital channels. 

There are AI-based applications today that can scan email, text, social media channels and more to identify warning signs of 
impending threats and notify school o�cials. This capability complements the existing “volunteer intelligence” model by 
giving schools an intelligence channel that is fully under their control, and that does not have any of the hesitancy to report 
suspect behavior that humans do.  

Outside the Building – Many schools have already installed video surveillance systems to monitor parking lots and other 
areas outside the school. By adding AI-based video- recognition software to these, the video system can identify and alert 
security staff on weapons and threatening behavior (developing �ghts, for example) in real time. These systems also provide 
school resource o�cers and responding police with important real-time intelligence on speci�c threats before they arrive on 
the scene, so they can respond in the most effective and safest way.  

Entryways – Most schools today limit entry to speci�c doors, which are often monitored by staff. In some cases, metal 
detectors have been installed to prevent weapons from entering the building. However, this approach can cause other 
issues, such as creating long lines of students waiting to get into the school in the morning – which in itself can cause new 
problems – and implying to students that they aren’t trusted and the school might not be safe. 

AI-based weapons-scanning gateways provide a compelling alternative to metal detectors. These systems are tuned to only 
detect guns and knives, rather than alerting on all metal objects. Additionally, they allow students to walk freely through 
them, avoiding the delays caused by metal detectors. This also can reduce sta�ng requirements since only students 
suspected of carrying weapons need to be stopped for further screening. 

Inside the Building – This is another case where AI-based video-recognition software can be used with existing video 
surveillance cameras to detect weapons and other forbidden objects inside the school. For example, if a student shows a 
friend a gun he has snuck into his locker in sight of a video camera, the software will identify the weapon and alert the proper 
authorities. 

In the case of active shooters, these systems can also provide responding law enforcement teams with detailed, real-time 
intelligence on the location and movement of the perpetrator. Separately, school o�cials can also gain intelligence through 
these systems on more mundane matters, such as external doors being left open, a large number of kids heading into 
restrooms to vape, acts of vandalism, etc. This information becomes a force-multiplier for staff, because they always know 
where they need to be to de-escalate problems and keep the school functioning normally and safely.

Beyond the Silver Bullet

There has been an enormous amount of hype around AI, and it would be disingenuous to say that AI provides some sort of silver bullet 
for protecting K-12 schools. What AI can do, however, is identify and deliver critical information to school o�cials and security staff at 
the earliest possible point. From there, the school must have the people and processes in place to effectively act on the information. 

With an AI intelligence fabric in place across the four critical zones of security, school o�cials can receive reliable intelligence across 
every stage of the ideation-planning-execution threat cycle. This enables them to optimize their processes (both internal and with 
external partners) to effectively respond to the intelligence. 

From a budget perspective, in many cases the AI will simply work with existing hardware, so “hardening” a K-12 school may not require 
a large investment in additional staff or the brute-force products and measures that have commonly been used until now. 

The Secret Service report provides a clear picture of how impactful early intelligence is on thwarting school shooting plots. AI provides 
that early intelligence and the opportunity for schools to dramatically level-up their intelligence capabilities so they can end future plots 
before they have a chance to get off the ground, allowing for an intelligent, impactful and largely unobtrusive “hardening” of the school 
environment. 

About the Author 
Peter Evans is CEO of Patriot One Technologies Inc. With more than 25 years of experience with venture capital, 
private equity and technology enterprises, he has served in senior executive roles with companies ranging from 
venture-backed start-ups to Fortune 500 brands, across sectors including telecom, cloud, SaaS and both cyber and 
physical security. Image courtesy of Evans
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By Mike Gips, Contributing writer

Nominate a Deserving Colleague: 
That’s What a Leader Does

Mongkolchon Akesin / iStock / Getty Images Plus via Getty Images

Awards season is upon us. Next month, this very magazine will present its Most In�uential People in Security. Later in September of 
this year, at GSX in Orlando, U.S. security managers, consultants, o�cers, manufacturers and others will learn whether OSPA's judges 
have tapped them for an Outstanding Security Performance Award. ASIS will bestow a plethora of plaques and plaudits upon its most 
bene�cent members during that same week, just as the Security Industry Association did with its members in July. Also in July, IFSEC 
announced its most in�uential global leaders in security and �re among several categories — including thought leaders, end users, 
executives, cybersecurity professionals, and so on — for the �rst time selecting an overall most in�uential among the various 
categories.

And don’t forget the Security Vanguard Awards, the British Security Awards, the Australian Security Awards, and countless 
cybersecurity extravaganzas.

Hollywood ain’t got nothing on the security profession.

And that’s not a bad thing.

Let me explain. The motion picture, television and music industries get lambasted for self-importance, heaping honors on an elite cadre 
of luminaries in a series of opulent events. But most of the award recipients have already received widespread acclaim as measured by 
box o�ce grosses, Internet downloads, Nielsen ratings and other objective criteria.

Society already reveres its actors, singers, directors, musicians and producers, but it doesn’t notice security until something goes 
wrong or someone needs help. If any profession deserves to congratulate itself, even if few outsiders notice, it’s security. Awards are a 
collective thank you and acknowledgement of a job well done — a job that often comes with more emotional reward than �nancial 
compensation.

For the past few years, I’ve nominated several of my security colleagues who have done outstanding work out of public view. It’s been 
immensely rewarding when they win, but just as much so when I click the “submit” button on the entry form. 

We all understand the power of praise, recognition and reward. Gallup data strongly correlate praise and recognition with increased 
productivity, engagement, loyalty and tenure. Praise doesn’t get any higher than nominating a direct report, colleague, partner or 
associate for a high-pro�le award.

Some people scoff at these awards as examples of logrolling or power-brokering. Where that criticism rings true is when the nominee 
and judge pools stay the same year after year. No one wants to drink out of a fountain that continuously recycles the same water. But 
there’s a better way than criticizing the process and the results: Improve them. That’s what a leader does.

Trumpet the best professionals, teams, initiatives, solutions and technologies you know. In such a quickly changing environment, 
talented new faces emerge every year. Nominate them. Trust me, it’s remarkably gratifying to bring the world notice of a deserving 
colleague. It can be even better if they don’t know that you put their name in the hat. Just check beforehand that they don’t mind being 
nominated.

Now, pardon me as I eagerly await news about some incredible security professionals.

About the Columnist 
Michael Gips is a Principal at Global Insights in Professional Security, LLC. He was previously an executive at ASIS International. Columnist 
image courtesy of Gips
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Cyber Tactics

By John McClurg, Contributing writer

Emerging Technology, Evolving 
Threats — Part I: Quantum Computing

gremlin / E+ via Getty Images

As technology grows and advances, potential cyber threats grow with it. While this notion is nothing new, the current speed of 
innovation makes it more important than ever to consider the implications these developments will have on our cybersecurity 
capabilities — especially with cybercriminals becoming more sophisticated and more adept at using emerging blind spots to their 
advantage. 

Cybercriminals are already �nding new ways to hack existing systems — increasingly targeting physical entities like critical 
infrastructure — and too often we are �nding ourselves reacting to the situation, attempting to mitigate damages after the fact. We 
simply need to be better prepared. And while that is far easier said than done, what we can do — right now — is stay as informed and as 
educated as possible on the implications of these giant technological leaps. These advancements will undoubtedly accelerate the rate 
at which we see cyber threats emerge, making cybercriminals potentially even more dangerous. 

In this �rst part of my “Emerging Tech, Evolving Threats” series, we will initiate an exploration of a technology that is simultaneously 
pushing society forward and opening new doors for cyberattacks.

Quantum Computing

Traditional computers and computing systems operate on binary bits — information processed in the form of ones or zeroes. Quantum 
computing, on the other hand, transmits information via quantum bits, or qubits, which can exist either as a one or zero or both 
simultaneously. So rather than having to perform tasks sequentially like a traditional computer, quantum computers can run vast 
numbers of parallel computations. But what does that mean in terms of manifestable power? In 2019, Google resolved a calculation on 
a quantum computer in just minutes that would have taken a classical computer more than 10,000 years to complete.

Fortunately, the ubiquitous presence of such power yet lies a way off, which suggests we should have time to prepare ourselves. Many 
people think that quantum computing most likely will not be realized in the near term. In fact, John Donohue, scienti�c manager at the 
University of Waterloo’s Institute for Quantum Computing, notes “the [quantum computing] community is pretty comfortable saying 
that’s not something that’s going to happen in the next �ve to 10 years.”

Cybercriminals are already �nding new ways to hack existing systems — 
increasingly targeting physical entities like critical infrastructure — and too 

often we are �nding ourselves reacting to the situation, attempting to 
mitigate damages after the fact.

Cybersecurity Implications

Here is why that projected timeline is so important. The practical implications of such technology may not become fully clear or 
appreciated until it arrives. Notwithstanding that, some of its game-changing implications are already fully grasped. The cybersecurity 
world must, consequently, start preparing now. NIST is one organization that already is grappling with the implications of the fact that 
one of the most widely used schemes for safely transmitting data is poised to become obsolete once quantum computing reaches a 
su�ciently advanced state.

The cryptography systems that provide the safety architecture for a plethora of privacy protocols supporting everything from retail 
transactions to email communications, have relied on the fact that the computing power required to explore every possible way to 
decrypt your data was not heretofore available. A quantum computer, however, could attempt every possible decryption option in a 
matter of hours. 

As previously mentioned, all new technological leaps come accompanied with corresponding new threats — and that has created quite 
the conundrum. While cryptography professionals scramble to gain more time and information with which to secure our data from 
quantum computers, pursuit of the technology’s numerous potential upsides is not slowing — from drug discoveries to biological 
engineering to �nancial modeling. 

While other the industries will be drastically changed and will bene�t from the introduction of quantum computing, cybersecurity stands 
poised to be entirely upended. In the past months, we’ve seen the damage hackers can cause using AI and machine learning to carry 
out various types of malware and, more recently, ransomware attacks to cripple critical infrastructure. Threat actors can leverage the 
strengths of quantum computing to create novel approaches to breaching current cybersecurity practices.

It's important that the cybersecurity community act now in order to su�ciently defend against the potential threat that comes with 
quantum computing. While it might strike some as premature to start building a defense against a threat or vulnerability potentially 10+ 
years away, it actually takes more than 10 years to replace the existing and widely used web standards. It is, therefore, vital to explore 
and address potential quantum attack vectors now, instead of waiting until the emergence of general-purpose and commercial 
quantum computers. 

If done properly, the quantum computing technological leap can bring about enormous, cross-industry change bene�ting the lives of 
millions. If overlooked or underestimated, the cyber vulnerabilities it brings with it could bring consequences the likes of which have 
never been seen before. More on these challenges in my next column. 

About the Columnist 
John McClurg, Sr. Vice President and CISO at BlackBerry, previously held executive roles at Dell and Honeywell International.
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Education & Training

By Jim Sawyer, Contributing writer

Diversity Training Best Practices in a Time 
of Social Unrest and Racial Unease

PeopleImages / E+ via Getty Images

Diversity awareness is appreciating and understanding the full and tragic scope of U.S. history, and it matters now more than ever 
before. 

Slavery, the Four Century genocide of Native peoples, the true costs of Jim Crow/ Institutionalized racism: these are parts of U.S. 
history that have not received sustained attention. These tragic omissions from our history, our heritage, serve no one and continue to 
haunt the U.S. 

Coming to terms with history is critical as the U.S. (and many parts of the world) become politically polarized to a degree where truth, 
fact, history and reason have become marginalized in many sectors.

For security leaders, the issue of diversity and racial equality will only grow in importance. In 2020, we saw global social protest erupt 
after the �lmed murder of George Floyd, on the streets of Minneapolis. Activist Noam Chomsky commented that there has been 
“nothing comparable in American history” to the incredible outpouring of protest unleashed by George Floyd’s murder. He added that 
even at the peak of Martin Luther King’s popularity, the mass protests led and inspired by Dr. King “didn’t come anywhere close” to the 
massive racial justice protests and demonstrations that have come to life over the past year.  

The scope of social change that has resulted and will continue to result from the sustained protests of the “Black Lives Matter” 
movement and others is impossible to predict. We are already seeing resistance and the rise of a Neo-Nazi White Supremacist 
movement. By some estimates, there are over 800 White Supremacist groups operating in the United States. The reality of these 
groups underscores the crucial need for racial understanding, diversity awareness, cultural understanding, an acknowledgement of U.S. 
history and pro-active implementation of diversity appreciation and education efforts.

“We live in the United States of Amnesia-Americans and cannot remember 
past last Monday what happened.” — Gore Vidal

“We are not makers of history. We are made by history.” — Dr. Martin Luther King Jr.

“Those who do not remember the past are condemned to repeat it.” 
— George Santayana

Security professionals can and should take an active lead here within their organizations. Some may balk at such a statement, and I 
accept that reality. Historically and traditionally, the security profession has been largely staffed and managed by well-meaning 
Caucasian males with conservative world views; and traditional conservative views have much to admire. 

I grew up and went to school with a largely white population. The friends I kept over the decades were conservative to the point where 
they thought “uppers” were dentures and getting high was a trip to Seattle’s Space Needle. But they believed and believe in justice, 
equality, democracy, and making amends for historical wrongs. 

As leaders within our organizations, we have the opportunity to become advocates, teachers and proponents of racial equality, diversity 
awareness and cultural understanding. I’ve outlined some strategies, recommendations and possibilities that security professionals 
can undertake to create a better world, and hopefully, mitigate some risk within their organization in the process. 

1. Hire with diversity in mind. Build a strong, vibrant security team that includes both women and minorities. Make this a de�ned goal. 
Become a leader in your organization.

2. Put women and minority o�cers in supervisory and management positions. Your respective team and organization will prosper 
when quali�ed minorities and women are awarded supervisory and management positions. Again, have this as a de�ned goal. 

3. Include questions on equality and diversity in all new hire interviews. This process is a must for all new hires. “What are your 
thoughts on racism and diversity?” “How will you support clients when language barriers exist?” “Give me an example of when you 
problem solved a sensitive situation where cultural or racial misunderstandings were present.” Develop eight to 10 questions that work 
for you, your team and your organization. 

4. Become an educator. Monitor the news both locally and nationally for stories of interest. Where racism and cultural 
misunderstandings rear their head, Tom Stoppers writes “Information is light.” Follow and report out on situations involving racism. For 
example, casting light on the concerning activities of the Neo Nazi, Proud Boys or Boogaloo Boys, will only help build awareness on a 
growing problem. The goal is to be a source of information. Be an advocate and proponent of quality information sharing.

5. Build diversity awareness into your de-escalation trainings. Create an annual De-Escalation-Diversity awareness certi�cation 
requirement for all security staff, or better yet, all frontline staff. The key is to make this an annual requirement. Merge de-escalation, 
cultural awareness and diversity awareness into one strong curriculum. As a security leader, you can make this a required class for your 
team and push to have the curriculum be universal for the organization. 

6. Consider holding a “Security-Diversity fair” for your organization. Invite outside keynote speakers and make this an educational 
event where everyone is invited. This would transform how your organization views security and would put your team in a light that will 
endure. Alternatively, your team could hold a “Security Fair” where Diversity, racial, equality issues and cultural awareness issues are key 
topics.

7. Train. Designate two or three minority staff members within your team as de-escalation diversity instructors. Build a strong care 
group of instructors. Ideally, your team can train all frontline staff the bene�ts are long term. By implementing such training and 
adopting a philosophy of cultural and diversity awareness as a priority, everyone wins. To reach more staff members, consider building 
a 30-minute web-based class that can be taken year-round. Make sure security authors this course and updates annually.

“The test of our progress is not whether we add more to the abundance 
of those who have much, it is whether we provide enough for those who 

have little.” — Franklin D. Roosevelt

“Never, never and never again shall it be that this beautiful land will again 
experience the oppression of one by another.” — Nelson Mandela

“Every man must decide whether he will walk in the light of creative altruism 
or in the darkness of destructive sel�shness.” — Dr. Martin Luther King Jr.

8. Immediately investigate any and all reports of workplace bullying that may or could involve inappropriate racial or cultural 
commentary. There’s no such thing as “good-natured bullying.” Cultural, ethnic or racial jokes should never be sanctioned or normalized 
in the workplace.

9. Teach all security o�cers what a “hate crime” is. A great many people hear the term “hate crime” used but are not always sure of 
what it entails. Provide that information. Give examples from the news.  

10. Consider developing a “self-defense class for women.”  We have done so at Seattle Children’s, and it has been well received 
regionwide. 

11. Look into developing a “safety best-practices class” for the LGBTQ population. At Seattle Children’s we are developing a “self-
defense best practices” program for the LGBTQ population. This is a class we will one day hopefully be able to showcase throughout 
the Northwest. The efforts to do so at your organization not only underscores your efforts to promote and build diversity awareness, 
but also supports a population that is often targeted.

12. Become an educator-advocate-teacher on human tra�cking. Human tra�cking often involves poor, minority, and disenfranchised 
people who are preyed upon and victimized. Security professionals need to be able to recognize victims or possible victims of human 
tra�cking and know what to do in response. 

These are just some ideas on making racial awareness, diversity and cultural awareness an essential educational requirement for 
security professionals. When security leaders take the reigns on these and more programs to promote diversity and cultural 
awareness, the efforts not only shine the spotlight on security as a valuable member of the enterprise, but also play a key role in 
preventing or reducing violence within your facility. 

The payoffs and bene�ts are long term, enduring and real. And there’s never been a more opportune time to promote and advocate on 
these essential topics. We have all seen both on a micro- and macro-level what can happen if intolerance, ignorance and hate are 
allowed to become entrenched. 

Education and awareness will prevent future tragedy in both the long and short term. Toward that end, security professionals can 
become leaders and advocates for change that helps ensure a better future for all. 

About the Author 
Jim Sawyer, CHS-Diplomate, CPP, CHPA, is Director of Security Services for Seattle Children’s Hospital. He is a crime 
prevention instructor and has received much recognition for his efforts, including being recognized by the 
Washington State Crime Prevention Association as Non-Law Enforcement Program of the Year; receiving the 
President’s Award for Crime Prevention Education; and Crime Prevention Practitioner of the Year. At Seattle Children’s, 
Sawyer plans, implements and evaluates the overall strategy and related plans to ensure a safe and secure 
environment for patients, families, visitors and employees with an emphasis on prevention. He is also a member of 
Security’s Editorial Advisory Board. Image courtesy of Sawyer
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Product Spotlight
On Security Technology at GSX 2021 By Maria Henriquez, Associate Editor

Genetec

Reduces the Gap Between Cloud and 
On-Premise Security
Genetec’s Security Center (v5.10) release allows more system components to 
run in the cloud, reducing the gap between cloud and on-premises security 
systems. It also makes it easier to connect external systems and tap external 
data for use in dashboards, maps and investigations without relying on complex, 
specialized integrations. Version 5.10 brings enterprise video surveillance 
customers new options to facilitate their migration to the cloud as well as 
support �exible hybrid-cloud architectures. Taking a step further toward uni�ed, 
enterprise Video-Surveillance-as-a-Service (VSaaS), the new version of Security 
Center Omnicast — the video management system of Security Center — enables 
the use of tiered cloud and on-premises storage to manage short- and long-term 
video archives according to customer needs. Image courtesy of Genetec

Find out more at www.genetec.com 
or visit Booth #841

AXIS Communications

People Counting in Challenging 
Scenarios
AXIS P8815-2 3D People Counter is a complete, sophisticated 3D people 
counter that combines stereoscopic imaging with 3D analytics for reliable 
people counting even in challenging conditions. From retail stores to museums, it 
provides insights into visitor trends and enables users to optimize business 
operations. Using images delivered by two sensors to generate a 3D depth map 
for real-time people counting through a pre-de�ned area, AXIS P8815-2 
determines size and height of moving objects and can avoid things like carts, 
strollers and shadows. The integrated people counting software and dedicated 
hardware in one device comes pre-calibrated and is simple to setup and mount 
on indoor ceilings. Additional accessories are available for pendant-mounting or 
recessed ceilings. Image courtesy of Axis

Find out more at www.axis.com 
or visit Booth #1341

Identiv

Enables Complete Situational 
Awareness
Velocity Vision by Identiv is a comprehensive, inherently scalable security 
management platform that delivers situational awareness and proactive as well 
as responsive security for any size customer or any scale of facility, enabling 
security leaders to engage in faster response, comprehensive case management 
and solid compliance. Organizations can integrate with existing investments, 
oversee operations with complete situational awareness, and increase the 
e�ciency of investigations and optimize processes. It offers the ability to 
leverage all types of platforms: on-premises, cloud, hybrid and mobile. Image 
courtesy of Identiv

Find out more at www.identiv.com 
or visit Booth #1521

Honeywell

Combines Video Capabilities With 
Access Control and Alarm Monitoring
Honeywell’s Pro-Watch software is a connected building platform for enterprise 
and critical infrastructure customers that helps meet compliance requirements 
for industries and reduces total cost of ownership by increasing operator 
productivity with �exibility and scalability. With Pro-Watch Web Based Client, 
customers can utilize their existing network infrastructure to provide remote 
security management for badging, reporting and alarm and event monitoring. 
Events may be routed to speci�c workstations and linked to automated system 
responses such as camera call-ups and outward noti�cations. Image courtesy of 
Honeywell

Find out more at www.honeywell.com 
or visit Booth #1801

Johnson Controls

Helps With Unplanned Incident 
Response Events
Johnson Control’s OpenBlue Digital Twin offers 3D visual analysis software that 
can help unlock operational possibilities, including crowd modeling, arrival and 
departure analysis, "what if" scenario modeling for planned events, foot tra�c 
heat mapping for disinfection, and unplanned incident response events. The 
solution’s 3D modeling software can also capture behavioral and operational 
data on the environment to help improve analysis, reporting and decision-making 
on the overall experience, performance and connected landscapes. Zooming out, 
these real-time simulations allow end-users, venue management and other 
stakeholders to test and validate their plans around safety, utilization, 
disinfection, guidance, cost control and communications. Image courtesy of 
Johnson Controls

Find out more at www.johnsoncontrols.com 
or visit Booth #1541

Brivo

Security Platform for CSOs Delivers 
Digital Transformation
With the needs of CISO/CSOs in mind, Brivo launched Brivo Access, a uni�ed 
security platform delivering digital transformation capabilities. Brivo Access 
combines integrated business intelligence (BI) tools and machine learning 
technologies to transform data into actionable insights. The solution provides 
security professionals the ability to manage comprehensive and customized 
data with visualized access control and smart building sensor data to illuminate 
anomalies and better protect their people and property. Image courtesy of Brivo

Find out more at www.brivo.com 
or visit Booth #713

ASSA ABLOY

Offers Hands-Free Solutions to 
Navigate the New Normal
ASSA ABLOY Door Security Solutions introduced its Safer2Open suite of hands-
free solutions. Available across a variety of products, both mechanical and 
electromechanical, these solutions can reduce touchpoints in a range of 
facilities, including healthcare, education, o�ce buildings, and other high tra�c 
spaces where decreasing the spread of germs is essential to public safety. 
Safer2Open products offer quick-to-implement solutions that can withstand 
rigorous cleaning cycles to improve facility safety as organizations adapt to the 
new normal. Image courtesy of ASSA ABLOY

Find out more at www.assaabloydss.com 
or visit Booth # 1353

Bosch

AIoT Video Solution Supports Social 
Distancing
Intelligent Insights by Bosch is an AIoT video software solution that combines 
the connectivity of physical products with the application of arti�cial intelligence 
(AI). Intelligent Insights taps data from Bosch video cameras with built-in AI and 
pulls it into a single dashboard to support informed decision-making before a 
potential situation occurs. The newest version supports safe social distancing to 
minimize spread of COVID-19. The widget visualizes the current and maximum 
number of people allowed in a particular area at a speci�c time. It illustrates 
three different states – normal, serious and critical – as green, yellow or red, 
along with corresponding info text, so the user knows when to take action. 
Image courtesy of Bosch

Find out more at www.bosch.com 
or visit Booth #1315

Hanwha

Provides End-to-End Video 
Surveillance
Hanwha’s Wisenet WAVE 4.0 is designed to support the advanced features and 
license-free onboard video analytics that are unique to the company’s cameras. 
The solution is suited to meet the needs of users and provides an end-to-end 
video surveillance solution. WAVE allows users to create tailored layouts in any 
device. Additional features include queue management, shock detection and 
temperature change detection from thermal cameras. It features improved PTZ 
support and functionality on NVRs and SPE encoders and encrypted video and 
HTTPS communications to force the system to use HTTPS and to encrypt video 
tra�c. Image courtesy of Hanwha

Find out more at www.HanwhaSecurity.com 
or visit Booth #1641

Aiphone

Helps Screen Visitors and Improves 
Security Measures for Multi-tenant 
and Commercial Spaces
Aiphone added the IXG-MK IP Video Guard Station to its IXG Series Multi-Tenant 
Video Intercom System. The IXG-MK provides visitors a way to call a building’s 
concierge, receptionist or security guard directly from the entrance station, to 
help when visitors are unsure how to reach a tenant or if they are simply trying to 
deliver a package to the front desk. Once safe intent has been determined, calls 
can then be transferred to the proper apartment or suite, or the door unlocked 
for deliveries. This solution offers enhanced perimeter security measures. Image 
courtesy of Aiphone

Find out more at www.aiphone.com 
or visit Booth #1629

DoorKing

Entry System Account Settings 
Accessible from Anywhere
DoorKing is introducing the DKS Cloud, a hosted cloud solution which aims to 
change the way telephone entry and access control system databases are 
programmed and managed. The DKS Cloud replaces PC based software with a 
hosted cloud solution. No software or applications are needed and managers 
can access their access system from anywhere, at any time with any internet 
connected device including laptop computers, tablets and smartphones. The 
DKS Cloud is compatible with common internet browsers and MAC or PC 
computers. Hosted by Microsoft Azure, the database is redundant, protected, 
secure and continuously backed up. The DKS Cloud is included at no charge with 
a DoorKing internet, cellular or IM server hosting subscription. Image courtesy of 
DoorKing

Find out more at www.doorking.com 
or visit Booth #1941

Smarter Security 

Tackles Unauthorized Access via Dual 
Entry Collusion
Smarter Security’s Fastlane Glassgate 155 turnstiles feature optical technology 
to prevent dual entry from happening. An infrared matrix powered by neural 
network algorithms senses who or what is going through the turnstile in real-
time and makes thousands of calculations per second to determine if the entry 
should be authorized. The system can distinguish between people and objects to 
minimize nuisance alarms, and process unsurpassed throughputs of up to one 
person per second. Image courtesy of Smarter Security

Find out more at www.smartersecurity.com 
or visit Booth #719

HID Global

Protects User Privacy With Encryption 
and Authentication 
HID Global’s MIFARE DESFire EV3 features AES128 encryption, a secure channel 
for protecting card data from man-in-the-middle attacks, and a random unique 
identi�er (UID) for protecting user privacy. The credential works with readers 
based on MIFARE DESFire EV1 and EV2 products and is interoperable with other 
product offerings. Users can choose standard or custom security pro�les to 
meet their speci�c needs, while protecting a credential’s identity data through 
key diversi�cation, authentication signatures and encryption. Users can create 
multi-technology cards with HID’s credential based on NXP MIFARE DESFire EV3 
to provide a migration path from vulnerable legacy, low-frequency 125 kHz-
based systems to modern and secure credential technology.  Image courtesy of 
HID Global

Find out more at www.hidglobal.com 
or visit Booth #1153

Milestone Systems

New Hardware Series of Video 
Management 
With the Husky appliances series, Milestone Systems offers users a range of six 
video management appliances that cover a variety of use cases from simple 
setups in small sites, including retail, all the way to larger and more complex 
installations, like critical facilities. The Husky series offers extensive service and 
support with a single point of contact for both hardware and software, along 
with the possibility to access onsite support through a global support network. 
Image courtesy of Milestone Systems

Find out more at www.milestonesys.com 
or visit Booth #1133

Salient Systems

Leverages Intelligent Video 
Technology to Mitigate Risks
CompleteView 20/20 is Salient’s next-generation video management platform. 
With its user interface, users can reportedly manage and administer enterprise 
security solutions up to 30% faster. Command and control tools, third-party 
integrations for access control and license plate recognition and AI video 
analytics enable the management solution to meet security needs. It also 
features a free mobile app for remote access to live video, video playback with 
audio and PTZ camera control, a TransactionTracker where POS transactions, 
video data and exception-based reporting systems can be synchronized. Image 
courtesy of Salient Systems

Find out more at www.salientsys.com 
or visit Booth #1127

Astrophysics Inc.

Helps Protect Critical Infrastructure, 
Aviation, Ports and Borders
Astrophysics’s XIS-6545 is an X-Ray Inspection System (XIS) designed with both 
a narrow frame and large tunnel, enabling it to screen a wide range of bags and 
parcels. Its highly calibrated x-ray geometry delivers crisp, clear images that 
make it possible for operators to clearly distinguish objects, even in crowded 
bags. The XIS-6545’s image quality enables high screening throughput, reducing 
the time spent on false alarms and secondary inspections, making the system 
well-suited for a variety of checkpoints and security missions. Image courtesy of 
Astrophysics Inc.

Find out more at www.astrophysicsinc.com 
or visit Booth #1027

*Booth numbers are subject to change
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