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4. Antenna
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Given the positive feedback and results obtained from the participatory hacking 
session with the trojanboxes, I became interested in how the same approach 
would play out in a different domain and in relation to a different kind of  
infrastructure. Especially, since the inherently critical and speculative approach 
I developed exposed certain ethical issues in relation to privacy and data owner-
ship, I aimed for a domain that would challenge such aspects further. Mobile 
and communication networks seemed ideal for this purpose. The increasing 
importance of  continuously available digital services in today’s economy and 
the growing public concern for online integrity in light of  a series of  events 
related to data interception and surveillance, indicate that there is more to the 
infrastructure for digital communications than meets the eye.  

In the background session of  this thesis —along with the description of  today’s 
postindustrial tensions— I illustrated how over the past decades we have seen 
the emergence of  a new ‘meta-data market’ based on the generation of  value 
out of  people’s everyday mundane interactions with mobile devices and applica-
tions. Typical examples include the use of  contextual data to customize online 
advertisement or provide localized services by means of  collecting the massive 
amount of  data users produce. Practices that raise issues concerning privacy, 
surveillance, and legitimacy also call for a debate about the social impacts of  this 
new form of  informational capitalism in respect to labor and value production in 
specific geographical areas of  the globe instead of  others and its consequences 
on local economies. Despite the importance and implications of  broadband 
networks though, many of  us are largely unaware of  how they actually operate, 
of  the data they produce and the many purposes and business models they serve 
in addition to the basic communication services we identify them with. 

As the urban planner and technological expert Anthony Townsend argues 
(Townsend 2013, 293-294), “If  companies profits from the data generated 
by cities and their inhabitants, shouldn’t the community reap a share?” In his 
view extending public control of  the data produced by cities and communities 
could potentially drive the creation of  new viable business models supporting 
the development of  local networks and economies. In this context, he says, 
“community-owned broad band is one of  the best investments a smart city 
could make” (2013, 288). By putting control over many aspects of  broadband 
management under local jurisdiction would put cities in control of  their nerv-
ous systems opening up opportunities for human and social development. 
“Community owned networks also render moot the struggle over two important 
telecommunication policy issues: neutrality, which seeks to prevent ISPs (Inter-

net Service Providers) from restricting user access to content and applications, 
and making internet access a human right” (2013, 288). These are a few central 
points he addresses about how to fairly develop new civics and appropriate legal 
frameworks around increasingly pervasive digital networks. 

However, how to possibly open up these kinds of  corporate rather than public 
infrastructures for bottom-up innovation is less obvious than it was with logistic 
services. Compared to inquiring into logistic networks, the revealing and materi-
alizing of  broadband networks presents a much higher level of  complexity due to 
their greater invisibility and technological sophistication. A truck moving around 
in the city we can observe in our daily life. In comparison, the way a mobile 
broadband network operates is completely obscure to non-experts, and inside 
access is basically limited to service providers and hardware suppliers. Moreover, 
considering the sensitive nature of  mobile data and the power relations in place, 
how to do this in a way that exposes relevant aspects of  the infrastructure as 
such, but that also somehow mitigates the ethical risks and complexity involved, 
is far from trivial. To enable a discussion about these matters and to explore if  
there are ways in which design may contribute to the democratization of  broad-
band networks, I initiated an experiment and exploration of  a possible hack into 
the data flows of  mobile cell towers.  

The ‘Antenna’ is a fictional device made for hacking into mobile networks. It 
was prototyped as a way to articulate issues and possibilities by rendering their 
content accessible for bottom-up innovation when no other option is available 
without serious legal and ethical consequences. Photos representing the fictional 
hacks have been produced as material for discussions about opportunities and 
consequences of  this future possibility. The experiment was set up to make 
it possible to compare its results with the previous experiments with logistic 
infrastructures, where a ‘real’ hacking experiment was conducted producing real 
data, and to critically discuss the qualities of  speculative hacking material as a way 
to work with sensitive systems without violating the individual integrity of  data.  

This material was not actually employed within participatory processes. Never-
theless, the results of  this work offer a starting point for an open debate and 
reflection about what kind of  prototypes and with what qualities can be appro-
priate to curate the re-configuration of  such systems, and for exploring the 
consequences and opportunities behind future practices and technological 
possibilities. In particular it raises questions regarding the usefulness, or useless-
ness, of  fictional-non-functional prototypes as generative tools to reflect on 
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design activities (cf. Lim, Stolterman and Tenenberg 2008), and for exploring 
and inquiring into design spaces otherwise not possible to scrutinize.

Hacking broadband networks

To build a ‘device’ for hacking into broadband networks we started to look into 
what data generated through passive and active use of  smart phones can actually 
be made visible. Different example of  campaigns to increase awareness about 
metadata markets and who different apps installed in personal devices ‘spy’ 
and generate different kind of  information’s about their users are available and 
precious — see for reference Brett Gaylor initiative “Do Not Track Me” where 
through clear and detailed story telling some important information about how 
this happened is conveyed to non-expert users (Gaylor n.d.).  However, while 
this tells us something about the kind of  data produced, it fails to give any idea 
about the scale involved and geographical implication of  their agency. To start 
engaging with the issue of  scale, also physically, when it comes to ‘big data’ my 
attention instead turned to the mobile masts and cell towers that populate the 
landscape of  our cities and countryside. 

A key idea and reflection behind this interest was that if  information and 
communication technologies changed the relation between scales, activities and 
space, by separating and redefining the relations between communities and places 
(Mitchell 2003), then revealing them could become part of  the tactics for recon-
necting digital activities and physical space. More specifically, allowing citizens to 
re-appropriate their own data could work as a catalyst for further explorations 
aimed at the design of  contextualized services in support of  local economies 
and the redefinition of  the private-public relationship (cf. Dunne 2008; cf. Haque 
2002). For instance, by knowing the use and load balance of  a given cell tower, 
citizens could use its latent capacity to support ad-hoc local applications and meet 
contextual needs. Similarly the data produced and consumed at a specific node 
could help identify emerging opportunities for local services according to their 
content and connections with other communities and places. Such an approach 
would also introduce perspectives in contrast to the prevalent inequalities of  
value distribution and power relations that these networks and the applications 
they support create.  

The idea of  using mobile data for service design and urban planning is not new, 
and there are numerous examples of  how aggregation of  anonymous mobile 

data can be used to create new design opportunities (Eagle and Pentland 2006; 
Grauwin et al. 2014; Rojas, Kloeckl and Ratti 2008). However, the design exam-
ples presented are still typically top-down in nature, primarily analytical in their 
scope, and not really intended for participatory purposes. In particular, they do 
not reveal what kind of  data all third party applications actually produce, and 
what such stakeholders do with them. Considering the sensitivity of  this material, 
I first unsuccessfully tried to obtain this information in anonymous and generic 
form directly from the service providers and companies providing the hardware 
infrastructure. Interestingly, specialists confirmed the presence of  peculiar and 
controversial information in the use patterns of  antennas and the active-passive 
production of  private active-passive data. However, they also stressed the strate-
gic importance of  this data for the companies involved in this particular sector 
and value chains and the impossibility for them to share any information or 
generic properties of  such data without violating legal contracts and business 
agreements between stakeholders.  

As a consequence of  this limit in access to information, I started to look towards 
activist practices to find out that the technical possibility to hack and stalk 
mobile devices already is something more or less readily accessible to anyone. 
CreepyDOL, for example, is a cheap set of  devices able to wirelessly track the 
movements of  mobile devices and collect private information from the apps 
they run when connecting to Wi-Fi hotspots (O’Connor 2014; O’Connor n.d.). 
This device has been developed for intelligence and is theoretically limited to 
private use for the moment. The availability and relatively easy accessibility of  
devices like this on the market raises interesting questions about their potential 
consequences for privacy and security. At the same time, it makes it techni-
cally plausible to imagine how mobile cell towers could be hacked, opening up 
options, questions and choices regarding security and control of  data streams, 
consumer education and awareness, property and use of  private data.  To start 
exploring such scenarios and begin to create design materials for discussions and 
debate, filtering information about this design space, I decided to materialize this 
possibility through a fictional and non-functional prototype, the first Antenna.

Device and portraits

A blinking led connected to a piece of  metal wire ending with a loop are the 
basic components of  the simplest do-it-yourself  electromagnetic meter. Antenna 
basically shares the same design, here translated into a new fictional purpose of  
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use. In terms of  aesthetics, it is plain and slightly unrealistic in order to avoid it 
to be mistaken for a real device, at the same time leaving space for imagination.  

The main element of  Antenna is a rod supporting a loop shaped receiver that 
senses the broadband spectrum and extract its content. Attached to it there’s 
a reel with different knobs used to change parameters and size of  the antenna 
loop when searching for different frequencies, signals and data types. Through 
a cable, the rod is connected to a touchscreen used to visualize and analyze the 
sensed data and display information about the schematic of  the hacked Antenna. 
Screenshots showing different kinds of  information that can be retrieved repre-
sent sketches of  an interface to data production and the invisible behavior of  
the broadband infrastructure. For instance, these sketches show how one can see 
the ratio between passive tracking and active data produced by social networks, 
interrogate the antenna about how much data is used for pornography, advertise-
ment and applications running in the background, or to simply check the latent 
data capacity at different times. 

In collaboration with Johan Redström, we used the device to stage and take 
pictures in the field and in the studio to document various use scenarios and 
create visual material to be used in future discussions. The main series of  
portraits depict a hacker hiding in a sort of  “Faraday Poncho” using his Antenna 
to inspect and download data both in urban and forest settings. Another set of  
pictures depicts a screen placed at the base of  a cell tower. These images show a 
scenario where the service provider has decided to open up its network for new 
innovations, here providing a direct interface for inspecting the data content of  
the base station, offering an application programming interface (API) for public 
use.  

The aesthetics of  these pictures is meant to place them somewhere between 
the familiar and the fantastic, ideally being both inspiring and unsettling. Some 
of  the images were taken in a studio, using projectors to display the same back-
ground site as was used in the outdoor photos. To work with expressions some-
where between the real and surreal, we used projectors to project images from 
the outdoor location in the studio images but without any image rendering or 
compositing. The intention in doing so was to try to evoke the creativity and 
imagination of  the observer, but also to work with something in contrast to the 
aesthetic of  much design (research) imagery where ‘things’ become more or 
less equated with ‘products’ (cf. Dunne and Gaver 1997). Representations and 
aesthetics that inevitably would narrow down the spectrum of  questions and The Antenna device.
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reactions of  the viewer to an evaluation of  devices and situations already largely 
a priory defined for her. By keeping the representation of  the artifact and of  the 
event undefined, my purpose was to invite the observer to actively complete my 
narrative, opening up my work to a multiplicity of  interpretations and possibili-
ties rather than narrowing them down.   

Speculative hacking 

The purpose of  Antenna was to explore how previously successful tactics for 
making industrial infrastructures present as material for design and participa-
tion might transfer from one domain into another. Inquiring into the structural 
properties of  logistic infrastructures from a bottom-up perspective of  course 
exposes certain aspects of  existing structures and processes, but from an integ-
rity point of  view these do not need to be made very specific and connected 
to specific people or companies to be useful. Hacking mobile communications 
is a different matter, which leads us to key ethical dilemmas of  experimental 
design in this area. To create a kind of  material for dialogue similar to what was 
produced in previous experiments, the Antenna project makes use of  similar 
tactics — a device to hack a system — but with an important difference: it is 
entirely fictional, not functional and the data it displays is imaginary. So we may 
ask: will it actually produce similar outcomes, or does the fictional character of  
the prototype make it less useful? And is this transition from ‘real’ to ‘speculative’ 
hacking a feasible and relevant design move or not?

Let us start by considering a negative answer to the question: saying that the 
difference between a functional and a non-functional prototype is crucial when 
it comes to unpacking the interactions and implications of  a given design. While 
the Antenna differs from, say, fictional literature in that it is materialized in a 
different way it does not quite have the potential of  design materials and hack-
ing interventions that are ‘real’. Now, if  this is what we think, we face one of  
two scenarios. The first one implies that these hacks need to be ‘real’ to create 
the material outcomes necessary to move on. In the case of  information and 
communication infrastructures, this is likely to imply legal issues, not to mention 
serious risks of  privacy invasion. Thus, to continue and develop a ‘real’ version of  
the Antenna would most likely not be within existing national legal frameworks. 

Alternatively, we may conclude that since prototypes must be functional at some 
stage to really work as prototypes, one should not produce or use any kind of  
thing not allowed within the legal framework or which might imply risks for Data content and bandwidth use displayed 

on the antenna interface. 
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the collectivity. The difficulty with this view is that we then end up in a position 
where we seemingly conclude that there are certain technologies, some of  which 
we already live with, that we cannot experiment with and prototype: since it takes 
a functional prototype to unpack their interactions and agency, and as a func-
tional prototype is not possible, a meaningful prototype is therefore not possible. 
Like the first scenario, this also leads to a problematic conclusion. Although 
there are certainly malicious technologies and applications we definitely should 
not prototype with, it is perhaps not entirely obvious that telecommunications 
fall into that category — especially since we already live with them and since 
companies and agencies with the right to access it already use this information 
extensively and outside the reach of  public scrutiny. 

It seems that both scenarios following a complete rejection of  ‘speculative hack-
ing’ are problematic in one or several ways. This why experiments as Antenna 
are interesting. By bringing ethics and aesthetics, practices and infrastructures, 
together they reveal issues related to how we develop new designs in contem-
porary industrial design practice. Whether by explicit intent or implicit habit, 
we typically use a design process through which both fidelity and functionality 
continuously improves as the process unfolds. While early explorative prototypes 
might not be functional and intended as means to investigate a design space, they 
are in most cases intended as part of  a process that leads to functional objects or 
a device, where different iterations will progressively include final functionalities.

Here, however, we can already see from the start that the design process in 
question must not arrive at a fully functional object; the purpose of  the Antenna 
prototype is fact not the definition of  a device but to question possible systemic 
configurations and consequences behind certain actions. At the same time we 
know from experience that the closer to the ‘real’ thing, a fully functional proto-
types, we get, the more we can — potentially — learn about what the thing 
really is. And so how do we know when it is a good idea to stop prototyping 
or questioning possibilities? How close to the real should we try to get in order 
understand the agency of  our designs? Do we need to wait for something to 
necessarily happen or brake-down before considering re-design? These are not 
questions unique to this experiment, but issues that require more general atten-
tion. Ranging from questions of  what to design – what to prioritize – in a world 
of  finite resources; to what new technologies to unleash into the world through 
designs only presenting their advantages —their side-effects to be seen only 
later— the question of  design realization quickly become less trivial than we 
used to think it was.
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Previous page: photo in the studio. The 
hacker in his faraday poncho accesses 
data at the base of a large broadband 
antenna. 

Right and above: photo on site 
The contrast between the fictional 
appearance of this character and the 
reality of the background leave space 
for ambivalent interpretations. While 
taking the pictures for instance, we were 
suspiciously asked several times by 
people passing by if we were technicians 
or role-game players.

Left: what if local telecoms would 
provide an open API to develop locally 
based services upon the data content 
and capacity of their broadband 
antennas? As a way to address this 
question we installed a display monitor 
and public access point on the small 
cabin at the base of the antenna. 

Next page: the hacker inspects the 
activity of a possible internet cables’ 
junction box hidden in the woods. 
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Reflections on the antenna

While design moves such as ‘speculative hacking’ do not resolve these basic 
dilemmas, it opens up for revisiting the question of  to what extent fictional 
design material can be considered effective in comparison to ‘real’ design materi-
als. Indeed, it is not the Antenna as an end in itself  that is most relevant, but 
rather its role in a design process still unfolding; its eventual usefulness to be 
determined through its role and influence in the process. Yet, as any design 
object, functional or fictional, it needs to be (re-)viewed also on its own: its 
‘consumption’ might be restricted to just being material in this process, but 
it might also travel into new contexts, performing other functions, sometimes 
perhaps even becoming part of  other agendas. Keeping such unpredictable 
futures in mind, we need a discussion about the nature of  prototyping in areas 
where invisible things need to be made visible, but where sensitive matters must 
not be exposed at a cost we did not anticipate. As information technologies 
find ways into in our everyday lives, benefits and exciting potentials are not the 
only things to increase. The spreading of  such technologies also carries with it 
new forms of  design violence, problematic implications that we somehow also 
need to try to articulate in advance and not just mitigate in retrospective regret 
(Dilnot 2015).

Antenna and its fictional design will probably not provide the same use qualities 
of  opening up for mastering and repurpose a system for ‘real’, as it happened 
with the trojanboxes. Nevertheless, it perhaps still maintains some impor-
tant features typical of  such practices. The portraits and their narratives still 
allow to speculate about future uses of  the infrastructures and information it 
contains; to reflect upon its nature, agency and functionalities and to imagine 
what alternative practices that this kind of  data gathering could support. This 
potential to support creativity is not only important in relation to future staging 
of  participatory design interventions, engaging publics through this materials. 
But it might also bring something important to discussions about technological 
future-making as it allows, if  only for a brief  moment, to use our imagination to 
subvert and repurpose infrastructures and power relations that otherwise would 
remain untouchable to most of  us. 

As a prototype, a speculative materialization as Antenna, still allow designers to 
question and explore a design space (cf. Lim, Stolterman and Tenenberg 2008), 
articulating opportunities responses and actions that practices like mobile cell 
towers hacking might trigger, but without actually causing any potential harm. By 

fictionally ‘braking down the infrastructure’, Antenna makes it suddenly present 
(cf. Bowker & Star 2000), relatable and questionable, opening it up to all possible 
interpretations about the damaging and positive implications and consequence 
that such an occurrence might entail for both citizens and network operators. It 
does so, not by providing a defined alternative or a statement about what a possi-
ble future might hide—representation that would inevitably induce a dialectic 
evaluation of  acceptance or refusal of  what ‘that’ is— but by providing open 
speculative scenario that still need to be fully explored and defined. Openness 
and diversity that are now necessary to be able to properly articulate postindus-
trial controversies, exposing the possible set of  actions and counteractions that 
certain design decisions might trigger.


