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CHAPTER – 1 

 Introduction 

Cyber security or information technology security (IT security) is the protection 
of computer systems and networks from the theft of or damage to their 
hardware, software, or electronic data, as well as from the disruption 
or misdirection of the services they provide. 

The field is becoming more important due to increased reliance on computer 
systems, the Internet and wireless network standards such as Bluetooth and Wi-Fi, 
and due to the growth of "smart" devices, including smart phones, televisions, and 
the various devices that constitute the "Internet of things". Owing to its complexity, 
both in terms of politics and technology, cyber security is also one of the major 
challenges in the contemporary world. 

 

 Classifications of Cybercrimes 

 
 Email spoofing: Email spoofing is the forgery of an email header so that the 

message appears to have originated from someone or somewhere other than 

the actual source. Email spoofing is a popular tactic used 

in phishing and spam campaigns because people are more likely to open an 

email when they think it has been sent by a legitimate or familiar source. 

The goal of email spoofing is to get recipients to open, and possibly even 

respond to, a solicitation. 

Although most spoofed emails can be easily detected and require little action 

other than deletion, the more malicious varieties can cause serious problems 

and pose security risks. For example, a spoofed email may pretend to be 

from a well-known shopping website, asking the recipient to provide 

sensitive data such as a password or credit card number. Alternatively, a 

spoofed email may include a link that installs malware on the recipient's 

device if clicked. One type of spear phishing attack used in business email 
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compromises involves spoofing emails from the CEO or CFO of a company 

requesting a wire transfer or internal system access credentials. 

While email spoofing is most popularly used to execute phishing attacks, a 

cybercriminal may also use this technique to avoid spam email blacklists, 

commit identity theft or tarnish the image of the impersonated sender. 

Email spoofing can be easily achieved with a working  Simple Mail Transfer 

Protocol (SMTP) server and mailing software like Outlook or Gmail. Once an 

email message is composed, the scammer can forge fields found within the 

message header such as the FROM, REPLY-TO and RETURN-PATH addresses. 

After the email is sent, it will appear in the recipient's mailbox that appears to 

come from the address that was entered. 

This is possible to execute because the SMTP does not provide a mechanism for 

addressing authentication. 

How to tell if an email has been spoofed ? 

If a spoofed email does not appear to be suspicious to the user, it is likely it will go 

undetected. However, if the user does sense something is wrong, they can open and 

inspect the email source code. Here, the recipient can find the originating IP 

address of the email and trace it back to the real sender. 

Another sign to look for is a soft-failed Sender Policy Framework (SPF) check, a 

protocol defined in RFC 7208 that provides a solution to authenticating email 

senders. If an email soft-failed this protocol, something fishy may have been 

detected but it was still allowed to deliver. 

How to stop email spoofing ? 

To prevent becoming a victim of email spoofing, the following practices should be 

put into place: 

Downloaded from www.rgpvnotes.in

Page no: 2 Get real-time updates from RGPV

https://whatis.techtarget.com/definition/blackhole-list-blacklist
https://searchsecurity.techtarget.com/definition/identity-theft
https://whatis.techtarget.com/definition/SMTP-Simple-Mail-Transfer-Protocol
https://whatis.techtarget.com/definition/SMTP-Simple-Mail-Transfer-Protocol
https://searchwindowsserver.techtarget.com/definition/Microsoft-Outlook
https://searchmicroservices.techtarget.com/definition/Gmail
https://searchwindevelopment.techtarget.com/definition/IP-address
https://searchwindevelopment.techtarget.com/definition/IP-address
https://searchsecurity.techtarget.com/definition/Sender-Policy-Framework
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

 Keep antimalware software up to date. 

 Do not share private or financial information through email. 

 Turn spam filters on to the strongest settings, or use tools like Gmail's Priority 

Inbox. 

 Avoid clicking suspicious links or downloading suspicious attachments. 

 Never enter sensitive information into links that are not secure. 

 Learn how to open and read email headers for signs of email spoofing. 

 Conduct reverse IP lookups to verify the real sender. 

 Audit email accounts to see how they respond to SPF and DMARC. 

 

 Spamming:  Sending large amount of restricted electronic message is illegal. 

People who send create or send electronic spams are called spammers. 

Spamming is abuse of electronic messaging systems for sending restricted 

bulk messages using a computer or a cellular phone. Most popular form of 

spam is E-mail Spam. Email spam is annoying and dangerous to email users 

depending on intention of sender. Some senders of Spam Email combined it 

with Email Spoofing techniques, so that it would not be easy to determine 

original email address of the sender.  Spam emails are dangerous because it 

may come along a malicious link that happen to be a virus or requesting for 

sensitive information on a web form opened through this link. 

Other media that are used also include: 

i) Mobile Phone Messaging Spam – SMS spam is also referred so as cell phone 
spam is junk message sent to a mobile phone as text messaging through SMS. SMS 
Phishing also known as Smishing is normally carried out through send malicious 
SMS to mobile phone users. Sender may steal your personal information by 
tricking to open a link within a text message to redirect you to a fake Webpage 
where you have to input sensitive information like your bank account login detail 
and password or any other sensitive information. Know how SMS Phishing or 
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Smashing are carried out by cyber criminals so that you will always be able to 
recognize a fake SMS  intended to harm you or to fraudulently obtain your data. 

ii) Classified Ads Spam – Mostly free Classified Ads websites are you used by 
spammer to post their fake or malicious messages that lead viewers to loss of 
money by investing on or buying their products and services or leading viewers of 
advert through a url to their webpage in order to buy and pay for their fake 
products and services or a web form link requesting for viewer’s sensitive 
information. It also important that viewer of Classified Ads on any Ads website 
most know How to Detect a fake Ads on any classified Ads website. Attackers 
around the world have used and still using Instant Messaging System to deliver 
stuffs quickly. Instant Messenger are easier to use for delivering dangerous 
messages, webpage links, pictures, etc. that may lead your device to get crashed or 
hacked. 

iii) Instant Messaging Spam- Instant messaging is the sending of instant messages 
through a messaging application or web-based between two connected users. 
Examples of Instant Messaging System are WhatsApp and Facebook Messenger: 

WhatsApp and Facebook messenger are most popular Instant Messaging system 
available almost on every Smartphone in the world. They are being used to send 
text messages, new, rumors, updates, sharing of images, videos, and audio files. 
Facebook bought WhatsApp few years back, and now Whatapp is completely 
belong to Facebook company. Facebook company has developed and applied 
security and privacy features on WhatApp that stopped spamming as well. Instant 
Messaging Systems are mostly widely used media to deliver malicious and 
fraudulent campaign and attacker and cybercriminal around the world are using 
them because it is instant messaging. Spam messages are sent in form of news, 
advertisement, sharing, update or rumor and this may contain malicious links that 
are used to hack mobile device, request for sensitive information or indented to 
crash your mobile device. It is important for every mobile device and instant 
messaging user to know how to detect a spam message by watching out the links 
included in the message, identify sender’s number and block them when noticed 
that it is spam so that user may not become a victim of latest virus that crash 
mobile phone or victim of Identity theft. Other popular Social Media Instant 
Messaging System include Skype, Viber, WeChat, Google Talk, etc; Spammer 
utilized them same way. 

iv) Internet Forum Spam- Internet Forum is also known as message board, it is 
similar to newsgroup. It is an online discussion site on a specific webpage where 
internet user and people hold discussions on a particular topic in form of writing 
and posting messages. Messages that are posted should be carefully watched 
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because they may contain links that harmful, and attacker persuade reader to click 
on it to get more information about his post, if this links happened to be harmful 
then reader of post become a victim.  Knowing How to recognize a harmful link or 
a fake looking url is very easy if reader of a post could understand url structure and 
parameters, and how a linked page is created. 

v) Social Media Spam- Unlike other spam techniques, Social Media Spam are 
carried out only on social media websites by sending, sharing or posting 
unsolicited bulk messages, images and video files containing links through a 
spammer’s social media created and operating accounts. Fake accounts are created 
and operating by spammer, spammer makes friends and follows other accounts on 
same social media; they follow them to become their friends and these same users 
are likely to follow them back. After acquiring followers and friends, spammer will 
begin to carry out his spamming and illegal activities. Cybercriminals who are 
spammers may decide to attack friends and other users by hacking their accounts 
so that the attacked ones will not able to have access into their accounts any 
more.  Spammer also send bulk fraudulent messages, harmful post and spreading 
malicious links created to deliver dangerous malware or that linked to a phishing 
page to obtain sensitive information like bank account login or credit card details 
or account passwords. There are several rules that protect all social media users 
from spam; it helps every corporate or personal social media user understand how 
to prevent social media spam. 

vii) Network Sharing Spam- Network Sharing Spam is similar to Usenet system 
that allow group of people in a particular network share any kind of messages 
including embedded and linkable messages. Network member are always need to 
be careful and watch links and file carefully before opening them to avoid Malware 
Attack and other malicious intents. 

vii) Blogging Spam- Blogging spam is obviously almost same as search engine 
spam. Every blogger are all time longing for quick online presence, unwise blogger 
used to copy and duplicate contents and keywords with a thought that the more 
they post same contents or applied same keywords on different urls the more they 
are found online; which is wrong. It is illicit, and search engine does not respect 
such action, contents or keywords that are duplicated are restricted to be searchable 
otherwise all duplicated contents are always redirected to original one. 

viii) Search Engine Spam- Web or Search Spam means excessive manipulation of 
web contents or keywords to gain search engine rankings which also make a 
website to gain more popularity and exposure than how it deserves. Some web 
author use this illicit techniques to ensure that their site appears more frequently in 
the search results. It is strongly discouraged and restricted by all search engines 
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and there are penalties associated with the use of such techniques. Sites or 
Contents from such spammer are excluded from the search engine, but if the 
contents are actually a copied or duplicated contents then search engine may 
sensitively and carefully redirected them to original content. The following are 
some illicit publishing that should be avoided: Duplication of pages on multiple 
urls, tiny text and unclear or hardly visible text, IP Clocking, redirection from or to 
hidden pages, duplicating or repeating of keywords on multiple urls or websites, 
and Use of keywords not relating to information on page. 

ix) Usenet Newsgroup Spam- Usenet system is a network that host groups in 
different location over the internet. Usenet system for Newsgroup is similar to 
Internet discussion forum. It is also used for message posting from many users in 
different locations over the internet. Excessive multi posting and cross posting are 
allowed on Usenet system from different groups on the Usenet network. Spam 
messages or articles can be sent through the network to another groups in same 
Usenet network. Messages that are posted should be carefully watched because 
they may contain persuasive harmful links that may lead to information 
loss, Malware Attack or Identify Theft. Cyber criminals also utilized Usenet for 
distribution or sale of pirated Software, distribution or sale of Pornographic 
items,  distribution or sale of hacking tools, distribution or sale of stolen items like 
credit cards, computer parts, etc. 

It is not easy to stop or control spamming because internet business promoters and 
advertisers always look for way to deliver possible large of messages at lowest cost 
to targeted internet users on the internet. Cyber criminals are always taking 
advantage of this opportunity to send fraudulent messages to targeted or untargeted 
internet users. Anonymous online advertisers and cyber criminals send Spam 
messages to internet and mobile phone users, these messages are very difficult to 
trace or hold senders accountable for their spam activities over internet. Spamming 
is also used as vehicle to deliver harmful virus to a target. So, it very important for 
every internet user to know how to recognize a spam message on every message 
they have received. 

 

 Cyber stalking: Cyber stalking is the use of the Internet or other electronic 
means to stalk or harass an individual, group, or organization. It may 
include false accusations, defamation, slander and libel. It may also include 
monitoring, identity theft, threats, vandalism, solicitation for sex, 
or gathering information that may be used to threaten, embarrass or harass.  
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Cyberstalking is often accompanied by realtime or offline stalking. In many 
jurisdictions, such as California, both are criminal offenses. Both are motivated by 
a desire to control, intimidate or influence a victim. A stalker may be an online 
stranger or a person whom the target knows. They may be anonymous and solicit 
involvement of other people online who do not even know the target. 

Cyber stalking is a criminal offense under various state anti-
stalking, slander and harassment laws. A conviction can result in a restraining 
order, probation, or criminal penalties against the assailant, including jail. 

 

Cyber stalking is done in two primary ways: 
 
i) Internet Stalking: Here the stalker harasses the victim via the internet. 
Unsolicited email is the most common way of threatening someone, and the stalker 
may even send obscene content and viruses by email. However, viruses and 
unsolicited telemarketing email alone do not constitute cyber stalking. But if email 
is sent repeatedly in an attempt to intimidate the recipient, they may be considered 
as stalking. Internet stalking is not limited to email; stalkers can more 
comprehensively use the internet to harass the victims. Any other cyber-crime that 
we’ve already read about, if done with an intention to threaten, harass, or slander 
the victim may amount to cyber stalking. 
 
ii) Computer Stalking: The more technologically advanced stalkers apply their 
computer skills to assist them with the crime. They gain unauthorised control of 
the victim’s computer by exploiting the working of the internet and the Windows 
operating system. Though this is usually done by proficient and computer savvy 
stalkers, instructions on how to accomplish this are easily available on the internet. 
 

 Industrial Spying/Industrial Espionage:  ‘Economic espionage refers to 
targeting or acquiring trade secrets from domestic companies or government 

entities to knowingly benefit a foreign state’ and ‘Industrial espionage is the 
same as economic espionage, except that rather than benefiting a foreign 

government, it benefits another private entity’. 
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The pursuit of industrial espionage:  

 Reverse engineering  

 Hiring employees of competitors  

 Cultivating insiders 

 Disgruntled insiders  

 Luring insiders 

 Blackmailing insiders 

 Placing insiders  

 Electronic surveillance  

 Bugs, surveillance etc  

 Cyber •  
 Hacking systems  

 Employees’ devices etc. 

How big a problem?  

 Criminologists well versed in challenges of measuring crime. 

 Gold standard victim surveys, but non existent for this ‘crime’. 
 Many organisations don’t know they are victims. 
 Criminal statistics , have many flaws but useful as barometer? 

 Many do not report 

 Implications for reporting (share price, reputation etc). 

 Perpetrators abroad/state actors therefore any success unlikely. 

 Criminal justice system perceived to be unlikely to have much 

interest. 

 Many countries no specific offences and other offences used. 

 Making identifying IR/ER cases difficult. 

 Where civil cases used don’t always reach public domain and/or harder to 
identify clearly as industrial espionage. 

 In the UK there have been a handful of successful prosecutions in the last 

few decades. 

 

 Hacking:  In simple words, hacking is an act committed by an intruder by 
accessing your computer system without your permission. Hackers (the 
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people doing the ‘hacking’) are basically computer programmers, who have 
an advanced understanding of computers and commonly misuse this 
knowledge for devious reasons. They’re usually technology buffs who have 
expert-level skills in one particular software program or language. As for 
motives, there could be several, but the most common are pretty simple and 
can be explained by a human tendancy such as greed, fame, power, etc. 
Some people do it purely to show-off their expertise – ranging from 
relatively harmless activities such as modifying software (and even 
hardware) to carry out tasks that are outside the creator’s intent, others just 
want to cause destruction. 
 

Greed and sometimes voyeuristic tendancies may cause a hacker to break into 
systems to steal personal banking information, a corporation’s financial data, etc. 
They also try and modify systems so hat they can execute tasks at their whims. 
Hackers displaying such destructive conduct are also called “Crackers” at times. 
they are also called “Black Hat” hackers On the other hand, there are those who 
develop an interest in computer hacking just out of intellectual curiosity. Some 
companies hire these computer enthusiasts to find flaws in their security systems 
and help fix them. Referred to as “White Hat” hackers, these guys are against the 
abuse of computer systems. They attempt to break into network systems purely to 
alert the owners of flaws. It’s not always altruistic, though, because many do this 
for fame as well, in order to land jobs with top companies, or just to be termed as 
security experts. “Grey Hat” is another term used to refer to hacking activities that 
are a cross between black and white hacking. 
  
Some of the most famous computer geniuses were once hackers who went on to 
use their skills for constructive technological development. Dennis Ritchie and 
Ken Thompson, the creators of the UNIX operating system (Linux’s predecessor), 
were two of them. Shawn Fanning, the developer of Napster, Mark Zuckerberg of 
Facebook fame, and many more are also examples. The first step towards 
preventing hackers from gaining access to your systems is to learn how hacking is 
done. Of course it is beyond the scope of this Fast Track to go into great details, 
but we will cover the various techniques used by hackers to get to you via the 
internet. 
 
a. SQL Injections: An SQL injection is a technique that allows hackers to play 
upon the security vulnerabilities of the software that runs a web site. It can be used 
to attack any type of unprotected or improperly protected SQL database. This 
process involves entering portions of SQL code into a web form entry field – most 
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commonly usernames and passwords – to give the hacker further access to the site 
backend, or to a particular 
user’s account. When you enter logon information into sign-in fields, this 
information is typically converted to an SQL command. This command checks the 
data you’ve entered against the relevant table in the database. If your input data 
matches the data in the table, you’re granted access, if not, you get the kind of error 
you would have seen when you put in a wrong password. An SQL injection is 
usually an additional command that when inserted into the web form, tries to 
change the content of the database to reflect a successful login. It can also be used 
to retrieve information such as credit card numbers or passwords from unprotected 
sites. 
 
b. Theft of FTP Passwords: This is another very common way to tamper with web 
sites. FTP password hacking takes advantage of the fact that many webmasters 
store their website login information on their poorly protected PCs. The thief 
searches the victim’s system for FTP login details, and then relays them to his own 
remote computer. He then logs into the web site via the remote computer and 
modifies the web pages as he or she pleases. 
 
c. Cross-site scripting: 
Also known as XSS (formerly CSS, but renamed due to confusion with cascading 
style sheets), is a very easy way of circumventing a security system. Cross-site 
scripting is a hard-to-find loophole in a web site, making it vulnerable to attack. In 
a typical XSS attack, the hacker infects a web page with a malicious client-side 
script or program. When you visit this web page, the script is automatically 
downloaded to your browser and executed. Typically, attackers inject HTML, 
JavaScript, VBScript, ActiveX or Flash into a vulnerable application to deceive 
you and gather confidential information. If you want to protect your PC from 
malicious hackers, investing in a good firewall should be first and foremost. 
Hacking is done through a network, so it’s very important to stay safe while using 
the internet. You’ll read more about safety tips in the last chapter of this book. 

 

 Software piracy:  Software piracy is defined as illegally copying software 

that does not belong to you in a manner that violates the copyright. An 

example of software piracy is when you download a copy of Microsoft 

Word from a file-sharing website without paying for it. 
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There Are Five Main Types of Software Piracy: 

i) Counterfeiting: 

This type of piracy is the illegal duplication, distribution and/or sale of copyrighted 
material with the intent of imitating the copyrighted product. In the case of 
packaged software, it is common to find counterfeit copies of the compact discs 
incorporating the software programs, as well as related packaging, manuals, license 
agreements, labels, registration cards and security features. 

ii) Internet Piracy: 

This occurs when software is downloaded from the Internet. The same purchasing 
rules apply to online software purchases as for those bought in compact disc 
format. Common Internet piracy techniques are: 

 Websites that make software available for free download or in exchange for 
others 

 Internet auction sites that offer counterfeit or out-of-channel software 
 Peer-to-peer networks that enable unauthorized transfer of copyrighted 

programs 
 
iii) End User Piracy: 
 
This occurs when an individual reproduces copies of software without 
authorization. These include: 

 Using one licensed copy to install a program on multiple computers 
 Copying discs for installation or distribution 
 Taking advantage of upgrade offers without having a legal copy of the 

version to be upgraded 
 Acquiring academic or other restricted or non-retail software without a 

proper license 
 Swapping discs in or outside the workplace 

iv) Client-Server Overuse: 
 

This type of piracy occurs when too many users on a network are using a central 
copy of a program at the same time. If you have a local-area network and install 
programs on the server for several people to use, you have to be sure your license 
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entitles you to do so. If you have more users than allowed by the license, that's 
"overuse." 

v) Hard-Disk Loading: 

This occurs when a business sells new computers with illegal copies of software 
loaded onto the hard disks to make the purchase of the machines more attractive. 

 

The Dangers of Software Piracy :- 
Software piracy may have a cheaper price point, but there are many dangers that 
software pirates should be aware of. 

Consequences of software piracy are: 

 Increased chances that the software will malfunction or fail 
 Forfeited access to support for the program such as training, upgrades, 

customer support and bug fixes 
 No warranty and the software can’t be updated 
 Increased risk of infecting your PC with malware, viruses or adware 
 Slowed down PC 
 Legal repercussions due to copyright infringement 

 
 Password Sniffing: 
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 Credit Card Frauds:  Credit card frauds are the scams committed using 

others' card in a fraudulent way. Criminals use the latest technology to skim 

out the data stored on the magnetic strip of your card, and then use it for 

online transactions. Another way it is done is by fetching out this 

information using fraudulent phishing e-mails. 

Kinds of Credit Card Frauds :- 

There are lots of ways in which this is done, and as the technology is advancing, 
even more new ways are being devised for carrying out such frauds. 

 Stealing 

This has been the most well-known way since ages. But now, stealing of cards has 
reduced as new and more effective ways are out there. Stolen cards can only be 
used until the card holders block their cards. Thus, this is not considered as 
effective as other ways in which the holder might not even know that their 
information has been compromised. 

 Skimming 

Skimming is a way of stealing the information physically from the card. This can 
involve simple methods like clicking a picture of card to get the details, to complex 
methods like using a “skimmer”. Though skimmers haven’t yet reached India, they 
are very dangerous, as they skim out the details on magnetic tape in fractions of 
seconds right in front of your eyes. 

 Phishing 

Phishing is the way in which fraudulent mails are sent to the card holders asking 
card details, either for any transaction, or any bank issues, or any other neatly 
forged reason. Such e-mails are sent in order to lure the card holder to share their 
information. Sometimes, this can be also done by making phone calls. This 
information is then used by the criminals to make online transactions (Card-Not-
Present Transactions), where merchants rely on the information provided, and not 
the card itself. 
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These were the most common ways in which such frauds are done. There are some 
more ways, like carding where the criminal enters information where real-time 
processing is done, and if this information is accepted, the information is 
considered correct. Application fraud is another such method, in which a fake bank 
account is opened in the name of others. Account takeover is a way in which the 
criminal fetches information about the card holder, and then uses it to masquerade 
in front of the issuer. 

How does credit card fraud happen? 

Here are some common ways fraudsters can get their hands on your credit card 
number. 

 A thief digs through your trash, finds discarded receipts or credit card 

statements that include your account number, and uses that information to 

rack up fraudulent charges. 

 An unscrupulous waiter steals your card number and uses it to finance, say, a 

Caribbean vacation. 

 An identity thief lures you to a fraudulent website where you are tricked into 

providing your card number. The thief then uses your credit card 

information for fraudulent purchases. 

 You swipe your card at your local ATM or at the gas pump. Later, you 

notice fraudulent purchases on your statement. What happened? Someone 

might have installed a credit card skimmer to steal your account information. 

A credit card skimmer is a small device that thieves can install anywhere 

you swipe your card. Skimming has proved to be an effective way for 

thieves to steal credit card information. 
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 Sometimes your credit card information is stolen through no fault of your 

own. Your credit card number might be exposed in a data breach that hits 

one of your favorite retailers. Thieves can then use this information to rack 

up online charges with your credit card account numbers. 

 Thieves often buy stolen credit card numbers on the dark web, that part of 

the web that’s only accessed through special software. Credit card numbers 

are valuable to thieves, and they aren’t shy about visiting illegal dark web 

markets to get them. 

 Someone in your home — a resident, guest, visitor, or service technician — 

might manage to access your credit cards. It’s possible the person could use 

your credit card information fraudulently. 

10 tips to help protect yourself from credit card fraud :- 

 

Criminals have seized upon the credit card industry as a place to make a quick 

buck. Fortunately, you can help minimize your risk of becoming a victim of credit 

card fraud by taking steps to protect your credit card information. Here are 10 tips 

to help you do just that. 

1. Promptly and carefully review every credit card statement. When your bill 

arrives, don’t just make the payment. Review each transaction and, if any are 

unfamiliar, immediately call the card issuer. Even better, don’t wait for the 

statement. Regularly review your transactions online on the card issuer's 

website. 

Downloaded from www.rgpvnotes.in

Page no: 18 Get real-time updates from RGPV

https://www.lifelock.com/learn-data-breaches-data-breaches-need-to-know.html
https://www.lifelock.com/learn-identity-theft-resources-what-is-the-dark-web.html
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

2. Protect your account information. Don’t leave account information out in the 

open where others might see it. 

3. Destroy old statements. When you finish with the monthly statement, shred 

it before discarding it. 

4. Carry only the cards you need. If you have more than one credit card, do you 

need to have more than one when you’re out and about or traveling? Reduce 

your risk, by leaving unneeded cards at home. 

5. Don’t fall for phishing scams. You might receive emails in your inbox from 

what looks like your cable TV provider, internet service provider, or bank 

asking you to provide your credit card information, often to avoid losing 

your service. Don’t fall for these scams. They’re usually run by hackers 

looking to steal your information. Never send your credit card information to 

anyone who asks for it online. Call your service provider’s customer service 

number instead to make sure a request is legitimate. 

6. Check your credit reports: You can order one free copy of each of your three 

credit reports -- maintained by Experian, Equifax and TransUnion — once a 

year from AnnualCreditReport.com. Once you order these reports, look 

carefully for accounts or loans in your name that you don’t remember 

opening. New lines of credit may have been opened by thieves who have 

gained access to your personal information. 

7. Watch out for phone scams. Thieves don’t rely solely on the internet to steal 

your credit card information. They might also turn to the phone. They might 

call you, saying that they are from your credit card provider. They’ll then 

ask you to provide your credit card number so that they can “update” your 

account. Don’t fall for this. Your bank will never ask you to provide your 

credit card information over the phone.  
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8. Go paperless. Sign up for online statements from your credit card provider 

and cancel any monthly paper statements. This lessens the chance that 

thieves will be able to gain access to papers that include your account 

information. 

9. Report lost cards or suspected fraud quickly. The faster you report suspected 

fraudulent purchases, the better. Your credit card provider can put a hold on 

your card or cancel your account if you suspect fraud. 

10. Access your credit card account online. You can spot potential fraud more 

quickly if you sign up with your credit card provider’s online portal. This 

way, you can check your credit card account daily, instead of waiting for 

your monthly statement to arrive. 

 Cyber stalking:  Cyber stalking is the use of the Internet or other electronic 

means to stalk or harass an individual, group, or organization. It may 

include false accusations, defamation, slander and libel. It may also include 

monitoring, identity theft, threats, vandalism, solicitation for sex, 

or gathering information that may be used to threaten, embarrass or harass.  

Cyber stalking is often accompanied by real time or offline stalking. In many 

jurisdictions, such as California, both are criminal offenses. Both are motivated by 

a desire to control, intimidate or influence a victim. A stalker may be an online 

stranger or a person whom the target knows. They may be anonymous and solicit 

involvement of other people online who do not even know the target. 

Cyber stalking is a criminal offense under various state anti stalking, 

slander and harassment laws. A conviction can result in a restraining order, 

probation, or criminal penalties against the assailant, including jail. 

 

A number of key factors have been identified in cyber stalking: 

1.  False accusations: Many cyber stalkers try to damage the reputation of their 
victim and turn other people against them. They post false information about 
them on websites. They may set up their own websites, blogs or user pages 
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for this purpose. They post allegations about the victim to newsgroups, chat 
rooms, or other sites that allow public contributions such as Wikipedia 
or Amazon.com.  

2. Attempts to gather information about the victim: Cyber stalkers may 
approach their victim's friends, family and work colleagues to obtain 
personal information. They may advertise for information on the Internet, or 
hire a private detective.  

3. Monitoring their target's online activities and attempting to trace their IP 
address in an effort to gather more information about their victims.  

4. Encouraging others to harass the victim: Many cyber stalkers try to involve 
third parties in the harassment. They may claim the victim has harmed the 
stalker or his/her family in some way, or may post the victim's name and 
telephone number in order to encourage others to join the pursuit. 

5. False victimization: The cyber stalker will claim that the victim is harassing 
him or her. Bocij writes that this phenomenon has been noted in a number of 
well-known cases.  

6. Attacks on data and equipment: They may try to damage the victim's 
computer by sending viruses. 

7. Ordering goods and services: They order items or subscribe to magazines in 
the victim's name. These often involve subscriptions to pornography or 
ordering sex toys then having them delivered to the victim's workplace. 

8. Arranging to meet: Young people face a particularly high risk of having 
cyber stalkers try to set up meetings between them.  

9. The posting of defamatory or derogatory statements: Using web pages and 
message boards to incite some response or reaction from their victim. 
 

 What about Cyber Stalking laws ? 

Do cyber stalkers violate any laws? As cyberstalking is a form of emotional 

assault, laws governing harassment and slander can be applied to electronic 

communications. However, this practice is often problematic because 

confrontations in cyberspace are different from real-life situations. 

While some countries apply older laws, others have enacted specific cyberstalking 

laws. These laws are relatively new and usually still have room for improvement. 
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 How to report cyber stalking ? 

Even though cyberstalking laws aren’t perfect, you should still consider reporting 
it to the authorities. The first thing to know is that you will likely have to provide 

documentation. If you’re being attacked by a cyberstalker through email, 
messaging apps, or any other electronic means, keep the records. Save copies and 

take screenshots as evidence. 

Report them to the platform on which the harassment is taking place. It might take 

some time, but most websites and apps have strict policies against such abuse. 

Then, block the attacker and do not engage with them any further, no matter how 

tempting it might be. 

Cyber stalking is a dangerous violation of privacy. Step-up your personal security 

online with NordVPN. 

 Botnets:  A botnet is a number of Internet-connected devices, each of which 

is running one or more bots. Botnets can be used to perform distributed 

denial-of-service attack (DDoS attack), steal data, send spam, and allows the 

attacker to access the device and its connection.   

Botnets have become one of the biggest threats to security systems today. 
Their growing popularity among cybercriminals comes from their ability to 
infiltrate almost any internet-connected device, from DVR players to 
corporate mainframes. 

Botnets are also becoming a larger part of cultural discussions around cyber 
security. Facebook’s fake ad controversy and the Twitter bot fiasco during 
the 2016 presidential election worry many politicians and citizens about the 
disruptive potential of botnets. Recently published studies from MIT have 
concluded that social media bots and automated accounts play a major role 
in spreading fake news. 

Downloaded from www.rgpvnotes.in

Page no: 22 Get real-time updates from RGPV

https://www.nytimes.com/2017/09/06/technology/facebook-russian-political-ads.html
https://www.nytimes.com/2017/09/27/technology/twitter-russia-election.html
https://www.technologyreview.com/s/608561/first-evidence-that-social-bots-play-a-major-role-in-spreading-fake-news/
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

The use of botnets to mine crypto currencies like Bit coin is a growing 
business for cyber criminals. It’s predicted the trend will continue, resulting 
in more computers infected with mining software and more digital wallets 
stolen. 

Aside from being tools for influencing elections and mining crypto 
currencies, botnets are also dangerous to corporations and consumers 
because they’re used to deploy malware, initiate attacks on websites, steal 
personal information, and defraud advertisers. 

It’s clear botnets are bad, but what are they exactly? And how can you 
protect your personal information and devices? Step one is understanding 
how bots work. Step two is taking preventative actions. 

Features :- 

Most botnets currently feature distributed denial-of-service attacks in which 
multiple systems submit as many requests as possible to a single Internet 
computer or service, overloading it and preventing it from servicing legitimate 
requests. An example is an attack on a victim's server. The victim's server is 
bombarded with requests by the bots, attempting to connect to the server, 
therefore, overloading it. 

Spyware is software which sends information to its creators about a user's 
activities – typically passwords, credit card numbers and other information that 
can be sold on the black market. Compromised machines that are located within 
a corporate network can be worth more to the bot herder, as they can often gain 
access to confidential corporate information. Several targeted attacks on large 
corporations aimed to steal sensitive information, such as the Aurora botnet.  

E-mail spam are e-mail messages disguised as messages from people, but are 
either advertising, annoying, or malicious. 

Click fraud occurs when the user's computer visits websites without the user's 
awareness to create false web traffic for personal or commercial gain.  

Bitcoin mining was used in some of the more recent botnets have which include 
bitcoin mining as a feature in order to generate profits for the operator of the 
botnet.  
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Self-spreading functionality, to seek for pre-configured command-and-control 
(CNC) pushed instruction contains targeted devices or network, to aim for more 
infection, is also spotted in several botnets. Some of the botnets are utilizing 
this function to automate their infections. 

 

 Phishing:   This is a technique of extracting confidential information such as 
credit card numbers and username password combos by masquerading as a 
legitimate enterprise. Phishing is typically carried out by email spoofing. 
You’ve probably received email containing links to legitimate appearing 
websites. You probably found it suspicious and didn’t click the link. Smart 
move. 

 

How phishing can net some really interesting catches 
The malware would have installed itself on your computer and stolen private 
information. Cyber-criminals use social engineering to trick you into downloading 
malware off the internet or make you fill in your personal information under false 
pretenses. A phishing scam in an email message can be evaded by keeping certain 
things in mind. 
  
Look for spelling mistakes in the text. Cyber-criminals are not known for their 
grammar and spelling. 
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Hover your cursor over the hyperlinked URL but don’t click. Check if the address 
matches with the one written in the message. 
 
Watch out for fake threats. Did you receive a message saying “Your email account 
will be closed if you don’t reply to this email”? They might trick you by 
threatening that your security has been compromised. 
 
Attackers use the names and logos of well-known web sites to deceive you. The 
graphics and the web addresses used in the email are strikingly similar to the 
legitimate ones, but they lead you to phony sites. 
  
Not all phishing is done via email or web sites. Vishing (voice phishing) involves 
calls to victims using fake identity fooling you into considering the call to be from 
a trusted organization. They may claim to be from a bank asking you to dial a 
number (provided by VoIP service and owned by attacker) and enter your account 
details. Once you do that, your account security is compromised. Treat all 
unsolicited phone calls with skepticism and never provide any personal 
information. Many banks have issued preemptive warnings informing their users of 
phishing scams and the do’s and don’ts regarding your account information. Those 
of you reading Digit for long enough will remember that we successfully phished 
hundreds of our readers by reporting a way to hack other people’s gmail accounts 
by sending an email to a made up account with your own username and 
password… and we did that years ago in a story about , yes, you guessed it, 
phishing! 

 

 Pharming:  Pharming is a cyber attack intended to redirect a website's traffic 

to another, fake site. Pharming can be conducted either by changing the 

hosts file on a victim's computer or by exploitation of a vulnerability in DNS 

server software. The term "pharming" is a neologism based on the words 

"farming" and "phishing". 

How to Recognize Pharming? 

It’s very difficult to recognize pharmed websites. However, there are a few ways 
that can help you to identify a fake website posing as a legitimate one: 
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 URL 

Does the URL look different? Are words misspelled? Is the web address the same 
as the regular website or is it a variation of the name? Any of these mistakes can 
mean that you are on a fake site. 

 HTTP vs HTTPS 

Make sure that the site says “https”, not just “http”. The “s” stands for secure. It’s 
only given when the website is a trusted and secure site. 

 Design 

How does the website look? If this is a site you visit often you will probably be 
able to notice small changes. Perhaps the sign in button is a different color, or in a 
different location. Perhaps the images or colors are just a little off. Small 
differences like that could mean you are on a pharmed website. 

If you think that you have found a pharmed website, contact your internet service 
provider (ISP). Ultimately, it is their job to find, detect, and take down these fake 
websites. However, with the ever-growing number of cybercriminals, there are 
bound to be some pharmed websites that will sneak past them. 

 

How to Protect Yourself against Pharming? 

Here are some tactics to help defend yourself against pharming. When it comes 
to cyber security prevention is always better than treatment. You will always save 
time, money, and energy by putting into place prevention measures and 
maintaining them rather than cleaning up the mess afterward. The average cyber 
attack costs small and medium-sized businesses an average of $2,235,000.00. That 
number is calculated by combining the cost of damages, physical expenses, and 
lost time. So, if you’re like most businesses and don’t have $2.3 million lying 
around to be wasted, you’ll want to increase your cyber defense practices. 

 Use a Trusted Internet Service Provider (ISP) 

It’s the responsibility of the ISP to prevent and defend against pharmed websites. 
When it comes to ISP’s, there is a wide range of security measures and practices 
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that they employ. Make sure to do your research and use an ISP that has robust 
security measures and a proven history of security. 

 Be Aware 

Be aware of potential cyber attacks while you are using your computer. Don’t visit 
any suspicious websites, don’t download untrusted things from the internet, never 
open links in emails from people you don’t know, and just be smart. 
Cybercriminals are always attempting to gain access to your personal information, 
and most of their attempts can be thwarted by being aware and cautious in your 
internet use. 

 Security Software 

Your strongest tool to defend against pharming, and other cyber attacks, is defense 
security software. It’s essential to have a trusted anti-virus software and a 
good firewall. There are plenty of options of varying anti-virus software and it’s 
not something you want to skimp on. Additionally, there are other programs and 
software’s that can help to prevent differently cyberattacks. One new tool is 
Sophos Intercept X. It uses AI to anticipate ransomware and other attacks and 
predict how and when they’ll strike and then stop them. 

 Use a Safe Browser 

Some internet browsers are just better. According to experts, Mozilla Firefox has 
recently taken the title of best internet browser. They say it’s faster and more 
secure than others. Google Chrome comes in a close second. Having a safe 
browser can help to prevent attacks from gaining access to your system. 

Even when deploying all of these tactics there can still be cyber breaches that can 
occur. It’s important that you are vigilant in your protection and prevention efforts. 

  

PHARMING versus PHISHING :- 

The idea behind pharming and phishing is the same; deception. Both are forms of 
cyber attacks that aim to deceive a user into thinking they are looking at something 
legitimate, but instead it’s something fake. Pharming is the act of hackers sending 
users to fake websites that appear to be legitimate ones. Phishing is the process of 
sending fake emails that appear to be legitimate ones. 
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In both, the hacker will create something that looks and behaves in a way that 
convinces users it’s the real thing. From that point, the user hacker will be able to 
gain personal information from the user in a variety of ways. 

 

 Man-in-the-Middle attack:  In cryptography and computer security, a man-

in-the-middle attack (MITM) is an attack where the attacker secretly relays 

and possibly alters the communications between two parties who believe 

that they are directly communicating with each other. One example of a 

MITM attack is active eavesdropping, in which the attacker makes 

independent connections with the victims and relays messages between them 

to make them believe they are talking directly to each other over a private 

connection, when in fact the entire conversation is controlled by the attacker. 

The attacker must be able to intercept all relevant messages passing between 

the two victims and inject new ones. This is straightforward in many 

circumstances; for example, an attacker within reception range of an 

unencrypted wireless access point (Wi-Fi) could insert themselves as a man-

in-the-middle.  

As it aims to circumvent mutual authentication, a MITM attack can succeed only 

when the attacker impersonates each endpoint sufficiently well to satisfy their 

expectations. Most cryptographic protocols include some form of endpoint 

authentication specifically to prevent MITM attacks. For example, TLS can 

authenticate one or both parties using a mutually trusted certificate authority.  

 

MITM attacks can be prevented or detected by two means:- authentication and 

tamper detection. Authentication provides some degree of certainty that a given 

message has come from a legitimate source. Tamper detection merely shows 

evidence that a message may have been altered. 

 Authentication 

All cryptographic systems that are secure against MITM attacks provide some 
method of authentication for messages. Most require an exchange of information 
(such as public keys) in addition to the message over a secure channel. Such 
protocols, often using key-agreement protocols, have been developed with 
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different security requirements for the secure channel, though some have attempted 
to remove the requirement for any secure channel at all. 

A public key infrastructure, such as Transport Layer Security, may 

harden Transmission Control Protocol against MITM attacks. In such structures, 

clients and servers exchange certificates which are issued and verified by a trusted 

third party called a certificate authority (CA). If the original key to authenticate 

this CA has not been itself the subject of a MITM attack, then the certificates 

issued by the CA may be used to authenticate the messages sent by the owner of 

that certificate. Use of mutual authentication, in which both the server and the 

client validate the other's communication, covers both ends of a MITM attack, 

though the default behavior of most connections is to only authenticate the server. 

 

 Tamper detection 

Latency examination can potentially detect the attack in certain situations, such as 

with long calculations that lead into tens of seconds like hash functions. To detect 

potential attacks, parties check for discrepancies in response times. For example: 

Say that two parties normally take a certain amount of time to perform a particular 

transaction. If one transaction, however, were to take an abnormal length of time to 

reach the other party, this could be indicative of a third party's interference 

inserting additional latency in the transaction. 

Quantum Cryptography, in theory, provides tamper-evidence for transactions 

through the no-cloning theorem. Protocols based on quantum cryptography 

typically authenticate part or all of their classical communication with an 

unconditionally secure authentication scheme e.g. Wegman-Carter authentication. 

 Forensic analysis 

Captured network traffic from what is suspected to be an attack can be analyzed in 
order to determine whether or not there was an attack and determine the source of 
the attack, if any. Important evidence to analyze when performing network 
forensics on a suspected attack includes:[9] 

- 0IP address of the server 
- DNS name of the server 
- X.509 certificate of the server 

             -Is the certificate self signed? 
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             -Is the certificate signed by a trusted CA? 

             -Has the certificate been revoked? 

             -Has the certificate been changed recently? 

             -Do other clients, elsewhere on the Internet, also get the same certificate? 

 

Man in the Middle Attack Prevention 

 Use a Virtual Private Network (VPN) to encrypt your web traffic. 

 Network Security. 

 Secure your network with an intrusion detection system. 

 Install active virus and malware protection that includes a scanner that runs on 
your system at boot.  

 Secure Your Communications. 

 

 Password Cracking:  In cryptanalysis and computer security, password 

cracking is the process of recovering passwords from data that have been 

stored in or transmitted by a computer system. A common approach (brute-

force attack) is to repeatedly try guesses for the password and to check them 

against an available cryptographic hash of the password.  

The purpose of password cracking might be to help a user recover a forgotten 

password (installing an entirely new password is less of a security risk, but it 

involves System Administration privileges), to gain unauthorized access to a 

system, or to act as a preventive measure whereby system administrators check for 

easily crack able passwords. On a file-by-file basis, password cracking is utilized 

to gain access to digital evidence to which a judge has allowed access, when a 

particular file's permissions are restricted. 
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The top ten password-cracking techniques used by hackers: 

1. Dictionary attack 

The dictionary attack, as its name suggests, is a method that uses an index of words 

that feature most commonly as user passwords. This is a slightly less-sophisticated 

version of the brute force attack but it still relies on hackers bombarding a system 

with guesses until something sticks. 

If you think that by mashing words together, such as "superadministratorguy", will 

defend you against such an attack, think again. The dictionary attack is able to 

accommodate for this, and as such will only delay a hack for a matter of seconds. 

2. Brute force attack 

Similar in function to the dictionary attack, the brute force attack is regarded as 

being a little more sophisticated. Rather than using a list of words, brute force 

attacks are able to detect non-dictionary terms, such as alpha-numeric 

combinations. This means passwords that include strings such as "aaa1" or "zzz10" 

could be at risk from a brute force attack. 

The downside is this method is far slower as a result, especially when longer 

passwords are used. However, this style of attack is usually supported by 

additional computing power to cut down hacking time, whether that's through 

assigning more CPU resources to the task or by creating a distributed processing 

farm, similar to those used by cryptocurrency miners. 

3. Rainbow table attack 

Rainbow tables might sound innocuous, but they are in fact incredibly useful tools 

in a hacker's arsenal. 

When passwords are stored on a computer system, they are hashed using 

encryption - the 1-way nature of this process means that it's impossible to see what 

the password is without the associated hash. 

 Five giveaways that show an email is a phishing attack 
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 Stories from the front line: The secrets of the Red Team revealed 

 This tool can work out how often your company will be hit by insider attacks 

Simply put, rainbow tables function as a pre-computed database of passwords and 

their corresponding hash values. This will then be used as an index to cross-

reference hashes found on a computer with those already pre-computed in the 

rainbow table. Compared to a brute force attack, which does a lot of the 

computation during the operation, rainbow tables boil the attack down to just a 

search through a table. 

However, rainbow tables are huge, unwieldy things. They require a serious amount 

of storage to run and a table becomes useless if the hash it's trying to find has been 

"salted" by the addition of random characters to its password ahead of hashing the 

algorithm. 

There is talk of salted rainbow tables existing, but these would be so large as to be 

difficult to use in practice. They would likely only work with a predefined "random 

character" set and password strings below 12 characters as the size of the table 

would be prohibitive to even state-level hackers otherwise. 

4. Phishing 

There's an easy way to hack: ask the user for his or her password. A phishing 

email leads the unsuspecting reader to a faked log in page associated with whatever 

service it is the hacker wants to access, requesting the user to put right some 

terrible problem with their security. That page then skims their password and the 

hacker can go use it for their own purpose. 

Why bother going to the trouble of cracking the password when the user will 

happily give it to you anyway? 

5. Social engineering 

Social engineering takes the whole "ask the user" concept outside of the inbox that 

phishing tends to stick with and into the real world. 

A favourite of the social engineer is to call an office posing as an IT security tech 

guy and simply ask for the network access password. You'd be amazed at how 
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often this works. Some even have the gall to don a suit and name badge before 

walking into a business to ask the receptionist the same question face to face. 

6. Malware 

A keylogger, or screen scraper, can be installed by malware which records 

everything you type or takes screenshots during a login process, and then forwards 

a copy of this file to hacker central. 

Some malware will look for the existence of a web browser client password file 

and copy this which, unless properly encrypted, will contain easily accessible 

saved passwords from the user's browsing history. 

7. Offline cracking 

It's easy to imagine that passwords are safe when the systems they protect lock out 

users after three or four wrong guesses, blocking automated guessing applications. 

Well, that would be true if it were not for the fact that most password hacking takes 

place offline, using a set of hashes in a password file that has been obtained' from a 

compromised system. 

Often the target in question has been compromised via a hack on a third party, 

which then provides access to the system servers and those all-important user 

password hash files. The password cracker can then take as long as they need to try 

and crack the code without alerting the target system or individual user. 

8. Shoulder surfing 

The most confident of hackers will take the guise of a parcel courier, aircon service 

technician or anything else that gets them access to an office building. 

Once they are in, the service personnel "uniform" provides a kind of free pass to 

wander around unhindered, giving them the opportunity to snoop literally over the 

shoulders of genuine members of staff to glimpse passwords being entered, or spot 

passwords that less security-conscious workers have written down on post-it notes 

or in notepads.  
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9. Spidering 

Savvy hackers have realised that many corporate passwords are made up of words 

that are connected to the business itself. Studying corporate literature, website sales 

material and even the websites of competitors and listed customers can provide the 

ammunition to build a custom word list to use in a brute force attack. 

Really savvy hackers have automated the process and let a spidering application, 

similar to those employed by leading search engines to identify keywords, collect 

and collate the lists for them. 

10. Guess 

The password crackers best friend, of course, is the predictability of the user. 

Unless a truly random password has been created using software dedicated to the 

task, a user-generated random' password is unlikely to be anything of the sort. 

Instead, thanks to our brains' emotional attachment to things we like, the chances 

are those random passwords are based upon our interests, hobbies, pets, family and 

so on. In fact, passwords tend to be based on all the things we like to chat about on 

social networks and even include in our profiles. Password crackers are very likely 

to look at this information and make a few – often correct – educated guesses when 

attempting to crack a consumer-level password without resorting to dictionary or 

brute force attacks. 

 Keyloggers and Spywares:   
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 Virus and Worms:  Viruses and worms are malicious programs that self-
replicate on computers or via computer networks without the user being 
aware; each subsequent copy of such malicious programs is also able to self-
replicate. 

Malicious programs which spread via networks or infect remote machines when 
commanded to do so by the “owner” (e.g. Backdoors) or programs that create 
multiple copies that are unable to self-replicate are not part of the Viruses and 
Worms subclass. 

The main characteristic used to determine whether or not a program is classified as 
a separate behaviour within the Viruses and Worms subclass is how the program 
propagates (i.e. how the malicious program spreads copies of itself via local or 
network resources.) 

Most known worms are spread as files sent as email attachments, via a link to a 
web or FTP resource, via a link sent in an ICQ or IRC message, via P2P file 
sharing networks etc. 

Some worms spread as network packets; these directly penetrate the computer 
memory, and the worm code is then activated. 
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Worms use the following techniques to penetrate remote computers and launch 
copies of themselves: social engineering (for example, an email message 
suggesting the user opens an attached file), exploiting network configuration errors 
(such as copying to a fully accessible disk), and exploiting loopholes in operating 
system and application security. 

Viruses can be divided in accordance with the method used to infect a computer: 

 file viruses 
 boot sector viruses 
 macro viruses 
 script viruses 

Any program within this subclass can have additional Trojan functions. 

It should also be noted that many worms use more than one method in order to 
spread copies via networks. The rules for classifying detected objects with multiple 
functions should be used to classify these types of worms. 

This subclass of malicious programs includes the following behaviours: 

 Email-Worm 
 IM-Worm 
 IRC-Worm 
 Net-Worm 
 P2P-Worm 
 Virus 
 Worm 

Viruses 

A computer virus is a type of malware that propagates by inserting a copy of itself 
into and becoming part of another program. It spreads from one computer to 
another, leaving infections as it travels. Viruses can range in severity from causing 
mildly annoying effects to damaging data or software and causing denial-of-
service (DoS) conditions. Almost all viruses are attached to an executable file, 
which means the virus may exist on a system but will not be active or able to 
spread until a user runs or opens the malicious host file or program. When the host 
code is executed, the viral code is executed as well. Normally, the host program 
keeps functioning after it is infected by the virus. However, some viruses overwrite 
other programs with copies of themselves, which destroys the host program 
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altogether. Viruses spread when the software or document they are attached to is 
transferred from one computer to another using the network, a disk, file sharing, or 
infected email attachments. 

Worms 

Computer worms are similar to viruses in that they replicate functional copies of 
themselves and can cause the same type of damage. In contrast to viruses, which 
require the spreading of an infected host file, worms are standalone software and 
do not require a host program or human help to propagate. To spread, worms either 
exploit a vulnerability on the target system or use some kind of social 
engineering to trick users into executing them. A worm enters a computer through 
a vulnerability in the system and takes advantage of file-transport or information-
transport features on the system, allowing it to travel unaided. More advanced 
worms leverage encryption, wipers, and ransomware technologies to harm their 
targets. 

 

 Trojan Horses and Backdoors:  A back door is a means of access to a 
computer program that bypasses security mechanisms. A programmer may 
sometimes install a back door so that the program can be accessed for 
troubleshooting or other purposes. However, attackers often use back doors 
that they detect or install themselves, as part of an exploit. In some cases, a 
worm is designed to take advantage of a back door created by an earlier 
attack. For example, Nimda gained entrance through a back door left by 
Code Red. 
 
 
A  Trojan [horse] The term comes from Greek mythology about the Trojan 
War, as told in the Aeneid by Virgil and mentioned in the Odyssey by 
Homer. According to legend, the Greeks presented the citizens of Troy with 
a large wooden horse in which they had secretly hidden their warriors. 
During the night, the warriors emerged from the wooden horse and overran 
the city.              
 
It is a program in which malicious or harmful code is contained inside 
apparently harmless programming or data in such a way that it can get 
control and do its chosen form of damage, such as ruining the file allocation 
table on your hard disk. In one celebrated case, a Trojan horse was a 
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program that was supposed to find and destroy computer viruses. A Trojan 
horse may be widely redistributed as part of a computer virus. 
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 DoS and DDoS Attacks:    If your favourite website is down, there’s a 
chance it’s suffering a Denial of Service (DoS) attack. This is more likely if 

the site is an online shop, a bookie or another site that relies financially on 

being online at all times. 

  

  

Enemy at the gates 

A DoS attack tries to make a web resource unavailable to its users by flooding the 

target URL with more requests than the server can handle. That means that during 

the attack period, regular traffic on the website will be either slowed down or 

completely interrupted. 

  

A Distributed Denial of Service (DDoS) attack is a DoS attack that comes from 

more than one source at the same time. A DDoS attack is typically generated using 

thousands (potentially hundreds of thousands) of unsuspecting zombie machines. 

The machines used in such attacks are collectively known as “botnets” and will 
have previously been infected with malicious software, so they can be remotely 

controlled by the attacker. According to research, tens of millions of computers are 

likely to be infected with botnet programs worldwide. 
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Cybercriminals use DoS attacks to extort money from companies that rely on their 

websites being accessible. But there have also been examples of legitimate 

businesses having paid underground elements of the Internet to help them cripple 

rival websites. In addition, cybercriminals combine DoS attacks and phishing to 

target online bank customers. They use a DoS attack to take down the bank's 

website and then send out phishing e-mails to direct customers to a fake emergency 

site instead. 

  

DoS attacks have proven to be very profitable and are taking over the Internet. The 

Network Infrastructure Security Report points out that DDoS attacks have 

increased by 1000 per cent since 2005. 2010's biggest attack doubled in scale 

compared to 2009, with one attack in particular bombarding its target at 100 

gigabits per second. 

  

  

A new type of warfare 

A WikiLeaks story from 2010 has redefined DDoS attacks as a legitimate form of 

protest. Computing expert Richard Stallman has gone on record saying DDoS 

attacks are "the Internet equivalent of a mass demonstration." Stallman defines 

such "demonstrations" as being separate from hacking or cracking, and compares 

them with harmless demonstrations that temporarily closed down several British 

stores recently, in order to highlight corporate tax evasion. 

  

However, you should know that DDoS attacks are illegal under the Computer 

Fraud and Abuse Act and can lead to prison time. 

  

Furthermore, new factors that arise every day are making DDoS attacks a big 

concern, especially with the growth of high-speed fibre optic Internet connections 

and mobile computing devices. 

 

 

 SQL Injection:  SQL Injection (SQLi) is a type of an injection attack that 

makes it possible to execute malicious SQL statements. These statements 

control a database server behind a web application. Attackers can use SQL 

Injection vulnerabilities to bypass application security measures. They can 
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go around authentication and authorization of a web page or web application 

and retrieve the content of the entire SQL database. They can also use SQL 

Injection to add, modify, and delete records in the database. 

An SQL Injection vulnerability may affect any website or web application that 

uses an SQL database such as MySQL, Oracle, SQL Server, or others. Criminals 

may use it to gain unauthorized access to your sensitive data: customer 

information, personal data, trade secrets, intellectual property, and more. SQL 

Injection attacks are one of the oldest, most prevalent, and most dangerous web 

application vulnerabilities. The OWASP organization (Open Web Application 

Security Project) lists injections in their OWASP Top 10 2017 document as the 

number one threat to web application security. 

 

How and Why Is an SQL Injection Attack Performed ? 

To make an SQL Injection attack, an attacker must first find vulnerable user inputs 

within the web page or web application. A web page or web application that has an 

SQL Injection vulnerability uses such user input directly in an SQL query. The 

attacker can create input content. Such content is often called a malicious payload 

and is the key part of the attack. After the attacker sends this content, malicious 

SQL commands are executed in the database. 

SQL is a query language that was designed to manage data stored in relational 

databases. You can use it to access, modify, and delete data. Many web 

applications and websites store all the data in SQL databases. In some cases, you 

can also use SQL commands to run operating system commands. Therefore, a 

successful SQL Injection attack can have very serious consequences. 

 Attackers can use SQL Injections to find the credentials of other users in the 

database. They can then impersonate these users. The impersonated user 

may be a database administrator with all database privileges. 

 SQL lets you select and output data from the database. An SQL Injection 

vulnerability could allow the attacker to gain complete access to all data in a 

database server. 
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 SQL also lets you alter data in a database and add new data. For example, in 

a financial application, an attacker could use SQL Injection to alter balances, 

void transactions, or transfer money to their account. 

 You can use SQL to delete records from a database, even drop tables. Even 

if the administrator makes database backups, deletion of data could affect 

application availability until the database is restored. Also, backups may not 

cover the most recent data. 

 In some database servers, you can access the operating system using the 

database server. This may be intentional or accidental. In such case, an 

attacker could use an SQL Injection as the initial vector and then attack the 

internal network behind a firewall. 

There are several types of SQL Injection attacks: in-band SQLi (using database 

errors or UNION commands), blind SQLi, and out-of-band SQLi. You can read 

more about them in the following articles: Types of SQL Injection (SQLi), Blind 

SQL Injection: What is it. 

To follow step-by-step how an SQL Injection attack is performed and what serious 

consequences it may have, see: Exploiting SQL Injection: a Hands-on Example. 

 

 

 Buffer Overflow: In information security and programming, a buffer 

overflow, or buffer overrun, is an anomaly where a program, while 

writing data to a buffer, overruns the buffer's boundary 

and overwrites adjacent memory locations. 

Buffers are areas of memory set aside to hold data, often while moving it from one 

section of a program to another, or between programs. Buffer overflows can often 

be triggered by malformed inputs; if one assumes all inputs will be smaller than a 

certain size and the buffer is created to be that size, then an anomalous transaction 

that produces more data could cause it to write past the end of the buffer. If this 

overwrites adjacent data or executable code, this may result in erratic program 

behavior, including memory access errors, incorrect results, and crashes. 

Exploiting the behavior of a buffer overflow is a well-known security exploit. On 

many systems, the memory layout of a program, or the system as a whole, is well 
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defined. By sending in data designed to cause a buffer overflow, it is possible to 

write into areas known to hold executable code and replace it with malicious code, 

or to selectively overwrite data pertaining to the program's state, therefore causing 

behavior that was not intended by the original programmer. Buffers are widespread 

in operating system (OS) code, so it is possible to make attacks that 

perform privilege escalation and gain unlimited access to the computer's resources. 

The famed Morris worm in 1988 used this as one of its attack techniques. 

Programming languages commonly associated with buffer overflows 

include C and C++, which provide no built-in protection against accessing or 

overwriting data in any part of memory and do not automatically check that data 

written to an array (the built-in buffer type) is within the boundaries of that 

array. Bounds checking can prevent buffer overflows, but requires additional code 

and processing time. Modern operating systems use a variety of techniques to 

combat malicious buffer overflows, notably by randomizing the layout of memory, 

or deliberately leaving space between buffers and looking for actions that write 

into those areas ("canaries"). 

 

The techniques to exploit a buffer overflow vulnerability vary by architecture, by operating 

system and by memory region. For example, exploitation on the heap (used for dynamically 

allocated memory), differs markedly from exploitation on the call stack. 

 

 Malware: Malware (a portmanteau for malicious software) is 

any software intentionally designed to cause damage to a computer, server, 

client, or computer network (by contrast, software that 

causes unintentional harm due to some deficiency is typically described as 

a software bug). A wide variety of types of malware exist, 

including computerviruses, worms, Trojanhorses, ransomware, spyware, ad

ware, and scareware. 

Programs are also considered malware if they secretly act against the interests of 

the computer user. For example, at one point Sony music Compact discs silently 

installed a rootkit on purchasers' computers with the intention of preventing illicit 

copying, but which also reported on users' listening habits, and unintentionally 

created extra security vulnerabilities.  
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A range of antivirus software, firewalls and other strategies are used to help protect 

against the introduction of malware, to help detect it if it is already present, and to 

recover from malware-associated malicious activity and attacks.  

 
 

8 different types of malware :- 

1. Virus 

We tend to refer to all malware as viruses, but it’s not so. A virus modifies other 
legitimate host files in such a way that when you execute a file in the victim’s 
system, you also execute the virus.  Today, with different kinds of malware 
infecting the cyber world, computer viruses have become rather uncommon; they 
comprise less than 10% of all malware. 

Remember, viruses infect other files, they are the only malware that infect other 
files and hence it’s really hard to clean them up.  

2. Worm 

A worm is self-replicating and spreads without end-user action, causing real 
devastation. Viruses need end users to kick them off so that they can go on and 
infect other files and systems. On the other hand, worms don’t need any such end-
user action. They’d simply spread by themselves, self-replicating in the process 
and destroying systems, devices, networks and connected infrastructure as well. 
Worms spread by exploiting other files and programs to do the spreading 
work.  When one person in an organization opens an email that contains a worm, 
the entire network in the organization could get infected in just a few minutes. 
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3. Trojan 

Trojans, reminding you of what happened during the Trojan war, masquerade as 
legitimate programs. However, they contain malicious instructions. Trojans mostly 
arrive via email or spread from infected websites that users visit. They only work 
when the victim executes it. A user may find a pop up that tells him his system was 
infected. The pop up would instruct him to run a program to clean his system. He 
takes the bait, without knowing that it is a Trojan. Trojans are very common, 
especially because it is easy to write Trojans. Additionally, they are easy because 
Trojans spread by tricking end-users to execute them. This effectively renders 
security software useless. 

4. Ransomware 

Ransomware, as the name suggests, demands a ransom from you to get things back 
on track. The main issue with ransomware, which would spread tremendously fast 
across organizations, networks, and countries, is that they encrypt all files in a 
system or network, rendering them inaccessible. A ransom note pops up, 
demanding payment in cryptocurrency, for decrypting the files . If the ransom is 
not paid, the encrypted files could eventually get destroyed and hence ransomware 
should be seen as one of the most devastating forms of malware. Most ransomware 
are Trojans and spread through social engineering. Unfortunately, in some cases, 
hackers refuse to decry-pt files even after you pay the ransom. 
 
5. Adware 

Adware is nothing but attempting to expose users to unwanted, potentially 
malicious advertising. These ads most likely end up infecting a user’s device. 
There are adware programs that redirect a user, during browser searches, to look-
alike web pages that have promotions of other products. Removing adware is 
easier. You just need to find the malicious executable and remove it. 

6. Spyware 

Spyware, as the name suggests, helps hackers spy on systems and their users. This 
kind of malware can be used for key-logging and similar activities, thereby helping 
hackers gain access to personal data (including login credentials) and intellectual 
property. Spyware is also used by people who want to keep a check on the 
computer activities of people personally known to them. Spyware, like adware, is 
easy to remove. 
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7. File-less malware 

While traditional malware travels and infects systems using the file system, file-
less malware travels and infects without directly using files or file systems. Such 
malware exploits and spread in memory only; they also spread using ‘non-file’ OS 
objects, like APIs, registry keys etc. File-less malware attacks are mostly initiated 
with the exploitation of an already existing legitimate program or by using existing 
legitimate tools that are built into the OS (for example, Microsoft’s Powershell). 
Thus, it becomes really tough to detect and prevent these kinds of attacks. 

8. The hybrid attack 

This is rather dangerous and devastating. Today, we have malware that could be a 
combination of more than one stream of traditional malware. For example, some 
malware is part virus, part Trojan, and part worm. Such a malware might appear as 
a Trojan during the initial stage, after which it would perhaps spread like a worm. 
There are also bots, wherein the hackers use one kind of malware to gain access to 
hundreds of computers. Those systems are then used (either by the same hackers or 
by others who purchase them) to carry out other attacks. 

 

Combating malware: Some basic tips 

These are some basic things that could help prevent malware infection, to a great 
extent: 

 Update OS, browsers, plugins, etc regularly. 
 Use all the necessary security tools, decide it based on your requirements. 
 Update all software regularly. 
 Watch out for social engineering attacks, stay wary of phishing emails. 
 Never click on links or download attachments coming from un-trusted on 

unknown sources. 
 Practice safe browsing. 
 Have strong passwords, change passwords periodically. 
 Refrain from using un-encrypted public connections. 
 Layer your security starting with basic measures like firewall and antivirus. 

 

 Ransomware: Malware (a portmanteau for malicious software) is 
any software intentionally designed to cause damage to a computer, server, 
client, or computer network (by contrast, software that 
causes unintentional harm due to some deficiency is typically described as 
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a software bug). A wide variety of types of malware exist, 
including computerviruses, worms, Trojanhorses, ransomware, spyware, ad
ware, and scareware. 

Ransomware, as the name suggests, demands a ransom from you to get 
things back on track. The main issue with ransomware, which would spread 
tremendously fast across organizations, networks, and countries, is that they 
encrypt all files in a system or network, rendering them inaccessible. A 
ransom note pops up, demanding payment in cryptocurrency, for decrypting 
the files . If the ransom is not paid, the encrypted files could eventually get 
destroyed and hence ransomware should be seen as one of the most 
devastating forms of malware. Most ransomware are Trojans and spread 
through social engineering. Unfortunately, in some cases, hackers refuse to 
decry-pt files even after you pay the ransom. 

 

 Types of Identity Theft 

Identity thieves are always finding new ways to steal and use personal and 

confidential information. Below are some examples of how a criminal might 

commit identity fraud. 

Driver’s license fraud- Driver’s license fraud occurs when a criminal has a 
driver’s license issued to themselves under another person’s identity. They 
might use the license to commit traffic violations that end up on your record 

and you could lose your license. 

Financial identity theft- Criminals are able to use your stolen personal 

information to take over your financial accounts or create their own, which 

can be very serious and stressful. It can take you months or years to rectify 

the effects of financial identity theft and it could result in large volumes of 

debt and a poor credit score. 

Child identity theft- Child identity theft is usually committed by a relative 

who will take out loans and credit cards in the child’s name. As children 

have no reason to check or monitor their credit reports, they will usually 
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remain unaware of the fraudulent activity until they come of age and require 

loans. This type of fraud can take years to sort out and could stop you from 

being able to buy a house or car. It’s also likely to increase the interest rates 
on any loans you might be offered. 

Change of address fraud- A fraudster could change your mailing address, 

diverting it to themselves instead. This allows them to look through all your 

mail and find out bank details, credit card details and other personal 

information. 

Employment identity theft- Criminals, illegal immigrants and the jobless use 

stolen identification and personal details to obtain employment. By using 

stolen identification, they are able to conceal their real personal history from 

their employers. 

 

 Techniques of ID Theft 

 

Identity theft can happen to anyone. Because of this, it’s important that you 
understand how criminals steal data so you know how to protect yourself. Below 

we have outlined the most common ways criminals can gain your personal details 

to use them against you. 

Theft 

Theft of your personal belongings, such as a purse or wallet, or of credit card or 

bank statements can provide criminals with your sensitive information. Criminals 

might even go rooting through your rubbish in search of discarded bank 

statements, so be cautious and shred them or block out sensitive information like 

your name, address and account numbers. Alternatively, they might attempt to 

steal new statements or cards directly from your mailbox. You should inform your 

local post office immediately if you notice your mailbox has been tampered with. 

Phishing 
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Phishing is a type of email scam. The sender might pose as a real company, 

organisation or agency and prompt you to enter your personal information. If an 

email asks you for a large amount of personal data, such as your name, address, 

card details or bank account numbers, do not click on any links and register the 

email as spam. Additionally, if the email contains poor spelling or grammar, claims 

you won contests you didn’t enter, has offers that are too good to be true or makes 

unrealistic threats, it’s probably spam. 

Cold Calling 

Cold calling is when a criminal calls you, pretending to be a real company, 

organisation or agency, and coerces you into providing them with your personal 

information. You should always ignore unsolicited phone calls and assume they 

have bad intentions. Never give them any of your personal details. 

Hacking 

From banks to retail chains, criminals can hack into computer systems and steal 

personal credit card and bank information. Organisations will have systems in 

place to warn you in the event of a security breach, but before reacting to a 

message check with the company that your data has actually been compromised. 

Once you know the alert is legitimate, takes steps to close down any affected cards 

if necessary. 

Information retrieval 

Thieves desire your hard drive with personal information on it. Have your hard 

drive professionally erased before disposing of it. 

Victim research 

Thieves access government registers, Internet search engines, and public records 

to gain pieces of your personal information.  
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Remote thievery - Thieves can read contactless or smartcard credit cards 

remotely with a compact radio frequency device.  

Shoulder surfing - The thief simply eavesdrops on transactions you make in 

public and pick up whatever useful information you disclose.  

Computer identity theft - With the use of computer viruses, hacking, and zer-day 

attacks, thieves can get personal information from your computer.  

Employment scams - These scams advertise a bogus job and request personal 

information. Never give out personal identification information without knowing 

whom you are dealing with. 

 

 Cyber terrorism 

 

Cyberterrorism is the use of the Internet to conduct violent acts that result in, or 

threaten, loss of life or significant bodily harm, in order to achieve political or 

ideological gains through threat or intimidation. It is also sometimes considered an 

act of Internet terrorism where terrorist activities, including acts of deliberate, 

large-scale disruption of computer networks, especially of personal computers 

attached to the Internet by means of tools such as computer viruses, computer 

worms, phishing, and other malicious software and hardware methods and 

programming scripts. Cyberterrorism is a controversial term. Some authors opt for 

a very narrow definition, relating to deployment by known terrorist organizations 

of disruption attacks against information systems for the primary purpose of 

creating alarm, panic, or physical disruption. Other authors prefer a broader 

definition, which includes cybercrime. Participating in a cyberattack affects the 

terror threat perception, even if it isn't done with a violent approach. By some 

definitions, it might be difficult to distinguish which instances of online activities 

are cyberterrorism or cybercrime.  
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Cyberterrorism can be also defined as the intentional use of computers, networks, 

and public internet to cause destruction and harm for personal objectives. 

Experienced cyberterrorists, who are very skilled in terms of hacking can cause 

massive damage to government systems, hospital records, and national security 

programs, which might leave a country, community or organization in turmoil and 

in fear of further attacks. The objectives of such terrorists may be political or 

ideological since this can be considered a form of terror.  

There is much concern from government and media sources about potential 

damage that could be caused by cyberterrorism, and this has prompted efforts by 

government agencies such as the Federal Bureau of Investigations (FBI) and 

the Central Intelligence Agency (CIA) to put an end to cyber attacks and 

cyberterrorism.  

There have been several major and minor instances of cyberterrorism. Al-

Qaeda utilized the internet to communicate with supporters and even to recruit new 

members. Estonia, a Baltic country which is constantly evolving in terms of 

technology, became a battleground for cyberterror in April, 2007 after disputes 

regarding the removal of a WWII soviet statue located in Estonia's capital Tallinn. 

 

Types of cyber terror capability :- 

In 1999 the Center for the Study of Terrorism and Irregular Warfare at the Naval 

Postgraduate School in Monterey, California defined three levels of cyberterror 

capability:[27] 

 Simple-Unstructured: the capability to conduct basic hacks against individual 

systems using tools created by someone else. The organization possesses little 

target-analysis, command-and-control, or learning capability. 

 Advanced-Structured: the capability to conduct more sophisticated attacks 

against multiple systems or networks and possibly, to modify or create basic 

hacking-tools. The organization possesses an elementary target-analysis, 

command-and-control, and learning capability. 

 Complex-Coordinated: the capability for a coordinated attack capable of 

causing mass-disruption against integrated, heterogeneous defenses (including 
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cryptography). Ability to create sophisticated hacking tools. Highly capable 

target-analysis, command-and-control, and organization learning-capability. 

 

 Browser Attacks 
 
The web browser is a software application that allows users to view and interact 
with content on a web page, such as text, graphics, video, music, games, or other 
material.1 It is a very popular method by which users access the Internet. Of the 
various web browsers currently available, Internet Explorer, Mozilla Firefox, 
Opera, and Safari are the most prevalent. Plugins, also known as add-ons, are 
applications that extend the functionality of browsers. Some of the more familiar 
plug-ins include Flash Player, Java, Media Player, QuickTime Player, Shockwave 
Player, RealOne Player, and Acrobat Reader. Based on how a web page was 
designed, specific plug-ins may be required to view some content. 
 
WHAT CAN I DO TO PROTECT MYSELF FROM BROWSER ATTACKS? 
You can take a number of steps to protect yourself from browser attacks. Your 
company or agency’s IT department should already have implemented these steps, 
but you can also apply them to your home computer: • Keep your browser(s) 
updated and patched. • Keep your operating system updated and patched. • Use 
anti-virus and antispyware software, and keep your definitions up to date. 
Recommended software for the individual user includes Comodo 
(www.comodo.com), ZoneAlarm (www.zonealarm.com), and Blink. 
 
• Keep your applications (programs), such as multi-media programs used for 
viewing videos, updated and patched, particularly if they work with your browser. 
• Install a firewall between your computer and the Internet and keep it updated and 
patched. 
• Block pop-up windows, some of which may be malicious and hide attacks. This 
may block malicious software from being downloaded to your computer. 
• Tighten the security settings on your browsers. Check the settings in the security, 
privacy, and content sections in your browser. The minimum level should be 
medium. 
• Consider disabling JavaScript, Java, and ActiveX controls. Please note that a 
number of these tips may impede your use of the Internet or limit what content you 
can access. If you find that you really need ActiveX controls or you require 
JavaScript to be enabled, set your browser to prompt you before running scripts. If 
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you find that you need to lower your security settings to be able to access what you 
need, lower them temporarily and then reset them. 

 

 Cross site scripting 
 
Cross-site scripting (XSS) is a type of computer security vulnerability typically 

found in web applications. XSS enables attackers to inject client-side 

scripts into web pages viewed by other users. A cross-site scripting vulnerability 

may be used by attackers to bypass access controls such as the same-origin policy. 

Cross-site scripting carried out on websites accounted for roughly 84% of all 

security vulnerabilities documented by Symantec up until 2007. In 2017, XSS was 

still considered a major threat vector. XSS effects vary in range from petty 

nuisance to significant security risk, depending on the sensitivity of the data 

handled by the vulnerable site and the nature of any security mitigation 

implemented by the site's owner network. 

 

Types :- 

1.  Persistent (or stored) - The persistent (or stored) XSS vulnerability is a more 

devastating variant of a cross-site scripting flaw: it occurs when the data provided 

by the attacker is saved by the server, and then permanently displayed on "normal" 

pages returned to other users in the course of regular browsing, without proper 

HTML escaping. A classic example of this is with online message boards where 

users are allowed to post HTML formatted messages for other users to read.  

 

2.  Non-Persistent (reflected) - The non-persistent (or reflected) cross-site scripting 

vulnerability is by far the most basic type of web vulnerability. These holes show 

up when the data provided by a web client, most commonly in HTTP query 

parameters (e.g. HTML form submission), is used immediately by server-side 

scripts to parse and display a page of results for and to that user, without 

properly sanitizing the content. 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 
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