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NordPass has completed a research to find 
out which passwords users from the UK, US, 
and Australia tend to reset most often. Inter-
estingly, the results were very similar, which 
suggests that people face universal problems 
and tend to reset similar passwords.

Which passwords do users forget?

The findings have revealed that the majority 
of users want to know how to reset their 
email password. Why? To understand that, 
let’s first take a look at another survey by 
NordPass, which explored people’s password 
habits. The survey suggests that people tend 
to worry about their email accounts the most. 
In the US, 73% of respondents believe it 
would be very or extremely harmful if their 
email account was hacked. Interestingly, only 
46% of those surveyed use a unique pass-
word to protect it. Similarly, 78% of respond-
ents from the UK worry about their email 
account,while only 48% use a unique pass-
word. It also appears that most respondents 
have their password saved on their computer 
and don’t need to enter it every time they log 
in. If they actually had to, they would have 
trouble remembering it. This could explain 
why so many people search for ways to reset 
their email password.

https://nordpass.com/blog/password-habits-statistics/
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What passwords do people reset 
the least?

Password reset for productivity 
applications turned out to be the 
least searched. According to the 
same password habits survey from 
April 2020, users rarely use unique 
passwords to protect their produc-
tivity applications. Since the pass-
words are simple, users are less likely 
to forget them (19% UK, 21% US).

The second most searched query was how to reset passwords on various operational systems. 
While these passwords are required every time you log in to your computer, they are quite 
difficult to reset. For example, a password reset for Windows 10 involves a 6-step procedure. If 
you have a Windows 10 version 1803 or later, you can reset your password by answering 
security questions. However, in earlier Windows 10 versions local account passwords can't be 
reset so easily because there are no security questions.

Password reset for Google accounts was the third most searched query. As a Google account 
includes Gmail, Youtube and other important apps, it’s hardly surprising that so many people 
want to know how to reset these passwords.

https://nordpass.com/blog/password-habits-statistics/
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Why do people need to reset passwords so often? 

    Most users don’t log out of their accounts or their 
personal devices, and only need their credentials 
when logging in to a new device. When the pass-
word hasn’t been used in a long time and is required 
unexpectedly, it’s almost impossible to remember it. 

    The average user has about 80 passwords. To put 
it into perspective, this is nearly as many words as in 
the lyrics of a short song. Unless you make your 
passwords rhyme or use the same one for every 
account, you’ll find it difficult to remember them all.

    If we create a password, knowing that it can be auto-
saved, we are more likely to forget it. A study 
conducted  by Rutgers-New Brunswick and Aalto 
University in Finland suggests that the likelihood of 
remembering a password has less to do with its 
complexity than with how often we anticipate using 
it. In other words, you're far more likely to remember 
a complicated password if you know you'll be using 
it frequently, and you are less likely to remember a 
simple password if you don't expect to use it very 
often.

    With countless data breaches and leaks happen-
ing every day, each reputable website makes reset-
ting your password more and more complex. For 
example, you might need to answer additional secu-
rity questions or use two-factor authentication. While 
this is a great security practice, many users find it too 
complicated and often turn to Google for help.
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Methodology: the NordPass team had 

pulled Google searches and compiled 

the reviewed data into a report. 

https://bestlifeonline.com/the-surprising-reason-why-you-keep-forgetting-your-passwords/
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At the end of 2019, NordPass gath-
ered the most popular passwords of 
2019. Read more on our blog.
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NordPass has also researched pass-
word habits in the US and UK. Read 
more here.
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NordPass has prepared detailed instructions on how to reset various passwords:

Snapchat Twitter Blizzard Netflix Twitch Discord

Router Facebook Yahoo Instagram Playstation Spotify

Steam Microsoft Windows 7 Windows 10 Gmail

Other researches conducted by NordPass: 

Reddit

https://nordpass.com/blog/top-worst-passwords-2019/
https://nordpass.com/blog/password-habits-statistics/
https://nordpass.com/blog/how-to-reset-snapchat-password/
https://nordpass.com/blog/how-to-reset-snapchat-password/
https://nordpass.com/blog/how-to-reset-twitter-password/
https://nordpass.com/blog/how-to-reset-blizzard-password/
https://nordpass.com/blog/how-to-change-netflix-password/
https://nordpass.com/blog/how-to-reset-twitch-password/
https://nordpass.com/blog/how-to-reset-password-discord/
https://nordpass.com/blog/how-to-reset-router-password/
https://nordpass.com/blog/how-to-reset-password-facebook/
https://nordpass.com/blog/how-to-reset-yahoo-password/
https://nordpass.com/blog/how-to-reset-instagram-password/
https://nordpass.com/blog/how-to-reset-password-playstation/
https://nordpass.com/blog/how-to-reset-password-spotify/
https://nordpass.com/blog/how-to-reset-steam-password/
https://nordpass.com/blog/how-to-reset-password-microsoft/
https://nordpass.com/blog/how-to-reset-password-windows-7/
https://nordpass.com/blog/how-to-reset-password-windows-10/
https://nordpass.com/blog/how-to-change-gmail-password/
https://nordpass.com/de/blog/reset-reddit-password/%20
https://nordpass.com/de/blog/reset-reddit-password/%20
https://nordpass.com/blog/how-to-change-gmail-password/
https://nordpass.com/blog/how-to-reset-password-windows-10/
https://nordpass.com/blog/how-to-reset-password-windows-7/
https://nordpass.com/blog/how-to-reset-password-microsoft/
https://nordpass.com/blog/how-to-reset-steam-password/
https://nordpass.com/blog/how-to-reset-password-spotify/
https://nordpass.com/blog/how-to-reset-password-playstation/
https://nordpass.com/blog/how-to-reset-instagram-password/
https://nordpass.com/blog/how-to-reset-yahoo-password/
https://nordpass.com/blog/how-to-reset-password-facebook/
https://nordpass.com/blog/how-to-reset-router-password/
https://nordpass.com/blog/how-to-reset-password-discord/
https://nordpass.com/blog/how-to-reset-twitch-password/
https://nordpass.com/blog/how-to-change-netflix-password/
https://nordpass.com/blog/how-to-reset-blizzard-password/
https://nordpass.com/blog/how-to-reset-twitter-password/
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    Nearly 40% of users from 
the US find coping with pass-
words extremely stressful and 
compare the level of stress to 
that of retirement. 

    Losing a password with no 
reset option stresses people 
out even more: 67% of users 
find it extremely stressful and 
compare it to losing or chang-
ing a job.

    Exactly one half of respond-
ents think that managing 
passwords is a big challenge. 
When asked why, they high-
lighted the following reasons:

forget their passwords because
they use a unique one for each account

think that it’s impossible to remember
which account each password is for

of them state that there are
too many accounts to manage

Password habits: 
interesting facts



Generate unique passwords.
Try an online password genera-
tor to create secure passwords.

of respondents think it 
would be very harmful if 
their bank account got hacked.

feel the same way about large online store 
(such as eBay or Amazon) accounts.

believe that having their 
personal email hacked would 
be extremely damaging.

In comparison, only 45% of 
respondents think that it would 
be harmful if their online forums 
(such as Reddit or Medium) or 
fitness apps got hacked. 

Women are more concerned about the 
potential harm of  hacked personal online 
accounts and tend to use unique passwords 
more often than men, especially for such 
accounts as stores, banks, email and 
communication apps.

NordPassPasswordManager

NordPassPasswordManager

NordPass

https://www.youtube.com/c/NordPassPasswordManager
https://www.youtube.com/c/NordPassPasswordManager
https://www.facebook.com/NordPassPasswordManager
https://twitter.com/NordPass
https://twitter.com/NordPass
https://www.facebook.com/NordPassPasswordManager
https://nordpass.com/homepage
https://nordpass.com/homepage
https://nordpass.com/password-generator



