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Unit-5 

Network management applications: 

Network management is the process of administering and managing computer networks. The services 

include fault analysis, performance management, security, etc. Software that enables network 

administrators to perform their functions is called network management application. 

The OSI (Open Systems Interconnection) model is used for Network and System Administrators to 

understand the major functions of network management systems. This model provides five functions 

which are also known as FCAPS. FCAPS functions are: 

 Fault Management 

 Configuration management 

 Accounting management  

 Performance management 

 Security management 

 

OSI management functions within the overall security architecture. 

 
Figure-1: Network Management Architecture 
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Fault Management 

Fault management deals with fault detection, isolation and the correction of abnormal operation of the 

OSI environment. Faults cause networks to fail to meet their operational objectives. Fault detection 

provides capability to recognize faults. Fault management includes: 

 Functions to maintain and examine error logs; 

 Accept and act upon error detection notifications; 

 Trace and identify faults; 

 Carry out sequences of diagnostic tests; and 

 Correct faults. 

Fault: It is an abnormal condition that requires attention and action to repair. A fault is usually indicated by 

failure to operate correctly or by excessive errors. Small errors may occur occasionally and are not 

considered to be faults. It is possible to compensate for errors using the error control mechanisms of the 

networks. When a fault occurs, it is important to: 

 Determine exactly where the fault is. 

 Isolate the rest of the network from the failure so that it can continue to function without 

interference. 

 Reconfigure or modify the network in such a way as to minimize the impact of operation without 

the failed component or components. 

 Repair or replace the failed components to restore the network to its initial state. 

The fault management should have minimal effect on network performance. 

 

Configuration management 

Configuration management identifies, exercises control over, collects data from and provides data to open 

systems for the purpose of preparing for, initializing, starting, providing for the continuous operation of, 

and terminating interconnection services. Configuration management includes:  

 Setting the parameters that control the routine operation of the open system. 

 Associating names with managed objects and sets of managed objects. 

 Initializing and close down managed objects. 

 Collecting information on demand about the current condition of the open system. 

 Obtaining announcements of significant changes in the condition of the open system. 

 Changing the configuration of the open system. 

 

Computer networks are composed of individual components and logical subsystems like device driver in an 

operating system that can be configured to perform many different applications. The same device can be 

configured to act either as a router or as an end system node; the configuration manager can choose the 

appropriate software and set of attributes and values for that device. 

 

Configuration management is concerned with initializing a network and shutting down the network. It is 

also concerned with maintaining, adding, and updating the relationships among components and the 

status of components themselves during network operation. 

 

Performance management 

Performance management enables the behavior of resources in the OSIE and the effectiveness of 

communication activities to be evaluated. Performance management includes: 

 Gather statistical information; 

 Maintain and examine logs of system state histories; 

 Determine system performance under natural and artificial conditions; and 

 Alter system modes of operation for the purpose of conducting performance management 

activities. 
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Performance management of a computer network has two categories monitoring and controlling.  

Monitoring is the function that tracks activities on the network. The controlling function enables 

performance management to make adjustments to improve network performance. Some of the 

performance issues of concern to the network manager are as follows: 

 Capacity utilization level 

 Excessive traffic 

 Reduced throughput  

 Bottlenecks 

 Increasing response time 

 

To deal with these issues, the network manager must focus on some initial set of resources to be 

monitored to analyze performance levels. This includes associating appropriate metrics and values with 

relevant network resources as indicators of different levels of performance. 

 

Performance management must monitor many resources to provide information in determining network 

operating level. By collecting this information, analyzing it, and then using the resultant analysis as 

feedback to the prescribed set of values, the network manger can become more and more adept at 

recognizing situations indicative of present or impending performance degradation. 

 

Security management  

The purpose of security management is to support the application of security policies by means of 

functions which include: 

 The creation, deletion and control of security services and mechanisms; 

 The distribution of security-relevant information;  

 The reporting of security-relevant events. 

 

 

Security management is concerned with generating, distributing, and storing encryption keys. Passwords 

and other authorization or access control information must be maintained and distributed. Security 

management is also concerned with monitoring and controlling access to computer networks and access to 

all or part of the network management information obtained from the network nodes. Logs are an 

important security tool, and therefore security management is very much involved with the collection, 

storage, and examination of audit records and security logs, as well as with the enabling and disabling of 

these logging facilities.  

 

Security management provides facilities for protection of network resources and user information. 

Network security facilities should be available for authorized users only. Users want to know that the 

proper security policies are in force and effective and that the management of security facilities is itself 

secure. 

 

Accounting management 

Accounting management deals with the cost to be established for the use of resources in the OSI, and for 

costs to be identified for the use of those resources. Accounting management includes: 

 Inform users of costs incurred or resources consumed 

 Enable accounting limits to be set and tariff schedules to be associated with the use of resources;  

 Enable costs to be combined where multiple resources are invoked to achieve a given 

communication objective. 

 

In some organizations networks, individual divisions or cost centers, or even individual project accounts, 

are charged for the use of network services. These are internal accounting procedures rather than actual 

cash transfers, but they are important to the participating users nevertheless. Furthermore, even if no such 

Downloaded from  be.rgpvnotes.in

Page no: 3 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


internal charging is employed, the network manager needs to be able to track the use of network 

resources by user or user class for a number of reasons, including the following: 

 A user or group of users may be misusing their access privileges and burdening the network at the 

expense of other users. 

 Users may be making inefficient use of the network, and the network manager can assist in 

changing procedures to improve performance. 

 The network manager is in a better position to plan for network growth if user activity is known in 

sufficient detail. 

 

Report Management 

It is important to generate, analyze, and distribute various reports to the appropriate groups, even when 

the network is running smoothly. 

Such reports can be classified into three categories: 

 Planning and management reports 

 System reports, and 

 User reports 

Planning and management reports: It keeps the upper management apprised as to the status of network 

and system operations. It is also helpful for planning purposes. Budgeting needs to be done for capital and 

operational expenses. Since the information management services department's main product is service, it 

is important to keep the management informed of how the quality of service meets. Reports on this 

category include network availability, systems availability, problem reports, service-response to problem 

reports and customer satisfaction reports. 

 

System Reports: Trends in traffic should address traffic patterns and volume of traffic in the internal 

network, as well as external traffic. Information technology is constantly evolving and hence management 

should be keep informed of upcoming technology and the plan for switching on new technology. Finally for 

budgeting purposes, the cost of operations by function, use, and personnel needs to be presented. 

 

User Reports: Users should be kept informed as to how well any SLA (service level agreement) is being 

met.  Some service objectives are met by joint efforts of the users and the management. 

The SLA normally includes network availability, system availability, traffic load, and performance. In 

addition, users may require special reports. For example, the administration may want reports on private 

or personnel. 

 

Policy based management 

For successfully deploying application tools and technology in an operation environment, it is necessary to 

define a policy and preferably build that into the system, it is known as policy based management. 

 
Figure-2: Policy Management Architecture 
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If any fault occur then who needs to know who should be informed and how, that depends on when the 

failure occurred and what is the system policy about it. 

The policy management architecture consists of a domain space of objects, a rule space consisting of rules, 

a policy driver that controls action to be performed and action space that implements the actions and 

attributes of the network being controlled. 

 

The objects in the domain space are events such as alarms in fault management, packet loss in 

performance and authenticating failure in security management. The objects have attributes. For example, 

attributes of alarms are severity, type of device, location of device, etc. Attributes of packet loss can be the 

layer at which packets are lost, the percentage loss. etc 

 

Rules in the rule space define the possible actions that could be taken under various object conditions. It is 

the same as if-then condition. The policy driver is the control mechanism, which is similar to the inference 

engine. Thus, the objects in the domain space and the set of rules in the rule space are combined for a 

policy decision that is made by the policy driver. The action space executes the right-hand side of the rules 

by changing the attributes of the network to resolving the problem. 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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