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Binding Protocol Address: ARP & RARP 

Address Resolution Protocol 

If a machine talks to another machine in the same network, it requires its physical or MAC address. But 

,since the application has given the destination's IP address it requires some mechanism to bind the IP 

address with its MAC address. This is done through Address Resolution protocol (ARP).IP address of the 

destination node is broadcast and the destination node informs the source of its MAC address. 

 Assume broadcast nature of LAN 

 Broadcast IP address of the destination 

 Destination replies it with its MAC address. 

 Source maintains a cache of IP and MAC address bindings 

But this means that every time machine A wants to send packets to machine B, A has to send an ARP 

packet to resolve the MAC address of B and hence this will increase the traffic load too much, so to reduce 

the communication cost computers that use ARP maintains a cache of recently acquired IP_to_MAC 

address bindings, i.e. they do ’t have to use ARP repeatedly. ARP Refinements Several refinements of ARP 

are possible: When machine A wants to send packets to machine B, it is possible that machine B is going to 

send packets to machine A in the near future. So to avoid ARP for machine B, A should put its IP_to_MAC 

address binding in the special packet while requesting for the MAC address of B. Since A broadcasts its 

initial request for the MAC address of B, every machine on the network should extract and store in its 

cache the IP_to_MAC address binding of A When a new machine appears on the network (e.g. when an 

operating system reboots) it can broadcast its IP_to_MAC address binding so that all other machines can 

store it in their caches. This will eliminate a lot of ARP packets by all other machines, when they want to 

communicate with this new machine.  

 

Reverse Address Resolution Protocol 

RARP is a protocol by which a physical machine in a local area network can request to learn its IP address 

from a gateway server's Address Resolution Protocol table or cache. This is needed since the machine may 

not have permanently attached disk where it can store its IP address permanently. A network 

administrator creates a table in a local area networks gateway router that maps the physical machine (or 

Medium Access Control - MAC) addresses to corresponding Internet Protocol addresses. When a new 

machine is set up, its RARP client program requests from the RARP server on the router to be sent its IP 

address. Assuming that an entry has been set up in the router table, the RARP server will return the IP 

address to the machine which can store it for future use. 

 

Detailed Mechanism  

Both the machine that issues the request and the server that responds use physical network addresses 

during their brief communication. Usually, the requester does not know the physical address. So, the 

request is broadcasted to all the machines on the network. Now, the requester must identify itself 

uniquely to the server. For this either CPU serial number or the machine's physical network address can be 

used. But using the physical address as a unique id has two advantages. 

 These addresses are always available and do not have to be bound into bootstrap code. 

 Because the identifying information depends on the network and not on the CPU vendor, all 

machines on a given network will supply unique identifiers. 

Request: 

Like an ARP message, a RARP message is sent from one machine to the another encapsulated in the data 

portion of a network frame. An Ethernet frame carrying a RARP request has the usual preamble, Ethernet 

source and destination addresses, and packet type fields in front of the frame. The frame contains the 

value 8035 (base 16) to identify the contents of the frame as a RARP message. The data portion of the 

frame contains the 28-octet RARP message. The sender broadcasts a RARP request that specifies itself as 

both the sender and target machine, and supplies its physical network address in the target hardware 

address field. All machines on the network receive the request, but only those authorized to supply the 

RARP services process the request and send a reply, such machines are known informally as RARP servers. 

For RARP to succeed, the network must contain at least one RARP server.  
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Reply:  

Servers answers request by filling in the target protocol address field, changing the message type from 

request to reply, and sending the reply back directly to the machine making the request.  

 

Timing RARP Transactions  

Since RARP uses the physical network directly, no other protocol software will time the response or 

retransmit the request. RARP software must handle these tasks. Some workstations that rely on RARP to 

boot, choose to retry indefinitely until the receive a response. Other implementations announce failure 

after only a few tries to avoid flooding the network with unnecessary broadcast.  

 

Multiple RARP Servers  

Advantage: More reliability. Disadvantage: Overloading may result when all servers respond. So, to get 

away with disadvantage we have primary and secondary servers. Each machine that makes RARP request is 

assigned a primary server. Normally, the primary server responds but if it fails, then requester may time 

out and rebroadcast the request.Whenever a secondary server receives a second copy of the request 

within a short time of the first, it responds. But, still there might be a problem that all secondary servers 

respond, thus overloading the network. So, the solution adopted is to avoid having all secondary servers 

transmit responses simultaneously. Each secondary server that receives the request computes a random 

delay and then sends a response. 

 

Drawbacks of RARP 

 Since it operates at low level, it requires direct address to the network which makes it difficult for 

an application programmer to build a server. 

 It doesn't fully utilizes the capability of a network like Ethernet which is enforced to send a 

minimum packet size since the reply from the server contains only one small piece of information, 

the 32-bit internet address 

 

ARP Packet format 

 

 Hardware type (HTYPE): This field specifies the network protocol type. Example: Ethernet is 1. 

 

 
Table-1: Hardware type and value 

 Protocol type (PTYPE): This field specifies the internetwork protocol for which the ARP request is 

intended. For IPv4, this has the value 0x0800. The permitted PTYPE values share a numbering space 

with those for EtherType. 

 

 Hardware length (HLEN): Length (in octets) of a hardware address. Ethernet addresses size is 6. 
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 Protocol length (PLEN): Length (in octets) of addresses used in the upper layer protocol. (The upper 

layer protocol specified in PTYPE.) IPv4 address size is 4. 

 Operation: Specifies the operation that the sender is performing: 1 for request, 2 for reply. 

 
Table-2: Operation Message Type and Code 

 

 Sender hardware address (SHA): Media address of the sender. In an ARP request this field is used to 

indicate the address of the host sending the request. In an ARP reply this field is used to indicate 

the address of the host that the request was looking for. (Not necessarily address of the host 

replying as in the case of virtual media.) Switches do not pay attention to this field, particularly in 

learning MAC addresses. The ARP PDU is encapsulated in Ethernet frame, and that is what Layer 2 

devices examine. 

 Sender protocol address (SPA): Internetwork address of the sender. 

 Target hardware address (THA): Media address of the intended receiver. In an ARP request this field 

is ignored. In an ARP reply this field is used to indicate the address of the host that originated the 

ARP request. 

 Target protocol address (TPA): Internetwork address of the intended receiver. 

 
Figure-1: ARP Packet Format 
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Encapsulation 

Encapsulation of ARP packet into a Data Link Layer Frame. The ARP Packet is placed into the data area of a 

data link Layer frame. If length of ARP packet is less than the minimum area length of the frame , some bits 

are padded in data area with ARP Packet. The ethernet type 0x0806 is used for sending ARP packet.  

 

 
Figure-2: Encapsulated ARP packet into a DDL Frame 

 

 Preamble : The preamble consists of a 56-bit (seven-byte) pattern of alternating 1 and 0 bits, 

allowing devices on the network to easily synchronize their receiver clocks, providing bit-level 

synchronization. It is followed by the SFD to provide byte-level synchronization and to mark a new 

incoming frame. 

 SFD: The Start Frame Delimiter is the eight-bit (one-byte) value that marks the end of the preamble, 

which is the first field of an Ethernet packet, and indicates the beginning of the Ethernet frame. The 

SFD is designed to break the bit pattern of the preamble 

 Destination Address:  Destination MAC addresses (six octets in length) 

 Source Address:  Source MAC addresses (six octets in length) 

 Type: The EtherType field is two octets long and it can be used for two different purposes. Values of 

1500 and below mean that it is used to indicate the size of the payload in octets, while values of 

1536 and above indicate that it is used as an EtherType, to indicate which protocol is encapsulated 

in the payload of the frame. When used as EtherType, the length of the frame is determined by the 

location of the interpacket gap and valid frame check sequence (FCS). 

 Data (Payload) 

 The minimum data is 42 octets when an 802.1Q tag is present and 46 octets when absent. When 

the actual data is less, padding bytes are added accordingly. The maximum data is 1500 octets.  

 Frame check sequence (CRC): The frame check sequence (FCS) is a four-octet cyclic redundancy 

check (CRC) that allows detection of corrupted data within the entire frame as received on the 

receiver side. The FCS value is computed as a function of the protected MAC frame fields: source 

and destination address, length/type field, MAC client data and padding (that is, all fields except 

the FCS). 

Running the CRC algorithm over the received frame data including the CRC code will always result in a zero 

value for error-free received data, because the CRC is a remainder of the data divided by the polynomial. 

However, this technique can result in "false negatives", in which data with trailing zeroes will also result in 

the same zero remainder. To avoid this scenario, the FCS is complemented (reversed for each bit) by the 

sender before it is attached to the end of the data. 

 

Internet Protocol (IP) 

Internet Protocol is connectionless and unreliable protocol. It ensures no guarantee of successfully 

transmission of data. The Internet Protocol (IP) is a network-layer (Layer 3) protocol that contains 

addressing informationand some control information that enables packets to be routed. IP has two 

primaryresponsibilities: providing connectionless, best-effort delivery of datagrams through 

aninternetwork; and providing fragmentation and reassembly of datagrams to support data links 

withdifferent maximum-transmission unit (MTU) sizes 

 

Ipv4 header 
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The below figure-3 describes the IP packet fields  

 Version—Indicates the version of IP currently used. 

 IP Header Length (IHL)—Indicates the datagram header length in 32-bit words. 

 Type-of-Service—Specifies how an upper-layer protocol would like a current datagram to be 

handled, and assigns datagrams various levels of importance. 

 Total Length—Specifies the length, in bytes, of the entire IP packet, including the data andheader. 

 Identification—Contains an integer that identifies the current datagram. This field is used to 

helppiece together datagram fragments. 

 Flags: Consists of a 3-bit field of which the two low-order (least-significant) bits 

controlfragmentation. The low-order bit specifies whether the packet can be fragmented. The 

middle bitspecifies whether the packet is the last fragment in a series of fragmented packets. The 

third orhigh-order bit is not used. 

 Fragment Offset: I di ates the positio  of the frag e t’s data relative to the beginning of thedata 

in the original datagram, which allows the destination IP process to properly reconstruct theoriginal 

datagram. 

 Time-to-Live: Maintains a counter that gradually decrements down to zero, at which point 

thedatagram is discarded. This keeps packets from looping endlessly. 

 Protocol: Indicates which upper-layer protocol receives incoming packets after IP processing 

iscomplete. 

 Header Checksum: Helps ensure IP header integrity. 

 Source Address: Specifies the sending node. 

 Destination Address: Specifies the receiving node 

 Options: Allows IP to support various options, such as security. 

 Data: Contains upper-layer information. 

 

 
Figure-3: IP Header 

 

Encapsulation 

One of the most important concepts in inter-protocol operation is encapsulation. The data originates 

within the higher layers of the network model. The protocols at these layers forward the data to lower 

layers for transmission. At receivers end each lower-level protocol takes the entire message and 

encapsulates it into its own message format, adding a header and a footer that contain control 

information. 

The Internet Protocol is one of the most important places where data encapsulation occurs on a network. 

Data is passed to IP typically from one of the two main transport layer protocols: TCP or UDP. This data is 

already in the form of a TCP or UDP message with TCP or UDP headers. Then encapsulated into the body of 

an IP message, usually called an IP datagram or IP packet. Encapsulation and formatting of an IP datagram 

is also sometimes called packaging. The process is shown in Figure-4. 
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Figure-4: IP Datagram Encapsulation 

After data will encapsulated into an IP datagram, it will passed down to the data link layer for transmission 

a ross the urre t hop  of the internetwork. There, it will of course further encapsulated, IP header and 

all, into a data link layer frame such as an Ethernet frame. An IP datagram encapsulated into many such 

data link layer frames as it is routed across the internetwork; on each hop the IP datagram is removed from 

the data link layer frame and then repackaged into a new one for the next hop. The IP datagram, however, 

is not changed (except for some control fields) until it reaches its final destination. 

 

Fragmentation 

When an IP datagram is larger than maximum transmission unit (MTU) of the underlying data link layer 

technology, it must be fragmented before it can be sent across the network. The higher-layer message to 

betransmitted is not sent in a single IP datagram but rather broken down into pieces called fragments that 

are sent separately. . 

Fragmentation Issues and Concerns 

Fragmentation is necessary to implement at network-layer that is independent of lower layer details, but it 

add complexity to IP. IP is an unreliable, connectionless protocol. IP datagrams can take any of several 

routes on their way from the source to the destination, and some may not even make it to the destination 

at all. When device fragment a message it make a single datagram into many, which introduces several 

new issues: 

 

 Sequencing and Placement: The fragments will be sent in sequential order from the beginning of 

the message to the end, but they won't reach in the order in which they were sent. The receiving 

device must be able to determine the sequence of the fragments to reassemble them in the correct 

order.  

 Separation of Fragmented Messages: A source device may need to send more than one 

fragmented message at a time; or, it may send multiple datagrams that are fragmentedin route. 

This means the destination may be receiving multiple sets of fragments that must be put back 

together. 

 Completion: The destination device has to be able to tell when it has received all of the fragments 

so it knows when to start reassembly  
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To address these concerns and allow the proper reassembly of the fragmented message, IP includes 

several fields in the IP format header that convey information from the source to the destination about the 

fragments. Some of these contain a common value for all the fragments of the message, while others are 

different for eachfragment 

 

Reassembly  

For reassembly the system stores all received fragments (i.e., IP packets with a more-fragments flag (MF) 

set to one, or where the fragment offset is non-zero), in one of a number of buffers. Packets with the same 

16-bit Identification value are stored in the same buffer, at the offset specified by the fragment-offset field 

specified in the packet header. 

Packets that are incomplete remain stored in the buffer until either all fragments are received, OR a timer 

expires, indicating that the receiver does not expect to receive any more fragments. Completed packets 

are forwarded to the next higher protocol layer 

The destination must collect the fragments and then reassemble them into the original message called 

Reassembly. Reassembly is accomplished by using the special information in the fields.The intermediate 

devices do not perform reassembly; it is done only by the ultimate destination of the IP message. The 

fragments can take different routes to get from the source to destination, so any router may not see all the 

fragments in a message therefore, reassembly is done at ultimate destination. 

 

IP Routing 

IP routing is the process of sending packets from a host on one network to another host on another, 

remote network. Routers do this process. Routers examine the destination IP address of a packet, 

determine the next-hop address, and forward the packet. Routers use routing tables to determine a next 

hop address to which the packets forwarded. 

 
Figure-5: IP routing 

Datagram Delivery Types 

 Direct Datagram Deliveries: When datagrams are sent between two devices on the same physical 

network, it is possible for datagrams to be delivered directly from the source to the destination 

called direct delivery 

 Indirect Datagram Deliveries: When two devices are not on the same physical network, the 

delivery of datagrams from one to the other is indirect. Since the source device can't see the 

destination on its local network, it must send the datagram through one or more intermediate 

devices to deliver it called indirect delivery. 

In routing process, the intermediate devices that are each physically connected to each other in a mesh 

topology containing millions of paths between networks. To get the datagram where it needs to go, it 

needs to be handed off from one router to the next, until it gets to the physical network of the destination 

device. This is called next-hop routing 

Routingtable 

Each router maintains a routing table and stores it in memory. Routers to determine a path to a 

destination network use a routing table. Each routing table consists of the following entries: 

 Network destination and a network subnet mask – specifies a range of IP addresses 

 Remote router – IP address of the router used to reach that network 

 Outgoing interface – outgoing interface the packet should go out to reach the destination network 
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Subnet Addressing 

Super-netting allows creating multiple logical networks that exist within a single Class A, B, or C network.  

Each data link on a network must have a unique network ID, with every node on that link being a member 

of the same network. If we break a major network (Class A, B, or C) into smaller subnetworks, it allows us 

to create a network of interconnecting subnetworks. Each data link on this network would then have a 

unique network/subnetwork ID. Any device, or gateway, that connects n subnetworks has n distinct IP 

addresses, one for eachsubnetwork that it interconnects. 

 
Figure-6: Subnet Addressing 

 

Network Masks 

A network mask helps to know which portion of the address identifies the network and which portion of 

the address identifies the node. Class A, B, and C networks have default masks, also known as natural 

masks, as shown here: 

Class A: 255.0.0.0 

Class B: 255.255.0.0 

Class C: 255.255.255.0 

An IP address on a Class A network that has not been subnetted would have an address/mask pair similar 

to: 8.20.15.1 255.0.0.0. In order to see how the mask helps to identify the network and node parts of the 

address, convert the address and mask to binary numbers. 

 
Figure-7: Network Masks 

8.20.15.1 = 00001000.00010100.00001111.00000001 

255.0.0.0 = 11111111.00000000.00000000.00000000 

Once the address and the mask represented in binary, then identification of the network and host ID is 

easier. Any address bits which have corresponding mask bits set to 1 represent the network ID. Any 

address bits that have corresponding mask bits set to 0 represent the node ID. 

8.20.15.1 = 00001000.00010100.00001111.00000001 
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255.0.0.0 = 11111111.00000000.00000000.00000000 

------------- 

net id |      host id              

netid =  00001000 = 8 

hostid = 00010100.00001111.00000001 = 20.15.1 

A subnet mask neither works like an IP address nor does it exist independently of them. Instead, subnet 

masks accompany an IP address and the two values work together. Applying the subnet mask to an IP 

address splits the address into two parts, an "extended network address" and a host address. 

 

Super-netting- special case of IP addresses 

Super-netting is the opposite of Super-netting. In Super-netting, a single big network is divided into 

multiple smaller sub-networks. In Super-netting, multiple networks are combined into a bigger network 

termed as a Super-network or Super-net. 

 
Figure-8: Difference between Sub-netting and super-netting 

Super-netting is mainly used in Route Summarization, where routes to multiple networks with similar 

network prefixes are combined into a single routing entry, with the routing entry pointing to a Super 

network, encompassing all the networks. This in turn significantly reduces the size of routing tables and 

also the size of routing updates exchanged by routing protocols. 

 

IPv6 Motivation 

The a i u  u er of IP addresses that a  e reated usi g IP  is , 00,000,000. The al a s 
o e ted, al a s a aila le  road a d orld ill o su e these leases i  the lo g-term. With the 

i trodu tio  of s art de i es  filled ith e edded devices with their own IP address, one human may 

potentially be associated with dozens of different devices. Therefore, one key requirement for an 

improved IP is the ability to massively increase the pool of available IP addresses. 

 

A more practical problem also exists at the hardware level for IPv4 routers—because routing tables are 

growing exponentially, as new networks are added to the Internet the physical memory capacity of many 

routers to hold and process this information is limited. If the routing structure is not simplified, many 

routers may simply fail to route any packets correctly. 

 

IPv6 is based on a 128-bit address space, rather than a 32-bit address space, providing a large pool of 

addresses for future computer systems and embedded devices to utilize. The 128 bits are divided into 8×16 

byte integers expressed using hexadecimal 

 

Frame Format and Addressing 

IPv6 has a much simpler packet header compared with IPv4, by including only the information needed for 

forwarding the IP datagram. IPv4 has a fixed length header of size 40 bytes. Fixed length IPv6 header allows 
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the routers to process the IPv6 datagram packets more efficiently. The following figure shows the structure 

of IPv6 datagram packet. 

 
Figure-9: IPv6 format 

IPv6 datagram packet header as three parts. 1) IPv6 datagram packet header 2) Extension Header 3) Upper 

Layer Protocol Data. IPv6 datagram packet has also extension headers of varying lengths. If extension 

headers are present in IPv6 datagram packet, a Next Header field in the IPv6 header points the first 

extension header. Each extension header contains another Next Header field, pointing the next extension 

header. The last IPv6 datagram packet extension header points the upper layer protocol header 

(Transmission Control Protocol (TCP), User Datagram Protocol (UDP) , or Internet Control Message Protocol 

(ICMPv6)). There is no "options" in IPv6 datagram packet header, which was present in IPv4 header. 

 

 Version:  The size of the Version field is 4 bits. The Version field shows the version of IP and is set to 

6. 

 Traffic Class: The size of Traffic Class field is 8 bits. Traffic Class field is similar to the IPv4 Type of 

“er i e To“  field. The Traffi  Class field i di ates the IP 6 pa ket’s lass or priorit . 
 Flow Label: The size of Flow Label field is 20 bits. The Flow Label field provide additional support for 

real-time datagram delivery and quality of service features. The purpose of Flow Label field is to 

indicate that this packet belongs to a specific sequence of packets between a source and 

destination and can be used to prioritized delivery of packets for services like voice. 

 Payload Length: The size of the Payload Length field is 16 bits. The Payload Length field shows the 

length of the IPv6 payload, including the extension headers and the upper layer protocol data 

 Next Header: The size of the Next Header field is 8 bits. The Next Header field shows either the type 

of the first extension (if any extension header is available) or the protocol in the upper layer such as 

TCP, UDP, or ICMPv6. 

 Hop Limit: The size of the Hop Limit field is 8 bits The Hop Limit field shows the maximum number 

of routers the IPv6 packet can travel. This Hop Limit field is similar to IPv4 Time to Live (TTL) 

field.This field is typically used by distance vector routing protocols, like Routing Information 

Protocol (RIP) to prevent layer 3 loops (routing loops). 

 Source Address: The size of the Source Address field is 128 bits. The Source Address field shows the 

IPv6 address of the source of the packet. 

 Destination Address: The size of the Destination Address field is 128 bits. The Destination Address 

field shows the IPv6 address of the destination of the packet. 

 

IPv6 addresses are denoted by eight groups of hexadecimal quartets separated by colons in between 

them.IPv6 contains addressing and control information to route packets for the next generation Internet. 

Types of IPv6 Addresses 

IPv6 addresses are broadly classified into three categories: 
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1) Unicast addresses: A Unicast address acts as an identifier for a single interface. An IPv6 packet sent to a 

Unicast address is delivered to the interface identified by that address. 

2) Multicast addresses: A Multicast address acts as an identifier for a group/set of interfaces that may 

belong to the different nodes. An IPv6 packet delivered to a Multicast address is delivered to the multiple 

interfaces. 

3) Anycast addresses: Anycast addresses act as identifiers for a set of interfaces that may belong to the 

different nodes. An IPv6 packet destined for an Anycast address is delivered to one of the interfaces 

identified by the address. 

 

Comparison of Ipv4 and Ipv6 

The following table lists the important differences between IPv4 and IPv6. 

IPv4 IPv6 

IPv4 addresses are 32 bit length. IPv6 addresses are 128 bit length. 

IPv4 addresses are binary numbers represented 

in decimals. 

IPv6 addresses are binary numbers represented 

in hexadecimals. 

IPSec support is only optional. Inbuilt IPSec support. 

Fragmentation is done by sender and forwarding 

routers 
Fragmentation is done only by sender 

No packet flow identification 
Packet flow identification is available within the IPv6 

header using the Flow Label field. 

Checksum field is available in IPv4 header No checksum field in IPv6 header. 

Options fields are available in IPv4 header. 
No option fields, but IPv6 Extension headers are 

available. 

Address Resolution Protocol (ARP) is available to 

map IPv4 addresses to MAC addresses. 

Address Resolution Protocol (ARP) is replaced with a 

function of Neighbor Discovery Protocol (NDP). 

Internet Group Management Protocol (IGMP) is 

used to manage multicast group membership. 

IGMP is replaced with Multicast Listener Discovery 

(MLD) messages. 

Broadcast messages are available. 

Broadcast messages are not available. Instead a link-

local scope "All nodes" multicast IPv6 

address (FF02::1) is used for broadcast similar 

functionality. 

Manual configuration (Static) of IPv4 

addresses or DHCP (Dynamic configuration) is 

required to configure IPv4 addresses. 

Auto-configuration of addresses is available. 

Table-1: IPv4 vs IPv6 
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