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ADVERTISEMENT

B

Wood Waste is Costly.
Shred it & and Sell it

oulware Equipment designs and builds industrial reclaim

and recycling systems We are 100% dedicated to the

reclaim, converting, and repurposing of wood pallet & crate

trash for our customers. Our automated system converts

wood pallet trash into a useable product and our nationwide

network of wood fiber buyers allow us to responsibly repurpose

your wood trash.

The immediate benefit to your company is huge reduction in

monthly waste disposal costs. The responsible benefits are:

Automated wood scrap handling, operational safety, lowering

your carbon footprint, & no landfill guarantee for your wood

trash.

Boulware Equipment provides system design, engineering,

installation, operational tech support , bulk transport, and

logistics for repurposing wood products.

We begin our solution by performing an onsite survey to assess

your needs for disposal. Engineered concept drawings are then

developed alongside two proposals. One for the equipment,

installation, and controls needed for our system in your facility.

Another proposal outlining our environmentally friendly

repurposing services.

Our system can be seamlessly integrated to fit the unique

operations of your business anywhere in the USA. The low

RPM shredder is quiet allowing our systems to be safely

installed next to buildings and warehouses. Our repurposing

services will consistently keep your plant floor as clean as your

environmental conscious!

Boulware Equipment, LLC

3134 Pinkie Lane

Newton, NC 28658

704-651-6061

brad@boulwarellc.com

http://boulwarellc.com/
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ADVERTISEMENT

D

Flagship of Modern
Assembly Automation

eveloped with a “hybrid drive” concept in mind, the WEISS

LS Hybrid linear transfer system offers integrated eCam,

linear and belt drive options and is particularly effective where

fast and efficient tooling carriage transport is required. An

alternative to rotary indexing tables, linear transfer systems

allow for faster and easier scaling of production, particularly true

with the highly configurable and modular LS Hybrid from WEISS.

With up to 60 parts/min and 40% shorter transport times, the

LS Hybrid enables more processes to be performed in less space -

resulting in a significantly smaller footprint and cycle time

reductions.

The LS Hybrid optimizes a classic pallet transfer system with

mechatronic and highly dynamic properties. This optimization

provides a production line with more flexibility and efficiency

since both the hybrid drive technology and "Plug & Produce"

characteristics offer increased design freedom. In addition, the

system allows the linear flow of the assembly process to have

more processing capacity & capability due to the "hybrid

productivity" of the fast, high-precision tooling carriages.

Superior to conventional linear transfer systems with rigid flow

and one-dimensional drive systems, the LS Hybrid enables more

advanced machine concepts to become a reality.

Installation and configuration are quick and straightforward with

the W.A.S. (Weiss Application Software) control package,

eliminating the need for special expertise or experience.  The LS

Hybrid is a true flagship of modern assembly automation that

delivers outstanding value in terms of economic, flexible &

reliable performance.

WEISS North America, Inc.

888-WEISSNA (888-934-7762)

info.us@weiss-world.com

https://www.weiss-world.com
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FACTORY OF THE FUTURE

INTRODUCTION

I

n spite of pandemic-driven investments in new technologies, manufacturers in the U.S. and the U.K. are lagging in their digital transformation
e�orts, according to a new survey conducted by software company iBASEt.

The survey was conducted in March 2022 across the U.K. and U.S. In total, 403 manufacturers from the aerospace, medical device, industrial
equipment, electronics and ship-building sectors provided feedback: 201 from the U.K. and 202 from the U.S.

Respondents con�rmed that although Industry 4.0 advancements were critical to sustaining their operations during shutdowns, most
manufacturers still grapple with a lack of system and process maturity that prevents them from leveraging operational data for business
intelligence and smarter decision-making.

Case in point: Nearly three-quarters (72 percent) of respondents invested in new technologies during the pandemic, and 98 percent saw increased
productivity. However, fewer than half of respondents (44 percent) said that this modernization was providing them with additional actionable
data, and 19 percent are not harnessing any data insights at all.

“As the volume of manufacturing data continues to explode, it’s critical that manufacturers modernize their systems and technologies to make use
of critical data for business intelligence and more informed decision making,” says Naveen Poonian, CEO of iBASEt. “The ability to not just embrace
Industry 4.0 at stage one, but to then convert critical data into actionable improvements is pivotal to a true digital transformation.”

The survey found that although a majority of manufacturers support cloud transformation, few have made the full transition. Some 88 percent of
respondents indicated they are increasing their investment in cloud technologies over the next 12 months, but only 21 percent are currently
completely transitioned to the cloud.

Two-thirds of respondents believe that moving to the cloud will help drive operational e�iciency. Only 8 percent have no plans to use cloud
infrastructure as part of their manufacturing operations.

Other key �ndings include:

Some 95 percent of total respondents still use paper-based processes, and more than a quarter (27 percent) use paper for more than half of all
activities.

Nearly all survey respondents (98 percent) indicate that they continue to use manual spreadsheets, such as Microsoft Excel, even while taking
steps toward digital transformation. In fact, half of respondents say they use these tools for “the majority” of processes.

Almost half (47 percent) in the U.S. strongly agreed that many discrete manufacturers could cease to exist in the next 10 years unless action is
taken.

Based in Southern California, iBASEt is a software company that simpli�es how complex products are built and maintained. The company’s software
ensures digital continuity across manufacturing, quality, and maintenance, repair and overhaul operations on a global scale. Its customers include
Lockheed Martin, Northrop Grumman, Rolls Royce, Pratt & Whitney, and Textron. To download an executive summary of the survey, click
www.ibaset.com.

It’s a thought-provoking survey. In the factory of the future, software will be every bit as important to product assembly as robots, riveters and
nutrunners. This eBook provides a comprehensive look at data �ow in today’s assembly plant. We look at what data to collect, how to collect it, how
to analyze it, how to apply it, and how to protect it. We hope you’ll �nd it useful for your digital transformation e�orts.

Survey Finds

Manufacturers Lag in

Modernization

According to a new survey, 72 percent of manufacturers invested in new technologies during the pandemic, but fewer than half of them report that this modernization was providing them with
additional actionable data. Photo courtesy Textron
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INTRODUCTION

I

n spite of pandemic-driven investments in new technologies, manufacturers in the U.S. and the U.K. are lagging in their digital transformation
e�orts, according to a new survey conducted by software company iBASEt.

The survey was conducted in March 2022 across the U.K. and U.S. In total, 403 manufacturers from the aerospace, medical device, industrial
equipment, electronics and ship-building sectors provided feedback: 201 from the U.K. and 202 from the U.S.

Respondents con�rmed that although Industry 4.0 advancements were critical to sustaining their operations during shutdowns, most
manufacturers still grapple with a lack of system and process maturity that prevents them from leveraging operational data for business
intelligence and smarter decision-making.

Case in point: Nearly three-quarters (72 percent) of respondents invested in new technologies during the pandemic, and 98 percent saw increased
productivity. However, fewer than half of respondents (44 percent) said that this modernization was providing them with additional actionable
data, and 19 percent are not harnessing any data insights at all.

“As the volume of manufacturing data continues to explode, it’s critical that manufacturers modernize their systems and technologies to make use
of critical data for business intelligence and more informed decision making,” says Naveen Poonian, CEO of iBASEt. “The ability to not just embrace
Industry 4.0 at stage one, but to then convert critical data into actionable improvements is pivotal to a true digital transformation.”

The survey found that although a majority of manufacturers support cloud transformation, few have made the full transition. Some 88 percent of
respondents indicated they are increasing their investment in cloud technologies over the next 12 months, but only 21 percent are currently
completely transitioned to the cloud.

Two-thirds of respondents believe that moving to the cloud will help drive operational e�iciency. Only 8 percent have no plans to use cloud
infrastructure as part of their manufacturing operations.

Other key �ndings include:

Some 95 percent of total respondents still use paper-based processes, and more than a quarter (27 percent) use paper for more than half of all
activities.

Nearly all survey respondents (98 percent) indicate that they continue to use manual spreadsheets, such as Microsoft Excel, even while taking
steps toward digital transformation. In fact, half of respondents say they use these tools for “the majority” of processes.

Almost half (47 percent) in the U.S. strongly agreed that many discrete manufacturers could cease to exist in the next 10 years unless action is
taken.

Based in Southern California, iBASEt is a software company that simpli�es how complex products are built and maintained. The company’s software
ensures digital continuity across manufacturing, quality, and maintenance, repair and overhaul operations on a global scale. Its customers include
Lockheed Martin, Northrop Grumman, Rolls Royce, Pratt & Whitney, and Textron. To download an executive summary of the survey, click
www.ibaset.com.

It’s a thought-provoking survey. In the factory of the future, software will be every bit as important to product assembly as robots, riveters and
nutrunners. This eBook provides a comprehensive look at data �ow in today’s assembly plant. We look at what data to collect, how to collect it, how
to analyze it, how to apply it, and how to protect it. We hope you’ll �nd it useful for your digital transformation e�orts.

Survey Finds

Manufacturers Lag in

Modernization

According to a new survey, 72 percent of manufacturers invested in new technologies during the pandemic, but fewer than half of them report that this modernization was providing them with
additional actionable data. Photo courtesy Textron
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INTRODUCTION

I

ndustry 4.0 is underway. Data analytics, augmented reality, generative design, arti�cial intelligence, cobots, additive manufacturing and other
technologies are already helping manufacturers increase e�iciency, reduce downtime, lower prices, di�erentiate themselves in the

marketplace, and improve service, delivery and quality. And there’s more to come.

These technologies are not science �ction. They are being applied right now by manufacturers, large and small, in a variety of industries.

Of course, the automotive industry, with its deep pockets and high production volumes, has been an early adopter of Industry 4.0. Indeed, the 2022
State of Smart Manufacturing Report from Hanover Research and software company Plex Systems and shows the extent to which the industry is
committed to the concept. The companies surveyed 321 global manufacturers from a variety of industries.

The survey found that smart manufacturing adoption accelerated, especially for automotive manufacturers. Smart manufacturing adoption grew by
64 percent for automotive manufacturers, which is greater than the survey average. Another 40 percent of automotive respondents expressed
interest or are actively evaluating technologies for adoption. Most expect to adopt in the next one to two years.

The survey also found that the pandemic exposed evolving business challenges. For the auto industry, the pandemic exacerbated pre-existing
conditions that manufacturers had previously tolerated or applied technological band-aids to address. The skilled worker shortage (35 percent),
product quality (35 percent), and adapting to new regulations and standards (42 percent) rank as the biggest obstacles to growth for automotive
manufacturers in 2022.

Another key �nding is that the once over-hyped technologies of Industry 4.0 are actually solving today’s problems. Technologies that were once
viewed as unlikely to contribute in a meaningful way are now deemed vital to success. Cloud, industrial hardened devices, and process automation
are helping companies overcome challenges with the skilled worker shortage, supply chain management and risk mitigation. Additionally, 61 percent
of automotive respondents are “very” or “extremely” interested in supply chain planning solutions with machine learning and arti�cial intelligence.

While many of the reports in this e-book feature some of the biggest names in the automotive industry, don’t assume that these technologies cannot
be applied in other industries or that they are out of the reach of small and midsized businesses. On the contrary, we hope these reports serve as
inspiration for your own factory’s journey to Industry 4.0.

Factory of the Future?

The Future Is Now

Photo courtesy Audi
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INTRODUCTION

I

n spite of pandemic-driven investments in new technologies, manufacturers in the U.S. and the U.K. are lagging in their digital transformation
e�orts, according to a new survey conducted by software company iBASEt.

The survey was conducted in March 2022 across the U.K. and U.S. In total, 403 manufacturers from the aerospace, medical device, industrial
equipment, electronics and ship-building sectors provided feedback: 201 from the U.K. and 202 from the U.S.

Respondents con�rmed that although Industry 4.0 advancements were critical to sustaining their operations during shutdowns, most
manufacturers still grapple with a lack of system and process maturity that prevents them from leveraging operational data for business
intelligence and smarter decision-making.

Case in point: Nearly three-quarters (72 percent) of respondents invested in new technologies during the pandemic, and 98 percent saw increased
productivity. However, fewer than half of respondents (44 percent) said that this modernization was providing them with additional actionable
data, and 19 percent are not harnessing any data insights at all.

“As the volume of manufacturing data continues to explode, it’s critical that manufacturers modernize their systems and technologies to make use
of critical data for business intelligence and more informed decision making,” says Naveen Poonian, CEO of iBASEt. “The ability to not just embrace
Industry 4.0 at stage one, but to then convert critical data into actionable improvements is pivotal to a true digital transformation.”

The survey found that although a majority of manufacturers support cloud transformation, few have made the full transition. Some 88 percent of
respondents indicated they are increasing their investment in cloud technologies over the next 12 months, but only 21 percent are currently
completely transitioned to the cloud.

Two-thirds of respondents believe that moving to the cloud will help drive operational e�iciency. Only 8 percent have no plans to use cloud
infrastructure as part of their manufacturing operations.

Other key �ndings include:

Some 95 percent of total respondents still use paper-based processes, and more than a quarter (27 percent) use paper for more than half of all
activities.

Nearly all survey respondents (98 percent) indicate that they continue to use manual spreadsheets, such as Microsoft Excel, even while taking
steps toward digital transformation. In fact, half of respondents say they use these tools for “the majority” of processes.

Almost half (47 percent) in the U.S. strongly agreed that many discrete manufacturers could cease to exist in the next 10 years unless action is
taken.

Based in Southern California, iBASEt is a software company that simpli�es how complex products are built and maintained. The company’s software
ensures digital continuity across manufacturing, quality, and maintenance, repair and overhaul operations on a global scale. Its customers include
Lockheed Martin, Northrop Grumman, Rolls Royce, Pratt & Whitney, and Textron. To download an executive summary of the survey, click
www.ibaset.com.

It’s a thought-provoking survey. In the factory of the future, software will be every bit as important to product assembly as robots, riveters and
nutrunners. This eBook provides a comprehensive look at data �ow in today’s assembly plant. We look at what data to collect, how to collect it, how
to analyze it, how to apply it, and how to protect it. We hope you’ll �nd it useful for your digital transformation e�orts.

Survey Finds

Manufacturers Lag in

Modernization

According to a new survey, 72 percent of manufacturers invested in new technologies during the pandemic, but fewer than half of them report that this modernization was providing them with
additional actionable data. Photo courtesy Textron
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The Digital services of
Zimmer Group

igital transformation is on the rise around the globe. How do

we meet the challenge of increasing global market flexibility,

rapidly changing market conditions, heightened expectations,

requirements of the world market – not to mention ever growing

cost pressure in the future? There is only one way: networked

machine and system configurations in conjunction with digital

services in a Smart Factory. Zimmer Group recognized this trend

early on and, already offers a wide portfolio of mechatronic

components and digital services. DigitalZ helps you support

quality, time management, productivity, efficiency and value

creation and gives you the ability to make complex processes

manageable and map transparency in control and maintenance.

During the life cycle of the plant, we have the possibility, with the

modules "virtualZ" and "controlZ", to intervene in the design and

automation process at an early stage in a supportive manner.

Due to the interface of our mechatronic products, which allow

the sending and receiving of data blocks due to their

bidirectional functionality, we have the possibility to read out all

parameters and sensor data via IO-Link. This enables us to make

this data available for process control beyond the normal control

level. The digitalZ module "cloudZ" contains solutions for cloud

monitoring and the provision of process data. CloudZ enables the

connection of Zimmer Group components to the cloud and its

vertical, location-independent communication. Starting with the

convenient and clear read-out of product IDs and serial numbers,

through the visualization of status and process parameters at a

central control point, to the maximization of OEE in the

individual application and collecting it for reports or even

creating statistics, whether on-site or thousands of miles away.

Zimmer Group US, Inc.

1095 6

th

Street Ct SE

Hickory, NC 28602

info.us@zimmer-group.com

www.zimmer-group.com
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igital transformation is on the rise around the globe. How do

we meet the challenge of increasing global market flexibility,

rapidly changing market conditions, heightened expectations,

requirements of the world market – not to mention ever growing

cost pressure in the future? There is only one way: networked

machine and system configurations in conjunction with digital

services in a Smart Factory. Zimmer Group recognized this trend

early on and, already offers a wide portfolio of mechatronic

components and digital services. DigitalZ helps you support

quality, time management, productivity, efficiency and value

creation and gives you the ability to make complex processes

manageable and map transparency in control and maintenance.

During the life cycle of the plant, we have the possibility, with the

modules "virtualZ" and "controlZ", to intervene in the design and

automation process at an early stage in a supportive manner.

Due to the interface of our mechatronic products, which allow

the sending and receiving of data blocks due to their

bidirectional functionality, we have the possibility to read out all

parameters and sensor data via IO-Link. This enables us to make

this data available for process control beyond the normal control

level. The digitalZ module "cloudZ" contains solutions for cloud

monitoring and the provision of process data. CloudZ enables the

connection of Zimmer Group components to the cloud and its

vertical, location-independent communication. Starting with the

convenient and clear read-out of product IDs and serial numbers,

through the visualization of status and process parameters at a

central control point, to the maximization of OEE in the

individual application and collecting it for reports or even

creating statistics, whether on-site or thousands of miles away.  
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John Sprovieri // Chief Editor

IIoT-enabled sensors can

help manufacturers avoid

machine downtime.

Sensors
for Industry 4.0

Vibration and temperature sensors detect potential

problems on motors, fans, pumps and any machine

with rotating motion or vibration. Photo courtesy Banner

Engineering

T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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IIoT-enabled sensors can

help manufacturers avoid

machine downtime.

Sensors
for Industry 4.0

Vibration and temperature sensors detect potential

problems on motors, fans, pumps and any machine

with rotating motion or vibration. Photo courtesy Banner

Engineering

T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.

ASSEMBLY ONLINE

For more information on sensors, visit www.assemblymag.com to read these articles:

Safety First: Sensors Drive Active Safety Systems

Ten Easy Ways to Destroy Sensors

X-Y-Z: Sensors Detect Small Parts
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Sensors
for Industry 4.0

Vibration and temperature sensors detect potential

problems on motors, fans, pumps and any machine

with rotating motion or vibration. Photo courtesy Banner

Engineering

T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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For more information on sensors, visit www.assemblymag.com to read these articles:

Safety First: Sensors Drive Active Safety Systems

Ten Easy Ways to Destroy Sensors
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of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs
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Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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help manufacturers avoid
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Sensors
for Industry 4.0

Vibration and temperature sensors detect potential

problems on motors, fans, pumps and any machine

with rotating motion or vibration. Photo courtesy Banner

Engineering

T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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IIoT-enabled sensors can

help manufacturers avoid

machine downtime.

Sensors
for Industry 4.0

Vibration and temperature sensors detect potential

problems on motors, fans, pumps and any machine

with rotating motion or vibration. Photo courtesy Banner

Engineering

T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.
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T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.

ASSEMBLY ONLINE

For more information on sensors, visit www.assemblymag.com to read these articles:

Safety First: Sensors Drive Active Safety Systems

Ten Easy Ways to Destroy Sensors

X-Y-Z: Sensors Detect Small Parts
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John Sprovieri // Chief Editor

IIoT-enabled sensors can

help manufacturers avoid

machine downtime.

Sensors
for Industry 4.0

Vibration and temperature sensors detect potential

problems on motors, fans, pumps and any machine

with rotating motion or vibration. Photo courtesy Banner

Engineering

T

o get an idea of the importance of sensors to the factory of the future, head to upstate New York to General Electric’s

sprawling assembly plant in Schenectady, NY, where the company makes sodium-nickel batteries for cell-phone towers and

other applications.

The factory has more than 10,000 sensors spread across 180,000 square feet of manufacturing space; all the sensors are

connected to a high-speed internal Ethernet. The sensors monitor the myriad processes for making the batteries. Which batches

of powder are being used to form the ceramics at the heart of the batteries? How high is the temperature being used to bake

them? How much energy is required to make each battery? What are the pressure and humidity? Employees with iPad computers

on the plant floor can pull up all the data from Wi-Fi nodes set up around the factory.

The goal is to react quickly to process variation and prevent defects. In some cases, the machine can adjust itself automatically,

or a PLC can send text or email alerts to a technician to take care of the problem. It could even be set up to order a replacement

part automatically. The sensors also play a role in process development, letting engineers know what parameters produce the

best batteries.

Factories of the future, like GE’s battery plant, are pulling data from a variety of sources, including sensors and vision systems.

However, the inexpensive photoelectric sensors or force transducers that engineers might have deployed in their assembly

systems 10 years ago are not necessarily going to work with the industrial internet of things (IIoT).

Conventional sensors are basically analog devices. They convert a physical element, such as stress, force or temperature, into an

electrical signal. They don’t have built-in intelligence.

In contrast, IIoT sensors have onboard intelligence. Rather than simply send a signal to a PLC or a data logger, they have some

analytics capabilities, such as data reduction and data bundling, and they can communicate with a computer. For example,

engineers can use an intelligent IIoT pressure sensor, to create a limit switch. The sensor can turn off a pump when pressure gets

above a certain level or turn it on when pressure dips below a threshold.

IIoT sensors also connect with various fieldbuses and communication standards, such as IO-Link and OPC UA, and they have the

ability to self-identify on a network. That makes the task of deploying sensors and collecting data from them easier.

Preventing Downtime

One way to connect sensors and collect data from them is with a fieldbus module equipped with an integrated IO-Link

master. Photo courtesy Pepperl+Fuchs

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. For example, a photoelectric sensor monitoring the fill-

level of a vibratory feeder bowl would not need connectivity, but you might deploy an IIoT-enabled pressure sensor to monitor the

performance of a filter in a hydraulic or pneumatic power system. If the sensor detects an abnormal increase in pressure, it can

notify maintenance personnel to change the filter.

Indeed, equipment monitoring is the leading application for IIoT sensors. Monitoring sensor output signals over time can offer

insights into equipment failure. A change in vibration from a bearing or an increase in temperature from an electric motor could

be signs of declining performance or an impending catastrophic failure. IIoT sensors can help engineers learn application-specific

early warning signs and then keep an eye out for those signs 24/7.

A good example are the QM30VT vibration and temperature sensors from Banner Engineering, which detect potential problems

on motors, fans, pumps, and any machine with rotating motion or vibration. The sensors have a low-profile design and rigid

metal construction that reduces resonant interference and increases surface contact, enabling high levels of accuracy in

calculating root mean square (RMS) of velocity and temperature measurements. They can detect even slight increases in

machine vibration and temperature for early identification of potential problems. The sensors transmit data using a MultiHop

Modbus Radio or 1-Wire Serial Node to a DXM Series wireless controller or gateway. They are available with a 316L stainless steel

housing or a heavy-duty aluminum housing

Connecting Sensors

The O3R edge device can connect to up to six 3D cameras and numerous other sensors for neural networks and other AI

applications. Photo courtesy IFM Efector Inc.

With myriad sensors collecting information about machine performance, engineers need easy ways connect them and collect

data from them. One way to do that is with a fieldbus module with an integrated IO-Link master.

IO-Link is an open standard communication protocol that allows for bidirectional exchange of data from compatible sensors,

RFID equipment, actuators and other devices that are connected to the master. The master can transmit this data over various

networks, fieldbuses or backplane buses, making the data accessible for immediate action or long-term analysis. An IO-Link

master receives data from sensors and routes it to PLCs, HMIs, web servers, MES software, SCADA software, or cloud-based data

analytics software.

The master can be located in a control panel or on the machine in a distributed control setup.

Pepperl+Fuchs offers Ethernet I/O modules with an integrated IO-Link master for optimal connection of IO-Link devices. The

module can be used with IO-Link master devices from any manufacturer and makes full use of the intelligence of sensors. The

modules support both PROFINET and Ethernet/IP, so they can be used with many standard controllers. To maximize the

advantages of IO-Link, a large number of IO-Link I/O hubs are available alongside the modules for integrating binary sensor

technology into the intelligent IO-Link system.

Because IO-Link provides for two-way communication between devices, engineers can receive continuous diagnostic information

from the devices and transmit parameterization information from the control paneldown to them.

For brownfield applications where integration of new equipment within existing infrastructure is critical, Pepperl+Fuchs IO-Link

masters support both Class 1 and Class 3 EtherNet/IP communication. Support for Class 3 means that engineers can maintain

investments in older, but otherwise capable, legacy PLCs while benefiting from the new capabilities of IO-Link sensors. For

applications that are not time-sensitive, Pepperl+Fuchs IO-Link masters even support stand-alone use for connecting sensors

without a higher-level PLC.

An automated assembly plant might contain thousands of sensors. In the factory of the future, many of them will be

connected to the internet. Photo courtesy Pepperl+Fuchs

Pepperl+Fuchs IO-Link masters are the only product on the market with MultiLink. This technology makes it possible to control

time-critical processes with a PLC while simultaneously allowing cloud and SCADA systems to access all sensor data. Experienced

PLC programmers and database experts can take maximum advantage of these products by setting clear access rights to

outputs and parameters.

Another option for connecting sensors is with an IIoT gateway. For example, SICK has launched a new product called Monitoring

Box, a web application that provides access to sensor data for cloud-based condition monitoring. The software enables

visualization of internal device parameters to diagnose and monitor fault conditions. It consists of a browser application, server-

side data management, an IIoT Gateway, and predefined sensor apps for simple connection of sensors.

The gateway is a bit of hardware that allows for short-term data storage, preprocessing of data, and secure data transmission. A

cloud service provides for data security and long-term data backup. The Monitoring App also provides application-specific

support for sensors and machinery. These are easy plug-and-play apps that are available as a subscription.

A dashboard provides an overview of status, name and location. It also includes job recommendations. Live status data is

provided in real time. This includes device information and status, operating mode, and other data points that help to detect

errors and malfunctions. In addition, historical data is available to understand past issues and better predict the future. Alert logs

are also available and can be saved within a dedicated log, which provides an overview of past alerts and determine any

irregularities within the device or process that can be detected and analyzed. The type of alerts can be customized based on the

needs of the user.

Try It; You Might Like It

Not all sensor applications require IIoT connectivity. The key is whether engineers can benefit from analysis of the cumulative

data or if quick and early notification of a potential problem is important. Photo courtesy Pepperl+Fuchs

Are you interested in exploring the potential benefits of IIOT technology, but don’t want to dive in head first? Pepperl+Fuchs has

you covered. With the company’s new IIoT starter kit, simple visualization and analysis of sensor data can become a reality.

The kit includes:

Engineers can use the kit to connect to a software dashboard via OPC UA or MQTT for easy interpretation of real-time data and

start the digital transformation of their plants.

An IO-Link master, three IO-Link sensors, an Ethernet switch, a power supply, a high-frequency RFID read-write station, RFID

tags and all the necessary cabling to get started.

A quick start guide for connecting the IO-Link master and IO-Link devices.

Software connection for various software platforms, such as AWS, PTC, AVEVA.

ASSEMBLY ONLINE

For more information on sensors, visit www.assemblymag.com to read these articles:

Safety First: Sensors Drive Active Safety Systems

Ten Easy Ways to Destroy Sensors

X-Y-Z: Sensors Detect Small Parts
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ADVERTISEMENT

B

Wood Waste is Costly.
Shred it & and Sell it

oulware Equipment designs and builds industrial reclaim

and recycling systems We are 100% dedicated to the

reclaim, converting, and repurposing of wood pallet & crate

trash for our customers. Our automated system converts

wood pallet trash into a useable product and our nationwide

network of wood fiber buyers allow us to responsibly repurpose

your wood trash.

The immediate benefit to your company is huge reduction in

monthly waste disposal costs. The responsible benefits are:

Automated wood scrap handling, operational safety, lowering

your carbon footprint, & no landfill guarantee for your wood

trash.

Boulware Equipment provides system design, engineering,

installation, operational tech support , bulk transport, and

logistics for repurposing wood products.

We begin our solution by performing an onsite survey to assess

your needs for disposal. Engineered concept drawings are then

developed alongside two proposals. One for the equipment,

installation, and controls needed for our system in your facility.

Another proposal outlining our environmentally friendly

repurposing services.

Our system can be seamlessly integrated to fit the unique

operations of your business anywhere in the USA. The low

RPM shredder is quiet allowing our systems to be safely

installed next to buildings and warehouses. Our repurposing

services will consistently keep your plant floor as clean as your

environmental conscious!

Boulware Equipment, LLC

3134 Pinkie Lane

Newton, NC 28658

704-651-6061

brad@boulwarellc.com

http://boulwarellc.com/
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ADVERTISEMENT

I

Gain Control Over Your
Manufacturing Process

ncluding Orbitform’s Process Intelligence Packages will improve

quality and reduce scrap on forming, riveting, and assembly

equipment.

Monitoring Packages
Force – Internal mounted load cell package provides force monitoring

of the process as the head advances to process the workpiece.

Distance – Internal mounted LVDT package provides stroke

monitoring of the head as it advances to process the workpiece.

Pre-Form Stack up Height Verification – Internal mounted LVDT and

load cell packages, along with a programmable height sensing pressure

pad, are used in conjunction to validate the pre-form stick-out

height of the workpiece.

Detecting Workpiece Presence – Using the same machine set-up as

“force monitoring” or “pre-form stack-up height” condition as

described above, the presence of the workpiece can be detected

every cycle.

Multiple Z-Axis Forming Positions – Orbitform’s Servo Z-axis control

package and our Servo Riveters provide the capability to process

workpieces at different height positions.

Control Packages
Form to a Force – Internal mounted load cell package, this feature

can complete the process cycle upon achieving a set process force.

Form to a Distance - Internal mounted LVDT package, this feature

provides the capability to complete the process cycle upon achieving

a set advanced position of the head.

Form to a “Form Collapse” – Internal mounted load cell and LVDT

packages, along with our programmable height sensing pressure pad and

motor clutch/brake package; upon tooling contact of the workpiece

during low pressure or low-speed head advancement, this position

becomes “0”, and then the head advances to the set “form collapse”

position and then retracts.

More information included in our blog article.

Orbitform

517-787-9447

sales@orbitform.com

www.orbitform.com
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I

f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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I

f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.
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f the factory of the future will run on data, new types of hardware will be needed to collect, route, process and display it.

That means more than just new PLCs, but gateways, edge computers, tablets and other hardware.

Here’s a look at some of the latest technology.

OPC UA Server Gathers Data From the Edge

EdgeXConnect is an off-the-shelf, 100 percent configurable no-code OPC UA server for Linux and Windows platforms that

manufacturers can use to quickly expose edge device data to other systems. Photo courtesy Beeond Inc.

EdgeXConnect from Beeond Inc. is an off-the-shelf, 100 percent configurable no-code OPC Unified Architecture server for Linux

and Windows platforms that manufacturers can use to expose edge device data to other systems. EdgeXConnect supports all

OPC UA companion specifications, providing a flexible and easily maintained server that control engineers can deploy quickly.

“Our objective with EdgeX is to make it easy and affordable to add OPC UA to any edge device,” says Stan Brubaker, president of

Beeond, a company focused on providing OPC UA technology and services to help automation vendors and manufacturers

transition their systems to the Industrial Internet of Things (IIoT). “The traditional approach was to buy a software development

kit and spend months to build a limited functionality OPC UA server; and it was not uncommon, for these UA Servers to have

hard-coded links to the edge device I/O and be difficult to change and maintain. EdgeX changes that paradigm because it can

be installed, configured, and used in minutes. EdgeX is ideal for OEMs that do not have the resources or budget to develop their

own server.”

Two key features make EdgeX unique. The first is that any of the existing OPC UA companion specifications can be imported into

EdgeXStudio and modified or used as is. The second is that the information model can be linked to the edge device I/O through

configuration, then deployed to the EdgeXServer with one click. No software development is needed.

“The OPC UA standard for interoperability between systems, from sensors to the cloud, is being adopted worldwide by industrial

automation vendors and the user community,” notes Costantino Pipero, founder and CTO of Beeond. “But it is a high hurdle for

many companies, because of the cost and skill set previously needed to develop an OPC UA server. With EdgeX, that changes

because it is now a buy rather than a build decision. Our mission is to help companies adopt OPC UA, so they realize the business

benefits of lower system integration cost and improved information sharing throughout their enterprises.”

For more information, click https://beeond.net.

Gateway Appliances With

Integrated Database Server

The IIoTA gateway appliance includes an integrated database server. It can be configured to operate entirely as a stand-alone

device; no enterprise network is required. Photo courtesy elliTek

The IIoTA and IIoTA Mini gateway appliances from elliTek include an integrated database server. They can be configured to

operate entirely as stand-alone devices; no enterprise network is required.

Because the data server is locally integrated, data can be captured without the need for an external storage area. This allows a

stand-alone production line to meet traceability and defect escape prevention requirements without implementing a costly

network infrastructure.

Both the IIoTA and IIoTA Mini have an integrated hardened gateway. This hardware separation of the operation technology

network from the information technology network provides a secure system that cannot be penetrated by malware. Because of

the 1-to-1 NIC port to NIC controller ratio, any attempts to bridge or link ports become virtually impossible, since only one network

is referenced across each layer.

The IIoTA is the same form factor as the company’s Data Commander appliance, but with higher performance and three times

more memory. The appliances can be used to provide engineers with real-time information for manufacturing execution systems,

statistical process control, quality assurance and control, key performance indicators, and Six Sigma feedback.

The IIoTA platforms eliminate network latency or high-level connection concerns, and they enable manufacturers to continue

production despite network connection downtime events.

For more information, click www.ellitek.com.

Wi-Fi 6 for Industrial Applications

The Scalance WUM766-1 industrial client module is the first such device to meet the Wi-Fi 6 standard, enabling reliable and

high-performance wireless connectivity. Photo courtesy Siemens

The Scalance WUM766-1 industrial client module from Siemens is the first such device to satisfy the latest wireless LAN standard

IEEE 802.11ax (Wi-Fi 6), enabling reliable and high-performance wireless connectivity. By combining the module with Scalance

access points, engineers can implement demanding Industry 4.0 applications, such as augmented reality or remote-controlled

cranes. With gross data transmission rates of 1,201 megabits per second, the access points can link a large number of mobile

devices in confined spaces—for example shuttle systems in intra-logistics and material handling applications.

The network components can also be used outside of control cabinets, in rail applications and in hazardous areas, thanks to their

industry-specific approvals and their compact and robust design with IP65 protection. Specific mobile devices in networks can

also be deactivated using a sleep-mode function combined with a digital I/O interface. This helps save energy and extend the

service life and maintenance cycles of battery-powered mobile devices connected via WLAN. This enables energy-efficient

operation of automated guided vehicle fleets, for example.

The new components will also be equipped with an additional function especially for industry called industrial parallel

redundancy protocol for redundant data communication via WLAN, providing highly available wireless communication and

maximum availability for critical services. This function can be enabled using CLP removable storage medium. The CLP also

enables the easy change-out of devices in the field, as it stores the configuration and simply transfers it to the replacement

device when it is reconnected.

For more information, click here.

MQTT Gateway Moves Factory Floor

Data to the Cloud

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core,

IT or enterprise systems. Photo courtesy Real Time Automation

The 460 industrial gateway from Real Time Automation (RTA) is now available for the MQTT protocol. MQTT, which stands for

Message Queueing Telemetry Transport, is a flexible protocol that connects IT and OT systems by moving data across the

factory floor and into cloud applications.

With an MQTT protocol gateway, engineers can easily move industrial device data to cloud applications, such as AWS IoT Core, IT

or enterprise systems. The 460 MQTT gateway makes communication with cloud applications accessible. From there,

manufacturers can configure their industrial device data to schedule predictive maintenance, monitor system healthand

measure and analyze OEE.

Like with all RTA gateways, the MQTT family of gateways are customizable, allowing manufacturers to pick single tags; user-

defined tags (for Allen-Bradley PLCs); data space blocks (for Siemens PLCs); and other data using any one of the many protocol

drivers in the RTA protocol suite.

Some advantages of using MQTT on the factory floor include its one-to-many publish-subscribe architecture, a lightweight code

footprint, optional TLS security and small data packets.

“The 460 MQTT gateway has the same easy, browser-based configuration as our other 460 gateways. Plus, you’ll get our

standard five-year warranty and access to our industry-leading support team,” says John S. Rinaldi, founder and CEO of RTA.

For more information, click www.rtautomation.com.

High-Speed Wireless Access Point for

Challenging Environments

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC wireless access

point supports a net data rate of up to 867 megabits per second. Photo courtesy Antaira Technologies

Antaira Technologies has expanded its wireless communication portfolio with the introduction of the ARS-7235-5E-AC dual-

band 802.11a/b/g/n/ac WLAN access point with added router capabilities and five gigabit Ethernet ports.

Designed to address the high-throughput requirements of dense industrial applications, the ARS-7235-5E-AC supports a net data

rate of up to 867 megabits per second with 2x2 MIMO future-proof communication. It is embedded with the Qualcomm IPQ4029

SoC chip set, so it can concurrently operate on both the 2.4 or 5 gigahertz bands. In addition, it is backwards-compatible with

802.11a/b/g/n deployments to maximize existing wireless investments.

The ARS-7235-5E-AC gives IT professionals the flexibility to balance required wireless coverage with the need for faster, easier

deployments, thanks to its compact dimensions, DIN-rail or wall mountable options, secure WPA3 encryption, and low voltage

input of 9 volts. Five gigabit Ethernet ports enable connectivity to laptops, PCs and other wired devices. In addition, it is capable

of operating in different modes, which makes it suitable for a variety of wireless applications, including long-distance

deployments.

Like all Antaira wireless devices, the ARS-7235-5E-AC-T is engineered to deliver reliability in harsh environments with a wide

operating temperature of -35 to 70 C, an IP30 metal housing, and industrial-grade resistance to shock, vibration, power surges

and EMI.

For more information, visit www.antaira.com.

Intelligent Edge Controller for

Remote Asset Monitoring

This intelligent edge controller can help companies monitor sensors or remote-control assets over long-range, low-power wide

area networks. Photo courtesy Digi International

Digi International has introduced the Digi XBee Intelligent Edge Controller, a comprehensive networking architecture that closes

the gap between field devices and the cloud and provides for asset monitoring and control.

In combination with Digi X-ON cloud, the controller can help companies monitor sensors or remote-control assets over long-

range, low-power wide area networks, including LoRaWAN, CAT-M1 and NB-IoT. Industrial devices can be monitored with

subsecond latency with alarms and data wirelessly delivered through the Digi X-ON cloud.

The controller is compatible with 90 percent of industrial sensors and controls, providing SCADA systems with an IoT alternative.

Using Digi’s X-ON cloud platform, manufacturers leverage a single platform to convert complex protocols for the industrial IoT

into simplified data APIs, to integrate data with other tools and systems.

“Two of the biggest challenges companies face in industrial IoT projects are money and time,” says Nik Kitson, director of OEM

solutions business development for Digi. “Traditional SCADA systems are very expensive and can take months to deploy and

configure for a company’s specific needs. A new system or software package often involves a substantial learning curve and

employee training time. But remaining with a nonsecure or outdated system can cost far more in the long run. Unlike legacy

systems that could only leverage the tools available at the time, Digi developed the controller using today’s most advanced

technologies to create a more intelligent, secure and cost-effective solution.”

Traditional SCADA systems have typically relied on extensive middleware—including gateways, software, and licenses—raising

the risk of unauthorized data access and other security breaches. Industrial IoT protocols add security as an afterthought and

require users to enable those features. The combination of complex technology infrastructures, communications interoperability

challenges, and immature IoT standards creates enormous hurdles for automation engineers. Additionally, standard SCADA and

PLCs often require high network bandwidth and cloud capacity to provide subsecond monitoring.

For more information, click www.digi.com.

ASSEMBLY ONLINE

For more information on industrial computing, visit www.assemblymag.com to read these articles:

Translating Manufacturing Data for the IIoT

Edge Computing for Today’s Assembly Plant

Updating Legacy Equipment for Industry 4.0
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ankyo Automation has been a worldwide leader in cam-driven

indexing technology and continues to develop new and

innovative technology in motion control.

The high quality of Sankyo products is a direct result of innovative

design, strict process control and a continual effort to strive for

improvement. These attitudes and technology are managed from

our 30,000 square foot manufacturing facility located near Sidney,

OH. This location serves as the sales, service and manufacturing

base for our products. We supply product for markets throughout

North America and Europe, as well as Central and South America.

Our parent company Sankyo Seisakusho Co. of Japan is the world

leader in precision cam and cam driven devices. They continue to

provide innovation and research, so Sankyo Automation can thrive

in a vast ever-changing technological industry.

Sankyo Automation is committed to developing new values by

providing our customers with manufacturing solutions capable of

meeting the rapidly changing market.

SANKYO Automation

937-498-4901

www.sankyoautomation.com
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innovative technology in motion control.

The high quality of Sankyo products is a direct result of innovative

design, strict process control and a continual effort to strive for

improvement. These attitudes and technology are managed from

our 30,000 square foot manufacturing facility located near Sidney,

OH. This location serves as the sales, service and manufacturing

base for our products. We supply product for markets throughout

North America and Europe, as well as Central and South America.

Our parent company Sankyo Seisakusho Co. of Japan is the world

leader in precision cam and cam driven devices. They continue to

provide innovation and research, so Sankyo Automation can thrive

in a vast ever-changing technological industry.
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Durability Passed
with Hydraulic Pulse
Tools
Challenge — All manufacturers face the task of finding an

ergonomic assembly tool with torque control; minimal

torque reaction; low operational costs; and improved

uptime.

The discontinuous drive feature of Hydraulic Pulse Tools

apply torque in increments rather than one continuous

effort; thus, eliminating torque reaction to the assembler.

The ergonomic and torque control features of this tool

configuration make this the best relative to low Total

Acquisition Costs. However, this tool type is

characterized to have higher associated operational

costs.

An automotive manufacturer in the southeastern U.S.

had tried nearly every brand of hydraulic pulse tool on a

very challenging application with high cycle rates. Only

one brand would operate in production for one week

before service was required. While this weekly service

interval was not satisfactory, the automotive

manufacturer had accepted this as a standard based on

their challenging application.

Solution — In looking for a more durable discontinuous drive hydraulic pulse tool, the automotive manufacturer tested a Du-Pas

TDIS Series hydraulic pulse tool.

Result — The DuPas TDIS Series exceeded their expectations. The robust external design of the housing coupled with the internal

double sensing pulse mechanism resulted in increasing their uptime by 300% from all other tool O.E.M.s they tested. The TDIS

Series proved to be a robust, low Total Cost of Ownership solution!

Durability Passed!



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

ADVERTISEMENT

TORQTEC

919-561-5536

info@torqtec.net

www.torqtec.net

Durability Passed
with Hydraulic Pulse
Tools
Challenge — All manufacturers face the task of finding an

ergonomic assembly tool with torque control; minimal

torque reaction; low operational costs; and improved

uptime.

The discontinuous drive feature of Hydraulic Pulse Tools

apply torque in increments rather than one continuous

effort; thus, eliminating torque reaction to the assembler.

The ergonomic and torque control features of this tool

configuration make this the best relative to low Total

Acquisition Costs.  However, this tool type is

characterized to have higher associated operational

costs.

An automotive manufacturer in the southeastern U.S.

had tried nearly every brand of hydraulic pulse tool on a

very challenging application with high cycle rates. Only

one brand would operate in production for one week

before service was required. While this weekly service

interval was not satisfactory, the automotive

manufacturer had accepted this as a standard based on

their challenging application.

Solution — In looking for a more durable discontinuous drive hydraulic pulse tool, the automotive manufacturer tested a Du-Pas

TDIS Series hydraulic pulse tool. 

Result — The DuPas TDIS Series exceeded their expectations. The robust external design of the housing coupled with the internal

double sensing pulse mechanism resulted in increasing their uptime by 300% from all other tool O.E.M.s they tested. The TDIS

Series proved to be a robust, low Total Cost of Ownership solution!

Durability Passed!
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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devices and IoT gateways on
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Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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No one software platform

will dominate the market.

An IoT platform is a

middleware between IoT

devices and IoT gateways on

one hand and applications on

the other hand. Photo courtesy

Siemens

Digital Manufacturing Platforms
in Industry 4.0

I

n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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n today’s smart factories, cyber physical systems monitor physical processes, create a virtual representation of the physical

world, and even make decisions. The traditional structure of the automation pyramid and the distinction between

information and operations technologies are blurring. Cyber physical systems enable new means of communication and

cooperation among devices, production assets and information systems in an orchestrated and decentralized way in real time.

Via the Internet of Services, both internal and cross-organizational services are being used throughout the value chain.

Different countries and regions have designed their own programs to achieve this fourth industrial revolution. For example, the

German government and the European Union promote the Industry 4.0 program, while in the United States, the Smart

Manufacturing Leadership Coalition (SMLC) is the main initiative. Other countries, such as Japan and Korea, have also established

national programs on smart manufacturing.

Focusing on Europe, in 2016, the European Commission started the Digitizing European Industry initiative (DEI) aimed at

reinforcing the EU’s competitiveness in digital technologies. The European Commission strategy defines four pillars: digital

innovation hubs, a regulatory framework, skills development and digital platforms. In its Horizon 2020 program, the EU launched

several initiatives to advance the development of digital industrial platforms like DT-ICT-07 2018–2019 and 2019–2020 with a

budget of more than 100 million euros.

Digital platforms for manufacturing play a key role in addressing competitive pressures and integrating new technologies, apps

and services. The challenge is to make full use of new technologies that enable manufacturing businesses, particularly mid-caps

and small and medium-sized enterprises to meet the requirements of evolving supply and value chains. Besides innovation and

research actions, there are also coordination and support activities to cross-fertilize the industrial platform communities,

facilitating the adoption of digital technologies from ongoing and past research projects to real-world use cases and

encouraging the transfer of skills and know-how between industry and academia.

The digital manufacturing platform scenario is complex and uncertain, as the main players and roles are still being shaped. Trying

to foresee market scenarios, in December 2016, The Economist compared two platforms, General Electric's (GE) Predix and

Siemens' Mindsphere, to evaluate the likelihood of one finally dominating the industrial Internet. It found that it is unlikely that a

single platform will reach complete dominance and highlighted the significance of an open strategy.

IoT Platforms

The essential capabilities of an IoT platform are connectivity and network management, device management, data acquisition,

security, event processing, monitoring, analysis, visualization, integration, storage, and application enablement. Photo courtesy

Siemens

An IoT platform is middleware between IoT devices and IoT gateways on one hand and applications on the other hand. Also

known as an application enablement platform, an IoT platform enables the building of applications. The essential capabilities of

an IoT platform are connectivity and network management, device management, data acquisition, security, event processing,

monitoring, analysis, visualization, integration, storage, and application enablement.

There are several vendors with different architectures, ways of connecting and managing IoT devices, methods of managing and

analyzing data, capabilities for building applications, and options to leverage IoT in a meaningful way for any given use case—

consumer applications, enterprise IoT applications, and Industrial IoT or Industry 4.0. In the end, IoT is part of an integrated

approach to leverage data from devices and assets. There are hundreds of players in the market, and although IoT platforms

have many functions in common, there are differences in the offerings with sometimes very different features.

Here are the main players in the IoT platform market:

Microsoft Azure IoT offers device monitoring, rules engine, device shadowing and identity registry. Upon these basic services,

Azure IoT incorporates several existing products, such as stream analytics, Power BI (data visualization software), IoT hub,

notifications hub, and some prepacked machine learning. In addition, Azure Digital Twins allows engineers to create digital

models of any physical environment, including places, things and people.

Oracle IoT Cloud Service is a managed platform-as-a-service (PaaS) cloud-based offering that allows engineers to connect

devices to the cloud, analyze data from those devices in real time, and integrate data with enterprise applications, web services,

or with other Oracle Cloud Services, such as Oracle Business Intelligence Cloud Service.

Google Cloud IoT Core is a fully manageable IoT platform. This platform is marketed as a major rival of the other platforms, since

it mainly concentrates on intelligence. To achieve this intelligence, it employs ad-hoc queries using Google Big Query and Cloud

Functions workflows. Thus, the devices can automate changes based on real-time events; data visualizations are done using

Google Data Studio; and machine learning is done with a cloud machine learning engine.

IBM Watson IoT is a cloud IoT platform that connects devices and IoT device data into a repository that engineers can use to gain

insights to improve their operations and even launch new business models. Users receive real-time data exchange, data storage,

device management and secure communications.

AWS IoT Core is a cloud IoT platform that helps turn cars, turbines and other systems into “smart” objects by connecting and

managing sensors on these objects. AWS IoT Core provides a secure device gateway, device shadows, a device software

development kit, a registry for recognizing different devices, a message broker, and rules engine that evaluates inbound

messages.

Bosch IoT Suite is a cloud platform with services designed to meet the requirements of every IoT project. The platform was

initially designed and built to provide IoT solution developers flexibility and ease to perform their daily tasks.

All these platforms are large, generic IoT cloud platforms from software and technology vendors. However, many

telecommunications vendors, including AT&T, Telefónica and Vodafone, also offer IoT platforms.

Digital Manufacturing Platforms

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft

Azure or AWS infrastructures. Photo courtesy Siemens

Digital Platforms as Ecosystems

In the early stages of the digitization of manufacturing, machinery OEMs offered remote machine monitoring systems (RMMS)—

software designed to allow customers to monitor their shop floor equipment. DMG Mori Seiki has been a pioneer with an RMMS

called Mori Net that allowed customers to monitor DMG machine tools over a local network or the Internet. For non-DMG

machines, the company developed separate software, called Messenger, based on MTConnect, a standard for accessing

machine tool data.

The advent of the Industrial IoT pushed the adoption of sensor-based information collection to address machine downtime and

process delays. In this way, machine monitoring has evolved into condition monitoring. To achieve this goal, data acquisition

systems and data loggers are used to monitor all kinds of industrial equipment and devices.

Besides condition monitoring, more types of services and requirements, such as preventive maintenance, run-time and uptime

measurement, energy monitoring and performance tracking are being introduced. As a result, digital manufacturing platforms

are being shaped to cover a broader scope.

The European Factories of the Future Research Association (EFFRA) is a nonprofit, industry-driven association that is performing

an important role in the digitization of manufacturing and the development of digital manufacturing platforms. For example, the

“Connected Factories” project establishes a structured overview of available and upcoming technological approaches and best

practices. The project identifies present and future needs, as well as challenges, for manufacturing industries. Connected

Factories explores pathways to digital integration and interoperability of manufacturing systems and processes and the benefits

this will bring. The project will enhance awareness of digital technologies in manufacturing, but also provide expertise to make

informed choices about technology and business models.

Digital manufacturing platforms allow the provision of manufacturing services in a broad sense. Digital platforms provide

services that can be used for data collection, storage, processing and delivery. These data describe the whole context, which

includes the product being manufactured, the processes, the production assets, the workers, and the entire value network. A

digital platform for manufacturing can provide a digital extension of functionalities for physical assets through the adoption of

information and communication technologies. All services are aimed at optimizing manufacturing from different perspectives,

such as efficiency, availability, quality, performance and flexibility.

Digital platforms can be on premise, in the cloud or a hybrid of the two. Either way, a prerequisite for widespread adoption in a

productive environment is the need for agreements on industrial communication interfaces and protocols, common data

models, semantic models and the interoperability of data. RAMI 4.0 is a framework that will help accomplish this task. RAMI 4.0

is a three-dimensional layer model that compares the life cycles of products, factories, machinery or orders with the hierarchy

levels of Industry 4.0. The model divides existing standards into manageable parts, integrates different user perspectives, and

provides a common understanding of Industry 4.0 technologies, standards and use cases.

GE originally developed Predix software for internal use to leverage data and drive productivity at its various business units,

which operate hundreds of manufacturing facilities around the world. Photo courtesy General Electric

A digital manufacturing platform is part of a layered architecture that integrates a set of functions or software services that can

be implemented by different technologies using interfaces and making the data available to be consumed by third party

applications. For example, a platform could make available operational state and machining process data provided by a machine

tool to be used in business intelligence applications that provide production or overall equipment efficiency insights. Platforms

can be understood as operating systems that offer a set of applications as services. These services make shop floor data (from

machines, products and operators) accessible to other software applications, such as production planning, operation and

process, quality management, maintenance, troubleshooting and energy management. The services will be exposed using

information technology open-standard interfaces, such as API Rest, or operations technology standards, such as OPC-UA. This

way, an ecosystem of application developers can be fostered.

A digital manufacturing platform includes three characteristics. First, there is a community aspect that embodies an ecosystem

of users in a social network connected to each other. Some users are service providers. Their raw material is data, and their

 products are usually software apps for value-added data-driven service. Value creation relies on a solid technology

infrastructure.

Infrastructure is the second aspect. This aspect of a digital manufacturing platform is to enable users and partners to develop

apps and create value added data-driven services. The ability to develop and deploy software apps in the platform is a core issue

to grow an ecosystem of data-driven service consumers and producers. As a result, it must be an open infrastructure that is able

to integrate and unlock technologies and systems.

The last aspect is the data role. Data is the raw material of digital manufacturing platforms, provided by enterprise management

systems, industrial assets, devices and sensors. It must be exchanged, accessed and processed in a proper way.

The ecosystem of digital manufacturing platforms consists of four types of players. These are the platform owners, who are in

charge of governance; the providers, who are the interface with users; the producers, who create the offerings; and the

consumers.

With data gaining in importance for global value creation, the International Data Spaces Association (IDS) is devoted to forming

a basis for data ecosystems and market places based on the principles of trust and data-sovereignty. Data creators must have

control over who is using their data, for how long, for which application, how many times, and according to which terms and

conditions.

Digital Platforms From the R&D Perspective

DMG Mori Seiki has been a pioneer in remote machine monitoring systems—software designed to allow users to monitor their

shop floor equipment. Photo courtesy DMG Mori Seiki

In Europe, digital manufacturing platform initiatives have been fostered by public-private partnerships. Factories of the Future

(FOF) and Sustainable Process Industry through Resource and Energy Efficiency (SPIRE) are two such partnerships that explicitly

address digital platforms for discrete manufacturing and the process industries, respectively.

Under FOF, 10 projects and one coordination and support action, called “Connected Factories,” were started in 2016 to develop

reference implementations of platforms in a multisided market ecosystem. These include user-driven proof-of-concept

demonstrations and validation in several different scenarios. Six projects focused on digital platforms for factory automation

(Auroware, Disrupt, Daedalus, Faredge, Safire and Scalable4.0), and four focused on supply chain and logistics (Composition,

Digicor, Nimble and VF-OS).

Digital Platforms From Equipment Suppliers

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES

system. Photo courtesy Homag Group

In addition to efforts by IT vendors, industrial conglomerates, and R&D initiatives, machine tool builders are aiming to transform

their businesses digitally. By using data obtained from their machine tools in the field, OEMs can develop predictive and

prescriptive products for their customers, improving machining performance, health and safety, energy-efficiency and business

domain integration. These products include software for HMIs, production management, machine and shop floor monitoring and

technical assistance.

Machine tool builders are investing more and more in digital platforms to provide comprehensive systems for their customers.

DMG Mori is a pioneer when it comes to digitization in machine tool construction. DMG started with CELOS, an operating and

control system based on applications. Supported in ADAMOS, CELOS can become an open network and a digital market for the

machine construction industry.

Relying on Microsoft Azure infrastructure, ADAMOS was founded as a strategic alliance for Industry 4.0 and the IIoT. ADAMOS

stands for ADAptive Manufacturing Open Solutions. ADAMOS is the first alliance of global market leaders in mechanical and

plant engineering. It was founded in 2017 by DMG, Dürr, Zeiss, ASM PT, Software AG, Karl Mayer, Engel Austria and PwC Germany.

Machines from the Homag Group have been connected to the plant level for a long time. They even have their own MES system.

They started with their own digital platform that connected them to the cloud. Now, it is an open platform, called Tapio,

integrated in ADAMOS.

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Trumpf’s subsidiary, Axoom, provides a cloud monitoring platform for the company’s machines, but it is not exclusive

to competitors.

Bosch Connected Industry bundles software and services for Industry 4.0 in a comprehensive portfolio called Nexeed.

Siemens machine tools are, of course, compatible with the company’s Mindsphere software, which runs on top of Microsoft Azure

or AWS infrastructures.

FIELD (FANUC Intelligent Edge Link & Drive system) is FANUC’s open platform system. It gives machine tool builders, robot

manufacturers, and sensor and peripheral device manufacturers the freedom to develop their own applications. FIELD connects

each device within a factory, but also allows the flexibility to connect to upper host systems, such as enterprise resource planning,

supply chain management and manufacturing execution system software.

Schaeffler focuses its products in the digital world. Schaeffler has incorporated sensors, actuators and control units with

embedded software. As a result, it is possible for these components to collect and process data on the condition of a machine

and then convert this data into added-value services. With IBM as strategic partner, Schaeffler provides a digital platform for

processing large amounts of data, generating valuable insight to transform operations. The Schaeffler cloud is a platform for

engineers to securely and reliably access data from their machines.

Conclusions

Trumpf’s smart factory platform, Truconnect, includes a comprehensive portfolio of consultancy, software and hardware

resources. Photo courtesy Trumpf

The development of digital manufacturing platforms is still in an early stage, but supported by a mature IoT ground. Due to the

broad scope of the concept, it has required the definition and development of a reference implementation, RAMI 4.0. In the

current platform building context, it is not a matter of making choices for platform adopters, but planning an incremental

roadmap towards digital transformation. In this sense, the openness of the technological architecture is a must, where state-of-

the-art technologies for IoT, artificial intelligence, robotics, cloud or Big Data can be reused and integrated with interfaces

described via open specifications. Platforms should aim for openness, avoiding lock-ins, preventing dominant positions of

individual players, and compliance with standards and regulation.

It is remarkable that the role of the major infrastructure-as-a-service providers is becoming more and more vertical or domain-

oriented. The role of big players, such as Amazon or Microsoft, has been the provision of IoT and IT infrastructures with pay-per-

use business models so far. Now, these players are moving towards platforms-as-a-service in manufacturing. This movement is

being carried out accompanied by reference OEMs of prioritized industrial sectors.

In spite of the advances achieved so far, there is still a lot to do to connect to additional services in true plug-and-play fashion.

Ultimately, developers will need to consider:

the multisided ecosystem of service providers, platform providers and manufacturing companies.

mechanisms for the commercial or open-source provision of the digital services through appropriate marketplaces.

modularity of existing or in-development platforms covering different “regions” of the RAMI framework.

legacy system integration.

semantic barriers.

requirements of specific manufacturing sectors.

The benefits of the fourth industrial revolution must be monetized for companies, to the extent that technology advances

become reality. The definition and support of new business models based on data will be the next big challenge in relation to

digital platforms. All these issues outline future work in digital manufacturing platforms.
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CE Controls Inc., headquartered in Farmington Hills,

Michigan, is a leading motion and vibration control

technology innovator. We engineer shock absorber, gas spring and

vibration solutions for automation, robotics, material-handling,

packaging, steel, machine tool, automotive, medical, and other

industries. From up in the air to under the sea, ACE products can

slow down moving loads, increase efficiency and throughput,

reduce vibration and noise, protect against wear and tear, reduce

downtime, and increase safety. Our quality and performance

make us the first choice for the industry. Outstanding service,

short development times, reliability and fast on-site availability

make the difference to keep things running. Highest performance

without compromise is our promise you can rely on. Our online

innovative tools and tutorials can help you get the job done. We

not only pride ourselves on developing great products but

providing great services and resources both online and one-n-

one. We offer a wide range of products to solve your motion and

vibration challenges. Each product undergoes rigorous lab testing

to assure products can meet the most demanding conditions.

Products are regularly evaluated for endurance, cycle life and

material strength. ACE is committed to continuous innovation.

Most of our standard product line can be modified to suit your

needs. Customizations can be as simple as filling a stainless-steel

gas spring with FDA-approved oil to safely use in a food or

beverage production facility. We go the extra mile to make sure

our products exceed your expectations.

ACE Controls

23435 Industrial Park Drive

Farmington Hills, Michigan 48335

248-476-0213

shocks@acecontrols.com

www.acecontrols.com
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Afag Automation
Launches a World’s
First

he SREH-50-IOL smart rotary module is a world’s first

and the first member of a new generation of Afag

products utilizing embedded technology. The rotary

component is equipped with an integrated controller and IO

link interface (port class B), and it features a maximum

communication speed of 230.4 kilobaud. Even better: As no

external controller is required, the user will benefit from more

space in the control cabinet, less electrical planning and

wiring work, and the need for only one connecting cable to

carry out both the voltage supply and signal exchange. All bus

protocols are available via an external IO link master. Thanks

to its backlash-free gear, the 50 x 50 x 75 millimeter-SREH-

50-IOL smart rotary module has a continuous holding torque

and allows a repeat accuracy of ± 0.015 degrees. The rotary

module is fast, freely programmable, and allows continuous

rotation.

Afag is redefining the world of automation with its SREH-50-

IOL smart rotary module with integrated controller. The

SREH-50-IOL is truly unique on the market and

the first member of a new generation of Afag modules that

will blaze a trail for many others to follow.

Whether it’s Feeding, Handling, or Transport, Afag

Automation provides precision solutions that are

tremendously valuable over the long term. Call us today to

learn more about our products and services that are enjoyed

world-wide by just about every industry. Swiss precision,

German engineering, and American determination; this is

Afag!

Afag Automation

North America

820 Fesslers Parkway #210

Nashville, TN 37210 

(615) 730-7515 

nashville@afag.com

www.afag.com/en



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Jim Camillo // Senior Editor // camilloj@bnpmedia.com

How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.

ASSEMBLY ONLINE

For more information on connectivity standards, visit www.assemblymag.com to read these articles:

What is IO-Link?

Translating Manufacturing Data for the IIoT.

Automated Assembly in the Age of Industry 4.0.
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How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.

ASSEMBLY ONLINE

For more information on connectivity standards, visit www.assemblymag.com to read these articles:

What is IO-Link?

Translating Manufacturing Data for the IIoT.

Automated Assembly in the Age of Industry 4.0.

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Jim Camillo // Senior Editor // camilloj@bnpmedia.com

How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.

ASSEMBLY ONLINE

For more information on connectivity standards, visit www.assemblymag.com to read these articles:

What is IO-Link?

Translating Manufacturing Data for the IIoT.

Automated Assembly in the Age of Industry 4.0.

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Jim Camillo // Senior Editor // camilloj@bnpmedia.com

How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.
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for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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Jim Camillo // Senior Editor // camilloj@bnpmedia.com

How can a manufacturer ensure its IIoT assembly

lines are properly connected? Use control- and

�eld-level automation equipment with interfaces

that meet the latest communication standards.

Connectivity
for the Factory of the Future

Photo courtesy PI North America

A

ssembly technology is wonderful, but it is not perfect. In some way, each technological process has a downside.

Frequently, the problem is related to connectivity setup, be it for simple machines, or the state-of-the art equipment used by

manufacturers implementing the Industrial Internet of Things (IIoT) in one or more of their plants. In the latter case, the challenge

level is directly related to how many machines, controls, actuators, tools and sensors need to be connected.

“Automation has several levels, with the bottom two—control and field—being the most relevant for manufacturers implementing

the IIoT,” says Klaus Leuchs, strategic product manager of Industrial Ethernet—passive at Weidmüller Interface GmbH & Co. KG.

“The problem is, companies have different systems at each level, and this leads to discontinuity of communication between

devices and higher infrastructure costs.”

Leuchs points out that Industrial Ethernet has been the established communication means for control-level devices, including

PLCs, for many years. At the field level, however, where sensors, actuators and hardware dominate, fieldbus networks with an

interface card are still required. A gateway is required to connect both levels when using Ethernet. To obtain seamless

communication through all levels of automation, Ethernet at the field level is needed.

“Feedback from manufacturers at this year’s Hannover Messe Fair was positive when we discussed the need to implement single-

pair Ethernet (SPE) in their field-level devices,” notes Leuchs, whose company makes SPE. “The interest is from companies

worldwide, and they are very receptive to doing this. We are hopeful to see a big increase sometime during 2023 or in 2024.”

Regardless of if or when this happens, manufacturers creating a factory of the future will still need to implement assembly

equipment that is compatible with the latest communication standards and protocols to ensure optimum performance. Among

the most important to understand are Industrial Ethernet, Profinet, IO-Link, CC-Link and OPC UA.

Industrial Ethernet

The use of single-pair Ethernet for the Industrial Ethernet has

been on the rise for several years. Photo courtesy Lapp North

America

Rather than being a simple standard, Industrial Ethernet is an umbrella term referring to a set of Ethernet protocols based on

standard Ethernet hardware (physical and data link layers), Internet protocols (networking and transport layers) and a proprietary

application layer. Common Ethernet protocols include EtherCAT, EtherNet/IP, Profinet and SERCOS III.

“The standard Ethernet used in an office isn’t suitable for the factory floor, because there we need much faster response times, as

well as easy installation of cables and connectors” explains Leuchs. “Through the Ethernet protocols, manufacturers can create a

deterministic environment, where preset amounts of data are guaranteed to be sent and received at a specific time and place for

a specific operation.”

The protocols achieve determinism through the use of an architecture known as Open Software/Modified Ethernet. This

architecture is based on standard Ethernet, and additional complimentary, hardware, with each protocol utilizing different

hardware and transport mechanisms.

Another way that Industrial Ethernet differs from standard Ethernet is the use of robust cables and connectors to withstand

harsh environmental conditions. This equipment may also require specific shielding, grounding and filtering to handle

electromagnetic noise in a factory setting.

The increasing importance of the IIoT and Industry 4.0 in recent years requires an Ethernet solution at the field level, says Leuchs.

The SPE System Alliance has been working on this, regarding both system and component standardization, since forming in

November 2019, with a particular emphasis on connectors.

“The trend towards SPE cannot be denied; the only point of discussion is which connector standard will be used, and which

connector best meets that standard,” opines Leuchs. “Our point of view is that the IEC 63171-2/-5 standard offers the broadest

product portfolio and is supported by multiple connector manufacturers. There are various candidates [to be the approved

connector], but the advantage of our SPE patch cable, which meets IEC 63171-2, is that it’s the most compact of all the SPE

connector variants.”

Introduced in the 1990s, DeviceNet enjoyed great popularity for many years because it is a device-level network with an open

protocol that supports multiple vendors. However, the advent of better switching technologies, along with the increased

robustness of the Ethernet/IP, in the last decade has led to the practical demise of DeviceNet. Many manufactures are converting

these networks to Ethernet/IP to ease maintenance and increase control.

Pro�net

Profinet provides deterministic data exchange and standardized data access for all connected devices in a factory. Graphic

courtesy PI North America

“Although more than 66 million Profibus (process fieldbus) network devices have been installed in factories worldwide, the

Profinet (process field net) protocol offers manufacturers faster and more flexible communication between equipment on the

assembly line,” says Michael Bowne, executive director of PI North America. “Companies know this, which is why sales of Profinet-

compatible devices have exceeded those of Profibus-compatible ones every year since 2016.”

Profibus & Profinet International (PI) developed Profinet in 2003, nearly 25 years after BMBF (the German department of

education and research) created and began promoting the Profibus standard. According to Bowne, data is easily exchanged

between Profinet-compatible controllers and devices. Controllers can be PLCs, distributed control systems or programmable

automation controllers; devices include I/O blocks, vision systems, RFID readers, drives, process instruments, proxies or even other

controllers.

“Profinet is important because it gives end-users many more capabilities on the factory floor,” says Bowne. “A big one is

performing diagnostics, thanks to the protocol’s advanced mechanisms. Alarms, HMI screens, special-purpose tools, and

standard IT protocols all help manufacturers perform troubleshooting to prevent downtime.”

Synchronizing motion control and achieving functional safety of people and assets are two more benefits. Versatility is another,

as the protocol operates over standard copper or fiber optic cable, as well as wirelessly via Wi-Fi and Bluetooth.

Being Ethernet based, Profinet runs at 100 megabits per second, all the way up to Gigabit Ethernet and higher. Utilizing Ethernet-

based communication enables the protocol to offer higher bandwidth and a larger message size than Profibus.

PI conducts a yearly audit to count new Profibus and Profinet devices sold. In 2016, Profinet sales exceeded Profibus for the first

time: 3.6 million devices compared to 2.4 million. Five years later, according to Bowne, the difference was even greater: 8.5 million

Profinet devices to 1.5 million Profibus.

“In many plants, manufacturers must establish communication between the fieldbus and Ethernet networks,” notes Bowne.

“Profibus-to-Profinet proxies ensure that this communication is seamless by translating Profibus device data to the Profinet

protocol.”

IO-Link

IO-Link allows for data exchange between devices

connected to a master. Photo courtesy Baumer Ltd.

As manufacturers look for ways to maximize productivity and eliminate waste, sensors are taking on a new role on the assembly

line. For decades, sensors were only used to provide detection or measurement data so the PLC could process it and run the

machine.

Today, IO-Link-compatible sensors measure environmental conditions like temperature, humidity, ambient pressure, vibration,

inclination, operating hours and signal strength. They also let operators set alarm thresholds, so a PLC can use the resulting

condition monitoring data to keep machines running smoothly.

“Data is the ‘new gold’ that enables manufacturers to squeeze out every possible bit of additional equipment efficiency,” says

Bowne. “IO-Link provides more helpful data by taking simple sensors and turning them into smart ones. An IO-Link proximity

sensor, for example, no longer simply tells an operator that an item is present or not. It also provides some data if an item of a

certain size or color is present on the assembly line.”

Manufacturers have benefitted from IO-Link-compatible sensors and actuators since 2006, when the interface was developed

through a cooperative forum between the IO-Link Consortium and PI. An open standard (IEC61131-9), IO-Link is fieldbus

independent and can be integrated into all fieldbus systems worldwide. These features account for its growing popularity among

manufacturers and machine builders of all sizes.

They especially like that the standard allows for bidirectional and transparent data exchange between sensors, actuators and

other devices that support IO-Link and are connected to a master. Enabling point-to-point communication based on widely used

three-wire cable connections is also quite appealing and cost effective, according to Bowne.

Other advantages include standardized and reduced wiring, and real-time remote configuration and monitoring. The latter

allows operators to address issues as they arise on the assembly line, so problems can be resolved before they escalate and cause

the line to shut down.

Installation and commissioning time are greatly improved as well since the communication medium is the same for both digital

and analog sensors. Equally important, the IO-Link interface helps engineers determine if a device is behaving the way it should

and identify any malfunctions or avoid them by replacing it at the right time.

CC-Link

CC-Link IE incorporates multiple communications in a

deterministic manner across multiple devices. Graphic

courtesy CC-Link Partner Association

Similar to Industrial Ethernet, CC-Link is not a single entity. Rather, it’s a group of open-technology automation networks that

enable devices from numerous manufacturers to communicate.

The original CC-Link fieldbus network, based on serial communication, was released in 2000. CC-Link IE (Industrial Ethernet)

appeared in 2008 and is the first open network standard based on 1-gigabit-per-second Ethernet. Both CC-Link and CC-Link IE

have received certification from the IEC, ISO and Semiconductor Equipment and Materials International, notes Thomas Burke,

global strategic advisor at the CC-Link Partner Association (CLPA).

CC-Link handles both control and production data in a high-speed deterministic manner between a wide range of devices. These

include industrial PCs, PLCs, robots, servos, drives, valve manifolds, and digital and analog I/O modules. Others, according to

Burke, are temperature and mass flow controllers, and bar code and RFID readers.

Key benefits of CC-Link include having a simple memory map architecture, and enabling fast throughput of large amounts of

data. It also lets companies bypass nonworking network devices without disrupting network traffic.

CC-Link IE incorporates general, synchronous motion and safety control communications in a deterministic manner across

multiple devices. Its twisted-pair-cable topology increases system configuration flexibility and decreases installation cost.

Comprehensive diagnostic functions minimize control system disruptions, while the cable’s noise resistance ensures

communications integrity.

To meet the growing trend of smart factories, CLPA developed the CC-Link IE TSN (time sensitive networking) specification in

December 2018. This spec operates at layer two of the Open Systems Interconnection model, and supports Transmission Control

Protocol/Internet Protocol traffic, wireless communications and the integration of third-party network protocols on a standard

Ethernet infrastructure.

Burke says TSN works well with diagnostic software that uses the Simple Network Management Protocol interface to

troubleshoot network devices. The spec also supports time-stamping network event errors to help evaluate their actual cause.

“TSN evolves conventional Ethernet, rather than disrupting the status quo,” says Arno Stock, business development manager at

Renesas Electronics, a member of CLPA. “This means TSN is compatible with legacy standards, [while] accommodating the

higher number of network devices and nodes resulting from converged architectures. Additional advantages of mixing TSN and

gigabit Ethernet include shorter cycle times, increased accuracy and precision of control loops, and the ability of a network to

transfer various types of data, such as video.”

OPC UA

OPC UA is a cross-platform, open-source standard that helps automation devices communicate with higher-level control and

management systems. Graphic courtesy www.tipteh.com

Manufacturers of wire processing machines have developed proprietary interfaces for decades, but that era may soon be coming

to an end. The reason? A group at the VDMA, the German mechanical engineering association, is working to develop a standard

based on the OPC Unified Architecture (OPC UA) IEC 62541 standard for communication between automation equipment.

“Equipment in thousands of factories globally is compatible with the OPC Classic interface, which was introduced in 1996,” notes

Dr. Rajive Joshi, chair of the connectivity task group at the Industry IoT Consortium, and principal solution architect at Real-Time

Innovations. “Luckily, adapters are available to bridge the gap between this interface and OPC UA, which offers unified

specifications and cross-platform support for robots, PLCs, presses and conveyors.”

The OPC Foundation introduced OPC UA in 2006 for several reasons, including to help manufacturers more easily interchange

devices on the assembly line. Joshi says the cross-platform, open-source standard also helps facilitate communication of these

devices with higher-level control and management systems. One example is sending data from sensors to the cloud.

“At its core, OPC UA targets device interoperability and access from HMIs, historians, maintenance systems, and manufacturing

execution and enterprise resource planning systems,” explains Joshi. “Before OPC interfaces, manufacturers accessed devices

directly through proprietary ones provided by their vendors. Unfortunately, this made companies dependent on the particular

device they controlled. Worse, higher-level applications such as HMIs, had no easy way to find, connect to or control the various

devices in factories.”

According to Joshi, the UA version has better syntactical data typing and semantic-information modeling capabilities. It can be

implemented on devices with restricted hardware resources, such as sensors and actuators, and has a standardized gateway to

the Data Distribution Service (DDS) framework for software integration and autonomy.

The OPC UA divides system software into clients and servers that may use X.509 Web standard certificates for authentication

before they can communicate with each other. A client is software that connects to and controls one or more end devices. A

server usually resides on, and provides a way to access, the device. Each manufacturer must provide a server to connect to a

particular device.
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imitations exist with effectively controlling a pneumatic or

hydraulic riveter, not to mention the high operating costs and

environmental impact associated with these traditional processes.

In the past, it has been expensive, difficult, or impossible to obtain

precision and speed when using traditional pneumatics or hydraulics.

BalTec ELECTRIC Riveting unit addresses these issues by using a

100% electrically powered unit. You now have full positional control

due to servo-driven rotary and linear motion allowing for real-time

monitoring and process control of linear force, speed and position.

Another advantage is process data collection and remote access to

data, parameters and programs making it Industry 4.0 ready.

Associated operating costs of a pneumatic/hydraulic unit have now

been eliminated as well as making the BalTec ELECTRIC unit an

environmentally friendly device since air and hydraulic fluid is non-

existent.  Due to the drive screw and bearing design, the ELECTRIC

unit has a greater power density than pneumatic where space may

be a premium in automation work cell design.  

The traditional pneumatic riveting machine may suffice on some

joint forming applications, but if your specific application demands a

very short cycle time, or high level of control while maximizing

throughput and assuring quality, then the BalTec ELECTRIC Riveting

unit may be the right choice. With our vast knowledge and

experience in joint forming technology, contact BalTec to assist in

determining if the BalTec ELECTRIC Riveter is the right option.

BalTec Corporation

121 Hillpointe Drive, Suite 900

Canonsburg, PA 15317

724-873-5757

Info.us@baltec.com

www.baltec.com
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES
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M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.
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M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.
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Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES
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M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.
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anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection
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The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.
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Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.
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It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.

Make the Most of MES.
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Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.

ASSEMBLY ONLINE

For more information on MES software, visit www.assemblymag.com to read these articles:

The Transparent Factory.

MES Software a Logical Choice for EMS Provider Growth.
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Bob Miklosey // Vice President of Product Management //
Aegis Industrial Software Corp. // Horsham, PA

It’s important to understand the principles and

technologies behind MES software, so it will work

for your needs, rather than the other way around.

The Basics
of MES

Photo courtesy Olivier Le Moal,iStock / Getty Images Plus

M

anufacturing execution systems (MES) have been around for quite a while, and there are hundreds of choices out there. 

As MES software covers a broad and often loose range of added-value topics, it is rare to find any two systems that offer

the same scope of functionality, especially given the rapid progress of related IT technologies, such as the Industrial Internet of

Things (IIoT), and initiatives such as the “Smart Factory.” It is therefore important to understand the principles and technologies

behind MES software, so it will work for your needs, rather than the other way around.

At a minimum, MES software enables engineers and managers to follow the progress of production and related activities against

a plan, and to modify that plan to reflect changes in customer demand, material availability and process capability. Some MES

packages have advanced control and optimization built-in, covering all aspects of supporting operation management.

Approaching MES

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Photo courtesy Aegis Industrial Software Corp.

The best approach to MES software is to determine the key business goals that need to be achieved and then work backwards.

This avoids endless wading through technical specifications and functionalities that can often appear confusing until the context

of what is needed is clarified.

It’s much like researching options for a new car. If you stare at “cabin air ionizer” long enough, and read about how it works,

eventually you will believe that you can’t live without ionization, even though you didn’t know it existed before you read the

brochure. Similarly, many MES functions sound great, but might not be all that relevant for your immediate needs. This can help a

great deal with the selection process, though engineers should also think about what their operations’ needs might be in the

future. 

The selection of MES software and supporting hardware technologies should pave the way towards a single platform that will

meet long-term goals without the need for replacement. That’s because the cost of an MES system is not simply the cost of the

software and hardware, but is mainly the investment in the changes that an operation will make to allow the MES system to work

effectively. Each system effectively prescribes an overall “best practice” for your factory, the fundamentals of which, when

compared to both the current and targeted operation, must be considered. The cost of change and cost of ownership can be

more significant than the capital purchase.

MES and ERP

MES software enables engineers and managers to follow the progress of production and related activities against a plan, and

to modify that plan to reflect changes in customer demand, material availability and process capability. Photo courtesy AbelConn

LLC

MES will sit together with other factory control systems. Almost every factory has enterprise resource planning (ERP) software,

which in many cases appears to have overlapping functionality with MES software. However, ERP software is typically orientated

towards logical planning for the factory, whereas MES software is more concerned with the physical operation. ERP software by

itself does not have clear knowledge about individual manufacturing processes and capabilities, such that there is an

intermediate process required to “translate” the ERP plan into something that can be executed; without MES software, this is

most often done manually.

With MES software, requirements information from the ERP system is used as the basis to create specific production operations

that the MES software will then manage. The MES software, in turn, provides information of greater accuracy and detail about

operations back to the ERP system, which can be used to enhance planning next time around. The relationship between ERP and

MES software is a key factor for consideration. Where is the point of exchange between the two systems? The simplest answer is

to define the roles of the two systems according to their strengths. Most often, the planning is done in a simple and logical way

within the ERP system, while the physical tasks that take place in production are managed by the MES in a live and detailed way.

Starting Out

The starting point when considering MES software is the end point of production: completed products ready for shipping. The

critical metric, from the customer perspective, is on-time delivery. For the manufacturing operation, the critical metrics are the

cost of manufacture and the capacity of the facility. Capacity is dictated not only by the range of equipment in place, but also

how it is used when faced with the inevitable requirement of changing from one product model to another. The degree of

flexibility of both automated and manual production operations dictates the overall effectiveness of the facility when making a

high mix of products.

To determine the overall capability to meet delivery goals when many product types are being produced simultaneously is a

difficult calculation. This is the first potential value of MES software. It creates visibility of the status and performance of

processes at all times. It shows opportunities for improving production flow and even assigning work orders. Live tracking of

products and subassemblies is a cornerstone of MES. Each production unit can be provided with a unique identifier, such as a

label or etched bar code, so it can be tracked throughout the factory.

Simple MES Operation

Mobile terminals are an ideal way for MES functionality to be present wherever needed. Photo courtesy Autoliv Inc.

The ID code of each production unit is read at each key station, providing several related values.

First, the MES processes information about each event, so the system can show the location of every production unit.

Then, using the timings of each reading, MES can visually display the flow of production units. Graphs can show key performance

indicators to help production management and engineering understand the performance of the assembly line. For example, the

software can identify bottleneck processes where products are queuing in front of a workstation. It can also find starving

operations, where operators are idle as they wait for the next production unit to arrive. Production units that fail test or

inspection processes and need rerouting to repair stations can also be seen, as can the disruption that it causes to the main

production flow. Details about efficiency, productivity, overall equipment efficiency and other metrics can all be determined from

analysis of data collected by the MES.

Tracking production units in this way leads to other benefits. Because each production unit has a unique identifier, the MES can

ensure each assembly conforms to the work order. The software ensures that each assembly goes through each process in the

correct sequence, even if the product is temporarily routed to a repair loop. This ensures that no production process, or more

crucially, a test or inspection operation, is missed.

MES systems that are linked with engineering data preparation systems can ensure, for example, that operational standards,

setup documentation and work instructions will match the product being made, including any revision variation or material

substitutions. The ability to show such documentation to operators electronically eliminates opportunities for errors or omissions,

particularly in audited situations where compliance is critical and revision control is everything.

Data from automated and semiautomated production processes, such as test results, can also be collected and attributed to

each production unit, so that a history of production can be made for traceability purposes. The complexity of this depends on

how much data can be obtained from machines and how much time is available for manual operator input. The machine

connectivity and user interfaces are a critical part of the success of MES software. The ability to interpret data from many

different machines, and the ability to gather manual operator input in a consistent and managed way, are clear differentiators of

MES capability. With manual processes, MES interfaces can be customized to the operator rather than an operational location.

Manufacturing operations often have dedicated physical processes for certain products—for example, functional test—so not all

processes need to be manned simultaneously.

MES software provides fundamental visibility of the operation and knowledge about how it is working, while highlighting where

improvements could be made. However, there are many underlying factors that need to be considered to work out how to

approach any changes, and what effect those changes may have. Production depends on many other aspects of the entire

factory operation. These include material preparation and logistics, quality management, engineering data preparation, and

management of tools, resources and people.

MES can help with that, too. It can delve deeper into the aspects of factory management to include support for these dependent

processes, so root causes of symptoms seen in the production flow can be addressed, and the dependent processes themselves

can be optimized.

How and where does MES software work at managing dependent resources? Most MES software is designed for maximum reach

across industries, supporting many different industry segments. In some cases, certain features are critical, and in others they’re

almost irrelevant. There will probably never be a standard definition of what MES software must contain or what it is expected to

include. Arguments on this subject continue to evolve as expectations change based on technology advances, such as the IIoT.

Modern expectations are for MES software to connect bidirectionally with automated equipment, so as to reduce the amount of

operator support needed and to reduce delays for data acquisition and process control. MES software should provide a single

digital platform that connects these areas, so managers can easily see and resolve disruptions in production.

Factory Dependencies

Besides providing highly accurate operational dashboards, advanced analysis of manufacturing data can reveal patterns,

opportunities and strengths. Photo courtesy EPE Corp.

Today’s assembly plants are lean operations. Inventories of parts and finished goods are anathema. Raw materials and parts are

delivered on a just-in-time basis. Schedule interruptions cannot be tolerated. Management must have up-to-the-minute

information on material preparation, engineering data, and the status of key tools and resources, including people. MES software

knows both the current and intended production plan, as well as the current progress of production.

The sequence for the provision of materials and utilization of resources can be predicted, allowing the MES to manage such

resources in line with final production requirements, or even to adjust the final production schedule if resource capabilities are

exceeded. The MES operates in real time, working in many areas simultaneously and with many different kinds of data. The

range of information that MES accommodates depends the design and scope of the software. Basic systems will show

production requirements for a specific product, and then monitor progress to show performance. More advanced systems will

manage key aspects of the dependent areas, adding value to each in terms of automation, management and traceability.

Supply Chain Management

Materials are a critical element for successful production. The absence of even the most humble of parts, such as cables or

resistors, can mean that production cannot be completed and perhaps should not even be started. The MES therefore needs to

treat every part and material as critical. ERP recognizes materials simply by part number and quantity “on site,” which starts from

arrival of the raw material through to work-order completion. This is often simply a multiplication of products made by the

material counts in the bill of materials (BOM). Though locations of materials are supported in many ERP systems, material

inventory by location cannot be relied upon, as it requires extensive manual material counting and data entry at busy times.

Almost without exception, the ERP view of materials is quite different from the physical situation, due to spoilage and other

unaccounted losses. As a result, ERP systems will frequently make poor planning decisions based on incorrect assumptions of

material availability, which risks creating schedules that cannot be fulfilled.

The need for frequent, costly, disruptive stock-checks and resultant need for adjustments to the ERP system is a symptom of this

issue. So, too, are instances when materials cannot even be found. A basic MES system can help by providing knowledge of

material movements. More advanced MES systems will take full control of materials. This starts with the unique identification of

materials, either individually for key components and subassemblies, or by carrier for bulk materials, such as reels of surface-

mount parts in electronics manufacturing. The MES will then decide and allocate storage locations, creating and managing tasks

for operators as they disperse materials throughout the factory.

Mobile terminals are an ideal way for MES functionality to be present wherever needed, as materials are scanned into or out of

locations. This can help drive lean practices, such as kanban and JIT delivery. The MES knows the quantity of each material

required for production. It has full visibility of the current and near-term production schedules, and it is getting feedback about

material consumption directly from the production processes themselves. More advanced MES software will also collect spoilage

data, so that near-perfect inventory control can be maintained. All this data can be shared back to ERP, enabling it to make

better decisions. MES software can also manage advanced aspects of materials, such as storage environment requirements,

baking cycles for moisture-sensitive materials, obsolescence and expiry, and material substitutions against the approved BOM.

MES software eliminates internal material shortages, so production is never disrupted for lack of materials. In addition, stock

inventories can be reduced by 75 percent; material logistics can be reduced by 30 percent; and warehouse space can be reduced

by 50 percent. For many, the potential savings in material-related costs alone is justification for purchasing advanced MES

software.

Engineering Data Management

The ERP view of material inventories is often quite different from the actual situation, due to spoilage and other unaccounted

losses. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Part of the job of a modern MES is to display electronic documentation at assembly and production stations. As more processes

become automated, such documentation is targeted more at the setup of the process, while the automation follows an assigned

sequence of instructions. These instructions are typically formatted and optimized using software provided by the machine

vendor.

The engineering data on which they are derived, however, comes from the design of the product and local BOM. The conversion

of design and BOM data, and assignment of work to complete a product, is divided between the various automated and manual

processes by the MES, depending on process capabilities and throughput metrics.

Without a data management tool, engineers must read-in design data from many different formats, confirm data consistency,

make adjustments depending on local BOM changes, and then manually split the data out to the various production systems

based on their know-how. This process typically takes many days in the case of complex manufacturing, such as electronics, not

only for new product introductions but whenever revisions are made. With only a basic engineering data management process, a

minor change in just one component can require the repeat of many steps and confirmations.

Crucially, this whole data management process effectively dictates that engineering decides the production configuration with

which to make each product in advance, with very little flexibility. While this has been seen as a “cost of doing business” in the

days of high volumes and low product mix, it’s not sustainable in today’s dynamic high-mix environment. With advanced MES

software, the processes of creating a digital product model, taking data in electronic format from design and BOM files, and

assigning work are automated following engineering preferences. The entire process takes minutes rather than days, whether for

a new product introduction or a revision to an existing design. This is one reason why productivity often declines sharply as

product mix increases.

The ability to effectively create process data on demand allows the MES planning function to decide the best configuration to

use for each product, depending on the status of production and demand at the time. More flexible planning leads to significant

improvement in asset utilization and productivity. The MES planning function will consider lead times for subassemblies

throughout the product hierarchy, optimizing execution and considering all available configurations, changeover times, and

product grouping strategies.

This lean approach to planning is executed for the coming hours or days, rather than weeks or months. This degree of flexibility

allows a step-change in the ability of the modern factory to respond to changes in customer demand. Factories can smoothly

make transitions across a high mix of products, maximizing utilization without the need to produce excess finished goods stock.

As a result, factories have seen 20 to 50 percent improvements in productivity.

Resource Management

The best approach to MES software is to determine the key business goals that need to be achieved and then work

backwards. Photo courtesy Autoliv Inc.

A variety of resources are required for any particular production process to operate correctly. If any of those resources are not in

place, the process cannot be executed. Processes may also require a range of support devices, such as material feeders for a

surface-mount machine. Feeders must be set up to support the parts they will feed, and the parts must be installed. There is,

therefore, a requirement for the MES to include feeder preparation. Other examples include nutrunners that must be set to a

specific torque value or test equipment that must be set up, calibrated and checked.

The condition and maintenance of resources is just as important as availability and setup. Duty cycles must be counted and

managed, triggering routine maintenance.

A more complete MES can manage both of these tasks.

People as a Resource

One of the most complex resources to manage is the operator. Each operator has different skills, abilities and experience, such

that they may or may not be eligible to work at certain production processes. Time off due to breaks, illness or vacations can

impede a factory’s ability to meet production targets or even to start production at all. So, it’s essential to know that operators

with the required skills will be available when each production job is run.

An MES can provide that information. More advanced MES packages can provide work instructions and assembly guidance to

workers at the point of use. That means the workers at each station can be less specialized, and workers can quickly and easily

move from one role to another, increasing flexibility.

Active Quality Management

Issues related to quality are always disruptive. Defects lead to needless inspection, repair, rework and retest cycles, with

associated delays and costs. Even worse, whenever a defect is detected, it is likely not unique. Until some countermeasure is

identified and applied, the defect is likely to recur. In some cases, it’s preferable to pause production at least until the nature of

the defect is known.

In addition to routing and tracking defective products, the MES can gather electronic repair tickets from test and inspection

processes, providing support for defect analysis and repair procedures. Disruption of production is minimized through the fastest

possible defect analysis supported by the complete history of production of the defective unit, including both material and

process events. Statistics can be used to find the unique set of circumstances that led to the defect occurring, and identify any

other production units that have been made in the same condition.

For every production unit, the MES provides complete traceability information for compliance and conformance, ensuring that

everything needed for a particular product is in place and set up correctly. In this way, an advanced MES provides active quality

management, which helps minimize the cost of poor quality, both within the factory and in the market.

The most advanced MES software goes one step further. Whenever the cause of a defect has been determined, the

circumstances that allowed the defect to occur should be managed out of the operation. MES software with a built-in failure

reporting, analysis, and corrective action system can make that happen, leading to true zero-defect operation.

Maintenance Management

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Photo courtesy Brose Fahrzeugteile GmbH & Co. KG

Equipment breakdowns are another serious issue for manufacturing. To avoid these unexpected events, regular maintenance

must be applied to all critical equipment. The challenge, however, is to understand what maintenance tasks need to be carried

out and how often. After all, downtime for maintenance is still downtime. Ideally, the right amount of maintenance should be

done at just the right time.

With an MES, engineers can create a more advanced maintenance strategy, utilizing information about the accumulated work

performed by each production process. Preventative maintenance programs are created that minimize maintenance to just what

is required. This strategy can be applied to frequent maintenance tasks, such as cleaning and lubrication, as well as major

maintenance jobs, such as motor replacement.

MES manages maintenance resources and coordinates the timing of maintenance tasks. For example, maintenance tasks can be

done when the machine is idle for some other reason, or they can be scheduled as part of some overall planning activity. MES

maintenance terminals are mobile by nature, a key tool for the maintenance engineer. Using a mobile terminal, maintenance

technicians can interact with the MES to learn the location and nature of the work, record adjustments and settings, and

understand maintenance procedures.

Breadth of MES Choices

The range and breadth of MES packages is somewhat diverse. However, it is roughly possible to classify MES software into types. 

Simpler, more generic, MES systems can be thought of as one type. They are targeted to support a wide range of industries with

basic functionality and limited flexibility or customization. These systems can be useful, though they tend to be limited simply to

automate the current production operation.

On the opposite end of the spectrum are MES packages that offer in-depth support of complex requirements, usually for a

specific industry. Often  requiring extensive customization, this type of MES can be very expensive, including on-going support

costs. 

The “sweet spot” for MES software is something between these extremes. A modern MES system will work using established

digital technologies, including the latest IIoT standards, making data collection from a range of automated processes possible

with minimal cost of ownership. The modules will offer reasonably deep detail into key areas, following standard digital process

modeling, with minimal need for customization.

MES systems of this caliber are quite configurable, and bring with them the advantage of providing “best practice” procedures in

the way that production, engineering and other processes work. Such systems offer an achievable return on investment.

The smarter MES systems become, the more they are able to make use of the data they collect, and to create value within their

operation.

Simpler, traditional MES packages lack accuracy and depth of detail, requiring frequent human intervention to keep the operation

running. Such limitations mean that even simple operator target dashboards quickly become unused. Such dashboards are

worthless if they display unreliable data.

The latest digital MES systems provide better decision-making and visibility. Having information in the form of qualified “big

data” enables more advanced values to be created in the form of analytic processing. Besides providing highly accurate

operational dashboards, advanced analysis of manufacturing data can reveal patterns, opportunities and strengths.

Management can make decisions that generate operational and financial improvements that otherwise would not even have

been conceived. This trend towards advanced levels of visibility will continue, even as MES software evolves to include artificial

intelligence. This is a key differentiator between MES systems.
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ADVERTISEMENT
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Intelligent changing in the
smart factory with the new
TKX tool changer family for
robots
Pneumatic, electric and manual

roduction processes are becoming increasingly autonomous. For

this, we have reached a new level in robotic tool changers with the

unique ToolChanger

3

modular system. The TKX tool changer family has

been developed as a handling component into an intelligent solution for

robotic tasks. Intelligent changing in the Smart Factory with the new TKX

family leads to faster workflows and makes your production more

flexible.

Pneumatic, electric and manual - all three drive types can be used with

the new TKX product family. Each robot side is compatible with the

uniform tool side, offering customers the greatest possible flexibility. The

uncompromising design fits seamlessly into modern plants and, thanks

to the polygonal shape, enables modular attachment of transfer

modules.

With the new TKX product family, we have expanded our tool changer

portfolio: The predecessor tool changer TK-ISO was already well-known

on the market for its robustness and reliability. We have retained these

proven capabilities in the new product and at the same time added

innovative functions that offer you real added value in the application.

The central innovation in the 3-in-1 product: The robot side of the tool

changer is available with three different drive types - pneumatic (TKP),

electric (TKE) and manual (TKM). The special feature here is that the tool

side is compatible with all three robot sections.

IPR Robotics LLC.

50775 Wing Drive

Shelby Township

MI 48315, USA T +1 248 556-7556

F +1 248 556-7560

sales@iprrobotics.com
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LEMAX mini vacuum
pump guarantees value
addition for robotic
vacuum handling
applications

he LEMAX mini vacuum pump fulfills vacuum handling needs

through its lean design, air saving technology, and faster

evacuation time. In comparison to traditional solutions for high-

speed vacuum handling applications, LEMAX comes in a single

block with all integrated functions while offering the possibility to

customize the module to application demands. LEMAX’s

intelligent pressure regulation and air saving control results in

substantial energy savings compared to a traditional vacuum

generator.

The LEMAX mini vacuum pump integrates all necessary functions

such as electro pilots, valves both vacuum and blow-off, silencer,

and anti-return valve, allowing the user to save time in identifying,

selecting and installing several modules to suit the application

demands.

Thanks to its lean design combined with two integrated M8

connections, users can plug in and start the operation while

eliminating the various steps of mounting and cabling. This is

useful not only for the OEMs in packaging and plastic molding

industry but also to end-users, saving them time and procurement

costs.

The analogue output of the vacuum switch with a digital display

screen allows for easy adjustment and usage of the module.

Unlike traditional regulating pumps, the LEMAX automatically

detects the porous nature of the product surface and optimizes

vacuum generation to offer the ideal vacuum output required for

the application. This unique feature allows the user to anticipate

any leaks in the application and fix the errors to ensure optimum

efficiency and energy savings.

COVAL Vacuum Technology, Inc.

901-100 Jones Franklin Rd

Raleigh, NC 27606

Tel: (919) 233-4855

Fax: (919) 233-4854

contact@coval.com

www.coval-inc.com

LEMAX mini vacuum 
pump guarantees value 
addition for robotic 
vacuum handling 
applications f he LEMAX mini vacuum pump fulfills vacuum handling needs

through its lean design, air saving technology, and faster 
evacuation time. In comparison to traditional solutions for high
speed vacuum handling applications, LEMAX comes in a single block 
with all integrated functions while offering the possibility to 
customize the module to application demands. LEMAX's intelligent 
pressure regulation and air saving control results in substantial energy 
savings compared to a traditional vacuum generator. 

The LEMAX mini vacuum pump integrates all necessary functions 
such as electro pilots, valves both vacuum and blow-off, silencer, and 
anti-return valve, allowing the user to save time in identifying, 
selecting and installing several modules to suit the application 
demands. 

Thanks to its lean design combined with two integrated M8 
connections, users can plug in and start the operation while 
eliminating the various steps of mounting and cabling. This is useful 
not only for the OEMs in packaging and plastic molding industry but 
also to end-users, saving them time and procurement costs. 

The analogue output of the vacuum switch with a digital display 
screen allows for easy adjustment and usage of the module. Unlike 
traditional regulating pumps, the LEMAX automatically detects the 
porous nature of the product surface and optimizes vacuum 
generation to offer the ideal vacuum output required for the 
application. This unique feature allows the user to anticipate any 
leaks in the application and fix the errors to ensure optimum 
efficiency and energy savings. 
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FACTORY OF THE FUTURE

Austin Weber // Senior Editor // webera@bnpmedia.com

Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”

ASSEMBLY ONLINE

For more information on cybersecurity, visit www.assemblymag.com to read these articles:

Assemblers See Promise—and Challenges—in IIoT

Cybersecurity for Today’s Assembly Plant

Tufts Tackles Thorny Issues Surrounding Cybersecurity

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE 
Publisher

 deyoew@bnpmedia.com

JOHN SPROVIERI 
 Editor 

 sprovierij@bnpmedia.com

MIKE ROBINSON 
 Art Director 

 robinsonm@bnpmedia.com

LISA THEUT 
 Production Manager 

 theutl@bnpmedia.com

CHRIS SHEEHY 
 Audience Marketing

 sheehyc@bnpmedia.com

DIRECTORIES 
 ERIN MYGAL

mygale@bnpmedia.com

REPRINTS 
 reprints@bnpmedia.com

SALES

BILL DEYOE
 704-822-6434

 deyoeb@bnpmedia.com

GEORGE MISKO
 610-867-4924

 miskog@bnpmedia.com

AMY VALLANCE
 281-928-3520

 vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service, 
 please contact CUSTOMER SERVICE at 

 PHONE: 800.952.6643 
 Fax: 847.763.9538 

 EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
 Troy, MI 48084

 (248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C.  All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher.  The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to  assembly@omeda.com

For subscription information or service, please contact Customer Service at:  Phone: (800)952-6643 Fax:
(847) 291-4816. 

 

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Austin Weber // Senior Editor // webera@bnpmedia.com

Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”

ASSEMBLY ONLINE

For more information on cybersecurity, visit www.assemblymag.com to read these articles:

Assemblers See Promise—and Challenges—in IIoT

Cybersecurity for Today’s Assembly Plant

Tufts Tackles Thorny Issues Surrounding Cybersecurity
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Bro

se

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”

ASSEMBLY ONLINE

For more information on cybersecurity, visit www.assemblymag.com to read these articles:

Assemblers See Promise—and Challenges—in IIoT

Cybersecurity for Today’s Assembly Plant

Tufts Tackles Thorny Issues Surrounding Cybersecurity
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”

ASSEMBLY ONLINE

For more information on cybersecurity, visit www.assemblymag.com to read these articles:

Assemblers See Promise—and Challenges—in IIoT

Cybersecurity for Today’s Assembly Plant

Tufts Tackles Thorny Issues Surrounding Cybersecurity

FACTORY OF THE FUTURE AUGUST 2022



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

FACTORY OF THE FUTURE

Austin Weber // Senior Editor // webera@bnpmedia.com

Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”

ASSEMBLY ONLINE

For more information on cybersecurity, visit www.assemblymag.com to read these articles:

Assemblers See Promise—and Challenges—in IIoT

Cybersecurity for Today’s Assembly Plant

Tufts Tackles Thorny Issues Surrounding Cybersecurity
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future
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s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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Large and small manufacturers

are increasingly vulnerable to

cyberattacks.

Cybersecurity
for the Factory of the Future

Animation courtesy KanawatTH, Creatas

Video+ / Getty Images Plus

A

s assembly plants become more digitally connected to both suppliers and customers, the potential threat posed by

cyberattacks will only get worse. Cyberthreats to manufacturers are real, and the consequences can be devastating.

Aside from locking up host computers or holding critical data hostage, hackers could, for example, simulate that a robot or

conveyor is working properly when it is not. As a result, the machine could produce faulty products or have a catastrophic

breakdown.

In the past, plant managers and manufacturing engineers only had to worry about occasional machine breakdowns or

malfunctions. But, things are much different in today’s Industry 4.0 era. A cyberattack thousands of miles away can shut down

an entire factory.

Toyota Motor Co. recently learned that firsthand. Earlier this year, it was forced to suspend operations at 28 production lines

across 14 plants in Japan for at least a day after a key supplier, Kojima Industries, was hit with a ransomware attack. The incident

affected one-third of the automaker’s global production capacity.

Cyberthreats to manufacturers are real, and the consequences can be devastating. Photo courtesy IBM Corp.

According to a recent study by IBM Corp., the average cost of a data breach in 2021 was $4.2 million, which was 10 percent higher

than in 2019. This includes the expense of discovering and responding to the breach, the cost of downtime and lost revenue, and

the long-term reputational damage to a business and its brand.

The study also revealed that manufacturing is now the world’s most attacked industry, ahead of finance and insurance.

Manufacturers were targeted in 23 percent of cyberattacks in 2021. And, the number of vulnerabilities related to Internet of

Things (IoT) devices increased by 16 percent.

Manufacturers are particularly vulnerable to ransomware attacks. Ransomware schemes often target manufacturers by disabling

their operations technology and blackmailing victims into paying to restore the functionality of their systems. Manufacturers that

cannot afford to have production halted by hacks often have no choice but to pay the hackers’ ransom.

Industrial ransomware attacks increased

significantly in 2021, with criminal groups

specifically identifying manufacturers as

vulnerable and profitable targets. Last year,

manufacturing accounted for 65 percent of

industrial ransomware incidents, according

to Dragos Inc., a cybersecurity provider. The

top three manufacturing subsectors targeted

were metal components (17 percent),

automotive (8 percent) and plastics (6

percent).

Unfortunately, most manufacturers remain

unprepared for ransomware attacks, warns

Peter Vescuso, vice president of marketing at

Dragos and a member of the Manufacturing

Leadership Council, a division of the National

Association of Manufacturers that focuses on

digital transformation.

Vescuso claims that 90 percent of

manufacturers have limited visibility into

their operational technology (OT) systems

and are ill prepared with poor network

perimeters. In addition, 80 percent have

external connectivity exposure in their OT

systems and 60 percent use shared

credentials that make it easier for

ransomware groups to infiltrate systems.

The volume of cybersecurity incidents is on the rise across the globe,
but several misconceptions persist, including the notion that:

Source: IBM Corp.

Cybercriminals are outsiders. In reality, cybersecurity
breaches are often the result of malicious insiders, working for
themselves or in concert with outside hackers. These insiders
can be part of well-organized groups backed by nation-states.

Risks are well-known. In fact, the risk surface is still
expanding, with thousands of new vulnerabilities being
reported in old and new applications and devices. And
opportunities for human error—speci�cally by negligent
employees or contractors who unintentionally cause a data
breach—keep increasing.

Attack vectors are contained. Cybercriminals are �nding new
attack vectors all the time, including Linux systems,
operational technology, Internet of Things devices and cloud
environments.

My industry is safe. Every industry has its share of
cybersecurity risks, with cyber adversaries exploiting the
necessities of communication networks within almost every
government and private-sector organization. Ransomware
attacks are targeting more sectors than ever, and threats on
supply chains have also increased.

Assembly Lines at Risk

Large and small manufacturers must take steps to protect their assembly lines from cyberattacks. Photo courtesy

Brose

Manufacturers in every industry are transitioning to cloud-based operating systems, digital production processes and wireless

networks. While this is great for productivity, it gives cybercriminals more vantage points for attacks and leaves assembly lines

vulnerable.

“More technology reliance equals more risk for cyberattack,” warns Eyal Benishti, CEO of Ironscales, a company that specializes in

email security. “As more entry points and vulnerabilities enter the manufacturing process, it’s critical that manufacturers maintain

constant, real-time visibility to these systems, implement effective cybersecurity measures for systems of all maturities and have

a back-up plan in the event of a successful attack.”

“Digital transformation and the interconnectivity of industrial automation machines with IIoT are making assembly lines more

vulnerable, because now more than ever it’s almost impossible to have a fully air-gapped network,” adds Quade Nettles,

cybersecurity services product manager at Rockwell Automation.

“Machine learning, predictive maintenance [and other state-of-the-art technology] require some form of internet connectivity

for the transfer of real-time data,” explains Nettles. “This opens a threat vector that, if not secured correctly, can be

compromised by cyber adversaries.

“All industrial automation is vulnerable to cyberattacks,” Nettles points out. “Robots, conveyors and other types of equipment are

controlled by [software] programs, codes and processes. If an adversary gains access to an organization’s network, they can

compromise and tamper with those automation programs and impact the functionality of those machines.

Upstream or downstream cyberattacks thousands of miles away can shut down an entire factory. Photo

courtesy General Motors

“The biggest misperception about cybersecurity is only critical infrastructure companies or other highly visible or popular

[organizations] are at risk of a cyberattack,” says Nettles. “I’ve heard some companies say ‘we’re not important enough for

someone to want to attack.’ Cyberattacks can happen to anyone and the motivation [behind them] differs based on the threat

actor.”

According to Nettles, the biggest cybersecurity challenge all manufacturers face is how to prioritize vulnerabilities and threats,

and determine which require immediate investment and action, and which they can live with. “For most manufacturers, hitting

production targets is still the No. 1 priority,” he explains. “[Manufacturers] have to balance production needs vs. cybersecurity

needs.”

Today, any organization that is connected to the internet is a target for cybercrime.

“No matter how small or specialized a business is, there are cybercriminals focused on breaking in,” warns Kevin Bocek, vice

president of security strategy and threat intelligence at Venafi Inc., a company that specializes in securing machine-to-machine

connections. “The parts of your network you thought of as ‘safe,’ or at least ‘safer,’ are still vulnerable, and cybercriminals are

getting more and more efficient at breaking in.

“Robotic systems and processes are vulnerable in all kinds of ways,” explains Bocek. “One of the most commonly overlooked are

machine identities. On every network, there are two actors: people and machines.

Manufacturers are particularly vulnerable to ransomware attacks. Photo courtesy BSH Hausgerate GmbH

“People use names and passwords to gain access to networks, data and services,” says Bocek. “Machines also need to identify

each other to connect to a network securely. However, machines don’t rely on user names and passwords. Instead, they use keys

and certificates that serve as digital identities.

“Manufacturing organizations spend a lot of time and money protecting user names and passwords, but very little time

protecting and managing machine identities,” claims Bocek. “Attackers know this, and they routinely target them in order to break

in.”

The recent convergence of OT and IT has enabled business continuity and remote management needed during the Covid

pandemic. But, it has also made cybersecurity more complex in factories.

While no company is safe from cyber threats, organizations that rely on OT are particularly at risk. Previously, OT systems

consisted of standalone devices with no connection to the outside world, making assets virtually inaccessible. However, with

Industry 4.0, those days are long gone. Formerly air-gapped OT assets are now connected to the internet because of various

monitoring, control and automation benefits.

Rapid adoption of Industry 4.0 technology has increased the vulnerability of manufacturers. Photo courtesy

Airbus

“The connection of OT systems to IT networks results in unintended exposure to [manufacturers],” says Terry Olaes, technical

director at Skybox Security Inc. “Many OT attacks begin with an IT breach, followed by lateral movement to access OT systems.

Threat actors [who engage in cyberattacks] can also use OT systems to access IT networks where they can deliver malicious

payloads, exfiltrate data or launch ransomware attacks.

“Automation technologies are an incredible development in manufacturing, enabling unprecedented yields while driving down

losses caused by error,” notes Olaes. “However, they also require instructions to work their magic, and this need for

communication creates yet another attack vector. Unfortunately, the rapid increase in innovations for manufacturers that

connect assets to networks has led to an 88 percent increase in OT vulnerabilities.

“The need to increase production often results in overly permissive access controls to enable connectivity for automation

solutions to reduce friction,” claims Olaes. “Often, there is every intent to come back after the initial deployment and ‘tighten

down’ the access control, but priority conflicts cause a delay in making the necessary changes. A skilled adversary requires very

little time to infiltrate and infect a critical system, causing an expensive disruption or worse.”

Manufacturers Fight Back

Cybersecurity initiatives must involve information technology and operational technology teams. Photo courtesy IBM Corp.

Some manufacturers are taking an aggressive stance in

the cyber wars. According to Olaes, they’re implementing

vulnerability management strategies to maintain visibility

into both their IT and OT environments.

“This means going beyond active scanning to include

scanless detection techniques,” explains Olaes.

“Traditional scanning is a reactive technique that alerts

administrators of vulnerabilities and does not consider

other factors that may influence the vulnerability. This

leaves security teams wasting resources on issues that

attackers may never find or know how to exploit.

“Modern vulnerability management strategies help

manufacturers identify and assess risks more accurately,”

claims Olaes. “This approach also enables organizations

to prioritize resources and implement the most effective

remediations by applying methods that reduce exposure.

It allows manufacturers to cut off initial access where

possible and prevent lateral movement between OT and

IT systems if a breach occurs.”

1. Start by creating a topology diagram of all IT and OT

assets and identify connectivity.

2. Identify prevention, detection and response

cybersecurity controls in place to thwart a

cyberattack to steal data, install ransomware or

disrupt operations. Plug any holes in controls.

3. Perform a tabletop exercise to assess resiliency to a

cyberattack and identify weaknesses.

Source: CyberCatch

4. Continually test cybersecurity controls to detect

security holes and x them so attackers cannot exploit

your system.

Earlier this year, Toyota was forced to suspend operations at 14 plants in Japan after a key supplier was hit with a ransomware

attack. Photo courtesy Toyota Motor Corp.

“Manufacturers must remain resilient from today’s cyber threats, but to do it effectively will take a comprehensive strategy,” adds

W. Curtis Preston, chief technical evangelist at Druva Inc., a software company that specializes in data protection.

“Manufacturers have thousands of connected devices across many different sites and environments, including plant floors and

data centers that store large quantities of critical data.

“To protect this data from malicious actors, leading organizations are turning to cloud data protection that can help them

increase their cyber resilience by storing data off-site, which makes it resistant to cyberattacks,” Preston points out. “A software-

as-a-service approach also plays directly into the time-tested 3-2-1 rule of data protection, which states that for data to be truly

secure it needs to be backed up in at least three separate copies, on at least two different mediums, one of which is located off-

site.”

The IEC 62443 standard provides a thorough set of cybersecurity recommendations for defending industrial

networks. Photo courtesy DAF Trucks

Manufacturers in a variety of industries are also adhering to the IEC 62443 standard. It provides a thorough, systematic set of

cybersecurity recommendations for defending industrial networks.

“Leaders in the field are focusing on implementing technologies and processes that enable them to see the reality of what’s

happening within their networks and the ability to proactively take action to mitigate any potential threats before they’re

impacted,” says Andrew Nix, OT cybersecurity solutions and services manager at Schneider Electric.

“The IEC 62443 standard lays out a framework that any organization can follow to set themselves up to defend against certain

levels and types of cyberattacks, as well as laying out the tools, technologies and processes to achieve that in a framework,”

explains Nix.

Phishing is one of the top infection vectors for manufacturers.

Illustration courtesy IBM Corp.

Specifically, Nix says there are several steps that all manufacturers can take to help ensure the security of their networks and

operations:

Build a holistic and vendor-agnostic approach to cybersecurity. “Since many OT systems interact and depend on each other

to function properly, the entire environment needs to be protected in a way that can be managed centrally,” says Nix.

Use available standards and regulatory requirements. All security standards, such as IEC 62443, contain strong reference

models for the secure development of industrial automation and control systems, giving manufacturers a starting point for

their cybersecurity journey.

Train all team members on cyber policies to create a culture of cybersecurity. “All it takes is one person clicking on a phishing

email to infect the network, so it is critical for everyone in the organization to know how they can ensure they’re not the weak

link,” explains Nix.

Monitor anomalous behavior in day-to-day operations. Looking for abnormal network activity, such as incorrect logins or

unapproved changes, is critical to remediate issues, perform root cause analysis and prevent them from reoccurring.

Utilize advanced tools to fight the latest threats. “A new side of the cybersecurity environment is the emergence of AI tools

that can do the heavy lifting by learning the network and identifying threats in real-time, then letting employees focus on

solving the problems with the insights provided by the tools,” says Nix.

Bridging the IT vs. OT Divide

Industry 4.0 technology provides cybercriminals with more vantage points for attacks and leaves assembly lines more

vulnerable than ever. Photo courtesy KUKA Robot

Operational technology equipment operates in a way that is fundamentally different than IT devices. It functions differently,

communicates differently, and is more sensitive to network scans and patches.

This opens them up to more risks and vulnerabilities to manufacturers—both internally, by accidentally overwhelming the device

in a way that causes a failure, and externally, via manipulation of an unsecured protocol or out-of-date firmware.

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Since the advent of Industry

4.0, there has been an increasingly converging IT-OT pattern that is changing the dynamics of data analytics, production

equipment and other functions. Assembly line machines and tools that have previously been offline are being brought online by

the power of IoT.

“This is an ongoing challenge for every manufacturing organization,” says Venafi’s Bocek. “The reality is that the two teams, who

typically have different goals, have to work together to create an effective cybersecurity program that doesn’t slow the business

down. The only way to do this is with strong executive leadership.”

One of the top cybersecurity challenges facing many manufacturers is bridging the IT vs. OT divide. Photo courtesy GE Appliances

“Typically, IT is responsible for cybersecurity within plants,” adds Rockwell Automation’s Nettles. “[It’s a good idea to] have a cross-

functional team of IT and OT engineers jointly responsible for cybersecurity, which ensures that the unique needs of OT are

understood by IT.

“A common challenge we hear from organizations where IT is solely responsible for cybersecurity is IT wants to patch everything

regardless of the risk the patch could cause if it renders a machine or program inoperable,” says Nettles. “[I suggest] conducting a

cyber workshop to align all team members or bring in a third party to help establish cybersecurity policies, processes and

procedure based off of the input from both OT and IT.”

“Many manufacturing organizations don’t have visibility into their attack surface,” notes Skybox Security’s Olaes. “This doesn’t

come from blind spots, such as unscannable OT and network devices alone. It’s also from organizational siloing that occurs

between IT and OT departments and their various teams.

“Each group has responsibility for a small piece of the bigger picture, but no one has a complete view,” warns Olaes. “Without total

visibility, it’s challenging to detect vulnerabilities, misconfigurations, faulty design or unauthorized changes.

“It’s also becoming increasingly difficult to recognize and respond to complex attacks,” Olaes points out. “Because of this,

individual IT or OT teams may only see isolated incidents and fail to recognize that these are part of larger campaigns.”

According to Olaes, there is often an organizational disconnect in manufacturing organizations where some departments refuse

to believe OT systems are vulnerable, while other areas believe the next breach is imminent. Chief information security officers

(CISOs) and chief information officers (CIOs) are often less in tune with OT security risks, because it’s an entirely different

domain.

While IT focuses on information, OT focuses on operations and physical assets. These parts of an organization often have

entirely different objectives or priorities, and require different skill sets.

Robotic systems and processes are increasingly vulnerable to cyberattacks. Photo courtesy Stellantis

“Unlike CISOs, plant managers are on the factory floor working with the machines,” explains Olaes. “They see the potential threat

vectors evolving and the sticky notes with passwords around the plant floor. They know that OT devices are often plugged into

networks without changing default passwords and exploitable default settings. They also see firsthand the cost of machine

failure and the possibility of injury when something goes wrong as a result of a breach.

“IT teams typically make cybersecurity decisions for manufacturing organizations with no central oversight of other teams,” says

Olaes. “Unfortunately, this doesn’t provide the required alignment across IT and OT teams needed for today’s threat landscape,

creating a gap in security.

“Because of this, enterprises working to establish a convergence of IT and OT networks face challenges due to separate reporting

structures and inconsistent security practices across teams,” warns Olaes. “Most OT network teams typically report to the chief

operating officer, while IT network teams usually report to the CIO. These teams have different goals and approach security from

different perspectives.

“Manufacturers need to create a standard view and processes to eliminate silos between security, IT and plant managers,” claims

Olaes. “Security blind spots can be mitigated through the ability to share data across teams, assets and infrastructure, allowing

for the collection and optimization of data. The ability to aggregate and analyze data across devices enables teams to speak the

same security language and work together to find and prioritize critical vulnerabilities.”
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ctrlX AUTOMATION: Shifting
the Automation Paradigm
A paradigm shift is a fundamental change in the basic concepts and

practices of any discipline. From that perspective, the ctrlX AUTOMATION

platform from Bosch Rexroth is driving one of the most significant

paradigm shifts in factory automation history.

ctrlX AUTOMATION is merging the worlds of IT, IoT and machine control,

using an app-based software architecture to deliver the most open,

scalable, flexible and adaptable automation solutions in the industry. It is

enabling a whole new array of automation capabilities while reducing

components and engineering costs by 30% to 50%.

From vision systems and Cartesian motion modules to analytics packages,

ctrlX AUTOMATION leverages the advantages of its app-based software

architecture to expand the range of functionalities the platform offers, as

well as making it faster and easier to design, engineer and implement new

automation solutions.

The paradigm shift in automation is also driving the launch of new

controller platforms like ctrlX CORE that offer more scalable, modular

systems to replace the common PLC. It features high-performance

firmware and hardware configurations like Linux-based multicore

processors with the speed and sophistication to support today’s

demanding automation functionality requirements.

Bosch Rexroth provides the most complete factory automation solutions

in the industry. With locations in over 80 countries, our automation

experts constantly collaborate with leading automation systems

integrators and end user manufacturers. They are uniquely skilled at

supplying the right technology choices from our portfolio of factory

automation solutions to match the most demanding requirements.

Bosch Rexroth

800-REXROTH

www.boschrexroth-us.com



STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

STAFF

BILL DEYOE
Publisher
deyoew@bnpmedia.com

JOHN SPROVIERI
Editor
sprovierij@bnpmedia.com

MIKE ROBINSON
Art Director
robinsonm@bnpmedia.com

LISA THEUT
Production Manager
theutl@bnpmedia.com

CHRIS SHEEHY
Audience Marketing
sheehyc@bnpmedia.com

DIRECTORIES
ERIN MYGAL

mygale@bnpmedia.com

REPRINTS
reprints@bnpmedia.com

SALES

BILL DEYOE
704-822-6434
deyoeb@bnpmedia.com

GEORGE MISKO
610-867-4924
miskog@bnpmedia.com

AMY VALLANCE
281-928-3520
vallancea@bnpmedia.com

CORPORATE

Darrell Dal Pozzo, Chief Experience Oicer

Rita M. Foumia, Human Resources & Information Technology Director

Vincent m. Miconi, Production Director

Lisa L. Paulus, Finance Director

Nikki Smith, Online Development Director

Michael T. Powell, Creative Director

Beth A. Surowiec, Clear Seas Research Director

Scott Wolters, Chief Events Oicer

For subscription information or service,
please contact CUSTOMER SERVICE at
PHONE: 800.952.6643
Fax: 847.763.9538
EMAIL: assembly@omeda.com

BNP MEDIA HELPS PEOPLE SUCCEED IN BUSINESS WITH SUPERIOR INFORMATION.

2401 W. Big Beaver Rd., Suite 700
Troy, MI 48084
(248) 362-3700

ASSEMBLY Factory of the Future (ISSN: Digital 2328-1529) is published  March, June, August and
November, by BNP Media II, L.L.C., 2401 W. Big Beaver Rd., Suite 700, Troy, MI  48084-3333.  Telephone:
(248) 362-3700, Fax: (248) 362-0317.

Copyright 2022, by BNP Media II, L.L.C. All rights reserved. The contents of this publication may not be
reproduced in whole or in part without the consent of the publisher. The publisher is not responsible for
product claims and representations

Change of Email Address: Send an email to assembly@omeda.com

For subscription information or service, please contact Customer Service at: Phone: (800)952-6643 Fax:
(847) 291-4816.

FACTORY OF THE FUTURE AUGUST 2022

ADVERTISEMENT

ctrlX AUTOMATION: Shifting
the Automation Paradigm
A paradigm shift is a fundamental change in the basic concepts and

practices of any discipline. From that perspective, the ctrlX AUTOMATION

platform from Bosch Rexroth is driving one of the most significant

paradigm shifts in factory automation history.

ctrlX AUTOMATION is merging the worlds of IT, IoT and machine control,

using an app-based software architecture to deliver the most open,

scalable, flexible and adaptable automation solutions in the industry. It is

enabling a whole new array of automation capabilities while reducing

components and engineering costs by 30% to 50%.

From vision systems and Cartesian motion modules to analytics packages,

ctrlX AUTOMATION leverages the advantages of its app-based software

architecture to expand the range of functionalities the platform offers, as

well as making it faster and easier to design, engineer and implement new

automation solutions.

The paradigm shift in automation is also driving the launch of new

controller platforms like ctrlX CORE that offer more scalable, modular

systems to replace the common PLC. It features high-performance

firmware and hardware configurations like Linux-based multicore

processors with the speed and sophistication to support today’s

demanding automation functionality requirements.

Bosch Rexroth provides the most complete factory automation solutions

in the industry. With locations in over 80 countries, our automation

experts constantly collaborate with leading automation systems

integrators and end user manufacturers. They are uniquely skilled at

supplying the right technology choices from our portfolio of factory

automation solutions to match the most demanding requirements.

Bosch Rexroth

800-REXROTH

www.boschrexroth-us.com
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