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CHAPTER - 5 

 Prototyping 

Prototypes are used by manufacturers, product developers and designers as a 
working model to observe, monitor and analyze the functionality and performance 
of a product during the stages of product development. IoT prototyping and 
producing prototypes can be costly and time-consuming, however it can prove 
invaluable to make use of prototypes during the stages of product development to 
ensure taking the best possible product to market. There are different types of IoT 
prototypes with various functions, that enable manufacturers to test 
the smart product before it is manufactured using the final components and 
materials. IoT prototyping and prototypes in general can be divided into the 
following main categories: 

 Mechanical Prototypes: These prototypes are used to test the mechanics of a 
product and are most useful for products with moving or electro-mechanical 
parts (components that combine electrical and mechanical features such as 
motors). Prototypes will often undergo mechanical tests, which can relate to 
product size, weight, durability and other features.   

 Design Prototypes: These are used to test IoT design elements such as 
aesthetics, ergonomics, product dimensions and the appearance of materials that 
will be used in the final product.     

 Sales Prototypes: Used to showcase a product to buyers and potential clients for 
presentation purposes, usually with a focus on the design and functional 
features of the product.    

 Production Prototypes: This is a prototype of the product in an advanced stage, 
usually with the production hardware already installed in it and is produced by 
the manufacturing factory. A production prototype can be used for quality 
assessment, sales benefits and for undergoing manufacturing process tests.    

 

 The benefits of IoT prototyping for smart product development 

In the world of smart product development, the use of prototypes tends to be even 
more important than in other product environments for a number of reasons 
including the following: 

 When electronics are added to an existing product in order to transform it into a 
smart product, it’s important to test the electronics on the physical product 
before making the decision about which electronic features to implement. 
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 Prototypes can be used to test behaviors, software and firmware interactions in 
advance, that will affect the final smart product. For example, they can help to 
identify possible conflict areas of the product related to the operation of a 
microphone, speaker and location of the Bluetooth antenna. 

 In the world of smart product development, numerous changes and iterations 
are usually required and prototype iterations provide the opportunity to make a 
series of necessary changes before the final smart product is produced. 

 Prototypes are often used as a sales tool to promote the smart product to buyers, 
or to internal company members, to showcase final product functionality and 
performance. 

 A prototype provides a valuable opportunity to see your smart product come to 
life and hold the product in your hand, to literally get a feel for the end-user 
experience. 

 Prototypes also provide an opportunity to test out the design of the smart 
product. Although virtual simulations and image rendering can be useful, a 
physical prototype provides the unique opportunity to see how the final product 
will appear. 

 Factors influencing use of IoT prototypes 

The time and resources spent on producing prototypes may vary depending on the 
needs and limitations of the company. The following factors can influence the 
quality, quantity and type of prototypes required: 

 A company with high levels of technological expertise, is less likely to 
require prototypes that demonstrate a technological solution. This is often 
the case if the company has engineers that already have a sophisticated 
understanding of connectivity options, component behaviors and other 
electronic related features. 

 Companies that make use of third party factories for smart product 
production, often tend to spend less time and money creating a fully 
designed prototype; as it is often more cost-effective to have factories create 
the prototypes during the various stages of product development. 

 A company’s previous experience with smart product production can 
significantly influence the decision about which type of prototypes are 
needed. With more smart product development experience a company might 
rely on using only one prototype before going to production. Alternatively, 
newcomers to smart product development might decide to use different 
prototypes along each step of the product development process. 
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 IoT prototyping can prove invaluable during the product development 
process as an effective method of saving time and money and ensuring the 
best possible final product. And for smart product development prototypes 
can prove invaluable to ensure that the various components are well 
integrated with the software, firmware and hardware to take the best possible 
product to market. 

 

 Sketching 

Sketching enables you to brainstorm, explore multiple ideas, define flows, 
communicate with team members all why being quick and cheap. 

Prototyping enables you to get out of the building quicker, talk to users, validate 
assumptions, ensure expectations are meeting stakeholder needs, while spending as 
little time as possible worrying about polish. 

Benefits Of Sketching And Prototyping 

 Validate assumptions 
 Discover problems early 
 Brainstorm ideas 
 Design more iterations 
 Conduct early usability testing 
 Cheaper & faster to implement 
 Shorten the feedback loop 
 Disposable 
 Explore alternatives 
 Helps communication between the team 
 Ensure the right thing is being designed 

 Familiarity 

 Cost versus Ease of Prototyping 

I am a firm believer that IoT products and strategies begin with ideation 

through prototype development. Teams new to the realities of connected 

development have a tremendous amount of learning to do, and this can be 

accelerated through prototyping. 
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There is a vast ecosystem of hardware and software platforms that make 
developing even complex prototypes fast and easy. The only caveat is that the 
“look and feel” and costs associated with the prototype need to be disregarded. 

5 Keys to IOT Product Development 

Interfacing off-the-shelf computers (like a Raspberry Pi) to an existing industrial 
product to pull simple metrics and push them onto a cloud platform, can be a great 
first step. AWS IoT is a great place for teams to start experimenting with data 
flows. At $5 per million transactions, it is not likely to break the bank. 
 

1. Don’t optimize for cost in your prototype, build as fast as you can. 

Cost is a very important driver in almost all IoT projects. Often the business case 
for an IoT product hinges on the total system cost as it relates to incremental 
revenue or cost savings generated by the system. However, optimizing hardware 
and connectivity for cost is a difficult and time consuming effort on its own. Often 
teams are forced by management to come to the table during even ideation with 
solutions where the costs are highly constrained. 

A better approach is to build “minimum viable” prototypes to help flesh out the 
business case, and spend time thereafter building a roadmap to cost reduction. 
There is a tremendous amount of learning that will happen once real IoT products 
get in front of customers and the sales team. This feedback will be invaluable in 
shaping the release product. Anything you do to delay or complicate getting to this 
feedback cycle will slow getting the product to market. 

2. There is no IoT Platform that will completely work for your application. 

IoT Platforms generally solve a piece of the problem, like ingesting data, 
transforming it, storing it, etc. If your product is so common or generic that there is 
an off the shelf application stack ready to go, it might not be a big success 
anyways. Back to #1, create some basic and simple applications to start, and build 
from there. There are likely dozens of factors that you didn’t consider like: 
provisioning, blacklisting, alerting, dashboards, etc. that will come out as your 
develop your prototype. 
Someone is going to have to write “real software” to add the application logic 
you’re looking for, time spent looking for the perfect platform might be wasted. 
The development team you select will probably have strong preferences of their 
own. That said, there are some good design criteria to consider around scalability 
and extensibility. 

Downloaded from www.rgpvnotes.in

Page no: 4 Get real-time updates from RGPV

https://aws.amazon.com/iot/
https://www.link-labs.com/blog/what-is-an-iot-platform
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

3. Putting electronics in boxes is harder and more expensive than you think. 

Industrial design, designing for manufacturability, and design for testing are whole 
disciplines unto themselves. For enterprise and consumer physical products, the 
enclosure matters to the perception of the product inside. If you leave the industrial 
design until the end of a project, it will show. While we don’t recommend waiting 
until you have an injection molded beauty ready to get going in the prototype 
stage, don’t delay getting that part of your team squared away. 

Also, certification like UL and FCC can create heartache late in the game, if you’re 
not careful. Be sure to work with a team that understands the rules, so that 
compliance testing is just a check in the box, and not a costly surprise at the 11th 
hour. 
4. No, you can’t use WiFi. 

Many customers start out assuming that they can use the WiFi network inside the 
enterprise or industrial setting to backhaul their IoT data. Think again. Most IT 
teams have a zero tolerance policy of IoT devices connecting to their infrastructure 
for security reasons. As if that’s not bad enough, just getting the device 
provisioned on the network is a real challenge. 

Instead, look at low cost cellular, like LTE-M1 or LPWA technologies 
like Symphony Link, which can connect to battery powered devices at very low 
costs. 
5. Don’t assume your in-house engineering team knows best. 

This can be a tough one for some teams, but we have found that even large, public 
company OEMs do not have an experienced, cross functional team covering every 
discipline of the IoT ready to put on new product or solution innovation. Be wary 
that your team always knows the best way to solve technical problems. The one 
thing you do know best is your business and how you go to market. These matter 
much more in IoT than many teams realize. 

(source: https://www.link-labs.com/blog/5-keys-to-iot-product-development) 

Learning – Building the Business Case 

Firms cannot develop their IoT strategy a priori, as there is very little conventional 
wisdom to apply in this nascent space. It is only once real devices are connected to 
real software platforms that the systemic implications of the program will be fully 
known. For example: 
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o A commodity goods manufacturer builds a system to track the unit level 
consumption of products, which would allow a direct fulfillment model. How will 
this impact existing distributor relationships and processes? 

o An industrial instrument company relied on a field service staff of 125 people to 
visit factories on a routine schedule. Once all instruments were cloud connected, 
cost savings can only be realized once the staff size is reduced. 

o An industrial convenience company noticed a reduction in replacement sales due to 
improved maintenance programs enabled by connected machines. 
Second and Third order effects of IoT systems are often related to: 

o Reductions in staffing for manual jobs becoming automated. 
o Opportunities to disintermediate actors in complex supply chains. 
o Overall reductions in recurring sales due to better maintenance. 

Costs of Scaling IoT 

Certainly complex IoT programs that amount to more than simply adding basic 
connectivity to devices sold, involve headaches ranging from provisioning to 
installation to maintenance. 

Cellular connectivity is an attractive option for many OEMs seeking an “always 
on” connection option, but the headaches of working with dozens of mobile 
operators around the world can become an problems. Companies like Jasper or 
Kore exist to help solve these complex issues. 

WiFi has proven to be a poor option for many enterprise connected devices, as the 
complexity of dealing with provisioning and various IT policies at each customer 
can add cost and slow down adoption. 

 

 Prototypes and Production 

Way of transforming from prototype to production are :- 

1. Idea 

Every IoT project starts with an idea, not a purchase order for $100,000. Today, 

makers have never had it so good for quickly turning those concepts and “what-ifs” 
into something real. In many cases, a Raspberry Pi or Arduino will do the job fine. 

Connectivity also isn’t a problem at this stage. You could even use a physical cable 

Downloaded from www.rgpvnotes.in

Page no: 6 Get real-time updates from RGPV

https://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

to link the sensor to an IoT gateway such as the Dell Edge Gateway, although Wi-

Fi is the more likely option. 

2. Prototype 

In my time in the industry, rapid prototyping has become easier and cheaper. It 

used to be very expensive and a big commitment to create early-stage proof-of-

concept devices; now, you can get a Chinese manufacturer to build in volumes of 

one. But once you bring the proof of concept from your lab to the field — whether 

that’s to an actual farm or to an investor meeting — can you really rely on the Wi-

Fi signal? Depending on the environment, you might think cellular connectivity is 

your best option, so traditionally, many makers have you gone to their nearest 

mobile operator to buy a cheap SIM card. 

3. Iterate 

Here’s where the questions start to come thick and fast, however. Once you have 

an idea of what you’re trying to build, will any of the connectivity options you 
adopted at the earlier stage still be with you as you refine your original idea? Will 

you be able to source SIMs reliably at higher volume? Will the cost model of 

buying retail SIMs work with a 500-unit-a-month deployment? This step is where 

you’ll encounter issues like security, authentication or authorization on your 
connectivity. Can your chosen connectivity handle these issues reliably? 

4. Deploy 

By design, IoT devices are constrained — that term has a specific meaning which 

implies limited processing power, storage and bandwidth. Where you plan to 

physically deploy will be a factor: if you aim to put a miniature computer on every 

streetlight, it isn’t practical to visit every one of them every Tuesday to install a 
patch. Or, if you fit a sensor in the road which is then embedded under concrete, 

you only have one time to get it right. 
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5. Scale 

So, what type of connectivity are you going to embed in your service as you 

deploy it? This isn’t a trivial question. If you’re serious about building an IoT 
innovation to operate on a global scale, it makes sense to think about IoT 

connectivity from the very start. Otherwise, you’re stuck on the treadmill, 
continually solving the same problems over and over again as you progress 

through the five steps as outlined here. SIMs from the EU will not roam in Saudi 

Arabia, and a U.S. SIM won’t necessarily work in France. In some of the biggest 
growth markets, Saudi Arabia, Turkey and Brazil, governments don’t permit global 
or permanent roaming. We’ve seen similar restrictions in places like Cambodia, 
Indonesia and Myanmar. So if you want to ship your “thing” all over the world, 
you’d better be sure at the idea, prototype and iterate stages that you’ve built in 
connectivity that works for your global application. 

 

The assumption we’ve made all along is that connectivity is hard. Simply putting 

your devices on Wi-Fi doesn’t give you guaranteed service, besides the fact that 
connecting constrained or low-power devices to the public internet is not a good 

idea. As we like to say, there’s nothing quite as complicated or dangerous as 
simple connectivity. 

Fortunately, technological advancements have come to our rescue yet again. In the 

old days, you had to pay in advance for technological capacity that you guessed 

you might need to use months from now. Cloud computing services like Salesforce 

and, later, Amazon Web Services or Microsoft Azure completely upended that 

model, giving enterprise-class software tools to smaller companies who only had to 

pay for what they used. 

That same model now applies to connectivity, to let you link services and “things” 
over the internet at industrial scale but at volumes of one (idea), so you can start 
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small and then flex your network as you go through the subsequent steps 

(prototype, iterate, deploy and scale). 

When considering what technology to enable your IoT project scale the network 

connectivity you need to look to the models developed for infrastructure as a 

service and computing elasticity. Look for technologies that can automate the 

“declaration” of an IoT network topology via simple API calls and that remove the 

manual, time consuming bespoke steps. Consider technologies that can aggregate 

different bearer networks so that you can mix and match multiple different 

connectivity types, and avoid lock-in from one single communication service 

provider. 

 Embedded Platform 

The growth potential for the embedded industry is enormous. And the path forward 
is becoming clearer every day. It’s time that we start building IoT systems, and 
provide value to our customers. 
The Internet of Things (IoT) is no longer a fanciful vision. It is very much with us, 
in everything from factory automation to on-demand entertainment. 

IoT software solutions have largely had to be built from scratch with a high degree 
of customization to specific requirements, which has driven up the cost and 
complexity of development and deterred many prospective entrants to the market. 
What have been missing are developer tools that alleviate the costs associated with 
building the foundational infrastructure—the “plumbing” of their solutions—so 
they can focus on optimizing the core functionality and bring solutions to market 
more quickly with less cost. 
 

Embedded systems are highly customized, developed and programmed as per user 
requirements.  Conventional embedded systems are electronic components that 
possess a microprocessor, peripherals, memory card, and software program that 
run instructions, operating system and tools (debuggers, static and non-
programmable), and follows firmware programming embedded in the micro-chip. 
Embedded systems will play an important role in Internet of Things (IoT) due to 
their unique characteristics and features such as real time computing, low power 
consumption, low maintenance and high availability are becoming the key enabler 
of IoT.  Major players in embedded system hardware and software developments 

Downloaded from www.rgpvnotes.in

Page no: 9 Get real-time updates from RGPV

http://benisontech.com/domains/iot/
http://benisontech.com/domains/iot/
http://benisontech.com/domains/iot/
http://benisontech.com/domains/iot/
http://benisontech.com/domains/iot/
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

are aiming to bring these transformations into their products to take advantage of 
growing IoT market. 
The areas that are going to transform are Real Time Operating Systems (RTOS) 
and microprocessors and microcontrollers, followed by memory footprints and 
networking, open source communities and developers. 

Smart embedded systems will require changing contemporary embedded system 
design and architecture to suit real-time operations, smaller size of the unit and 
lowered power consumption and become cost efficient. 

Use of microcontroller and technologies such as Systems on Chip (SoC) and 
Reduced Instruction set Computing Chips (RISC) will have greater scope in IoT. 

Learn How to Prototype an Embedded Device :- 
https://blog.eduonix.com/internet-of-things/learn-prototype-embedded-device/ 

 Physical Prototypes and Mass Personalization 

 Physical Prototyping is the process of making a physical representation of an idea. 
Early in the process physical prototypes can be made of all kinds of 
materials. Physical prototypes allow the designer and users to interact with the 
idea. 

Since the earliest artisans offered items for sale, customization and price have been 
two important product characteristics to the consumer. So it is today, but with a 
few twists. Toward the end of the 18th century, the French military made the 
breakthrough of using interchangeable parts for cannons and muskets. 

By the middle of the 19th century, many more products were being made from 
interchangeable parts. This paradigm shift caused consumers to become 
comfortable with buying standard products that were easier and cheaper to repair. 
Mass production became king because it allowed complex products like 
automobiles to be made cheaply enough that average people could afford them. 
The general trend of standard designs competing on price and customized products 
being offered for a premium continued until about two decades ago. 

The recent shift towards Mass Customization was forecasted in 1987. This ability 
to deliver products customized to each consumer’s specifications at near mass 
production prices is the Holy Grail of retailing. Giving customers the opportunity 
to have a product any time they want it, anywhere they want it, any way they want 
it resonates extremely well with consumers. The number of mass customized 
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products is steadily growing as are personalized services, and this is what we call 
Mass Personalization. 

By 2025, retailers must be capable of supporting a highly diverse set of order and 
distribution channels in keeping with mass customized products and delivery 
methods. Customers will want to order with their phones, mobile devices and 
computers, as well as through traditional retail outlets, kiosks and perhaps as-yet-
unimagined channels. Delivery modes will be just as diverse from time-definite, 
long-lead-time delivery to next-day delivery, same-day delivery and even same-
hour delivery.  

Sensors & Internet of Things 
In 1999, Kevin Ashton saw Radio Frequency Identification (RFID) as a 
mechanism by which physical things could directly communicate with the 
Internet: “If we had computers that knew everything there was to know about 

things — using data they gathered without any help from us — we would be able to 

track and count everything, and greatly reduce waste, loss and cost. We would 

know when things needed replacing, repairing or recalling, and whether they were 

fresh or past their best.” 

Since then, the proliferation of embedded sensors that can communicate with the 
Internet without human intervention is staggering. Consider that today GPS allows 
real-time tracking of cars and trucks — and people through mobile phones. Strain 
gauges rest on structural members of bridges that automatically broadcast critical 
information to alert highway engineers of potential problems. Vision systems can 
identify defects in high-speed production environments, so non-complying 
products can be automatically ejected from the stream prior to shipping. RFID tags 
attached to shipping containers can record important measurements like drop 
forces that the container experiences and a continuous recording of temperature in 
the container during transit. 

Every year, sensor technology is creating smaller and better devices that can “talk” 
to the Internet without human intervention. The increasing array of functions that 
these sensors perform is advancing at an incredible pace as is the accuracy they can 
achieve. By 2025, much of Ashton’s vision could be realized. Sensors that 
automatically communicate with the Internet without human intervention could be 
almost ubiquitous. Every step of the manufacturing process could have sensors 
communicating directly with the Internet, so operators would be warned of 
problems and be told precisely what to do. End-item packages, unit-load containers 
and transportation containers could have continuous GPS tracking — optimizing 
routing and delivery decisions. Containers should have sensors communicating 
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vital information in real time, such as shock and temperature so remedial actions 
can be made if an unsafe condition is encountered. 

Mobile & Wearable Computing 
A magnificent advance in the information revolution has been to divorce access to 
knowledge from stationary computing devices. We have arrived at the point in 
history in which it is possible to acquire knowledge, communicate with others, act 
on decisions, and engage in commerce at any moment from any location. Mobile 
computing is changing the way we live and at a pace that few could have imagined 
even 10 years ago. In 2006, Steve Jobs announced the iPhone and “the Internet in 

your pocket.” Wearable Computing, in which a computing device or a collection 
of sensors is embedded in a small, wearable accessory such as eyeglasses, a 
wristwatch or even fabric in clothing is the next trend in mobile that makes 
possible a life and workplace of continuous digital input, sharing, interaction and 
recording. 

Big Data & Predictive Analytics 
“Big Data” refers to extraordinarily large data sets that companies and other 
organizations now collect and store about their operations, sales, customers and 
nearly any other transaction of interest. How is our business affected by hurricane 
activity in the Atlantic? Do sales increase on Mondays because of Monday Night 
Football? Do customers really tend to order orange sleeveless shirts with purple 
socks? Big Data is supposed to tell us while bringing about the ultimate future of 
Mass Personalization. 

Predictive Analytics is a related concept that uses data mining and other techniques 
to predict the future. It differs from forecasting in that the latter applies 
mathematical relationships directly to historical data to predict future values 
(demand, for example), while accounting for variation, trends and seasonality. 
Predictive Analytics looks for correlation between past, perhaps disparate events 
and predicts future events based on current and emerging conditions. 

Robotics, Autonomous Control & Distributed Intelligence 
While the headlines are mostly filled with innovations in personal electronics and 
mobile computing, the Robotics industry is in the midst of a true revolution as 
capabilities increase and costs decrease. The International Federation for Robotics 
estimates that the global population of industrial robots is around 1.5 million units. 
An associated technology is Autonomous Control, in which a vehicle or other 
device has sufficient intelligence to sense its environment and make independent, 
local decisions. As the complexity of Cyber-Physical Systems that will facilitate 
Mass Personalization throughtout society continues to increase in the future, 
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Autonomous Control and Distributed Intelligence will offer a robust and flexible 
means of control. 

 Introduction to Cloud 

The internet of Things is starting to transform daily tasks are completed. The 
Internet of Things (IoT) consists of everyday objects – physical devices, vehicles, 
buildings etc. with embedded electronics, software, sensors, and network 
connectivity, allowing them to collect, send and receive data.  

 

The IoT generates a vast amount of Big Data and this in turn puts a huge strain on 
Internet Infrastructure. As a result, this forces companies to find solutions to 
minimise the pressure and solve their problem of transferring large amounts of 
data.  

Cloud computing has entered the mainstream of information technology, providing 
scalability in delivery of enterprise applications and Software as a Service (SaaS). 
Companies are now migrating their information operations to the cloud. Many 
cloud providers can allow for your data to be either transferred via your traditional 
internet connection or via a dedicated direct link. The benefit of a direct link into 
the cloud will ensure that your data is uncontended and that the traffic is not 
crossing the internet and the Quality of Service can be controlled.  
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  DIFFERENCE BETWEEN C LOUD COMPUTING AND IOT  

Cloud computing in simple terms means accessing data and programs from a 
centralised pool of compute resource that can be ordered and consumed on 
demand. Typically clouds deployments are described in 3 different models; Public, 
Private or Hybrid.  

 Private Cloud Services is a secure cloud that only the specified organisation 
can access. The additional security offered by a private cloud model is ideal 
for any organisation, including enterprise, that needs to store and process 
private data or carry out sensitive tasks. For example, a private cloud service 
could be utilised by a financial company that is required by regulation to 
store sensitive data internally and who will still want to benefit from some of 
the advantages of cloud computing within their business infrastructure, such 
as on demand resource allocation. 

 Public Cloud Service is like a Private cloud although the main differentiator 
is that resources used to process and store data can be shared with other 
organisations, and data transferred over a public network such as the 
internet. Third party providers will deliver cloud services over the internet 
and are normally charged by CPU cycles, storage, or bandwidth that they 
require. 

 Hybrid Cloud is a cloud computing environment which uses a mix of on 
premise, private cloud and third party public cloud services. With the hybrid 
cloud model, IT decision makers have more control over both the private 
and public components than using a pre-packaged public cloud platform. 

The internet of Things, meanwhile refers to the connection of devices other than 
the usual such as computers to the Internet. Cars, kitchen appliances and other 
sensors can be connected through the IoT. The IoT is an enabler for change. It 
enables systems and devices to be automated in a cost effective, intelligent manner 
supporting real-time control and monitoring. Having all the relevant information 
available (real time along with historical trend data) provides the ability to 
combine and process this data in an innovative manner resulting in more effective 
and efficient control or decision making. 
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  HOW CLOUD COMPUTING COMPLEMENTS IOT 
INITIATIVES ? 

Cloud computing and the IoT both serve to increase efficiency in everyday tasks 
and both have a complementary relationship.  The IoT generates massive amounts 
of data, and cloud computing provides a pathway for this data to travel.  

Many Cloud providers charge on a pay per use model, which means that you only 
pay for the computer resources that you use and not more. Economies of scale is 
another way in which cloud providers can benefit smaller IoT start-ups and reduce 
overall costs to IoT companies.  

Another benefit of Cloud Computing for the IoT is that Cloud Computing enables 
better collaboration which is essential for developers today. By allowing 
developers to store and access data remotely, developers can access data 
immediately and work on projects without delay. 

Finally by storing data in the Cloud, this enables IoT companies to change directly 
quickly and allocate resources in different areas. Big Data has emerged in the past 
couple of years and with such emergence the cloud has become the architecture of 
choice. Most companies find it feasible to access the massive quantities of Big 
Data via the cloud.  

 Climbing into the Cloud 

Cloud computing is the next evolutionary step in Internet-based computing, which 

provides the means for delivering ICT resources as a service. Internet-of-Things 

can benefit from the scalability, performance and pay-as-you-go nature of cloud 

computing infrastructures. 

The advent of cloud computing has acted as a catalyst for the development and 

deployment of scalable Internet-of-Things business models and applications. 

Therefore, IoT and cloud are nowadays two very closely affiliated future internet 

technologies, which go hand-in-hand in non-trivial IoT deployments.  

Internet-of-Things can benefit from the scalability, performance and pay-as-you-go 
nature of cloud computing infrastructures. Indeed, as IoT applications produce 
large volumes of data and comprise multiple computational components (e.g., data 
processing and analytics algorithms), their integration with cloud computing 
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infrastructures could provide them with opportunities for cost-effective on-demand 
scaling. As prominent examples consider the following settings: 

 A Small Medium Enterprise (SME) developing an energy management IoT 
product, targeting smart homes and smart buildings. By streaming the data of the 
product (e.g., sensors and WSN data) into the cloud it can accommodate its 
growth needs in a scalable and cost effective fashion. As the SMEs acquires 
more customers and performs more deployments of its product, it is able to 
collect and manage growing volumes of data in a scalable way, thus taking 
advantage of a “pay-as-you-grow” model. Moreover, cloud integration allows 
the SME to store and process massive datasets collected from multiple (rather 
than a single) deployments. 

 A smart city can benefit from the cloud-based deployment of its IoT systems and 
applications. A city is likely to deploy many IoT applications, such as 
applications for smart energy management, smart water management, smart 
transport management, urban mobility of the citizens and more. These 
applications comprise multiple sensors and devices, along with computational 
components. Furthermore, they are likely to produce very large data volumes. 
Cloud integration enables the city to host these data and applications in a cost-
effective way. Furthermore, the elasticity of the cloud can directly support 
expansions to these applications, but also the rapid deployment of new ones 
without major concerns about the provisioning of the required cloud computing 
resources. 

 A cloud computing provider offering pubic cloud services can extend them to the 
IoT area, through enabling third-parties to access its infrastructure in order to 
integrate IoT data and/or computational components operating over IoT devices. 
The provider can offer IoT data access and services in a pay-as-you-fashion, 
through enabling third-parties to access resources of its infrastructure and 
accordingly to charge them in a utility-based fashion. 
 

These motivating examples illustrate the merit and need for converging IoT and 
cloud computing infrastructure.  

Despite these merits, this convergence has always been challenging mainly due to 

the conflicting properties of IoT and cloud infrastructures, in particular, IoT 

devices tend to be location specific, resource constrained, expensive (in terms of 

development/ deployment cost) and generally inflexible (in terms of resource 

access and availability). On the other hand, cloud computing resources are 

typically location independent and inexpensive, while at the same time providing 

rapid and flexibly elasticity.  In order to alleviate these incompatibilities, sensors 
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and devices are virtualized prior to integrating their data and services in the cloud, 

in order to enable their distribution across any cloud resources. Furthermore, 

service and sensor discovery functionalities are implementing on the cloud in order 

to enable the discovery of services and sensors that reside in different locations. 

Similarly to cloud computing infrastructures, IoT/cloud infrastructures and related 
services can be classified to the following models: 

 Infrastructure-as-a-Service (IaaS) IoT/Clouds: These services provide the means 
for accessing sensors and actuator in the cloud. The associated business model 
involves the IoT/Cloud provide to act either as data or sensor provider. IaaS 
services for IoT provide access control to resources as a prerequisite for the 
offering of related pay-as-you-go services. 

 Platform-as-a-Service (PaaS) IoT/Clouds: This is the most widespread model for 
IoT/cloud services, given that it is the model provided by all public IoT/cloud 
infrastructures outlined above. As already illustrate most public IoT clouds come 
with a range of tools and related environments for applications development and 
deployment in a cloud environment. A main characteristic of PaaS IoT services 
is that they provide access to data, not to hardware. This is a clear differentiator 
comparing to IaaS. 

 Software-as-a-Service (SaaS) IoT/Clouds: SaaS IoT services are the ones 
enabling their uses to access complete IoT-based software applications through 
the cloud, on-demand and in a pay-as-you-go fashion. As soon as sensors and 
IoT devices are not visible, SaaS IoT applications resemble very much 
conventional cloud-based SaaS applications. There are however cases where the 
IoT dimension is strong and evident, such as applications involving selection of 
sensors and combination of data from the selected sensors in an integrated 
applications. Several of these applications are commonly called Sensing-as-a-
Service, given that they provide on-demand access to the services of multiple 
sensors. Note that SaaS IoT applications are typically built over a PaaS 
infrastructure and enable utility based business models involving IoT software 
and services. 
 

These definitions and examples provide an overview of IoT and cloud convergence 
and why it is important and useful. More and more IoT applications are nowadays 
integrated with the cloud in order to benefit from its performance, business agility 
and pay-as-you-go characteristics.  
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 Open Source 

The open source movement is in some ways the spiritual core of the Internet, 

encompassing much of the hardware, software, and protocols that make up the 

global communications infrastructure — as well as championing openness, 

transparency, and the power of collaborative development. 

Some open source Internet of Things Platforms and  Tools are :- 

1. Arduino - If you are seeking to make a computer that can perceive and 
exercise stronger control over the real world when related to your ordinary 
stand-alone computer, then Arduino can be your wise preference. 

Offering an appropriate blend of IoT hardware and software, Arduino is a simple-
to-use IoT platform. It operates through an array of hardware specifications that 
can be given to interactive electronics. The software of Arduino comes in the plan 
of the Arduino programming language and Integrated Development Environment 
(IDE). 

2. Node-RED - Node-RED is a visual tool for lining the Internet of Things, i.e., 
wiring together hardware devices, APIs, and online services in new ways. 
Built on Node.js, Node-RED describes itself as “a visual means for wiring 
the Internet of Things.” 

It provides developers to connect devices, services, and APIs using a browser-
based flow editor. It can run on Raspberry Pi, and further 60,000 modules are 
accessible to increase its facilities. 

3. Flutter - Flutter is a programmable processor core for electronics projects, 
designed for students, and engineers. Flutter’s take to glory is it’s long-
range. This Arduino-based board includes a wireless transmitter that can 
show up to more than a half-mile. Plus, you don’t require a router; flutter 
boards can interact with each other quickly. 

It consists of 256-bit AES encryption, and it’s simple to use. Some of the other 
features are below. 

 Fast Performance 
 Expressive and Flexible UI 
 Native Performance 

Downloaded from www.rgpvnotes.in

Page no: 18 Get real-time updates from RGPV

https://www.arduino.cc/
https://nodered.org/
https://flutter.dev/
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

 Visual finish and functionality of existing widgets. 

4. ThingsBoard - ThingsBoard is for data collection, processing, visualization, 
and device management. It upholds all standard IoT protocols like CoAP, 
MQTT, and HTTP as quickly as cloud and on-premise deployments. It 
builds workflows based on design life cycle events, REST API events, RPC 
requests. 

Let’s take a look at the following ThigsBoard features. 

 A stable platform that is combining scalability, production, and fault-
tolerance. 

 Easy control of all connected devices in an exceptionally secure system 
 Transforms and normalizes device inputs and facilitates alarms for 

generating alerts on all telemetry events, restores, and inactivity. 
 Enables use-state specific features using customizable rule groups. 
 Handles millions of devices at the same time. 
 No single moment of failure, as every node in the bundle is exact. 
 Multi-tenant installations out-of-the-wrap. 
 Thirty highly customized dashboard widgets for successful user access. 

5. Kinoma - Kinoma, a Marvell Semiconductor hardware prototyping platform, 
involves three different open source projects. Kimona Create is a DIY 
construction kit for prototyping electronic devices. Kimona Studio is the 
development environment that functions with Set up and the Kinoma 
Platform Runtime. Kimona Connect is a free iOS and Android app that links 
smartphones and stands with IoT devices. 

6. Kaa IOT Platform - Kaa is a production-ready, flexible, multi-purpose 
middleware platform for establishing end-to-end IoT solutions, connected 
applications, and smart devices. It gives a comprehensive way of carrying 
out effective communication, deals with, and interoperation capabilities in 
connected and intelligent devices. 

It mounts from tiny startups to a great enterprise and holds advanced deployment 
models for multi-cloud IoT solutions. It is primarily based on flexible 
microservices and readily conforms to virtually any need and application — some 
other features as below. 

 Facilitates cross-device interoperability. 
 Performs real-time device control, remote device provisioning, and structure. 
 Create cloud services for smart products 
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 Consists of topic-based warning systems to provide end-users to deliver 
messages of any predefined format to subscribed endpoints. 

 Perform real-time device monitoring 
 Manage an infinite quantity of connected devices 
 Collect and analyze sensor data 

7. DSA - Distributed Services Architecture (DSA) is for implementing inter-
device communication, logic, and efforts at every turn of the IoT infrastructure. 
It allows cooperation between devices in a distributed manner and sets up a 
network engineer to share functionality between discrete computing systems. 

You can manage node attributes, permission, and links from DSLinks. 

8. SiteWhere - SiteWhere platform offers the ingestion, repository, processing, 
and assimilation of device inputs. It runs on Apache Tomcat and provides 
highly tuned MongoDB and HBase implementations. You can deploy 
SiteWhere to cloud platforms like AWS, Azure, GCP, or on-premises. It also 
supports Kubernetes cluster provisioning. 

The following are some of the other features. 

 Run any estimate of IoT applications on a single SiteWhere instance 
 Spring brings the root configuration framework 
 Add widgets through self-registration, REST services, or in batches 
 InfluxDB for event data storage 
 Connect devices with MQTT, Stomp, AMQP and other protocols 
 Integrates third-party integration frameworks 
 Eclipse Californium for CoAP messaging 
 HBase for the non-relational datastore 
 Grafana to visualize SiteWhere data 

 Closed Source  

Closed source software (CSS) is opposite to OSS and means the software which 

uses the proprietary and closely guarded code. Only the original authors of 

software can access, copy, and alter that software. In a case with closed source 

software, you are not purchasing the software, but only pay to use it. 

Price policy - Closed source software is usually a paid software. The costs can vary 

depending on the complexity of the software. While the price can be higher, what 
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you get is a better product, full support, functionality and innovation. However, 

most companies provide free trials to convince the purchaser that their software is 

the right fit. 

Security - Closed source software can be fixed only by a vendor. If something goes 

wrong with the software, you send a request and wait for the answer from the 

support team. Solving the problem can take much longer than compared to OSC. 

Source code availability - Сlosed source software is more restricted than open 

source software because the source code cannot be changed or viewed. However, 

such limitation is what may contribute to CSS security and reliability. 

Usability - For closed source software usability is one of the merits. 

Documentation is usually well-written and contains detailed instructions. 

Flexibility - Closed source software tends to have only as much flexibility as the 

creators intended. The flexibility only extends to the front-end because the 

functions are limited to what was programmed. Changing these things could void 

the warranty or cause even greater problems. 

Support - Closed source has the advantage in support. Since a lot of the support 

costs have been factored into the price of the software (excluding special support 

types like 24/7 or personal expert). This allows for there to be a lot of different self 

help options such as FAQ, an organized user manual written by the developers, or 

an organized forum with experts. On the other hand, open source software usually 

doesn’t have this level of DIY support systems. Although, there might be third-

party forums and explanations from the community, which could help. 

Closed source software is easier to work with for beginners or those who don’t 
know how to code. Also, closed source websites are easier and faster to set up out 
of the box. The top open source shopping carts are Magento and OpenCart, 
and  BigCommerce and Shopify are popular closed source platforms. 

 Mixing open and closed source 

Closed source software is software that holds the source code safe and encrypted. 

Meaning, the user can't copy, modify, or delete parts of the code without some type 
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of consequence. It can go from voiding the warranty to even legal 

repercussions. Open source software is software that does the complete opposite. 

The key differentiators between open and closed come down to a few factors: 

1. Cost 

2. Service 

3. Innovation 

4. Usability 

5. Security 

There are pros and cons of each and the direction you head in, will largely depend 
on your priorities for each of these 5 factors. Those priorities will help dictate 
when it’s appropriate to use open source and when to use a closed source CMS. 

1. Cost 

One of the main advantages of open source software is the cost; however, when 
applied to Open Source Software, the term "free" has less to do with overall 
cost and more to do with freedom from restrictions. 

If you have the in-house capabilities and technical expertise to maintain the 
software, and resources to implement, train and provide support to staff, then open 
source may be most cost-effective for your organization. You should consider, 
however, the long-term costs of implementation, innovation, providing support, 
and investing in infrastructure as your company evolves, technology changes, and 
your needs grow. 

We recently took a detailed look at the costs of platforms with our post Do You 
Know The True Cost of Managing a Website? It will help you understand what are 
the true costs. 

Open software providers are also increasingly charging for extras like add-ons, 
integration, and additional services, which can negate any cost-saving advantages 
in some cases. In the end, rather than being free, you are still paying for a service 
with open source software. 
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For a Closed Source CMS, depending on the complexity of the system, the cost 
can vary between a few thousand to a few hundred thousand dollars, which 
includes a base fee for software, integration and services and annual 
licensing/support fees. While the hard cost can be higher, what you get in return is 
a more customized product from a trusted brand, higher levels of security and 
functionality, continuous innovation, greater scalability, ongoing training and 
support and a lower requirement for technical skills. 

2. Service 

Open source software relies on a loyal and engaged online user community to 
deliver support via forums and blogs, but this support often fails to deliver the high 
level of response that many consumers expect (and can receive with proprietary 
software). 

These communities must also be found on the web and some would argue there is 
no incentive for the community to address a user's problem. 

Now, before you go and use Open Source Software such as Wordpress for your 
enterprise needs, there are a few things you need to take into account like the 
ongoing maintenance, security, content migration, etc. 

Service and support are probably the greatest advantages of using proprietary 
software (closed). Ongoing support is a key selling point for users with little 
technical skills and one of the main reasons people choose closed source over open 
source software. 

Support includes user manuals and points of contact for immediate assistance from 
viable companies with experts who are intimately familiar with the products and 
services. 

3. Innovation 

Open source software provides a large amount of flexibility and freedom to change 
the software without restriction. This innovation, however, may not be passed on to 
all users and it is debated whether customized changes to the original source code 
can limit the future support and growth of the software. Once more, open source 
software providers often struggle to attract large-scale research and development. 

Some see the inability to view or change the source code in closed source software 
as a drawback when compared to the unrestricted flexibility of open source; 
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however, this restriction ensures the security and reliability of proprietary software 
that is fully tested and offered to all users. 

Once more, customized software is available for specific users. Unlike open 
source, proprietary software also attracts larger amounts of R&D in order to 
regularly offer new products and upgrades. 

Like open source software, closed source software also has dedicated online 
communities that share ideas and strategies through forums and surveys, fostering 
innovation and allowing the product to adapt with changing needs. 

4. Usability 

Usability is often a major area of criticism for open source software because the 
technology is generally not reviewed by usability experts and caters to developers 
rather than the vast majority of layperson users. User guides are not required by 
law and are therefore often ignored. When manuals are written, they are often 
filled with jargon that is difficult to follow. 

For closed or proprietary software, usability is a high selling point (think Apple 
again) due to expert usability testing for a more targeted audience. User manuals 
are also provided for immediate reference and quick training, while support 
services help to maximize use of the software. Third party systems and developers 
are also able to use a variety of mechanisms to enhance "closed" source software. 

5. Security 

Security of open source is often a concern for large companies because software is 
not always developed in a controlled environment (that’s how the whole Panama 
Papers debacle started). 

With individual users all around the world developing the software, there is a lack 
of continuity and common direction that prevents effective communication. Once 
more, the software is not always peer-reviewed or validated, meaning that a 
programmer can embed a backdoor Trojan into the software while the user is none 
the wiser. 

One way to reduce this potential risk is to adopt a reputable brand with a 
concentrated development team supported by a strong online community. 
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Proprietary or closed software is generally seen as more secure because it is 
developed in a controlled environment by a concentrated team with a common 
direction. This team is the only group that can view or edit the source code, it is 
heavily audited and the risk of backdoor Trojans or bugs are reduced (though no 
security can be flawless). 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 
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