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Chapter 1

Wireless mesh network emulation
Ramon dos Reis Fontes 1, Augusto José Venâncio Neto 2, 

and Christian Esteve Rothenberg 3

Experimental research on wireless networks is arduous and usually involves high costs. 
Hence, means for rapid prototyping along high- delity evaluation are highly desirable.
This chapter presents Mininet-WiFi as a tool to emulate WMNs allowing high- delity
experiments that replicate real networking stacks, protocols, and more. In order to bring
the most complete experience possible, this chapter also provides practical guidelines
on how to emulate WMNs. First, we introduce wireless interface modes tailored to  
wireless mesh supported by the Linux-based systems in addition to the most com-
mon wireless mesh routing protocols. Second, we showcase the emulation of IEEE 
802.11p-based networks in vehicle and drone communication scenarios.

1.1  Introduction

The rapid progress in research and development of wireless communication 
technologies has created dierent system types, such as Bluetooth, WiFi, and
3/4/5G. These systems are designed to cater to speci c service needs and dif-
fer in terms of bandwidth, latency, coverage area, cost, and quality-of-service
(QoS) requirements. A challenge in this scenario comes up by the need for ena-
bling users to move through the dierent networks while maintaining their con-
nectivity with a high level of QoS and security. In this context, wireless mesh 
networks (WMNs) emerge as an alternative to guarantee interoperability among
the dierent existing communication systems. There are a plethora of applica-
tion scenarios tailored to WMNs, some of which will be explored throughout
this chapter. For instance, WMNs can be exploited in projecting home networks,
networks in the neighborhood, corporate networks, and metropolitan networks.
The ability to self-organize a mesh network reduces the complexity of deploying
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and maintaining the network itself. Moreover, the mesh network backbone pro-
vides a viable solution for users to keep connected ubiquitously (i.e., anywhere
and anytime).

On the basis of supporting the scenarios covered throughout this chapter har-
nessing real- world technology perspectives, we will use the wireless network 
emulation feature. With this in mind, we will be able to experiment with dierent
wireless technologies by using a single laptop. Hence, given its importance, we will
introduce the Mininet- WiFi wireless network emulator along with a comprehensive 
description of the features supported by this emulator in Section 1.2.

The remainder of this chapter is organized as follows. In Section 1.3, we will 
learn around mesh- oriented wireless technologies for the use of experimentation 
atop Linux-based systems; Section 1.4 introduces a set of dynamic routing protocols;
nally, but not least, we will explore in Section 1.5 the two use cases: one of which is

devoted to vehicular ad hoc networks (VANETs), while the other to unmanned aerial  
vehicles (UAVs).

1.2  Mininet-WiFi: a primer

Simulators, emulators, and testbeds emerge as the most common experimental plat-
form tools for experimentally driven research, intending to evaluate network sys-
tems’ functionalities and performance skills. All these evaluation tools dier in their
dierent degrees of abstraction. However, aspects including scalability, reproduc-
ibility, and cost-bene t, among others, distinguish both simulation and emulation as
the most preferred methods [1]. The choice among the most appropriate approach 
for experimentally driven research to evaluate the functionality and performance 
of a network is always a trade-o. However, as shown in Figure 1.1, the follow-
ing list of bene ts are considered if we compare the network emulation approach

Figure 1.1 Experimental platforms for wireless networks. Source: Adapted from [2]
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over simulators and physical testbeds: (i) it allows to run real code under realis-
tic networking and computing conditions; (ii) it is easy to download and provides 
fast/interactive usage; and (iii) it provides more balanced evaluations.

The task of emulating networks oers more accurate and realistic outcomes.
Thus, it has been widely used in performance evaluation experiments, protocol test-
ing/debugging, as well as various activities concerning computer network archi-
tectures research. A researcher typically has several possible methods capable of
evaluating and validating research data and network protocols, performing outcome 
analysis and other operations.

Figure 1.1 provides a nonexhaustive list of experimental platforms, such 
as OMNeT++ [3], Estinet [4], OpenNet [5], Core [6], WARP [7], R2lab [8], 
EMULAB [9], Nitos [10], and Orbit [11]. However, according to the literature,
ns-3 [12] and Mininet-WiFi [2] are among the most popular approaches that both
the academy and the industry use nowadays for wireless networking evaluation. 
However, we opt to use the Mininet- WiFi emulation tool all this chapter round for 
the reason of incorporating real- world network stacks, as well as allowing the use 
of third-party tools without modi cations to the source code of these tools. If the
reader is already a Linux user, he will certainly execute all of the proposed scenarios
without further di culties. If not, he will have the opportunity not only to know the
Mininet-WiFi emulator but mainly to use tools that wireless network professionals
adopt on Linux-based systems.

Written in Python, Mininet- WiFi is a Mininet- extended [13] wireless networks 
emulation tool. Mininet stands as a well- known emulator to researchers working in 
the eld of software-de ned networks [14, 15]. Mininet-WiFi allows users to set
up and emulate WMNs on a single machine and has WiFi- native support. Through 
Mininet- WiFi, the user can virtualize stations, Access Points, and Mininet- supported 
node types (e.g., wired hosts and switches). In what concerns WMNs emulation 
support, Mininet-WiFi becomes essential since it supports multiple wireless mesh
technologies and standards, especially those aimed at WiFi. The reader may write 
Python codes to emulate wireless networks with Mininet- WiFi or extend it with 
additional capabilities in a straightforward manner. Mininet-WiFi has the ability to
emulate an entire network one- to- one in a laptop, whereas a process can represent 
each node in the network.

The emulation of the wireless network would not be possible without the
mac80211 framework, which driver developers currently use to project drivers tai-
lored to SoftMAC*wireless devices.More speci cally speaking,Mininet-WiFi relies
on the mac80211_hwsim module to simulate an arbitrary number of IEEE 802.11
radios for mac80211. The mac80211_hwsim module can be used to test most of the
mac80211 functionalities and user space tools, such as  , �  ,  
and in a way that closely matches with the typical case of using real WLAN

* SoftMAC devices allow toward ner hardware control, allowing for the IEEE 802.11 frame manage-
ment to be done in software for them, both parsing and generation of IEEE 802.11 wireless frames.
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hardware. From the mac80211 viewpoint, mac80211_hwsim is yet another hard-
ware driver, i.e., there is no need for changes to mac80211 to use this testing tool.

One of the advantages the mac80211_hwsim module brings is that it enables all
the interface modes supported by mac80211—even if some mode is not supported
by the physical network interface. We can con rm this assignment by running the
 list command, which will return the following output:

 

� >
:

�
�
�
� /
�
�
� �
� �
�   

We can nd among the supported interface modes listed above some that aimed at
WMNs: (i) independent basic service set (IBSS)—corresponds to the traditional ad
hoc mode interface; (ii) mesh point—stands to the mesh point interface that works
with the open-source implementation of the rati ed IEEE 802.11 seconds wireless
mesh standard; (iii) P2P-client and P2P-GO that are used for WiFi-Direct link; and
(iv) the outside context of a BSS (OCB) that IEEE 802.11p uses for wireless access 
in vehicular environments (WAVE) [16]—this mode has been enabled [17] by one
of the authors of this chapter.

Figure 1.2 illustrates the components that participate in the Mininet- WiFi wireless 
network emulation, focusing on thewireless network stack of the Linux kernel driver. All
the nodes use cfg80211 to communicate with the wireless device driver, a Linux IEEE

Figure 1.2 Components involved in the wireless network emulation
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802.11 con guration API that provides communication between STAs and mac80211.
This framework, in turn, communicates directly with the WiFi device driver through 
a netlink socket (or more speci cally nl80211), which is used to set up the cfg80211
device and for kernel user space communication as well. This structure is essential, as the 
mac80211_hwsim module can automatically support any feature that is implemented for 
the kernel of the Linux system and Mininet-WiFi therefore.

Various WMN standards have been actively constituted for the last several
years. Nevertheless, many more will undoubtedly come up—mainly due to the
advent of the 5G and the Internet of Things (IoT) technologies. In the next sec-
tions, we will introduce ve wireless network modes that Linux-based systems
support aiming at wireless mesh emulation, namely IBSS, wireless distribution
system (WDS), WiFi- Direct, IPv6 over low- power wireless personal area networks 
(6LoWPAN), IEEE 802.11p, as well as some of the most typical routing protocols
used in WMNs. In addition to the detailed description of these standards and pro-
tocols operation, the reader will nd pointers to guided instructions that will help
in executing and visualizing dierent scenarios in practice. By concept, WMNs are
dynamically self-organizing and self-con guring networks, whose nodes arranged
in a meshed topology make up an ad hoc network. For this reason, we will often nd
the ad hoc nomenclature throughout this chapter.

1.3  Overview of wireless mesh technologies

1.3.1 IBSS (ad hoc)
An IBSS network, often called an ad hoc network, is a way to have a group of 
devices talking with each other wirelessly. It stands to a peer- to- peer (P2P) network 
example, in which all devices can talk directly to each other, with no inherent relay-
ing. Since the IBSS network is a P2P network, the steps necessary to set up the WiFi 
link-layer should be the same on all devices. We do not have to worry about the nec-
essary steps, as Mininet- WiFi assumes all the steps internally. However, at the level 
of curiosity, all steps are carried out with the support of   [18], which is also used 
to aord creating the wireless interface in the IBSS operating mode.

In the computer networking eld, we nd two types of routing approaches:
static and dynamic routing. On the one hand, routes are de ned statically in static
routing, as the name itself indicates. On the other hand, dynamic routing protocols 
are in charge of feeding the routing tables. The list of the main protocols projected
for operating with wireless ad hoc networks routing includes ad hoc on- demand 
distance vector (AODV), optimized link state routing (OLSR), and better approach
to mobile ad hoc networking (B.A.T.M.A.N.).

On the basis that routing protocols will be seen later, the instructions available
at the link below can be used to understand how static routes can be created for the
sake of allowing nodes to communicate with each other in a minimal wireless ad 
hoc network topology, as illustrated in Figure 1.3. Nevertheless, the tool will be
used for the rst time along this book to get some information about the ad hoc link.

https://github.com/mesh-book/instructions/blob/master/adhoc.md
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1.3.2 Wireless distribution system
The IEEE 802.11 standard de ned two operation modes: infrastructure and ad hoc.
In what concerns the infrastructure mode, one AP along with associated stations 
form a basic service set (BSS). Several BSSs can be connected with each other by
a distribution system (DS), which forms an extended service set (ESS). Within an
ESS, mobile stations roam and stay connected to the available network resource.
DSs are usually wired links, and Ethernet is a typical example of DS. However, DSs 
can also be built with IEEE 802.11 wireless links, which is called WDS. In WDS-
based WLANs, one AP (called base AP) is connected to the wired link, and one or
more APs (called linked AP) can be linked with either the base AP or other linked
APs. That is, WDS is a system enabling the wireless interconnection of APs in an
IEEE 802.11 network using radio links. This is possible because WDS preserves the
MAC addresses of client frames across links between APs.

The WDS introduces a set of requirements that the reader needs to be aware
that although the service set identi ers (SSIDs) may be dierent, all base stations
in a WDS cell must be (i) set to use the same radio channel and (ii) set with the
same encryption method and the same encryption keys. WDS enables to provide
two modes of connectivity:

 • Wireless bridging, in which WDSAPs communicate only with each other with-
out allowing wireless STAs to access them, and

 • Wireless repeating, where the APs communicate with each other and with the 
wireless clients.

Unfortunately, WDS may be incompatible with dierent products (even occa-
sionally from the same vendor) since the IEEE 802.11-1999 standard does not de ne
how to construct any such implementations or how stations interact to arrange 
frames of this format to be exchanged. For this reason, the Linux-supported WDS
mode is not encouraged to be used—even though it is still supported and can still
be experienced. In order to x the incompatibility problem, even with the use of
products developed by the same vendor, the Linux system implements the 4-address
mode, as discussed in Section 1.3.2.1.

Figure 1.3 Minimal wireless ad hoc topology
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1.3.2.1  The 4-address
The 4-address mode denotes how Linux-based systems (including embedded sys-
tems like OpenWRT) support WDS mode for mac80211 drivers. However, it is 
incompatible with other WDS implementations. That is, we will need all endpoints
using this mode in order for WDS to work appropriately. Fortunately, all mac80211 
drivers support 4- address mode if either master (e.g., access point) or managed (e.g., 
station) interfaces operation modes are supported.

In the case of a wired Ethernet, there are only two MAC addresses: the source
and the destination (which is essentially the next hop address). Nevertheless, in the 
wireless LAN, while an IEEE 802.11 device is transmitting to a receiving device,
either one (or both) of these devices may not be the actual source or destination of
the Open System Interconnection (OSI) L2 tra c. Hence, this can create situations
where we need four dierent distinct addresses: (i) transmitter address is used to
send acknowledgments; (ii) receiver address indicates the receiver of the frame; (iii)
source address is used only in a wireless DS as one AP forwards a frame to another 
AP and the source address of the original AP is contained here; and (iv) destination
address is used for ltering by APs and the DS. The reader may want to refer to the
IEEE 802.11-05/0710r0 document [19] for a complete view about 4-address.

A 4-address scenario can be emulated with the instructions available at the link
below. This guided emulated scenario consists of testing the connectivity among
stations connected to dierent APs that, in turn, are wirelessly connected to other
APs with 4- address, as illustrated in Figure 1.4.

https://github.com/mesh-book/instructions/blob/master/4addr.md

1.3.3 WiFi direct
Initially called WiFi P2P, the WiFi Direct [20] has been proposed and standardized
by the WiFi Alliance to facilitate the interconnection of nearby devices by support-
ing device-to-device (D2D) communications onWiFi channels. It has been designed
following a hierarchical client- server architecture, where a single device manages 
all the communications within a group of devices. This means that devices willing 

Figure 1.4 4-address network topology
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to establish D2D communications must organize in groups, assuming the roles of
group owners (GOs) and/or clients. A GO is an “AP- like” entity that provides BSS 
functionalities to the associated clients, both legacy (i.e., supporting standard IEEE
802.11 wireless access) and P2P. Legacy clients can communicate only with the
GO by exploiting it as WLAN access, while P2P clients can also establish client-to-
client communications.

WiFi Direct emerged through the WiFi Alliance group, a worldwide industry 
association charged with certifying WiFi technologies. It operates in frequency
bands that do not require the installation and/or operation on the device, by working
with two types of resources: direct device discovery that assumes the task of track-
ing devices that have WiFi Direct service, so that user choice with which to connect 
and Discovery, which list electronic devices.

WiFi Direct can be emulated, along with all the features supported by the Linux
OS for this wireless technology, by following the instructions below. In particular,
commands from  �  [21] such as p2p_ nd, p2p_peers, and p2p_connect will
be used.

https://github.com/mesh-book/instructions/blob/master/wi -direct.md

1.3.4 IEEE 802.15.4 (6LoWPAN)
The 6LoWPAN protocol [22] is devoted to enabling IPv6 packets to be carried on
top of low-power wireless networks, speci cally IEEE 802.15.4. Several leading
radio manufacturers have implemented IEEE 802.15.4, which speci es a wireless
link for LoWPANs, characterized by small frame sizes, low bandwidth, and low
transmit power. These make it widely used in embedded applications that generally
require numerous low-cost nodes communicating over multiple hops to cover a large
geographical area, as well as operating unattended for years on modest batteries.

As its primary task, 6LoWPAN adjusts IPv6 packets to wireless multihop
communication’s unique characteristics and requirements between low-power
devices. The 6LoWPAN format de nes how IPv6 communication is carried in
802.15.4 frames and speci es the adaptation layer’s key elements. There are cur-
rently four basic header types de ned in the standard: Dispatch Header, Mesh
Header, Fragmentation Header, and the HC1 Header (IPv6 Header Compression  
Header) [23]. The only necessary headers are a Dispatch Header, an HC1 header, 
and the compressed IPv6 header for the simplest case. The three main mechanisms 
supported by 6LoWPAN are:

 • Header compression: allows the transmission of IPv6 packets in as few as four 
bytes to ensure that the large IPv6 and transport-layer headers (Transmission
Control Protocol (TCP)/User Datagram Protocol (UDP)) are reduced.

 • Fragmentation: enables the fragmentation and reassembly of payloads larger
than the size of the 802.15.4 frame (102 bytes of payload) to support the IPv6
minimum Maximum Transmission Unit (MTU) requirement.

 • Layer- two forwarding: to deliver IPv6 datagram over multiple radio hops.
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Experimenting 6LoWPAN with Mininet-WiFi is possible, thanks to the
mac80215 4_hwsim module that the latest kernel versions of the Linux OS already
embeds, as well as the Linux WPAN network development [24]. This initiative
brought with it a tool called   that is based on  . Through the instructions 
below, we will have the opportunity to know   and how 6LoWPAN currently
works on Linux operating systems through the mac802154_hwsim module.

https://github.com/mesh-book/instructions/blob/master/6lowpan.md

1.3.5 IEEE 802.11p
Currently, industrial actors and investigated by regulatory organizations consider
two competing technological approaches toward vehicle- to- everything (V2X) com-
munications: Cellular-V2X (C-V2X—3GPP Release 14 [25]) and dedicated short-
range communications (DSRC in the US [26] and European Telecommunications 
Standards Institute (ETSI) intelligent transport systems (ITS- G5) [27] in Europe). 
The C- V2X claims to have a wider range of applications in areas such as enter-
tainment, tra c data, navigation, and, most notably, autonomous driving (espe-
cially New Radio (NR) C-V2X). The DSRC, on the other hand, has been explicitly
designed for vehicular applications and, in particular, for collision prevention appli-
cations. Aside from that, these two technologies address identical use- cases while 
matching the same network, security, and application layers.

While the US, Europe, and Japan deploy DSRC-based V2X, C-V2X is gain-
ing momentum in other regions, such as China. In the US, thousands of DSRC 
roadside units are equipped with DSRC V2X, whereas original equipment manu-
facturers began planning their deployment. The DSRC-based V2X standard is
based on the IEEE 802.11p access layer developed for vehicular networks, while
the C-V2X is based on the not yet ready 3GPP’s LTE-V2X technology. The 
IEEE 802.11p (WAVE) represents the most mature set of standards tailored to 
DSRC/WAVE networks. The IEEE 802.11p amendment de nes MAC and PHY
layer protocols that DSRC nodes use. Although initially conceived by a task group
formed in November 2004 and developed in 2010, the IEEE 802.11p is still an
emerging family of standards intended to support wireless access in VANETs.

Experimenting with IEEE 802.11p on Linux-based systems is possible, thanks
to the support for the outside the context of a basic service set (OCB). Ramon Fontes
added support for the OCB and the 5.9 GHz band [17]. The OCB allows unicast,
multicast, and broadcast data communication without any MAC sublayer setup and
guarantees, at least for safety- related applications, in which noncoexisting BSS 
will operate on the 5.9 GHz DSRC band. Due to this contribution, experimenting
with IEEE 802.11p requires the user to use the kernel version (at least) 5.8 of the
Linux OS. Moreover, the 5.9 GHz band may need to be added to the WLAN regu-
latory domain of the system. A de nition of the WLAN regulatory domain can be
a bounded area under the control of a set of laws or policies. Currently, there are
governing bodies in many countries around the world that follow a standard set
by the Federal Communications Commission [28], ETSI [29], Japan, Israel, etc.
By default, the computer may not enable the 5.9 GHz band. For this reason, it is
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necessary to enable it through a custom regulatory domain that will enable the 5.9
GHz band. This chapter does not provide instructions on how to enable 5.9 GHz,
but the reader can follow the steps available at the Mininet-WiFi website [30]. In
general, we will have to install some packages and then install and con gure both
 �   and Central Regulatory Domain Agent [31].

We can have our rst scenario with IEEE 802.11p through the instructions
available at the link below. There will be possible to identify if the system already
supports 5.9 GHz or not.

https://github.com/mesh-book/instructions/blob/master/80211p.md

1.4  Routing protocols for WMN

The increase in availability and popularity of mobile wireless devices has led
researchers to develop a wide variety of mobile ad hoc networking (MANET) proto-
cols to exploit the unique communication opportunities presented by these devices.
There are many routing technologies and routing protocols applied to MANETs, 
such as IEEE 802.11 seconds, OLSR, Babel, and B.A.T.M.A.N.

In this section, we will introduce these routing protocols. More speci cally, we
will introduce the main solutions of these protocols that Linux operating systems
enable. Complementary, interesting discussions can be found in the wireless battle
mesh [32] initiative. At the end of this section, we will nd a comparative table that
will allow us to have a comprehensive overview of each routing protocol.

1.4.1 IEEE 802.11s
The IEEE 802.11 seconds [33] stands for the rst wireless LAN routing protocol
we cover in this chapter. It is an IEEE 802.11 amendment for mesh networking 
whose development started in 2004. The nal proposal was approved in July 2011
and published in late November 2011, being part of the IEEE standard 802.11-2012.
It describes a WMN concept that introduces routing capabilities at the MAC layer.
Path selection is used to refer to MAC-address-based routing and to dierentiate it
from conventional IP routing. IEEE 802.11 seconds requires hybrid wireless mesh
protocol (HWMP) [34] to be supported as a default. However, other routing proto-
cols (e.g., OLSR and B.A.T.M.A.N.) may be supported or even static routing.

According to [33], the IEEE 802.11 seconds not only helps interconnect BSSs 
wirelessly, and thereby lls the WDS gap, but also enables a new type of BSS, the
so- called mesh BSS (MBSS). IEEE 802.11 seconds supports transparent delivery 
of unicast, multicast, and broadcast frames to destinations in- and outside of the
MBSS (referred to as mesh in the following). Devices that form the mesh are called 
mesh stations (mesh STAs) that forward frames wirelessly but do not communicate
with nonmesh stations. However, a mesh station may be collocated with other IEEE
802.11 entities.

The IEEE 802.11 seconds frame structure looks like IEEE 802.11, with the dif-
ference that IEEE 802.11 seconds extends data and management frames to provide 
for multihop, by an additional mesh control eld that consists of a mesh time to
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live eld, a mesh sequence number, a mesh ags eld, and possibly a mesh address
extension eld, as illustrated in Figure 1.5.

In the Linux kernel, the IEEE 802.11 seconds amendment is supported
by the   [35] project, which is a reference implementation of the 
IEEE 802.11 seconds standard on Linux. The Open80211s is based on the mac80211
wireless stack and should run on any of the wireless cards that mac80211 sup-
ports. That is, it is a vendor- neutral implementation of IEEE 802.11 seconds for the  
Linux OS. This is possible mainly because IEEE 802.11 seconds introduces only
minimal changes to the MAC layer, and it can be implemented in software and made
to run even on legacy IEEE 802.11 cards. One of the major disadvantages of this
protocol is that only smaller meshes under 32 nodes are supported.

The IEEE 802.11 seconds can be emulated through the instructions available at
the link below. There, we will know the iw-supporting features, which can be used
to obtain the mesh path and perform dump.

https://github.com/mesh-book/instructions/blob/master/mesh.md

1.4.2 OLSRd
The OLSR daemon (OLSRd) [36] (version 1) is an implementation of the OLSR
protocol [37]. OLSR operates as a table-driven, proactive protocol, i.e., it exchanges
topology information regularly with other network nodes. Each node selects a set of 
its neighbor nodes as “multipoint relays” (MPR). In OLSR, only nodes, selected as
MPRs, are responsible for forwarding control tra c intended for diusion into the
entire network. MPRs provide an e cient mechanism for forwarding control tra c
by reducing the number of transmissions required.

A wireless mesh scenario can be emulated through the instructions available at
the link below. In it, we will use the route command that will allow us to view the
routes created by   .

https://github.com/mesh-book/instructions/blob/master/olsrd.md

Figure 1.5 The IEEE 802.11 seconds mesh control �eld is part of the frame body
and provides up to two more address �elds [33]
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1.4.2.1  OLSRd2
OLSRd2 is a complete rewrite that follows the lessons learned with OLSRd 
(version 1) to implement the successor of De nitions of Managed Objects for
IEEE 802.3 medium attachment units (RFC 3636), the Neighborhood Discovery
Protocol (RFC 6130), and the Optimized Link State Routing Protocol Version 2
(RFC 7181). The basis of the OLSRd2 implementation is the OLSR.org Network 
Framework (OONF). OONF is a collection of libraries that can be used as the build-
ing blocks for networking daemons. Based on the experience with OLSRd, the infra-
structure was split from the routing protocol implementation itself to make the code 
easier to reuse for other people.

The instructions available through the link below will show how to emulate a
wireless mesh scenario using   .

https://github.com/mesh-book/instructions/blob/master/olsrd.md

1.4.3 Babeld
According to [38],   is a loop- avoiding distance- vector routing protocol for 
IPv6 and IPv4 with fast convergence properties that is robust and e cient both in
ordinary wired networks and inWMNs. Babeld implements a sophisticated schedul-
ing scheme to handle outgoing messages. This means that outgoing messages are not 
sent immediately, since they can be delayed for up to a few seconds. This is done to
avoid synchronization issues between nodes. It also allows the aggregation of multi-
ple messages into a single UDP packet, which helps lower overhead.

Babeld is not the only implementation currently available for the babel rout-
ing protocol. Other implementations include   [39] and    [40]. 
Although the instructions below enable us to test , we will certainly be able
to work with the other babel implementations if the reader knows the Linux OS and
the programming language used by these other implementations.

https://github.com/mesh-book/instructions/blob/master/babel.md

1.4.4 B.A.T.M.A.N.
B.A.T.M.A.N. [41] is a routing protocol tailored to multihop mobile ad hoc net-
works, which is intended to replace the OLSR protocol. The B.A.T.M.A.N. algo-
rithm’s approach is to divide the knowledge about the best end-to-end paths between
nodes in the mesh to all participating nodes. Each node perceives and maintains 
only the information about the best next hop toward all other nodes. Such routing
schemes are best suited for low CPU consumption, therefore impacting less battery
consumption for each node, making it an ideal candidate for routing in IoT.

At the time of reading this chapter, the user will be able to nd two variant
protocols of the B.A.T.M.A.N. working on Linux-based systems: B.A.T.M.A.N.
daemon [42] (or ), which operates on Layer 3 (L3) of the OSI model; and
B.A.T.M.A.N. advanced [43] (or simply �  ) that is an implementation 
of the B.A.T.M.A.N. routing protocol in the form of a Linux kernel module operat-
ing on Layer 2 (L2).
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1.4.4.1  Batmand
As mentioned in Section 1.4.4, the B.A.T.M.A.N. daemon is built on OSI L3 using
a user space daemon called the B.A.T.M.A.N. daemon, or simply  . Hence, 
it works by changing the routing table using a proactive routing method. This pro-
tocol’s signi cant characteristic is that there is a decentralization of the knowledge
about the entire topology. Unlike most other routing protocols, this protocol does not
try to nd the best path but, instead, uses a greedy approach to send the packet along
the best neighbor to reach the destination. Through the link below, we can emu-
late a wireless network leveraging the   and learn how to use the   
command.

https://github.com/mesh-book/instructions/blob/master/batmand.md

1.4.4.2  Batman-adv
The B.A.T.M.A.N. advanced ( � ), on the other hand, quali es as L2
routing protocol that requires MAC addresses for routing. In �  , pro-
tocols above L2 are unaware of the network’s multihop nature, while in  ,  
protocols are well aware of the network hops. Due to its implementation on the 
Ethernet layer, the network acts as if every node has a direct single- hop connection 
to the other node. Network topology with � can be found from the
instructions available at the link below. There, we will also learn how to use  ,  
a con guration, and debugging tool for �  .

https://github.com/mesh-book/instructions/blob/master/batman-adv.md

1.4.5 Summary
Table 1.1 summarizes the routing protocols mentioned in Sections 1.4.1–1.4.4. In
addition to the OSI Layer and the routing taxonomy, we can observe that the codes
of all the routing protocols commented in this chapter are free for use. Regarding 
the routing management concerns, all the routing protocols, but the Open80211s,
act proactively. In the Open80211s, the reactive component is the foundation of the 
HWMP, and it is based on the AODV protocol. However, its design was improved
to include a radio-aware link metric to determine the best route instead of a simple 
hop- count known as Radio- Metric AODV (RM- AODV). Regarding the routing tax-
onomy, while open80211s introduces the radio-metric AODV approach, OLSR con-
siders the link-state approach, and the Babel considers the distance vector approach.
On the other hand, the B.A.T.M.A.N. incorporates a bio-inspired nature, which
means it does not try to discover or calculate routing paths. Instead, B.A.T.M.A.N. 
tries to detect which neighbor oers the best path to each originator.

The last activity column, in turn, brings important insights regarding the code
activity. It is worth mentioning that it has been a long time since open80211s has had
updates. Moreover, OLSR is in hard freeze and no longer maintained. This sounds
strange because it has a more recent update than OLSRv2; however, the updates
made did not bring important changes to the OLSR code. We can also notice that
 is falling behind while both Babel and �   have an active com-
munity. To sum up, they appear to be more promising in terms of future updates and
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implementation of new features than other routing protocols. Lastly, open80211s
and �   are the only protocols to operate on layer two of the OSI model.

1.5  Experimental use cases

In this section, we present initial guidelines and pointers for experimenting with two 
use cases: the rst one is about VANETs, whereas the second one refers to UAVs
networks. The available scripts are not frozen, which means that the reader can also
contribute to the scripts initially prepared for this section.

1.5.1 A realistic vehicular experimentation
VANETs are de ned as a particular class of mobile ad hoc networks (MANETs)
composed of vehicles equipped with wireless gadgets. VANETs feature unique func-
tionalities that distinguish them from other mobile networks, such as the fast speed
at which their nodes move and their highly modi able topology, making the links
created between networked vehicles happen for only a few seconds almost imme-
diately. In addition to the support of IEEE 802.11p, Mininet- WiFi interworks with 
the simulation of urban mobility (  ), an open-source, highly portable, micro-
scopic, and continuous multimodal tra c simulation package designed for the simu-
lation of vehicular networks. SUMO provides a graphical interface called sumo- gui 
(see Figure 1.6) and can be used for many research purposes, such as forecasting,
evaluation of tra c lights, route selection, or in the eld of vehicular communi-
cation systems. Mininet-WiFi comes with a precon gured map that was extracted
from   [44], a tool able to incorporate multiway maps from around
the world, resembling Google Maps in this aspect. However, the user can select
their own map from   or even using maps generated by researchers
around the world.

In order to emulate a realistic vehicular network with IEEE 802.11p, we can 
follow the instructions that the link below carries. The network topology contains

Figure 1.6 Vehicular emulation with SUMO



16 Wireless mesh networks for IoT and smart cities

10 cars, and we can try to communicate them with the    command and use   to 
check the association among the nodes.

https://github.com/mesh-book/instructions/blob/master/sumo.md

1.5.2 Unmanned aerial vehicles
Let’s talk about drone emulation right now. First of all, it is important to mention
that no new wireless interface mode supported by mac80211 will be introduced in
this section. Unlike the scenario aimed at vehicle networks where there is a speci c
wireless technology for cars, we can consider all the previously supported modes 
for the UAV communication, including the infrastructure mode, where UAVs can 
also work as APs. Recently, UAVs, also known as drones, have attracted signi cant
attention attributed to their high mobility, low cost, and exible deployment. Thus,
UAVs may potentially overcome the challenges of the Internet of Everything, which 
is presented as an omnipotent extension of the IoT. Moreover, it is an important 
component of the upcoming wireless networks that can potentially facilitate wireless 
broadcast and support high-rate transmissions, enabling ubiquitous and enhanced
broadband services as well as smart/autonomous navigation [45]. Indeed, there are
many cases where UAVs can be applied, and many of them have been explored by
researchers around the world.

In the UAV emulation, we will use Mininet- WiFi with the   robot
simulator [46].    is a simulation tool that allows experimentation with 
virtual robots and provides a graphical interface (see Figure 1.7) that allows creat-
ing and editing dierent simulated models, as well as designing the environment
with the necessary elements. Similar to what happens with the integration between
Mininet- WiFi and   , the integration with   passes only by capturing

Figure 1.7  Drone emulation with CoppeliaSim
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the UAVs’ position. That is, once Mininet- WiFi is aware of the UAV position that 
Mininet- WiFi performs in the entire network part. Therefore, everything that con-
cerns UAVs regarding their mobility and characteristics is part of the resources sup-
ported by   .

The instructions that the link below contains will allow us to emulate a UAV
network using the IBSS interface mode introduced previously. The nodes will 
have mobility de ned by   , and we will use for the rst time the
 �   routing protocol, which Section 1.4.4.2 introduces in more detail.

https://github.com/mesh-book/instructions/blob/master/uav.md

1.6  Conclusion

In this chapter, we intend to cover valuable experimental alternatives to wireless
mesh technologies supported by the Linux operating system at the emulation. More
speci cally, we showcase the features supported by Mininet-WiFi wireless net-
work emulator to understand how mesh wireless networks can be experienced with
this emulator. In addition, we present relevant dynamic routing protocols that can 
be applied in the context of WMNs. Finally, we introduce two network scenarios
focused on vehicular networks and drones. To follow up on the topics covered in this 
chapter, we invite the readers to collaborate with the open-source tutorials presented
throughout this chapter through suggestions and sharing of experiences through the 
source code page. Regarding future work, we seek to expand the possibilities so that
new features can be supported for the emulation of WMNs through collaborative
eorts around the Linux operating system kernel.
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