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Instructions
1. Start each answer on a new page and answer all parts of a question at one place.
2. Write the steps clearly for complete credit. Clearly state all your assumptions.
3. Make an index on the back side of the front page of the main answer sheet.

1. Draw the diagrams of the reference architecture for TCP/IP, GENI, NDN and SDN. Briefly mention the functionality
of each of the components (one sentence per component). (20M)

Ans: Please note that the answer illustrates the protocol stack as the network architecture. Network architecture
also includes topics such as names, routes, security and service lookup etc.

Figure 1: Protocol architecture reference diagram for TCP/IP networks and NDN

In the widely deployed TCP/IP architecture (see Figure 1), we have physical layer responsible for delivering bits
of information across each physical link. The next sub-layer is a MAC layer which is responsible for coordinating
access to a shared physical medium (channel). On top of MAC layer is a link layer protocol for sending frames
across a channel. The network layer is responsible for global delivery of the IP packets. The transport layer (TCP
and UDP) perform process-to-process delivery of information. The application protocols such as SMTP and HTTP
help exhcange the format-rich application data.

The protocol architecture of the NDN (see Figure 1) shows NDN as an overlay on top of the TCP/IP network. The
strategy layer is responsible for proper selection of the carrier protocol and to avoid congestion. The chunk layer
is responsible for formation and routing of the content chunks from content producers to the content consumers.
Security layer is responsible for the selection and implementation of security routines to generate/process the
content chunks. File, Stream etc. are the service abstractions provided to applications to facilitate the handling of
the content.

The software defined network (SDN) architecture shown in Figure 2 defines three layers, namely data plane,
control plane and the applications plane. Data plane is responsible for taking in the control instructions from the
control plane and forward the packets accordingly. Control plane is responsible for global routing and scheduling.
The applications receive a virtual network topology from the control plane and has application protocols to written
utilize the virtual network.

The GENI architecture shown in Figure 3 has a fiber optic network (monomode fiber, also called lamba rail)
connecting independent next-generation networks. The programmable switches (following openflow API) form the
forwarding elements of the network. The higher layers are completely user programmable.



Figure 2: Protocol architecture reference diagram for SDN

Figure 3: Protocol architecture reference diagram for GENI

2. Mention the design dimensions of the TCP/IP, GENI, NDN and SDN architectures in the table format given below.
(20M)

Ans:
Design Dimension TCP/IP GENI NDN SDN

Names hosts resources content same as TCP/IP
Communication mode unicast flexible multicast same as TCP/IP
Caching hosts none all participants same as TCP/IP
Virtualization node and link slices node and link same as TCP/IP
Modularity layered slices layered layered
Accounting bytes resources content same as TCP/IP
Resource allocation flexible apriori flexible same as TCP/IP
Control-Data plane separation unified separate unified separate

3. Illustrate the following scenarios with proper network diagrams.

(a) Simultaneous browsing of two websites (facebook.com and flickr.com) from a two different browsers (chrome
and firefox) on your computer.

(b) Two different clients accessing two different websites hosted on the same webserver. (10M)



Ans:

(a) See Figure 4

Figure 4: Simultaneous browsing of two websites from two different browsers

(b) See Figure 5

Figure 5: Two clients accessing different websites on the same server



4. Read the following description of the BitTorrent system.
General Idea
The BitTorrent protocol (sic) can be used to reduce the server and network impact of distributing large files.
Rather than downloading a file from a single source server, the BitTorrent protocol allows users to join a "swarm"
of hosts to upload to/download from each other simultaneously. The protocol is an alternative to the older single
source, multiple mirror sources technique for distributing data, and can work effectively over networks with lower
bandwidth. Using the BitTorrent protocol (sic), several basic computers, such as home computers, can replace
large servers while efficiently distributing files to many recipients. This lower bandwidth usage also helps prevent
large spikes in internet traffic in a given area, keeping internet speeds higher for all users in general, regardless of
whether or not they use the BitTorrent protocol.

Distribution of Torrents
A user who wants to upload a file first creates a small torrent descriptor file that they distribute by conventional
means (web, email, etc.). This file contains metadata about the files to be shared and about the tracker(s), the
computer(s) that coordinates the file distribution. Peers that want to download the file must first obtain a torrent
file and connect to the specified tracker(s), which tells them from which other peers to download the pieces of the
file. They then make the file itself available through a source BitTorrent node acting as a seed. Those with the
torrent descriptor file can give it to their own BitTorrent nodes, whichâĂŤacting as peers or leechersâĂŤdownload
it by connecting to the seed and/or other peers.

Torrent files are typically published on websites or elsewhere, and registered with at least one tracker. The tracker
maintains lists of the clients currently participating in the torrent. Alternatively, in a trackerless system (decentral-
ized tracking) every peer acts as a tracker. BitTorrent clients can implement such a system through the distributed
database, popularly implemented using distributed hash table (DHT) method. Most BitTorrent clients also use
Peer exchange (PEX) to gather peers in addition to trackers and DHT. Peer exchange checks with known peers to
see if they know of any other peers.

Segmented file transfer implementation
the file being distributed is divided into segments called pieces. As each peer receives a new piece of the file it
becomes a source (of that piece) for other peers, relieving the original seed from having to send that piece to every
computer or user wishing a copy. With BitTorrent, the task of distributing the file is shared by those who want it; it
is entirely possible for the seed to send only a single copy of the file itself and eventually distribute to an unlimited
number of peers.

Each piece is protected by a cryptographic hash contained in the torrent descriptor. This ensures that any modifi-
cation of the piece can be reliably detected, and thus prevents both accidental and malicious modifications of any
of the pieces received at other nodes. If a node starts with an authentic copy of the torrent descriptor, it can verify
the authenticity of the entire file it receives.

Pieces are typically downloaded non-sequentially and are rearranged into the correct order by the BitTorrent Client,
which monitors which pieces it needs, and which pieces it has and can upload to other peers. Pieces are of the
same size throughout a single download (for example a 10 MB file may be transmitted as ten 1 MB pieces or as
forty 256 KB pieces). BitTorrent downloads in a random or in a "rarest-first" approach that ensures high availability
of file over the swarm. Due to the nature of this approach, the download of any file can be halted at any time and
be resumed at a later date, without the loss of previously downloaded information, which in turn makes BitTorrent
particularly useful in the transfer of larger files. This also enables the client to seek out readily available pieces and
download them immediately, rather than halting the download and waiting for the next (and possibly unavailable)
piece in line, which typically reduces the overall time of the download.

Once a peer has downloaded a file completely, it becomes an additional seed. This eventual transition from peers
to seeders determines the overall "health" of the file (as determined by the number of times a file is available in its
complete form).



Efficiency
The distributed nature of BitTorrent can lead to a flood-like spreading of a file throughout many peer computer
nodes. As more peers join the swarm, the likelihood of a completely successful download by any particular node
increases. Relative to traditional Internet distribution schemes, this permits a significant reduction in the original
distributor’s hardware and bandwidth resource costs.

(Source: https://en.wikipedia.org/wiki/BitTorrent)

Using the given description of the BitTorrent system, identify the architectural patterns used in this system.
(10M + 5M (Bonus))

Ans:

Peers-Tracker Publish-Subscribe between peers with tracker(s) themselves acting as the brokers. The tracker(s)
filter the messages, periodically generate new messages for the subscribers. The tracker(s) may also au-
thenticate the peers.

Torrent Site The torrent files are typically uploaded to a torrent index page by the seeder. This torrent upload,
index and download by leechers follows client-server / repository architectural pattern.

DHT Distributed hash table (DHT) enables peers to discover each other without the help of the tracker. DHT also
helps distribute the discovery cost across all the peers. Thus DHT indirectly enables load balancing. See
http://cloudpatterns.org/design_patterns/service_load_balancing for description of a typical load balancing
pattern. In case of DHT, this load balancing function is distributed among all the participants.

Peer Swaps A group of peers exchanging pieces of same content may be called a swarm. The peers exchange
chunks of file and help maximize the availability of the torrent files (content) over the whole swarm.


