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The following is a summary comprehensive curriculum or lesson

plans for helping children with knowledge, skills, and attitudes about

cyberbullying, sexting, digital reputation, and technology safety.

Additional resources that can be used to develop your own

customized lesson plans can be found at

http://www.guardingkids.com/ under Resources and Links. If I

missed one, please contact me for consideration. 
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Cyberbullying, Sexting, Digital Reputation and Technology Safety Lesson Plans

Source Levels Cost

10 Interactive Lessons By Google On Digital Citizenship

Google (which owns YouTube) built the lessons to educate students about YouTube’s policies, how to flag content, how

to be a safer online citizen, and protect their identities.

http://www.edudemic.com/10-interactive-lessons-by-google-on-digital-citizenship/ 

Directly: http://www.google.com/edu/teachers/youtube/curric/index.html 

5-12 FREE

ADL Curriculum Connections

The purpose of this lesson is to encourage safe and kind Internet communication among young children, and to provide

students with basic skills for responding productively to online bullying and social aggression.  Students use literature,

fictional scenarios and creative expression to explore the ways in which Internet communication can amplify hurtful words

and to practice responses to hurtful online messages.  Students also focus on ways that they can use the Internet to make

others feel good and implement online kindness projects in class.

http://bit.ly/HGkJ2 

2-5 FREE

Be a Friend ~ Lend a Hand: How Young People Can Reduce Bullying, Disrespect & “Drama” provides a short

instructional booklet for young people that is packed full of research-based insight on reducing bullying and other forms

of hurtful behavior, increasing positive peer intervention, and increasing resilience. A slideshow and discussion survey for

young people is also provided. Also, an Adult Guide provides insight into the research, strategies to discuss these issues

with young people, and strategies adults can use when intervening in hurtful situations that are in accord with the latest

research on promoting restoration, resilience, and positive peer intervention. A narrated slideshow covering the material

in the Adult Guide is also available.

http://www.embracecivility.org/beafriendlendahand/ 

6-12 VARIES

Bullying Prevention Lesson Plans from Peel Public Health

There are 10 lesson plans – one for each month of the school year. The order was based on logical progression, teacher

experience and evaluation. The goal is to have all teachers use the lesson plans so every student in the school receives the

same messages about bullying prevention.

https://www.peelregion.ca/health/bullying/  

K-12 FREE

Cyber Bullying Curriculum for Grades 6-12

A Prevention Curriculum; Facilitators manual with CD-ROM

Amazon.com

6-12 $99.00
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Source Levels Cost

Cyber Bullying Curriculum for Grades 3-5

A Prevention Curriculum; Facilitators manual with CD-ROM

Amazon.com

3-5 $99.00

Cyberbullying from US Department of Education

StopBullying.gov provides information from various government agencies on what bullying is, what cyberbullying is, who

is at risk, and how you can prevent and respond to bullying.

http://www.stopbullying.gov/cyberbullying/ 

VAR FREE

Hector’s World

Hector’s World® is a unique cybersafety initiative for teachers and parents to help young people learn about safe online

practices and digital citizenship. The core content of Hector’s World is 7 animated episodes featuring Hector the dolphin, 

and his friends. Each episode includes material for teachers and parents.

http://hectorsworld.netsafe.org.nz/ 

K-5 FREE

InCtrl - Lesson: Privacy

Cable Impacts brings you InCtrl, a series of free standards-based lessons, originally developed by Cable in the Classroom,

that teach key digital citizenship concepts. These lessons, for students in grades 4-8, are designed to engage students

through inquiry-based activities, and collaborative and creative opportunities.

http://www.teachinctrl.org/lessons/yourdigitalfootprint.php 

Cyberbullying: http://www.teachinctrl.org/lessons/standupinctrl.php 

4-8 FREE

Internet Keep Safe Coalition is a broad partnership of governors and/or first spouses, attorneys general, public health

and educational professionals, law enforcement, and industry leaders working together for the health and safety of youth

online.  iKeepSafe® uses these unique partnerships to disseminate safety resources to families worldwide.

http://www.ikeepsafe.org/

http://www.ikeepsafe.org/wp-content/uploads/2011/10/Class-2_Manage-your-digital-reputation_FINAL.pdf

http://bit.ly/1vx2IuI 

K-12 FREE

Measuring Bullying Victimization, Perpetration, and Bystander Experiences: A Compendium of Assessment Tools

(PDF)

http://www.cdc.gov/violenceprevention/pdf/bullyCompendiumbk-a.pdf 

ALL FREE
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MediaSmarts

MediaSmarts is a Canadian not-for-profit charitable organization for digital and media literacy. Our vision is that children

and youth have the critical thinking skills to engage with media as active and informed digital citizens.

http://mediasmarts.ca/digital-media-literacy/digital-issues 

VAR FREE

Michigan Cyber Safety Initiative 

The state of Michigan has developed programs to discuss social networking with elementary school children. 

http://www.michigan.gov/ag/0,1607,7-164-17334_48889---,00.html 

K-8 FREE

MTV A Thin Line

MTV's A Thin Line campaign was developed to empower you to identify, respond to, and stop the spread of digital abuse

in your life and amongst your peers. The campaign is built on the understanding that there's a "thin line" between what

may begin as a harmless joke and something that could end up having a serious impact on you or someone else. 

http://www.athinline.org/ 

VAR FREE

Netcetera

OnGuardOnline.gov's Net Cetera campaign provides information and resources about helping kids make safe, responsible

decisions when they're online. OnGuardOnline.gov encourages you to use these free resources with your kids, at your PTA

meeting, in your school, or anywhere else parents might gather.  Order free copies of Net Cetera and the complete Net

Cetera Community Outreach Toolkit at bulkorder.ftc.gov.  Include the information in a newsletter, link to it, or use the

videos on a website.  These materials are in the public domain.

http://www.onguardonline.gov/topics/net-cetera.aspx 

K-12 FREE

Netsmartz.org

The NetSmartz Workshop is an interactive, educational safety resource that teaches kids and teens how to stay safer on

the Internet. NetSmartz combines the newest technologies available and the most current information to create

high-impact educational activities that are well received by even the most tech-savvy kids. Parents, guardians, educators,

and law enforcement also have access to additional resources for learning and teaching about the dangers children may

face online. NetSmartz was created by the National Center for Missing & Exploited Children® (NCMEC) and Boys & Girls

Clubs of America (BGCA). 

http://www.netsmartz.org/Educators 

K-12 FREE
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Operation Respect

Operation Respect is a non-profit organization working to assure each child and youth a respectful, safe and

compassionate climate of learning where their academic, social and emotional development can take place free of

bullying, ridicule and violence. Founded by Peter Yarrow of the folk group Peter, Paul & Mary, the organization

disseminates educational resources that are designed to establish a climate that reduces the emotional and physical

cruelty some children inflict upon each other by behaviors such as ridicule, bullying and-in extreme cases-violence.

http://www.operationrespect.org/ 

2-8 FREE

Private Today, Public Tomorrow Lesson Plan (with video)

Students reflect on their responsibility to protect the privacy of others when posting information about 

them online. 

http://bit.ly/1vx3B6p 

5-12 FREE

Safe and Supportive Schools

This training toolkit is made up of two modules that address bullying in classrooms.  Specifically, it is designed to assist

teachers in cultivating meaningful relationships with students while creating a positive climate in the classroom.

http://safesupportiveschools.ed.gov/index.php?id=1480 

6-12 FREE

Seattle Public Schools MIDDLE SCHOOL CYBERBULLYING CURRICULUM

Seattle Public Schools and a Grant from Qwest Foundation

Mike Donlin, Senior Program Consultant, SPS

Curriculum Writers: Linda Bakken, SPS, Chris Gentes, Counseling Consultant and Neilia Solberg, Writing Consultant

Prevention Webmaster: Susan Hall, Office for Community Learning, SPS.

Click here to go directly to the page. 

6-8 Free

Sexting: Digital Rights & Responsibilities

In this lesson students will define the term sexting and outline the dangers of sharing explicit photos or other images

online.

http://nisd.net/digitalcitizen/sec_digcit/sexting_9_12.htm  

9-12 FREE

SEXTING: Empowering Students to Engage in Positive Communication Curriculum

Miami-Dade County Public Schools K-12 Curriculum to Combat Student Sexting

http://studentservices.dadeschools.net/sexting/sexting_curriculum.asp 

K-12 FREE
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Standing up, Not Standing By: A Free Cyberbullying Toolkit for Educators

Use this kit from Commonsense Media to stop cyberbullies in their tracks. It has the materials you need to show students

how to stand up when they see digital harassment happening and to help you create a positive school culture where kids

can thrive – both online and off. It offers easy access to our two best lessons on cyberbullying for each grade level. You'll

find engaging, turn-key instruction for your classroom.

http://cybersmartcurriculum.org/cyberbullying/

http://www.commonsensemedia.org/educators 

K-12 FREE

Students Take On Cyberbullying | Not in Our Town

In this lesson idea, the short video “Cyberbullying” is explored through teaching strategies such as pre-viewing,

anticipation guides, four corners, evaluating Internet resources, fishbowl and levels of questions. By learning about

cyberbullying and how students in Watchung are taking a stand against online bullying, students may think more deeply

about this in their own community.

http://www.niot.org/nios/lesson/lesson-idea-%E2%80%9Cstudents-take-cyberbullying%E2%80%9D 

6-12 FREE

Teaching Students The Dangers Of Sexting

Brief video of a media specialist delivering a lesson to help students use digital technology responsibly in romantic

relationships

http://www.teachingchannel.org/videos/dangers-of-sexting 

9-12 FREE

Tennessee school counselor Julie Anne Culp wanted to prove to her students how quickly a photo can go viral.

'If you are reading this, please click LIKE': Teacher who warned students about internet dangers with online note goes viral 

http://on.fb.me/1vx5rEk 

K-12 FREE

The USA-SOS (Safe Online Surfing) Internet Challenge is a FREE, online, educational program available to public and

private schools nationwide. Designed to meet federal and state internet safety mandates, students take web-based

quizzes and complete an online Scavenger Hunt to learn important internet safety and cyber citizenship concepts. At the

end of December and May, the USA-SOS National Trophy is awarded to those schools with the highest scoring students

on the USA-SOS Post Quiz.

http://usa-sos.org/ 

3-8 Free
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Tulsa Public Schools: Digital Citizenship Teaching Resources Grades K - 12

This wiki contains links to lessons for each grade using Common Sense Media and other resources to fulfill these

requirements. Most grades have two 45-minute lessons which can be easily broken into smaller segments to fit your

schedule.

http://tpsdigcit.wikispaces.com/home 

K-12 FREE

Words Wound: Delete Cyberbullying and Make Kindness Go Viral

Written by the foremost experts in cyberbullying prevention and reviewed by teens, this book provides practical strategies

for those who are being cyberbullied, seeing cyberbullying, or who just want to do something to help make their schools

a safer and more respectful place. The book includes dozens of real-life stories from those who have experienced

cyberbullying, including many who have risen above it to make a positive difference in their schools. In short, "Words

Wound" helps students to be the primary agents of change to "delete cyberbullying and make kindness go viral." 

http://bit.ly/words-wound 

5-12 $13.67

Youtube Videos About Cyber/Bullying. 

http://counselingvideos.blogspot.com/search?q=bully 

VAR FREE
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Also see:

GuardingKids.com: A Practical Guide to Keeping Kids

Out of High-Tech Trouble

by Russell A. Sabella, Ph.D.  

From podcasts to porn, cyberbullying to cell phones, Dr. Russell Sabella helps
readers understand the risks that emerge when high-tech tools, uninformed
parents, and exuberant youth collide. Because kids are growing up with modern
technologies, many are more expert than their parents. As a result, a parent's
ability to make effective decisions for how technology is used may be
compromised.

GuardingKids.com empowers parents, educators, and other care takers to better
understand the electronic terrain. Readers will be better able to help children
safely and securely navigate a minefield of inappropriate and risky situations.

To see the Table of Contents and Preface:
http://www.guardingkids.com/about.htm 

For the Kindle:
Click here for the Kindle version.

For Training/Workshops:
http://www.schoolcounselor.com/top5training.htm  
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Postings from Russ Sabella ...

– Keeping Kids Out of High Tech Trouble. This blog supports Dr. Russell Sabella's work on educating children,
parents, educators and other stake holders about the responsible use of technology. Included in these pages you will
find helpful resources, lesson plans, links, and more. Russ's most recent book and workshops are primary resources for
meeting this mission.
http://guardingkids.blogspot.com/ 

– SchoolCounselor.com eNewsletter. The SchoolCounselor.com e-Newsletter is an electronic publication designed to
advance counselors' level of technological literacy, application, and integration. You will find practical solutions and
answers to technology related problems, especially as they apply to your job as counselor.
http://counselingtechnology.blogspot.com/ 

– Must See Videos. When I see a video that would be useful, inspiring, enlightening among counselors, I post it here. 
http://counselingvideos.blogspot.com/ 

– Twitter. Postings about all thinks counseling, life, humor, and more. 
http://twitter.com/rsabella 

– Pinterest. Lots of resources for counselors, parents, and others. 
http://pinterest.com/rsabella/ 

– YouTube Channel. Videos about cyberbullying, digital reputation, and more. 
https://www.youtube.com/user/cyberprof/ 
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