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Rapidly evolving technology is affording our world—and certainly our youth—an
unprecedented level of power and potential than ever before imagined. Children and ado-
lescents now have in their hands the same tools that, just a few years ago, only large cor-
porations could afford. With great power comes great responsibility. Unfortunately, some
children (and adults) are choosing to use technology in irresponsible ways, and they are
hurting, humiliating, and embarrassing others. 

Irresponsible and destructive behavior toward others using technology has become
a significant social problem—one that we now collectively recognize as cyberbullying.
Consider the following actual situations involving cyberbullying as reported in one
national newspaper (Swartz, 2005): 

When Joanne had a row with a longtime friend last year, she had no idea it would spill into cyber-
space. But what started as a spat at a teenage sleep over swiftly escalated into a three-month
harangue of threatening emails and defacement of her web log. “It was a non-stop nightmare,”
says Joanne, 14, a freshman at a private high school in Southern California. “I dreaded going on
my computer.”

***
“If I find you, I will beat you up,” one message read. Frightened, Michael blocked their IM
addresses but didn’t tell his parents for two weeks. “It scared me,” he recalls. “It was the first time
I was bullied.” 

***
At one Elementary School in Fairfax, Va. last year, sixth-grade students conducted an online poll
to determine the ugliest classmate, school officials say.

***
“The person was pretending it was me, and using it to call people names,” the 14-year-old old
Seattle student said. “I never found out who it was.” 

In a startling case in June, 2003, a 12-year-old Japanese girl killed her classmate
because she was angry about messages that had been posted about her on the internet. In
another case of cyberbullying, Canadian teenager David Knight’s life became hell when a
group of his schoolmates established a “Hate David Knight” website and posted denigrat-
ing pictures and abuse and invited the global community to join in the hate campaign
(Leishman, 2005; see also http://www.cyberbullying.info/examples/knight.php). In yet
another case, a boy, Jeff, was the target of relentless cyberbullying (and traditional bully-
ing) over a 2-year period. The perpetrators used the computer to launch attacks at Jeff and
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even destroyed a video game that he and his friend had
worked on all summer. After 2 years of persistent and severe
harassment, Jeff committed suicide by hanging (High, 2009). 

Recently, an 18-year-old girl made headlines when she
became the first person in Great Britain to be jailed for
cyberbullying, following a string of website taunts against a
teenager, including a threat to “murder the bitch” on her
Facebook page (Parker, 2009). On March 1, 2009, the New
York Post reported that an 18-year-old girl named Facebook
in a lawsuit, accusing the social-networking website of
being “grossly irresponsible” for allowing several other stu-
dents to post defamatory statements about her. According to
documents filed in a Manhattan Supreme Court, the alleged
cyberbullies discussed filling a classmate’s locker with rot-
ten garbage and traded nasty barbs about someone they
described as “the 11th cent”—claiming that the person had
AIDS and had sex with animals.

Although cyberbullying has been occurring for some time
and public awareness of it is increasing rapidly, cyberbully-
ing is still relatively unrecognized and not well understood

by most adults. The purpose of this article is to explain the
more pertinent issues of cyberbullying and propose a set of
recommendations for reducing the risk of cyberbullying
among our youth. 

WHAT IS CYBERBULLYING? 

Specifically, cyberbullying involves the use of informa-
tion and communication technologies (ICT) such as email,
cell phones, text messaging, instant messaging, defamatory
personal websites, and denigrating online personal polls, to
support deliberate, repeated, and hostile behavior by an indi-
vidual or group that is intended to harm others (Belsey,
2004). Cyberbullying seems to be even more nefarious than
“offline bullying” because the attacks arguably are more
intense, frequent, unsuspecting, and difficult to stop. 

Compared to conventional or traditional bullying, cyber-
bullies are not restrained by space, pace, or time. They can
attack others at any time, from anywhere, and they can now
do it in front of bigger audiences—much, much bigger. With
the power of technology, cyberbullies can be more cruel
than offline bullies because, in addition to words, they can
incorporate as part of their attacks a rich array of media
including sounds, altered graphics, text, video, slide shows,
polls, and photos (Sabella, 2008). 

Cyberbullying occurs through chat rooms, online bulletin
boards, email, instant messaging (IM), websites, cell phone
texts, and online multiplayer video games (e.g., Halo 2,
EverQuest, Star Wars Galaxies) and entails one or more of
the following socially inappropriate online behaviors:
harassing, humiliating, intimidating, sending derogatory
insults or threats in messages, teasing, and using inappropri-
ate language. Harassment, for instance, covers a range of
activities including impersonating others online, posting
defamatory or embarrassing personal information about
 others, physical and emotional abuse, stalking people
online, and threatening violence (Mitchell, Becker-Blease,
& Finkelhor, 2005).

Data from 53 focus groups from one study involving stu-
dents from 10 to 18 years of age showed that youngsters
often interpret cyberbullying as internet bullying and asso-
ciate the phenomenon with a wide range of practices. To be
considered “true” cyberbullying, these practices must meet
several criteria. According to Vandebosch and Van Cleem-
put (2008), they should

• be intended to hurt (by the perpetrator) and perceived
as hurtful (by the victim); 

• be part of a repetitive pattern of negative offline or
online actions; and

• be performed in a relationship characterized by a power
imbalance (based on “real-life” power criteria, such as
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physical strength or age, and/or on ICT-related criteria
such as technological know-how and anonymity).

WHAT IS THE PREVALENCE OF 
CYBERBULLYING?

The professional literature varies regarding the question
of prevalence and incidence of cyberbullying, probably
because of the range of definitions used when conducting
this type of research (i.e., measurement differences). David-
Ferdon and Hertz (2007) gathered victimization estimates
from several studies, which indicated a range from 9% to
34% of youth and perpetration estimates ranging from 4% to
21% of adolescents. A sample of specific studies of the
prevalence of cyberbullying follows. 

Ybarra and Mitchell (2004; cited in Smith et al., 2008)
surveyed internet use among 1,501 youths aged 10–17
years. Over the course of one year, 12% reported being
aggressive to someone online, 4% were targets of aggres-
sion, and 3% were both aggressors and targets. Those who
used the internet more at home were more involved as
aggressors or victims, and aggressor/victims used it more
frequently than noninvolved youths. These authors hypoth-
esized that some victims of conventional bullying use the
internet to attack others in a form of compensation or
revenge that is less dangerous to them than face-to-face
attacks. 

Ybarra, Mitchell, Wolak, and Finkelhor (2006) found that
9% of youths had been targets of internet harassment. Fur-
ther, 38% of them reported distress as a result.

Wolak, Mitchell, and Finkelhor (2006) observed that
from 2000 to 2005, the percentage of youth who were vic-
tims of online harassment (i.e., threats or other offensive
behavior, not sexual solicitation, sent online to youth or
posted online about youth for others to see) increased by
50%. 

Patchin and Hinduja (2006; cited in Patchin and Hinduja,
2008) surveyed 384 students 17 years of age and younger
from around the world to determine their experiences with
the following cyberbullying behaviors: bothering someone
online, teasing in a mean way, calling someone hurtful
names, intentionally leaving someone out of something,
threatening someone, and making unwanted sexual com-
ments to someone. Overall, approximately 30% of respon-
dents reported being the victim of cyberbullying, 11%
reported bullying others while online, and almost half (47%)
witnessed cyberbullying. 

Raskauskas and Stoltz (2007) surveyed 84 students in
the United States aged 13–18 years, of whom 49% were
cybervictims (compared to 71% traditional victims) and
21% were cyberbullies (compared to 64% traditional bul-
lies) at least once or twice during the last school year. Many

cybervictims also were traditional victims, and most cyber-
bullies also were traditional bullies. 

Given the known broad damaging effects of cyberbully-
ing on its victims (described later in the article), one would
probably agree that the scope of this problem is notable even
given the most conservative statistics.

HOW IS CYBERBULLYING DIFFERENT 
FROM TRADITIONAL BULLYING? 

Actually, “traditional,” “conventional,” and “offline” bul-
lying and cyberbullying are more similar than they are dif-
ferent. Cyberbullies’ motivations and the content of their
communications are nothing new. Because of the use of
technology to deliver the attacks, however, cyberbullying
does seem to introduce new levels of anonymity, intensity,
speed, and pervasiveness.

Anonymity is not a completely new aspect in the context
of bullying, as acts of indirect conventional bullying also
can be carried out anonymously (Heirman & Walrave, 2008).
Relational bullying (e.g., spreading gossip) and behavioral
bullying (e.g., stealing a lunchbox), especially, can occur
without revealing the perpetrator’s identity. Also, verbal
bullying does not necessarily imply that the perpetrator’s
identity is known—for example, when a nasty message in
unrecognizable handwriting is passed on in the classroom.

Indeed, contrary to common assumptions about the
anonymity of cyberbullies, one survey showed that 73% of
respondents were “pretty sure” or “totally sure” of the per-
petrator’s identity. About half of the participants (51%)
reported experiencing online bullying by schoolmates, 43%
by someone they knew from online only, and 20% by some-
one known offline but not from school (participants were
free to indicate multiple responses to this question). Thus,
technology does not seem to protect a perpetrators’ iden-
tity—or, at least, the victims of cyberbullying think they
know who is harassing them. Moreover, perpetrators are
likely to be peers from school or other offline contexts
(Juvonen & Gross, 2008).

In contrast, other researchers who have addressed the
issue of anonymity in cyberbullying have found that a con-
siderable proportion of victims do not know the identity of
the online bully. For instance, Hinduja and Patchin (2009a)
wrote that

certain characteristics inherent in new technologies increase
the likelihood that they will be exploited to cause harm to
others. For example, electronic bullies can remain “virtu-
ally” anonymous. Temporary email accounts and pseudo-
nyms in chat rooms, instant messaging programs, and other
internet venues can make it very difficult for adolescents to
determine the identity of aggressors. Individuals can hide
behind some measure of anonymity when using their per-
sonal computer or cell phone to bully another individual,
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which perhaps frees them from normative and social con-
straints on their behavior. (p. 1)

Even the perceived anonymity associated with the use of
technology makes this a reality for those who are involved
in cyberbullying and has implications for both the perpe-
trator and the victim. One implication of anonymity is that
victims may feel more helpless to respond and make the
cyberbullying stop. Feelings of helplessness can lead to
lower academic performance, acute depression, increased
suicidal ideation, or worse—completed suicide. The per-
ception of anonymity may also increase the frequency and
vileness of attacks, given the perceived lack of anticipated
consequences and low fear of reprisal. Perpetrators may
also be emboldened to cyberbully because of the lack of
immediate feedback of their actions that are present in face-
to-face bullying. 

Another difference between traditional bullying and
cyberbullying is the speed and pervasiveness with which it
occurs (Slonje & Smith, 2008). Hurtful content can be deliv-
ered to one or a multitude of others with great rapidity—
within literally seconds as compared to hours or days. Even
if the cyberbullying is not sent out to many others to see,
victims often believe that because technology is used, every-
one is aware of their humiliation (Shariff, 2005). 

Finally, another difference between traditional bullying
and cyberbullying is that technology makes cyberbullying
significantly more effortless. As the saying goes, bullies no
longer need big biceps, only fast thumbs. This means that
technology has leveled the playing field among all students,
no matter their size, gender, or physical strength. Students
who traditionally have been the targets of bullying because
of perceived weaknesses can now become the predators as
easily as anyone else. 

WHO IS THE CYBERBULLY?

Willard (2006) described one type of cyberbully as stu-
dents who most often engage in cyberbullying as “social
climber bullies.”

“Social climber bullies” are upper social class students who
bully within the context of the interrelationships of the “in-
crowd,” the “wannabee” (those who want to be a part of the
“in-crowd”), and the “losers” (as defined by the “in-crowd”).
(p. 20) 

Willard indicated that these types of bullies often are over-
looked because they are leaders in the school and are looked
upon with favor by administrators, teachers, and counselors. 

Aftab (2009) and STAR-W (2009) suggested four cate-
gories of cyberbullying:

1. The Vengeful Angel
2. The Power-Hungry or Revenge of the Nerds

3. The Mean Girls
4. The Inadvertent Cyberbully or Because I Can. 

Vengeful Angel cyberbullies do not see themselves as bul-
lies at all. They see themselves as righting wrongs or pro-
tecting themselves or others from the “bad guy” they now
are victimizing. Power-Hungry and Revenge of the Nerds
cyberbullies want to exert their authority, show that they are
powerful enough to make others do what they want, or want
to control others with fear. Mean Girls cyberbullying occurs
when the cyberbully, typically female, is bored or looking
for entertainment. This type is largely ego-based and the
most immature of all types of cyberbullying. Inadvertent
Cyberbullies usually do not think they are cyberbullies at
all. They may be pretending to be tough online, role playing,
or reacting to hateful or provocative messages they have
received. Unlike the Revenge of the Nerds cyberbullies,
they do not lash out intentionally. They just respond without
thinking about the consequences of their actions.

According to Kowalski and Limber (2007), girls (13%)
more than boys (9%) report perpetrating cyberbullying—an
indirect form of aggression. Importantly, more girls (25%)
than boys (11%) report being targets of cyberbullying. Hin-
duja and Patchin (2008) wrote that all of the research they
conducted over the years has found that girls are as likely, if
not more likely, to be involved in cyberbullying. When look-
ing at recent experiences, boys and girls report about the
same involvement in cyberbullying offending. Lifetime par-
ticipation rates are higher for girls, however, suggesting that
they have been engaging in these types of activities longer.
The authors also present additional differences within
groups designated as cyberbullies.

1. There is a clear trend that cyberbullying offending is
increasing throughout middle school, with a pro-
nounced jump between 6th and 7th grades. 

2. All races are vulnerable to cyberbullying victimiza-
tion and offending. Although white students seem to
be more likely to report lifetime experiences with
cyberbullying (both as a victim and as an offender),
when looking at the previous 30 days, all races are
fairly evenly represented as victims or offenders.

3. Youth who engage in activities indicative of tradi-
tional bullying are more likely to engage in cyber-
bullying.

See http://cyberbullying.us/research.php for various charts.

HOW ARE KIDS CYBERBULLIED?

Although some forms of cyberbullying experiences are
likely to vary depending on the type of technology used, it
is not clear whether some communication tools are riskier
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than others. The most recent evidence suggests that any use
of IM, blogging, and chat rooms elevates the odds of being
cyberbullied (Ybarra et al., 2006). These data, however, do
not tell us whether youth experience cyberbullying mainly
through these communications tools or whether their usage
pattern merely reflects risky online behavior (Juvonen &
Gross, 2008). 

Researchers across various disciplines have collected a
rich array of examples of how cyberbullying takes place,
which highlights the complexity of the problem (e.g., Prince
Edward Island Home and School Federation, 2006).

Exclusion: Exclusion is the process of designating who is a
member of the “in-group” and who is an “outcast.” In some
cases, this is done by who has a mobile phone and who has
not. Students, particularly girls, also omit certain other girls
from email lists, chat room conversations, and so on (Bam-
ford, 2004). Sometimes the victim of exclusion is unaware
that she has become a target of exclusion. She comes to
school and realizes that the day is different. Classmates
avoid making eye contact with her. They will not sit next to
her during lunch, walk with her down the hall, or greet her.
Why does this happen? Some girls use this form of cyber-
bullying because they are just plain mean. Others fear that if
they do treat the target well, they will be the next target for
exclusion. 

Flaming: Flaming is a heated argument, frequently includ-
ing offensive or vulgar language, that occurs in online com-
munication environments such as discussion boards and
groups, chat rooms, and newsgroups. The motive for flam-
ing is often to claim authority or to establish a position of
superiority. Occasionally, flamers wish to upset and offend
other members of a forum, in which case they are called
“trolls.” Most often, however, flames are angry or insulting
messages transmitted by people who have strong feelings
about a subject. Some consider flaming to be a great way to
let off steam, though the receiving party may be less than
pleased. 

Outing: Outing refers to the public display, posting, or for-
warding of personal communication or images, especially
communication that contains sensitive personal information
or images that are sexual in nature. Increasingly, images
taken using mobile phone cameras and mobile phone text
messages are part of the “outing” type of bullying. Reading
the saved text messages on others’ phones can be part of the
outing process (Bamford, 2004). One of the most hurtful
ways to “out” someone is to publicize that a target is homo-
sexual, whether true or not. 

Cyberstalking: Cyberstalking consists of threats of harm,
intimidation, and/or offensive comments sent through per-
sonal communication channels. Frequently, cyberstalking

entails a threat, or at least a belief, that the virtual stalking
could become real stalking (Bamford, 2004). The National
Center for Victims of Crime (NCVC) defines cyberstalking
as “threatening behavior or unwanted advances directed at
another using the internet and other forms of online and
computer communications.” Also, according to the NCVC,
cyberstalkers target their victims through chat rooms, mes-
sage boards, discussion forums, and email. Cyberstalking
can take many forms, including threatening or obscene
email, spamming (in which a stalker sends a victim a multi-
tude of junk email), live chat harassment or flaming (online
verbal abuse), leaving improper messages on message
boards or in guest books, sending electronic viruses; send-
ing unsolicited email, tracing another person’s computer and
internet activity, and electronic identity theft.

Email: A student sends a threatening or abusive email to
another and may even blind copy the email to additional
people (Blair, 2003).

Harassment: A student sends hurtful messages (i.e., email,
text, VOIP, IM, or other form of electronic communication)
to someone in a severe, persistent, or pervasive manner
(Sabella, 2008). 

Instant messaging (IM): Several students log onto an IM
platform (e.g., America Online’s Instant Messenger) and
simultaneously “slam” another (Blair, 2003).

Websites: Some cyberbullies set up derogatory websites or
blogs dedicated to one or more victims, such as other chil-
dren, teachers, or administrators.

Impersonation: In some cases, students impersonate some-
one they pick as their target while they are online. Then, pre-
tending to be their target, the cyberbully does things such as
making unpopular online comments, setting up offensive
websites, flaming others—all with the intent of drawing
negative attention to the target being impersonated. The
result is that the child being impersonated then may become
an ongoing target among other cyberbullies or get into trou-
ble at school.

Voting/polling booths: Some websites offer users the oppor-
tunity to create online polling/voting booths, many at no cost.
Cyberbullies have used these websites to create web pages
that allow others to vote online for “The Ugliest, Fattest,
Dumbest, and so on, boy/girl” at their respective schools. 

Hostile takeover: When a student learns the password for
another student’s email, website, or other account, he or she
may use that knowledge to take over the account. Having
gained access, the student can change the password so the
real owner can no longer access the account. And the perpe-
trator may even use the account against the victim. For
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example, the cyberbully may use the victim’s own website
to defame, libel, or otherwise harm him. In other cases the
cyberbully may access the victim’s account and delete it.
For a student who has worked long and hard on a software
program, website, or other project and does not have a
backup, this really hurts. In a different example, what if a
student accesses another student’s email account and uses it
to cyberbully others? It may be difficult, or even impossible,
to prove that “it wasn’t me” (Sabella, 2008).

Children seem to view the real world and the online or
virtual world as being on a seamless continuum. Conversa-
tions with friends may begin at school and pick up again on
a child’s computer after dinner. Unfortunately, this is also
true of cyberbullying behaviors. What begins as a flame war
in an instant messaging conversation can carry over to the
lunchroom the next day and include many of the same group
members who participated in the electronic conversation the
night before. More often than not, cyberbullying starts with
an incident in the real world and spills over into cyberspace,
where it is easier and safer to fight others. 

WHAT IS THE “SO WHAT” OF CYBERBULLYING? 

Another strong reason that underlies concerns about
cyberbullying pertains to its potentially harmful psycholog-
ical effects (Juvonen & Gross, 2008). The connection
between bullying experiences in school and emotional dis-
tress has been established for some time (e.g., see Juvonen
& Graham, 2001). Even a single incident of being bullied at
school is associated with an elevated level of daily anxiety
(Nishina & Juvonen, 2005) and emotional distress (Ybarra,
2004). Online intimidation might be particularly distressing,
inasmuch as youth are likely to confront cyberbullying inci-
dents alone at home. Victims of cyberbullying are left feel-
ing lonely, insecure, and humiliated (Breguet, 2007). More-
over, youth may be especially reluctant to tell adults about
incidents confronted online if they are concerned about their
parents’ restricting the use of these popular forms of social
interaction. Hence, cyberbullying might be especially painful
because it can go unnoticed for long periods of time.

Feinberg and Robey (2009) wrote:

Cyberbullying can cause significant emotional harm. Vic-
tims of face-to-face bullying often experience depression,
anxiety, low self-esteem, physiological complaints, prob-
lems concentrating, school failure, and school avoidance.
Targets of cyberbullying suffer equal if not greater psycho-
logical harm because the hurtful information can be trans-
mitted broadly, instantaneously, and can be difficult to elim-
inate. Aggressors can remain anonymous and are hard to
stop. (p. 27)

In addition to gender differences in cyberbullying, per-
sonality variables moderate the frequency with which peo-
ple experience cyberbullying. Heightened levels of social

anxiety have been observed among perpetrators of cyber-
bullying (Kowalski, Limber, & Agatston, 2007). Further,
among individuals who cyberbully, those who do so most
frequently reported the highest levels of social anxiety.
Importantly, however, even among respondents who fre-
quently perpetrated cyberbullying, targets of cyberbullying
still reported higher levels of social anxiety.

The effects of cyberbullying are serious and, in some
instances, life-threatening (Kowalski, 2008). For instance,
in a recent survey, Hinduja and Patchin (in press) found that
youth who experienced traditional bullying or cyberbully-
ing, either as an offender or a victim, scored higher on a
well-validated suicidal ideation scale than those who had
not experienced those two forms of peer aggression. More-
over, bullying and cyberbullying victimization was a stronger
predictor of suicidal thoughts and behaviors than bullying
and cyberbullying offending. Their research also found that
traditional bullying victims were 1.7 times more likely and
traditional bullying offenders were 2.1 times more likely to
have attempted suicide than those who were not traditional
victims or offenders. Similarly, cyberbullying victims were
1.9 times more likely and cyberbullying offenders were 1.5
times more likely to have attempted suicide than those who
were not cyberbullying victims or offenders.

HOW CAN WE REDUCE THE RISK 
OF CYBERBULLYING?

Guarding kids from high-tech trouble is not a perfect sci-
ence and comes with no 100% guarantee. I consciously
avoid the word “prevent” in this article lest I give the wrong
impression that, as concerned adults, we can completely
shield our youth from the risks that accompany the use of
high-tech tools. I prefer to use the more accurate and realis-
tic term “risk reduction.” 

Fully experiencing life comes with some risks. Parents
send their children out into the world and help them achieve
more independence as they grow and mature. On each step
of the way, they face greater challenges and dangers than the
preceding ones. We cannot be there for them every minute
of every day. We cannot realistically sterilize the environ-
ment for them or restrict them to living in a “bubble.” Com-
pletely guarding kids from trouble actually robs them of
important learning experiences that eventually shape them
into responsible, productive citizens. Many of our most
enduring life lessons were learned only after successfully
navigating trouble and resolving conflict (Sabella, 2008). 

Preventing cyberviolence, especially cyberbullying, in -
volves complex interventions informed by knowledge in
which coordinated efforts across communities and domains,
including education, health, justice, and the workplace,
combat the social forces and norms that give rise to this
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form of online behavior (Chrisholm, 2006). So what can
various stakeholders do to reduce the risk of cyberbullying
in the lives of our youth? 

School Counselors and Educators

Counseling and support should be given to both the vic-
tim and the cyberbully (Chibaro, 2007). School counselors
(and other educators) could provide training for bullies,
which would include recognizing legal and personal conse-
quences of cyberbullying, developing a more positive self-
concept, improving social problem-solving and anger man-
agement skills, and increasing the ability to empathize with
victims (Hazler, 2006). Support could be offered both indi-
vidually and in small-group sessions. Victims could be
offered training in increasing assertiveness skills, develop-
ing a more positive self-concept, increasing social skills and
reducing social isolation, and practicing positive behaviors
that reduce the risk of further victimization (Harris & Petrie,
2003).

Pieces of cyberbullying and technology safety training
activities are scattered throughout the internet among
numerous websites. Several of the more popular cyberbully-
ing training and resource websites include the following.

• The Center for Safe and Responsible Internet Use pro-
vides research and outreach services to address issues
of the safe and responsible use of the internet. This
site provides guidance to parents, educators, librari-
ans, policy makers, and others regarding effective
strategies to assist young people in gaining the knowl-
edge, skills, motivation, and self-control to use the
internet and other information technologies in a safe
and responsible manner: http://cyberbully.org/

• The Internet Keep Safe Coalition group teaches basic
rules of internet safety to children and parents, reach-
ing them online and in school. Governors and/or first
spouses formed this coalition in partnership with a
growing list of crime prevention organizations, law
enforcement agencies, foundations, and corporate
sponsors: http://www.ikeepsafe.org/

• Web Wise Kids is a nonprofit organization dedicated
to empowering today’s youth to make wise choices
online. WWK combines education and technology to
reach today’s e-generation by using computer games
to communicate internet safety. High-tech simulations
based on real-life criminal cases prepare children to
safely and confidently explore the cyber world, captur-
ing their attention in a way that “another lecture from
an adult” can never do: http://www.web wisekids.org/

• WiredSafety currently is the world’s largest internet
safety, help, and education resource. http://www.wired
safety.org/ 

Sameer Hinduja and Justin Patchin (2009c) have posted
on their website, Cyberbullying Research Center, a one-
page document entitled Top Ten Cyberbullying Prevention
Tips for Educators. It provides specific guidance for those in
the school system to reduce the vulnerability of students to
online harassment. 

Diamanduros, Downs, and Jenkins (2008) recommend
the following specific components of a cyberbullying pre-
vention plan: 

• The right for students to feel safe at school and home
• Definition of cyberbullying
• How cyberbullying occurs
• Prevalence of cyberbullying
• Impact of cyberbullying on victim and cyberbully
• Understanding that electronic messages can be traced
• Legal ramifications of cyberbullying
• The need to take a stand against cyberbullying
• The need for victims to report incidences of cyberbul-

lying to adults
• The need for bystanders to protest and report inci-

dences of cyberbullying
• The need to keep personal information private
• Internet safety and online etiquette rules
• The need to be respectful of others when using the

internet and being responsible users of technology

As part of cyberbullying training for students, one school
counselor uses the acronym I DON’T PLAY. 
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• IDENTIFY the sender. If a student has another student’s iden-
tification, it is possible for him or her to pose as that student
online. Students using someone else’s identification can really
hurt other students. Students should have ways to identify a
sender, such as asking them questions that only the sender can
answer.

• DO not respond to or retaliate for hurtful statements that are
directed toward yourself or others. Agreeing with people who
make nasty statements about others has a way of getting back
to the victims. Retaliating statements are often shared and
made public. Words in print are difficult to deny or take back.

• OPENLY communicate with someone in authority or your par-
ents when you receive a damaging message.

• NEVER share your password. When I ask students whether
anyone knows their password, they will say no. Unfortunately,
when I pursue the matter further, the students admit that they
have told only their best friend or a couple of people they trust.
Friendship fluctuation is quite common at this age—an old
friend can become a new enemy, and then the student’s identi-
fication is in bad hands.

• THINK carefully before sending messages. Once messages are
sent, they cannot be called back.

(continued)



In addition, more comprehensive learning activities and
coherent lesson plans are emerging to help kids with the
issues of cyberbullying and internet safety. Table 1 provides
a listing of helpful resources.

Parents

You may notice that your child is acting a bit odd and
wonder what is going on with him or her. Know first of all
that preadolescence and especially adolescence (the teenage
years) can be a weird time for everyone even under “nor-
mal” circumstances. Still, you may notice a deviation from
what you are used to, or perhaps extreme changes. One or
more of the following may indicate involvement in cyber-
bullying activities (Sabella, 2008): 

• Your child is using the computer late at night more
than usual.

• Your child’s grades are declining. 
• Your child is misbehaving in school more than usual.
• Your child is showing changes in ordinary daily activ-

ities and conditions such as eating, sleeping, mood
swings, and so on.

• Your child appears upset after using the internet or in
general seems more anxious and fearful, especially as
related to school.

• Your child shows some evidence of covering his or
her online tracks. 

If you do suspect that your child is involved in cyberbullying: 

• Don’t freak out. Stay calm and maintain open com-
munication with your child. Let him or her know that
you trust and support him or her. 

• Don’t blame the victim. This is not the time for “I told
you so” or “You should have” conversations (actually,
it’s never a good time for this type of blaming-the-vic-
tim communication; it really doesn’t help). 

• Explain that taking vengeance will not help to solve
the problem and that it could make the situation worse. 

• Work with your child to report the cyberbullying to a
trusted adult at school, such as a teacher, principal, or
counselor. 

• Help your child to keep all records, including chat
transcripts, photos, website pages, and emails (includ-
ing full headers) as evidence for future use. 

• Inform the perpetrator’s Internet Service Provider
(ISP) or cell phone service provider of the abuse. 

• If you can, communicate to perpetrators and their par-
ents, explaining that what they are doing is cyberbul-
lying and that you will report to the authorities if it
continues. Some kids may not recognize what they are
doing as bullying and may believe that it is innocent
kids play. Using the word “bullying” can serve as a
wake-up call. 

Further, see a handout from Hinduja and Patchin (2009b) enti-
tled Top Ten Cyberbullying Prevention Tips for Parents, which
describes additional strategies that parents can implement at
home to keep their kids safe from cyberbullying victimization. 

Students
Students are truly essential in the effort to reduce the risk

of cyberbullying among both perpetrators and victims. Ulti-
mately, they alone are in control of their own behavior and
must decide to take a stand against cyberbullying. They
must “think before they click” and always act as if someone
is watching. Also, children stand to be a considerable force
in risk-reduction training. Because of their peer status, the
messages that have to be communicated to advance under-
standing of cyberbullying among youth can be delivered
more impactfully by peers. For instance, according to one
study by Myrick, Highland, and Sabella (1995), using peer
helpers in general has many advantages including these:

1. Students communicate more effectively and are
more positive with each other. They learn more about
how to be sensitive to others and how to stand up for
their own rights.

2. There are more student or peer helpers in the school,
which means that interventions can be delivered to
wider audience (i.e, more students are involved).

3. Peer helpers can be part of a highly visible (cyber-
bullying risk reduction) program that brings positive
public relations to the school’s guidance program.

4. Peer helpers can help evaluate the lesson plans, con-
tent, or learning activities to provide insight into
their effectiveness. 

5. Students are less likely to resist learning something
when they perceive that their help is valued and
wanted.
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• PRINT out messages that are threatening. A paper trail will
help the authorities stop the harassment.

• LET the provider know about inappropriate conduct.
• ACTIVELY change passwords and screen names on a regular

basis. This is easy to do and will help keep students’ identifi-
cation out of the hands of other people.

• YEARN to know more about the Internet and how it can be
used. Implement processes and procedures with due diligence,
using in-house resources and a team composed of students and
faculty members to teach students about the potential of the
Internet. Bring in outside speakers and presenters for help
when necessary.

Source: From “School solutions for cyberbullying,” by S. Sutton,
2009, Principal Leadership (Middle School Ed.), 9(6), pp. 38–40,
42. Reprinted by permission of the author.
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TABLE 1
Comprehensive Lesson Plans for Helping Children 

Cyberbullying and Technology Safety:

The following is a summary of available and comprehensive lesson plans for helping children with knowledge,
skills, and attitudes about cyberbullying and technology safety. Resources were chosen if they included a set of
coherent and comprehensive learning activities. (This table also is available online at http://bit.ly/5C2Y17). Addi-
tional resources that can be used to develop your own customized lesson plans can be found at http://www.
guardingkids.com/ under Resources and Links. 

Source Levels Cost

ADL Curriculum Connections 2–5 Free
The purpose of this lesson is to encourage safe and kind internet communication among
young children and to provide students with basic skills for responding productively to
online bullying and social aggression. Students use literature, fictional scenarios, and cre-
ative expression to explore the ways in which internet communication can amplify hurtful
words and to practice responses to hurtful online messages. Students also focus on ways
they can use the internet to make others feel good and implement online kindness pro-
jects in class.

http://bit.ly/HGkJ2 

Cyber Bullying Curriculum for Grades 3–5 3–5 $99.00
A Prevention Curriculum Facilitators manual with CD-ROM

http://www.hazelden.org/web/go/cyberbullying 

Cyber Bullying Curriculum for Grades 6–12 6–12 $99.00
A Prevention Curriculum Facilitators manual with CD-ROM

http://www.hazelden.org/web/go/cyberbullying 

CyberSmart K–12 Free
Nonsequential, the free CyberSmart! Student Curriculum is easily integrated, in part or in
full, into your current curriculum. Each lesson stands on its own. A consistent lesson
model, including free reproducible student activity sheets, makes planning easy for thou-
sands of educators worldwide. 

http://cybersmartcurriculum.org/ 

Digital Citizenship and Creative Content Program 8–10 Free
Students interact with music, movies, software, and other digital content every day. Do
they understand the rules that dictate the ethical use of these digital files, and do they
understand why these issues are relevant? The Digital Citizenship and Creative Content
program is a free turnkey instructional program. The goal is to create awareness of the
rights connected with creative content. Only through education can students gain an
understanding of the relevance of, and a personal respect for, creative rights and grow to
become good digital citizens.

http://www.digitalcitizenshiped.com/ 

(continued)
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FBI-SOS (Safe Online Surfing) Internet Challenge is a free educational online program K–8 Free
that teaches elementary and middle school students how to recognize and react to online
dangers. Students take web-based quizzes and review specific websites aimed at promot-
ing online safety. Developed in cooperation with the FBI Crimes Against Children Unit at
the Miami FBI Office, the program is administered by the Common Knowledge Scholar-
ship Foundation, part of the Fischler School of Education and Human Services at Nova
Southeastern University in Fort Lauderdale, Florida.

http://www.fbi-sos.org/ 

Internet Smarts from Power to Learn 4–8 Free
These guided multimedia activities allow you to examine issues affecting schoolwork,
class papers, entertainment activities, and online safety.

http://www.powertolearn.com/internet_smarts/index.shtml 

Internet Keep Safe Coalition is a broad partnership of governors and/or first spouses, K–12 Free
attorneys general, public health and educational professionals, law enforcement, and
industry leaders working together for the health and safety of youth online. iKeepSafe®

uses these unique partnerships to disseminate safety resources to families worldwide.

http://www.ikeepsafe.org/iksc_educators/ 

iSafe.org K–12 Varies
Founded in 1998 and endorsed by the U.S. Congress, i-SAFE is a nonprofit foundation
dedicated to protecting the online experiences of youth everywhere. i-SAFE incorporates
classroom curriculum with dynamic community outreach to empower students, teachers,
parents, law enforcement, and concerned adults to make the Internet a safer place. Please
join us today in the fight to safeguard our children’s online experience.

http://isafe.org/ 

Michigan Cyber Safety Initiative K–8 Free
The state of Michigan has developed programs to discuss social networking with
 elementary school children.

http://www.michigan.gov/ag/0,1607,7-164-17334_17364-170948—,00.html 

Netsmartz.org K–12 Free
The NetSmartz Workshop is an interactive, educational safety resource that teaches kids
and teens how to be safe on the internet. NetSmartz combines the newest technologies
available and the most current information to create high-impact educational activities that
are well received by even the most tech-savvy kids. Parents, guardians, educators, and
law enforcement also have access to additional resources for learning and teaching about
the dangers that children may face online. NetSmartz was created by the National Center
for Missing & Exploited Children® (NCMEC) and Boys & Girls Clubs of America (BGCA). 

http://www.netsmartz.org/educators.htm 

(continued)
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6. Peer helpers have the opportunity to act as models
for other students. They can help build positive
school environments that make school a better place
for everyone, including teachers and counselors.

Recruiting students to confront the problem of cyberbul-
lying is already happening. Here are some examples. 

• Teenangels: a group of 13- to 18-year-old volunteers
who have been specially trained in all aspects of
online safety, privacy, and security. After completing
the required training, these students run unique pro-
grams in schools, spreading the word about responsi-
ble and safe surfing to other teens and to younger kids,
parents, and teachers. They write columns for websites
and become expert public speakers and researchers.
They work with companies such as Disney, Microsoft,
and AOL and are trained by law enforcement agen-
cies; their tuition includes experience in making pre-
sentations to groups of students in schools and/or at
community events: http://www.teenangels.org/

• NSTeens: a website created as a partnership among
Boys & Girls Clubs of America (BGCA); the NetS-
martz Workshop®, an internet safety resource from
BGCA; and the National Center for Missing &
Exploited Children®. The purpose of the site is to help
teens all over the world to make safer online choices:
http://www.nsteens.org/

• Informative videos: student-produced videos, some in
the form of public service announcements, posted to
YouTube and other video hosting sites. For instance,
you can view videos by the student group Beat Bully-
ing Now: http://www.youtube.com/user/Beatbullying

Also, this author keeps a blog of relevant “must
see” videos of possible interest to school counselors
and other educators, many of which include videos
about cyberbullying: http://www.schoolcounselor.com
/videos/ 

One teacher (Mustacchi, 2009) eloquently described how
her students assisted her in developing lesson plans, and
materials and ultimately in teaching other students about
cyberbullying and other technology related issues:

When I began implementing this curriculum the next fall, I
noticed how much the 8th graders knew and were eager to
impart to one another—with almost desperate urgency. As if
riding a roller-coaster, students relayed stories and advice to
one another, hitting highs and lows at breakneck speed.
They were experts in some aspects of online interaction and
risks but complete novices in others. I realized that their
knowledge and thirst to exchange information provided a
rare opportunity. So I charged my 8th grade students with
the job of teaching my 6th graders.… As you might expect,
every 8th grade student rose to the occasion, even the most
traditionally reluctant participants. Their talks, materials,
and activities kept the younger students fully engaged. They
asked questions and got their peers to think and reflect,
sometimes with creative tactics. (p. 80) 
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Seattle Public Schools Middle School Cyberbullying Curriculum 6–8 Free
Seattle Public Schools and a grant from the Qwest Foundation
Mike Donlin, Senior Program Consultant, SPS
Curriculum Writers: Linda Bakken, SPS, Chris Gentes, Counseling Consultant; and Neilia
Solberg, Writing Consultant
Prevention Webmaster: Susan Hall, Office for Community Learning, SPS

http://www.seattleschools.org/area/prevention/cbms.html 

Understanding Cyber Bullying: Virtual vs. Physical Worlds 7–8 Free
In this 3-hour lesson, students explore the concept of cyberbullying and learn how the
attributes associated with online communication may fuel inappropriate or bullying behav-
ior. Connections between other contributing factors to bullying online and offline also are
reinforced as students develop an understanding of the role that bystanders play and the
ways in which our own responses may fuel or stop this kind of behavior. As a class, stu-
dents establish a class “code of (N)ethics” for online conduct.

http://bit.ly/28Vkz 
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Another way in which students can help to fight cyber-
bullying concerns increased reporting to adults (e.g., par-
ents, teachers, counselors, administrators). Current research
indicates that kids who are cyberbullied are much more
likely to tell other kids and not report their experiences to
adults. A survey conducted by Juvonen and Gross (2008),
for instance, showed that, as presumed, most youth (90%)
reported not telling adults about cyberbullying incidents.
The most common reason for not telling an adult, cited at
equal rates across age and gender, was that participants
believe they “need to learn to deal with it” themselves
(50%). 

In addition, almost one third of the sample (31%)
reported that the reason they do not tell is that they are con-
cerned that their parents might find out and restrict their
internet access. This concern was significantly more com-
mon among 12- to 14-year-old girls (46% of 12- to 14-year-
old girls versus 27% of 12- to 14-year-old boys). Also, one
third of 12- to 14-year-olds reported that they do not tell an
adult because of their fear that they could get into trouble
with their parents. Thus, the fear of restrictions may deter
youth, especially younger girls, from sharing their negative
experiences with adults. 

In another study, Slonje and Smith (2008) found that
50% of cyberbullying victims reported not telling anyone,
35.7% told a friend, 8.9% told a parent/guardian, and 5.4%
someone else; telling a teacher was never reported. Those
authors emphasized the importance of reporting in that stu-
dents’ perceptions may influence their behavior. If students
perceive that adults are unaware of cyberbullying, they may
not tend to go to their parents to receive support. A worry-
ing feature of these findings was that none of the cyber -
victims said they had told a teacher (and very few had told
parents).

Similarly, in one study, Patchin and Hinduja (2006)
reported that 56.6% of their sample responded to online
 bullying by telling “an online friend” and 25.7% told “a
friend.” By contrast only 19.5% reported telling their par-
ent(s) and 16.8% reported telling a brother or sister.

Thus, students are natural helpers who can intervene by
assisting adults in delivering cyberbullying risk-reduction
campaigns and lessons, by encouraging victims to report,
and by helping their peers to confront cyberbullies with the
message, “I’m not standing by; I’m standing up for my
friends. What you’re doing is wrong, and it must stop now.” 

Schools

Every school district is in need of clear policies regard-
ing cyberbullying, both at school and away from school
(Dyrli, 2005). Guidelines for establishing policies in schools
have been suggested by researchers (Hinduja & Patchin,
2007) and attorneys/advocates (e.g., Aftab, 2007; Willard,

2007). An anti-cyberbullying policy should include estab-
lishing a prevention program and an annual assessment of
such a program to determine its effectiveness (Diamanduros
et al., 2008). The following additional components of an
anti-cyberbullying policy have been identified (e.g., see
Hinduja & Patchin, 2007, Willard, 2007):

• Specific definitions of cyberbullying and harassment
• Graduated consequences and remedial actions
• Procedures for reporting
• Procedures for investigating
• A clear statement that students will be disciplined if

their behavior (on or off campus) is considerably dis-
ruptive of the educational environment

• Procedures for educating students, teachers, staff, and
parents about cyberbullying

A team of researchers from the United Kingdom (Smith,
Smith, Osborn, & Samara, 2008) conducted a content analy-
sis of school anti-bullying policies. They developed and
used a 31-item scoring scheme to assess policy progress and
limitations. Results from this study showed that, overall, the
schools included about 40% of these items in their policies.
Most included improving school climate; a definition of bul-
lying with reference to physical, verbal, and relational
forms; and a statement regarding contact with parents when
bullying incidents occurred. Many schools, however, did not
mention other important aspects and indicated low coverage
of responsibilities beyond those of teaching staff, following
up incidents, managing and using records, and having spe-
cific preventive measures such as playground work and peer
support. The policies made infrequent mention of homopho-
bic bullying and of cyberbullying. And there was little dif-
ference between policies from primary and secondary
schools. 

In 2008, the Florida Legislature passed House Bill 669,
also known as the Jeffrey Johnston Stand Up for All Stu-
dents Act, and Governor Crist signed it into law on June 10,
2008. Among other things, this Act created Section 1006.
147, Florida Statutes, which requires districts to adopt a pol-
icy prohibiting bullying and harassment of students and staff
on school grounds, at school-sponsored events, and through
school computer networks. To assist school districts in this
endeavor, the Florida Department of Education developed a
model policy (see http://www.fldoe.org/safeschools/ and
http://www.fldoe.org/safeschools/doc/modelpolicy.doc in
particular). 

The Florida model policy contains a unique and out-
standing component that is gaining attention throughout the
country. The law states that bullying includes that which is
transmitted, “through the use of data or computer software
that is accessed through a computer, computer system, or
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computer network of a public K–12 educational institution.”
This means that, even when the source of cyberbullying
occurs outside of the school walls (e.g., the child’s home,
library, or bus), the incident still is considered within the
school’s jurisdiction and the school’s student code of con-
duct and disciplinary procedures. 

Having a comprehensive and clear policy is necessary
although not sufficient. In a study conducted by Li (2006),
only 64.1% of junior high school students surveyed (N=264)
believed that adults in schools took actions to stop cyberbul-
lying when they were informed that it was occurring. Appro-
priate action and enforcement are critical to the overall effec-
tiveness of any existing school policies (or laws, for that
matter). Schools must take appropriate action in a timely
manner immediately upon learning of alleged incidents of
cyberbullying that substantially interferes with a student’s
educational performance, opportunities, or benefits. 

Other suggestions for administrators include the follow-
ing (Feinberg and Robey, 2009): 

• Principals should contact law enforcement officials
when there are threats of violence to people or prop-
erty, coercion, stalking, obscene or harassing phone
calls or text messages, hate crimes, sexual exploita-
tion, or photography of someone in a private place.

• Students who are victims or perpetrators should be
supported. Regardless of disciplinary action against
the bully, victims should receive appropriate supports,
such as targeted skills development, counseling, mon-
itoring, and referral to community resources. It also
may be appropriate to contact the cyberbully’s parents
and to provide behavioral interventions to the bully.

• Legal obligations and restrictions must be understood.
District legal counsel will help to determine appropri-
ate policies. In general, disciplining students for
engaging in cyberbullying outside of school requires
that the bullying action must have caused or threat-
ened to cause a significant and material threat of dis-
ruption on school grounds. This can include “demon-
strating that harmful material was posted, sent, or
displayed to other students through the district’s inter-
net system or on campus” or that a victim’s school
functioning was directly undermined by the cyberbul-
lying.

• Staff members as well as students must be safe-
guarded. Online harassment of school staff members
is an emerging concern for administrators. Cyber-
space offers a perception of safety and power to stu-
dents who are angry at a teacher or think that poking
fun at or humiliating an adult in power is amusing.
There is a fine line between free speech and harass-
ment in these cases, so principals should work closely

with district legal counsel to address harassment of
staff members in school policies appropriately.

TECHNOLOGICAL SOLUTIONS

Any technological solution to guarding kids is not a
replacement for human intervention (Sabella, 2008). We
have to help children be knowledgeable about the use (and
misuse) of technology, teach them how to make good deci-
sions about how they use technology, and help them to
police themselves (and perhaps each other). Technological
solutions are an effective secondary measure or backup to
how we otherwise prepare and supervise our children.

Teens are already exhibiting many useful technological
tools to respond to cyberbullies. They commonly block the
bully or log off of their computer temporarily. They also
change their screen name or email address (Hinduja &
Patchin, 2008). A survey by Juvonen and Gross (2008) also
showed that, of the prevention strategies enabled by the
technology used, blocking a given screen name was the
most common tactic used. In the sample, 67% had blocked
someone in the past. One third (33%) had restricted certain
screen names from their buddy list. About one fourth of the
sample had switched a screen name (26%) and sent a warn-
ing (25%) to someone to prevent cyberbullying. 

Some technological methods for parents to use to help
reduce the risk of cyberbullying (and other technology
related risks) are the following (Sabella, 2008). 

• Using blocking and filtering software on computers.
• Controlling browsing behavior through the parental

control settings built into the web browser, such as
with Internet Explorer, Firefox, and Safari.

• Using wireless routers to distribute internet connec-
tions among two or more computers. Most wireless
routers allow you to customize settings to control
access and content without hard-wire connections.
Router settings typically are reached by entering into
your web browser the address: http://192.168.1.1 or
http://192.168.0.1 although parents should consult
their router’s documentation to determine the exact
address for their model.

• Recognizing that some “family friendly” Internet Ser-
vice Providers (ISP) such as www.integrityonline.com
and www.cleanweb.net have automatic controls of
content, both web and email, before it is even allowed
to enter your computer.

• Keeping your computer tuned up and protected from
malware (e.g., viruses, rootkits, and spyware) by
using anti-virus, firewall, and anti-spyware software. 

• Considering third-party services such as CyberBully
Alert (http://www.cyberbullyalert.com/), a tool for
parents to equip their children with the ability to
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immediately communicate and document any threats
or cyberbullying that they encounter online.

• Monitoring your child’s “digital footprints.” One way
to do this is to sign up for a free Google account and
to use Google Alerts (http://www.google.com/alerts).
Google Alerts allow you to input keywords such as
your child’s screen name, email address, phone num-
ber, and the like, and check these against the latest rel-
evant Google results (web, news, comments, etc.).
You can set up to receive the email alerts as they hap-
pen, once a day, or once per week. 

• Talking to your cell phone service provider about
parental control features. 

• Checking the security and control features of your web
enabled gaming devices (e.g., Xbox 360, PS3, PSP).

SUMMARY

Cyberbullying is a serious problem that affects the well-
being of children, the effectiveness of schools in accomplish-
ing their educational mission, and the overall order of society.
Technology and electronic gadgets are tools, inherently neu-
tral, that derive their value from how they are used and the pur-
pose they serve. The responsible and prosocial use of technol-
ogy includes a coordinated effort by children, parents, schools,
legislators, law enforcement, technology developers, and tech-
nology service providers (e.g., internet, cable, satellite, and
cellular), and these efforts must start early and become an
important part of the overall lifespan development. 

Our understanding of cyberbullying is somewhat limited,
in part because of the rapidly changing landscape of tech-
nology. Future research is needed to best answer questions
such as the following: 

• What type of interventions are most effective and effi-
cient for reducing the risks of cyberbullying?

• For children who demonstrate resistance to cyberbul-
lying, what techniques (behaviors, thoughts, choices)
can they use to help make that happen?

• What types of parental knowledge and behaviors con-
tribute most to children who are able to resist and
avoid cyberbullying?

• What are the effects of peer helper programs designed
to confront cyberbullying? 

• What procedures, processes, and policies are most
effective when responding to cyberbullying situa-
tions?

• What is the perception of cyberbullying among vari-
ous stakeholders?
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Hardcover  /  630 pages  /  ISBN 978-0-89108-344-3

Introduction to Group Work
Fifth edition
David Capuzzi, Douglas R. Gross, & Mark Stauffer

This book provides counselors in educational, mental
health, private practice, and rehabilitation settings practical
guidelines for facilitating groups. This text goes beyond the
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