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Abstract 
 

Vehicular Ad-Hoc Networks (VANET) are a particular type of wireless ad-hoc networks, 

formed with short range wireless communication devices, each one representing a vehicle 

on the road or a static device. Developing applications and protocols for Vehicular Ad-Hoc 

Networks (VANETs) poses unique security challenges, induced by the devices being used, 

the high speed and sporadic connectivity of the vehicles, the high relevance of their 

geographic location combined with the absence of adequate/reliable means of determining it, 

and the very subtle issue of the tension between liability and privacy critical for determining 

accountability in case of anti-social or criminal behavior. Because of these, security still 

remains a delicate research subject.  

The objective of this project is the design and implementation of a robust and secured 

operational infrastructure for VANETs. The preliminary efforts were focused on analyzing the 

vulnerabilities of VANETs and the salient challenges they impose. The long-term goal of this 

project is to understand what it takes to build a VANET protocol that leaves as little space as 

possible for misbehavior and abuse, and at the same time, remains resilient to on-going 

attacks with the thought of contributing to a particular security aspect. In addition to knowing 

its own location, each vehicle in the network needs to be aware of its relative position to the 

other vehicles in the neighborhood. GPS signals used for this purpose are weak and prone 

to spoofing and jamming. Moreover, vehicles can intentionally transmit misleading 

information regarding their position, making interesting implications on accountability and 

authorization properties related to vehicle’s position.  

In order to prove the vulnerability of VANETs, as well as demonstrate some specific 

attacks that might be used to exploit their vulnerabilities, in this we developed several attacks 

using a real-life Linux based smartphone, Openmoko. The obtained results demonstrate 

several vulnerabilities of such a smartphone, which can be used to obtain remote access to 

the phone, allowing the attackers to make full use of the available gadgets (microphone, 

GPS locator, camera, etc). The attacks are well hidden, the viruses acting like background 

process. 

 The importance of the project is given by the fact that we implemented and 

demonstrated many attacks generated using currently available real-life smartphones. We 

demonstrate how vital the security is in today VANET infrastructures. With this project we 

made the first step towards build a VANET protocol that leaves as little space as possible to 

attackers. 
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1. INTRODUCTION 
 

Communication between vehicles is an aspect highly studied during the 

past years. Vehicles are equipped with special devices which communicate with 

each others and with roadside devices. These devices use short-range wireless 

connectivity and form a particular type of mobile ad-hoc network, named 

“Vehicular Ad-hoc Network” or, shortly, VANET. Such a network has several 

advantages because it provides access to information for users, but also 

disadvantages, which will be discussed later. 

 

Initiatives to create safer and more efficient driving conditions have recently 

begun to draw strong support. Vehicular communications (VC) will play a central 

role in this effort, enabling a variety of applications for safety, traffic efficiency, 

driver assistance, and infotainment. For example, warnings for environmental 

hazards (e.g., ice on the pavement) or abrupt vehicle kinetic changes (e.g., 

emergency braking), traffic and road conditions (e.g., congestion or construction 

sites), and tourist information downloads will be provided by these systems. 

Until recently, road vehicles were the realm of mechanical engineers. But 

with the costs of electronic components and the permanent willingness of the 

manufacturers to increase road safety and to differentiate themselves from their 

competitors, vehicles are becoming “computers on wheels”, or rather “computer 

networks on wheels”. For example, a modern car typically contains several tens 

of interconnected processors; it usually has a central computer as well as an 

EDR (Event Data Recorder), known as the “black boxes” used in avionics. 

Optionally, it also has a GPS (Global Positioning System) receiver, a navigation 

system, and one or several radars. 

Manufacturers are about to make a quantum step in terms of vehicular IT, 

by letting vehicles communicate with each other and with roadside infrastructure. 

In this way, vehicles will dramatically increase their awareness of their 

environment, thereby increasing safety and optimizing traffic. 
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One problem which VANET networks refer to is increasing the traffic safety. 

This thing is possible because of the permanent transfer of messages which 

refers to any possible threats, as figure 1 show. 

 
Figure 1. One problem VANET networks refer  

 

Another problem which VANET networks refer to is a more efficient traffic. 

Figure 2 presents a situation where, when a blocking occurs in the traffic, the 

vehicles which detects the blocking broadcasts information to near RSUs (Road 

Side Unit). Then, RSUs broadcasts the information about blocking too, so other 

vehicles can choose alternative routes. 

 
Figure 2. One problem VANET networks refer  

 

Since people need entertainment more often, this cannot be missing from 

VANET networks (figure 3). 

 
Figure 3. One problem VANET networks refer  
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Daily problems can now be solved with VANET networks help. Auto service 

scheduling or getting necessary information are some of the benefits of this kind 

of network. 

 
Figure 4. One problem VANET networks refer  

 

Considering the tremendous benefits expected from vehicular 

communications and the huge number of vehicles (hundreds of millions 

worldwide), it is clear that vehicular communications are likely to become the 

most relevant realization of mobile ad hoc networks. The appropriate integration 

of on-board computers and positioning devices, such as GPS receivers along 

with communication capabilities, opens tremendous business opportunities, but 

also raises formidable research challenges. 

 

One of these challenges is security. Limited attention has been devoted so 

far to the security of vehicular networks, although security is crucial. For example, 

it is essential to make sure that life-critical information cannot be inserted or 

modified by an attacker. Likewise, the system should be able to help establishing 

the liability of drivers. But at the same time, it should protect as far as possible 

the privacy of the drivers and passengers. 

These concerns may look similar to those encountered in other 

communication networks, but they are not. Indeed, the size of the network, the 

speed of the vehicles, the relevance of their geographic position, the very 

sporadic connectivity between them, and the unavoidably slow deployment make 

the problem very novel and challenging. 
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The self-organizing operation and the unique features of Vehicular 

Communication are a double-edged sword: a rich set of tools are offered to 

drivers and authorities, but a formidable set of abuses and attacks becomes 

possible. This is the reason the security of vehicular networks is indispensable, 

because otherwise these systems could make antisocial and criminal behavior 

easier, in ways that would actually endanger the benefits of their deployment. 

What makes Vehicular Communication security hard to achieve is the tight 

coupling between applications, with rigid requirements, and the networking fabric, 

as well as the societal, legal, and economical considerations. 

 

In this project we implemented some attacks for a device with all required 

hardware components to be a VANET device. For this, we used a smartphone 

which uses a Linux based Operation System and has, beside the functionality of 

a simple phone, a GPS, an accelerometer or Wi-Fi. 

The project results demonstrate the vulnerability of VANET networks in 

general and of smartphones in particular. The project has an important impact 

because, nowadays, many people use a smartphone, which can be a real spy 

when is infected with viruses like we demonstrated in this project, working for 

malicious persons and providing them important information from current location 

or initiating phone conversations to the attackers. The smartphones represent the 

way our privacy is violated through and the results of this document demonstrate 

this. 

 

The rest of the document is organized as follows.  

In Section 2, we present the state of the art. In this chapter we review and 

critically analyze several related papers focused on the subject of security in 

VANET. 

In Section 3 we present the system model. This refers to some system 

assumption like network model, application categories from VANET and trust, 

and in the end is described a basic protocol regarding safety messaging. 
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In Section 4 we present the attacks being considered in VANETs. We 

describe the attacker’s model, some basic and simple attacks, then some 

sophisticated attacks created from the combination of the previous ones, and 

other attacks which are not included in any category. 

In Section 5 we describe the Openmoko smartphone, with technical 

specifications and some available distribution developed until June 2009. 

In Section 6 we describe the implemented attacks. In this we present the 

framework architecture, the framework API, and give implementation details for 

each security attack that we developed for VANETs. 

In Section 7 we present the results of this project, and in the end, in Section 

8, we give the conclusions and future work. 

 



2. STATE OF THE ART 
 

VANETs (Vehicular Ad-hoc Networks) are an emerging research area. 

Currently, most of the research is focused on the development of a suitable MAC 

layer, as well as potential applications ranging from collision avoidance to 

onboard infotainment services. But both academia and the industry have so far 

largely overlooked the subject of security in VANETs, postponing it to later 

phases of research and development. 

 

The research on VANET security is just starting, with few pioneer papers 

so far. Blum and Eskandarian [1] describe a security architecture for VANETs 

intended mainly to counter the so-called “intelligent collisions” (meaning that they 

are intentionally caused). But this is only one type of attacks and building the 

security architecture requires awareness of as many potential threats as 

possible. They propose the use of a PKI and a virtual infrastructure where 

cluster-heads are responsible for reliably disseminating messages (by a 

sequential unicast instead of broadcast) after digitally signing them; this approach 

creates bottlenecks at cluster-heads in addition to high security overhead. 

Gerlach [2] describes the security concepts for vehicular networks. Hubaux et al. 

[3] take a different perspective of VANET security and focus on privacy and 

secure positioning issues. They point the importance of the tradeoff between 

liability and anonymity and also introduce Electronic License Plates (ELP) that 

are unique electronic identities for vehicles. Parno and Perrig [4] discuss the 

challenges, adversary types and some attacks encountered in vehicular 

networks; they also describe several security mechanisms that can be useful in 

securing these networks. El Zarki et al. [5] describe an infrastructure for VANETs 

and briefly mention some related security issues and possible solutions. The use 

of digital signatures in the vehicular environment is discussed in [6]. Software 

frameworks for telematics are proposed in [7, 8]. Some recent papers [9, 10] 

focus on particular VANET security subjects that can easily fit in the architecture 
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presented in this paper. Very related to VANET security is the security of the 

electronic systems in a vehicle that are actually responsible for transporting or 

generating the data before it is sent. A security architecture based on a PKI for 

digital tachograph (a device used to record the speed and duration of trips in a 

motor vehicle) systems is proposed in [11]. The security problems of automotive 

bus systems are pinpointed in [12]. 

In the case of non-safety related applications in which vehicles 

communicate with the infrastructure, the CARAVAN scheme [13] allows vehicles 

to preserve their privacy by forming groups in which the group leader acts as a 

proxy on behalf of all group members that access the infrastructure. When the 

vehicles do not have to access the infrastructure, they remain silent thus 

preventing eavesdroppers from tracking their pseudonyms. 

The most prominent industrial effort in this domain in Europe is carried out 

by the Car 2 Car Communication Consortium [14] and several projects such as 

SEVECOM [15], while in the USA it is addressed by the DSRC [16] consortium, 

especially the IEEE P1609.2 Working Group [17]. 

Some commercial products already make use of vehicular communication 

without taking the security aspect into account. For example, insurance 

companies install black boxes (similar to the Event Data Recorders in this paper) 

in cars to collect their usage data (e.g., traveled distance) and to calculate 

insurance costs accordingly. 



3. SYSTEM MODEL 
 

In this section, we present the distinguishing properties of VANETs 

(illustrated in the image below) in order to express later the problem statement. 

Furthermore, we describe a basic safety messaging protocol to be used as a 

reference in later sections. 

 
Figure 5. VANET properties  

 

3.1. System assumptions 

 

To make the system future-compatible, the following assumptions are 

based mainly on specifications of future products. 
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3.1.1. Network model 

 

The communicating nodes in VANETs are either vehicles or base stations. 

Vehicles can be private (belonging to individuals or private companies) or public 

(i.e., public transportation means, e.g., buses, and public services such as police 

cars). Base stations can belong to the government or to private service providers. 

We assume a communication channel supported by an IEEE 802.11-like 

technology [3]. 

Given that the majority of the network nodes will consist of vehicles, the 

network dynamics will be characterized by quasi-permanent mobility, high 

speeds, and (in most cases) very short connection times between neighbors 

(e.g., in the case of crossing vehicles). For example, on highways vehicle speeds 

are usually higher than 80 km/h (with relative speeds equal to twice these 

values), and in some countries (e.g., Germany) are not even upper bounded. 

Another aspect of network dynamics is that vehicle trajectories are mostly well 

defined by the roads, which incurs some advantages (for message 

dissemination) and disadvantages (for privacy). 

The scale of VANETs is another feature that sets them apart. With 

hundreds of millions of nodes distributed everywhere, VANETs are likely to be 

the largest real-world mobile ad-hoc network. But communication in this network 

will be mainly local, thus partitioning the network and making it scalable. 

An advantage of VANETs over “usual” ad-hoc networks is that vehicles provide 

substantial computational and power resources, especially taking into account 

Moore’s law and the related improvement of computing platforms in the next few 

years. As mentioned in the Introduction, a typical vehicle in a VANET will host 

several tens or even hundreds of microprocessors, an EDR that can be used for 

crash reconstruction, and a GPS receiver (or a similar system, such as 

Differential GPS or Galileo) that will provide position and a clock. It should be 

noted that the existence of a GPS-like device is not mandatory for supporting 

security in VANETs. 



Ovidiu-Iulian Gavril - Security in VANET  

 13 

VANETs are expected to be deployed over the next decade to achieve 

considerable penetration only around 2014. Nevertheless, the network should 

become partially operational with the release of first products in the next few 

years. This means that the basic functions of VANETs and the related security 

mechanisms should be available even with low market penetration, and 

especially without relying on the existence of an omnipresent infrastructure 

supporting safety features (which will take a longer time to deploy due to 

administrative and installation costs). 

 

3.1.2. Application categories 

 

There are many applications envisioned for VANETs, most of which are 

proposed by the vehicle manufacturers. Although the spectrum of these 

applications is very wide ranging (from the realistic to the futuristic), we have 

divided the applications into two major categories: 

 

1. Safety-related applications, such as collision avoidance and cooperative 

driving (e.g., for lane merging). The common characteristic of this category is the 

relevance to life-critical situations where the existence of a service may prevent 

life-endangering accidents. Hence the security of this category is mandatory, 

since the proper operation of any of these applications should be guaranteed 

even in the presence of attackers. 

 

2. Other applications, including traffic optimization, payment services (e.g., 

toll collection), location-based services (e.g., finding the closest fuel station), 

infotainment (e.g., Internet access). Obviously, security is also required in this 

application category, especially in the case of payment services. But in this paper 

we focus on the security aspects of safety-related applications because they are 

the most specific to the automotive domain and because they raise the most 

challenging problems. 
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3.1.3. Safety messages 

 

As explained in the previous section, we consider only safety applications. 

In this context, we can classify the safety messages into three classes, based on 

their properties related to privacy and real-time constraints.  

Traffic information messages are used to disseminate traffic conditions in a 

given region and thus affect public safety only indirectly (by preventing potential 

accidents due to congestion); hence they are not time-critical.  

General safety-related messages are used by public safety applications 

such as cooperative driving and collision avoidance and hence should satisfy 

stringent constraints such as an upper bound on the delivery delay. Liability-

related messages are distinguished from the previous class because they are 

exchanged in liability-related situations such as accidents. Therefore, the liability 

of the message originator should be determined by revealing his identity to the 

law enforcement authorities. This classification of messages will be useful later in 

describing the attacks on VANETs. 

A common property of all the message classes is that they are geocast and 

mainly standalone (i.e., there is no content dependency among them like in 

media streams). The content of a typical safety message includes position, 

speed, direction, and acceleration of the vehicle, in addition to data specific to 

traffic events (e.g., congestion notification or accident). If the sender faces an 

abnormal situation (e.g., an accident), these data help receivers compute their 

positions with respect to the sender and determine if they are in danger. The 

message does not necessarily contain explicit ID information. 

An important feature of ad hoc networks is multihopping. But according to 

the DSRC specifications and because of their broadcast nature, safety messages 

are transmitted over a single-hop with a sufficient power to warn vehicles in a 

range of 10 seconds travel time, thus eliminating the need for multihop. 

Nevertheless, some form of multihop still exists: vehicles that receive warning 
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messages estimate whether the reported problems can also affect their followers; 

in this case, they forward the message to them. 

 

3.1.4. Trust 

 

A key element in a security system is trust. This is particularly emphasized 

in vehicular networks because of the high liability required from safety 

applications and consequently the nodes running these applications. Due to the 

large number of independent network members (i.e., they do not belong to the 

same organization) and the presence of the human factor, it is highly probable 

that misbehavior will arise. In addition, consumers are becoming increasingly 

concerned about their privacy. Drivers do not make an exception, especially 

because the lack of privacy and the related potential of tracking may result in 

fines on the drivers (e.g., due to occasional overspeeding). 

As a result, we assume a low level of trust in vehicles, as well as service 

provider base stations. Beside drivers and service providers, there will be a 

considerable presence of governmental authorities in VANETs. But due to the 

reasons stated above, trust in any of these authorities will be limited (e.g., a given 

police officer may abuse his authority if given full trust). To gain full trust, several 

authorities will have to cooperate as will be sketched in Section 5. 

 

 

3.2. Basic safety messaging protocol 

 

Because the research on VANETs and their applications is still in its 

beginnings, there are few papers in the literature that describe protocols for 

safety messaging. To better describe the security solutions introduced in this 

paper, we describe in the following a simple protocol inspired from [18] for safety 

messaging to use as an example reference. 
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• In compliance with the DSRC specifications [3], we assume that each 

vehicle V periodically sends messages over a single hop every 300 ms within a 

range of 10 s travel time (the minimum range is 110 m and the maximum is 300 

m). 

• The inter-message interval drops to 100 ms and the range to 15 m if the 

vehicles are very slow or stopped (i.e., their speed is less than 10 miles/h or ≈ 16 

km/h). 

• Vehicles take decisions based on the received messages and may 

transmit new ones. For example, if a vehicle V receives an emergency warning 

from another vehicle W and, based on their mutual positions, estimates that it is 

also in danger, it sends out its own warning messages. 

 



4. ATTACKS ON VEHICULAR NETWORKS 
 

In this section is described the security threats facing vehicular networks. 

Since we cannot envision all the possible attacks that will be mounted in the 

future on VANETs, we will provide a general classification of attacks 

substantiated by a list of attacks that we have identified so far. But before 

describing the attacks, it is important to define the attacker, which we do in the 

following section. 

 

 

4.1. Attacker’s model 

 

To classify the capacities of an attacker, we define four dimensions: 

 

1. Insider vs. Outsider. The insider is an authenticated member of the network 

that can communicate with other members. As will be explained later, this means 

that he possesses a certified public key. The outsider is considered by the 

network members as an intruder and hence is limited in the diversity of attacks 

he can mount (especially by misusing network-specific protocols). 

 

2. Malicious vs. Rational. A malicious attacker seeks no personal benefits from 

the attacks and aims to harm the members or the functionality of the network. 

Hence, he may employ any means disregarding corresponding costs and 

consequences. On the contrary, a rational attacker seeks personal profit and 

hence is more predictable in terms of the attack means and the attack target. 

 

3. Active vs. Passive. An active attacker can generate packets or signals, 

whereas a passive attacker contents himself with eavesdropping on the wireless 

channel. 
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4. Local vs. Extended. An attacker can be limited in scope, even if he controls 

several entities (vehicles or base stations), which makes him local. An extended 

attacker controls several entities that are scattered across the network, thus 

extending his scope. This distinction is especially important in privacy-violating 

and wormhole attacks that we will describe shortly.  

 

Inspired by [19], we characterize an attacker by 

Membership.Motivation.Method.Scope where Membership stands for Insider (Im) 

or Outsider (On), Motivation for Malicious (M) or Rational (R), Method for Active 

(A) or Passive (P), and Scope for Local (L) or Extended (E); m and n indicate the 

numbers of I and O nodes that the attacker controls, respectively. These two 

numbers also cover the notion of collusion. For example, an attacker I2.R.A.L 

controls two networks members, behaves rationally, and mounts active attacks in 

restricted areas. A star (“*”) indicates that the corresponding field can take any 

value. 

 

 

4.2. Basic attacks 

 
As this paper is concerned with vehicular networks, we consider only the 

attacks perpetrated against messages rather than vehicles, as the physical 

security of vehicle electronics (e.g., against hardware tampering) is out of our 

scope. 

 

1. Bogus information (picture below): Attackers are Im.R.A.∗  (m indicates any 

positive integer) and diffuse wrong information in the network to affect the 

behavior of other drivers (e.g., to divert traffic from a given road and thus free it 

for themselves). 

 



Ovidiu-Iulian Gavril - Security in VANET  

 19 

 
Figure 6. In this example bogus information attack, colluding attackers  

(A2 and A3) disseminate false information to affect the decisions of  
other vehicles (V) and thus clear the way of attacker A1. 

 

2. Cheating with sensor information: Attackers in this case are also Im.R.A.L, and 

use this attack to alter their perceived position, speed, direction, etc. in order to 

escape liability, notably in the case of an accident. In the worst case, colluding 

attackers can clone each other, but this would require retrieving the security 

material and having full trust between the attackers. 

 

3. ID disclosure of other vehicles in order to track their location. This is the Big 

Brother scenario, where a global observer can monitor trajectories of targeted 

vehicles and use this data for a range of purposes (e.g., the way some car rental 

companies track their own cars). To monitor, the global observer can leverage on 
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the roadside infrastructure or the vehicles around its target (e.g., by using a virus 

that infects neighbors of the target and collects the required data). The attacker is 

passive. We assume that the attacker does not make use of cameras, physical 

pursuit, or onboard tracking devices to uncover the identity of his target. 

Otherwise, the tracking problem becomes simpler but also more expensive and 

tied to few specific targets, and it can be done anyhow based on existing license 

plates. In addition, we assume that physical-layer attacks (e.g., using radio 

fingerprinting [20]) are solved by appropriate physical layer techniques such as 

radio transmitters that randomize fingerprints. 

 

4. Denial of Service: The attacker is ∗.M.A.L and may want to bring down the 

VANET or even cause an accident. Example attacks include channel jamming 

and aggressive injection of dummy messages. 

 

5. Masquerading: The attacker actively pretends to be another vehicle by using 

false identities and can be motivated by malicious or rational objectives. 

 

 

4.3. Sophisticated attacks 

 
The attacks in this section are more elaborated variants or combinations of 

the above attacks. They are examples of what an adversary can do.  

 

1. Hidden vehicle: This is a concrete example of cheating with positioning 

information. It refers to a variation of the basic safety messaging protocol 

described in Section 3.2. In this version of the protocol, a vehicle broadcasting 

warnings will listen for feedback from its neighbors and stop its broadcasts if it 

realizes that at least one of these neighbors is better positioned for warning other 

vehicles. This reduces congestion on the wireless channel. As picture below 
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illustrates, the hidden vehicle attack consists in deceiving vehicle A into believing 

that the attacker is better placed for forwarding the warning message, thus 

leading to silencing A and making it hidden, in DSRC terms, to other vehicles. 

This is equivalent to disabling the system. 

 
Figure 7. Hidden vehicle attack 

 

2. Tunnel: Since GPS signals disappear in tunnels, an attacker may exploit this 

temporary loss of positioning information to inject false data once the vehicle 

leaves the tunnel and before it receives an authentic position update as figure 

below illustrates. The physical tunnel in this example can also be replaced by an 

area jammed by the attacker, which results in the same effects. 
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Figure 8. Tunnel attack 

 

3. Wormhole: In wireless networking, the wormhole attack [21] consists in 

tunneling packets between two remote nodes. Similarly, in VANETs, an attacker 

that controls at least two entities remote from each other and a high speed 

communication link between them can tunnel packets broadcasted in one 

location to another, thus disseminating erroneous (but correctly signed) 

messages in the destination area. 

 

4. Bush telegraph: This is a developed form of the bogus information attack. The 

difference is that in this case the attacker controls several entities spread over 

several wireless hops. Similarly to the social phenomenon of information 

spreading and its en-route modification, this attack consists in adding incremental 

errors to the information at each hop. While the errors are small enough to be 

considered within tolerance margins at each hop and hence accepted by the 
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neighbors, the intentional accumulation of these errors may yield to a bogus 

information at the last hop.  

Bush telegraph stands for the rapid spreading of information, rumors, etc., 

usually by word of mouth. As this information is propagated along a human chain, 

it is frequently modified by each person in the chain. The result may sometimes 

be completely different from the original. 

 

 

4.4. Other attacks 

 

1. Jamming: The jammer deliberately generates interfering transmissions that 

prevent communication within their reception range. As the network coverage 

area (e.g., along a highway) can be well-defined, at least locally, jamming is a 

low-effort exploit opportunity. As the figure illustrates, an attacker can relatively 

easily, without compromising cryptographic mechanisms and with limited 

transmission power, partition the vehicular network. 

 
Figure 9. Jamming 

 

2. Forgery: The correctness and timely receipt of application data is a major 

vulnerability. The figure illustrates the rapid “contamination” of large portions of 
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the vehicular network coverage area with false information where a single 

attacker forges and transmits false hazard warnings (e.g., ice formation on the 

pavement), which are taken up by all vehicles in both traffic streams. 

 
Figure 10. Forgery 

 

3. In-transit Traffic Tampering: Any node acting as a relay can disrupt 

communications of other nodes: it can drop or corrupt messages, or meaningfully 

modify messages. In this way, the reception of valuable or even critical traffic 

notifications or safety messages can be manipulated. Moreover, attackers can 

replay messages (e.g., to illegitimately obtain services such as traversing a toll 

check point). In fact, tampering with in-transit messages may be simpler and 

more powerful than forgery attacks. 

 

4. Impersonation: Message fabrication, alteration, and replay can also be used 

towards impersonation. Arguably, the source of messages, identified at each 

layer of the stack, may be of secondary importance. Often, it is not the source but 

the content (e.g., hazard warning) and the attributes of the message (freshness, 

locality, relevance to the receiver) that count the most. However, an impersonator 
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can be a threat: consider, for example, an attacker masquerading as an 

emergency vehicle to mislead other vehicles to slow down and yield; or an 

adversary impersonating roadside units, spoofing service advertisements or 

safety messages. 

 

5. Privacy Violation: With vehicular networks deployed, the collection of vehicle-

specific information from overheard vehicular communications will become 

particularly easy. Then inferences on the drivers’ personal data could be made, 

and thus violate her or his privacy. The vulnerability lies in the periodic and 

frequent vehicular network traffic: safety and traffic management messages, 

context-aware data access (e.g., maps, ferryboat schedules), transactionbased 

communications (e.g., automated payments, car diagnostics), or other control 

messages (e.g., over-the-air registration with local highway authorities). In all 

such occasions, messages will include, by default, information (e.g., time, 

location, vehicle identifier, technical description, trip details) that could precisely 

identify the originating node (vehicle) as well as the drivers’ actions and 

preferences.  

 
Figure 11. Privacy violation 
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6. On-board Tampering: Beyond abuse of the communication protocols, the 

attacker may select to tinker with data (e.g., velocity, location, status of vehicle 

parts) at their source, tampering with the on-board sensing and other hardware. 

In fact, it may be simpler to replace or by-pass the realtime clock or the wiring of 

a sensor, rather than modifying the binary code implementation of the data 

collection and communication protocols. Any VC security architecture should 

achieve a trade-off between robustness and cost due to tamper-proof hardware. 

 



5. OPENMOKO – PHONE SPECIFICATIONS 
 

For implementing and testing various kinds of attacks for smart mobile 

phones, we used a state-of-the-art real-life intelligent phone, Openmoko. This is 

the open-source equivalent of the iPhone. The Openmoko smartphone is based 

on Neo FreeRunner phones and has free and open source code. Its default 

configuration has only some basic applications installed, but there are many 

available applications which can be installed, depending on our needs. 

 

 

5.1. Technical specifications 

 

 The following section shows the phone technical specifications: 
 

 Size and Weight  

o 120.7 x 62 x 18.5 mm 

o 133 grams 

 

 Display  

o Touch Screen  

o 2.8" VGA (480x640) VGA Screen 

 

 Speed  

o ARM9 @ 400 MHz 

o 2D/3D Graphics Acceleration 

 

 GSM  

o Tri band 850/1800/1900 MHz 

o Tri band 900/1800/1900 MHz  
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 Power  

o Removable 1200 mAh battery 

 

 Memory  

o 128MB SDRAM 

o 256MB NAND Flash 

o microSD Slot 

 

 Input and Output  

o Input and Output  

o 2.5 mm audio jack 

o GPS external connector  

 

 Hardware Highlights  

o Wi-Fi (802.1 1b/g) 

o AGPS 

o GPRS (2.5G not EDGE) 

o Bluetooth 2.0 

o 3axis Motion Sensors (2) 

 

 Software Highlights  

o Openmoko GNU/Linux-based 

o 100% FOSS on CPU 

o GNU/Linux development tools  
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5.2. Phone distributions 

 

Openmoko distributions are designed to run on various mobile devices, with 

the primary aim of supporting Neo 1973 and Neo FreeRunner phones. They are 

GNU/Linux distributions, complete operating systems including user applications.  

 

Most distributions use the same bootloader, kernel, drivers and hardware. 

Therefore, the same low level bugs are commonly found in all distributions. The 

latest and greatest software usually has most bug fixed, plus a whole set of new 

fresh bugs.  

Most of these distributions also have package repositories. It is a bad idea 

to feed from another distribution's repository.  

Upgrade path between these distributions are mostly not tested, thus 

updating by changing the feeds will most likely end in broken packages or even 

an unbootable system. 

 

These are the current distributions which can be used on Openmoko 

phones. Some of them are under development and are expected to be released 

this year: 

 

1. Om2007.2: was the first distribution created by Openmoko. The interface was 

totally finger-oriented, optimized for 285ppi, and very orange. It used the GTK+ 

stack, which is part of the GNOME Mobile platform. This distribution is now 

considered obsolete and not being worked on by Openmoko Inc or by 

OpenedHand. It can be compared with an Operating System on normal 

computers and gives the phone all the software needed for operating. Goals of 

this version were an improved set of PIM applications. It fixes a lot of the usability 

problems of the first generation design and has more formalized UI guidelines 

and a number of changes in the build system. 
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2. Om2008: was released on August 8, 2008, to replace 2007.2. Prior to that, its 

codename was ASU (April/August Software Update). This is still the name of the 

branch in the version control system. This distribution integrates the Qtopia 

phone stack with a set of new Openmoko applications based on the 

Enlightenment Foundation Libraries (EFL). Qtopia being a more mature product 

than the GNOME Mobile stack, the standard phone applications (dialer, contacts, 

calculator, calendar) work better than in 2007.2. The Qtopia used in 2008.8 was 

ported to run on X11, contrary to standard Qtopia which uses the frame buffer. 

This allows non-Qt applications to safely share the screen with Qt applications. 

 

3. Om2009: is the next version of the official Openmoko distribution. The latest 

release is testing5 from June 16th, 2009. Om2009 testing5 already has all the 

features most people need for daily phone usage: SMS, calling, phone book, call 

log, charging, suspend & resume, Wi-Fi GUI, audio profiles, etc. Om2009 is 

currently under development and should be released in the summer of 2009 to 

replace Om2008. It is based on freesmartphone.org milestone 5.5 framework and 

use Paroli as GSM software.  

 

4. SHR (Stable Hybrid Release): is a community driven distribution. It contains 

some basic EFL based applications which make use of the FSO. There currently 

is an EFL (with elementary) dialer, messages and contacts application 

programmed in C, as well as a nice Settings-GUI in Python. As of April 12th, 

2009, there is no stable release of this distribution yet, as the SHR team doesn't 

feel it to be good enough. 

 

Currently the most used distributions are Om2008, which comes 

preinstalled on the Neo FreeRunner. 

In the future Om2009 will be the default distribution. It is currently under 

development, but some releases already appeared. The final release should be 

in July 2009. It will be based on the freesmartphone.org framework, discussed 

later.  
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Furthermore, there are many other distributions, like Qt Extended (for stable 

basic functions), Google's Android, and some Debian-based distributions. 

 

We used the Om2009 Update, which is the second point release after the 

initial Om2008.9 release. This is based on Om2008.8, released on August 8, 

2008. The distribution integrates the Qtopia phone stack with a set of new 

Openmoko applications based on the Enlightenment Foundation Libraries (EFL). 

Qtopia being a more mature product than the GNOME Mobile stack, the standard 

phone applications (dialer, contacts, calculator, and calendar) work better than in 

2007.2. 
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6. ATTACKS – DESCRIPTION AND IMPLEMENTATION 
 

Before starting to describe the implemented attack scenarios, we will take 

a look on the framework architecture and classes. Then, the attacks will be 

described. 

 

 

6.1. Framework architecture 

 
Figure 12. Freesmartphone.org Architecture 
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Openmoko is basing on the freesmartphone.org (FSO) middleware. FSO 

is available from Om2009 distribution. Openmoko is working on a stable system 

services back-end. Focus is on stable high level services that can be accessed 

from whatever language or UI that supports Dbus. FSO is all about middleware, 

but if one stacks a bootloader + kernel under it and telephony applications on top, 

one gets a functional distribution. These are made available as FSO-image 

milestones. 

 

As image representing the freesmartphone.org architecture shows (see 

figure 12), the connection between phone hardware components and between 

applications is made through Dbus. 

Openmoko uses Dbus, a message bus system which provides a simple 

way for applications to talk to one another and to be available as services in the 

system. If the application providing the service is not running when a message is 

sent, the application will be started. 

There are two separate busses: 

- a system bus for root which runs whenever the phone is on; 

- a session bus which is started for the user when X starts.  

 

 The freesmartphone.org architecture is based on four tiers: 

- Application Layer 

- Middleware Layer 

- Low-Level Services Layer 

- Kernel Layer 

 

Application Layer 

The application layer communicates with the middleware layer solely over 

dbus. This allows a great degree of freedom for the application layer is there are 

no programming language nor toolkit constraints involved. 
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Middleware Layer 

The middleware layer contains the freesmartphone.org services. The 

middleware is composed from discrete subsystems split into two abstraction 

layers. Middleware subsystems communicate both horizontally and vertically over 

Dbus. 

 

Low-Level Services Layer 

The Low-Level services layer contains existing solutions for lower level 

services such as networking, Bluetooth, audio, etc. Some of these services offer 

Dbus interfaces as well. 

 

Kernel Layer 

The kernel layer contains the hardware drivers and provides low level 

access via sysfs, ioctls, and similar interfaces.  

 

 

Middleware Subsystems (Lower Level) 

The middleware subsystems are split into higher-level services (depicted 

as blue) and lower-level services (depicted as red). First, we discuss the lower 

level services:  

- Device  

- GSM  

- GPS  

 

Device - The low level device service manages peripheral control, such as 

managing audio, backlight brightness, LEDs, Vibrator, Accelerometer, and power 

control for devices without dedicated controlling daemon. It also deals with 

charging notification and RTC. On some systems it also forwards button events 

and notifies about the system's idleness status.  
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GSM - The low level GSM service expects a modem complying to GSM 

07.07, GSM 07.05, and assorted GSM specifications, talking an AT-protocol over 

a serial line. If GSM 07.10 is supported, a multiplexing daemon is used to export 

multiple virtual AT-capable serial lines.  

 

GPS - The low level GPS service assumes a GPS device that talks NMEA 

or UBLOX-UBX over a device node. An auxiliary standalone service implements 

gpsd compatibility.  

 

Middleware Subsystems (Higher Level) 

The higher level subsystems are:  

- Usage  

- Phone  

- PIM  

- Networking  

- Events  

- Preferences  

- Time 

 

Usage - The Usage subsystem is concerned with coordinating application 

I/O requirements (think reference counting for resources). Applications are not 

supposed to turn on or off devices, since they do not have any knowledge about 

concurrent applications that may also be using the device.  

It also ensures proper high-level suspend and resume preparation for 

available resources. Although it might be tempting, preparing a GSM modem for 

suspend can't sanely be handled in kernel space, since you need to send several 

AT commands to it in order to prevent bogus wakeups. Which commands exactly 

is very device and situation specific, hence should be handled by userspace.  
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Phone - The phone subsystem can be used to create and manage voice 

communication over multiple protocols. It also connects to Bluetooth for 

facilitating headset control. It uses GSM, bluez4, and connman.  

 

PIM - The PIM subsystem offers a data storage for personal user data. It 

uses GSM.  

 

Networking - The networking API provides high level queries for 

networking setup. It uses bluez4, GSM, and connman.  

 

Events - The events service processes rules that connects triggers 

(actions such as an incoming call, a charger insertion, etc.) via filters (such as 

depending on the current profile) to events (such as playing a ringtone). 

Depending on the rules, the events service glues to many other subsystems.  

The events service is just a convenience layer, full-fledged applications 

may handle most of these kind of connections themselves.  

 

Preferences - The preferences service contains a settings database.  

 

Time - The time service aggregates multiple time sources and sets the 

time and timezone accordingly. It also contains an alarm service which you can 

register with.  

 

 

6.2. Framework API 

 
For writing new code, we used Python to implement the Dbus services. 

The reason for that is rapid prototyping nature of Python and the emphasis on the 

DBus APIs. Using Python, the turnaround times to experiment with APIs are 

incredibly faster than for using a compiled language such as C or C++. 
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This is a general way of creating an object using Dbus: 

 

Bus name: <bus name within the given bus> 

Object name: <object name within that bus name> 

        interface: <some interface the object provides> 

            (outval1:type, outval2:type) methodName(inval1:type,inval2:type) 

            signal (arg1:type) 

 

The freesmartphone.org development platform includes a number of low 

level and high level services which are accessible via the Dbus IPC system. 

 

There are 9 available APIs which can be used, each of them giving us 

access to components through many function which has access to Dbus. 

 A short description for each API is in the following lines: 

 

1. Device API (org.freesmartphone.Device) 

This is a low level API and has the following classes: 

org.freesmartphone.Device.Audio — Audio Device Access 

org.freesmartphone.Device.Display — Display Device Access 

org.freesmartphone.Device.LED — LED Device Access 

org.freesmartphone.Device.Input — Input Device Access 

org.freesmartphone.Device.IdleNotifier — Idle Notification Service 

org.freesmartphone.Device.PowerControl — Device Power Control 

org.freesmartphone.Device.PowerSupply — Power Supply Access 

org.freesmartphone.Device.RealtimeClock — Real-time Clock 

 

2. GSM Telephony API (org.freesmartphone.GSM) 

This is a low level API and has the following classes: 
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org.freesmartphone.GSM.MUX — GSM 07.10 Multiplexing 

org.freesmartphone.GSM.Device — Device Inquiry 

org.freesmartphone.GSM.SIM — SIM Card Access 

org.freesmartphone.GSM.Network — GSM Network Access 

org.freesmartphone.GSM.Call — GSM Voice Calls 

org.freesmartphone.GSM.SMS — Short Message Service 

org.freesmartphone.GSM.PDP — Packet Data Protocol Connections 

org.freesmartphone.GSM.CB — Cell Broadcast Service 

org.freesmartphone.GSM.Monitor — GSM Network Monitoring 

org.freesmartphone.GSM.HZ — O2/Genion Home Zone Service 

 

3. Usage API (org.freesmartphone.Usage) 

This API has the following classes: 

org.freesmartphone.Usage — Resource Manager Service 

org.freesmartphone.Resource — Resource Control Interface 

 

4. Phone API (org.freesmartphone.Phone) 

 This API has the following classes: 

org.freesmartphone.Phone 

org.freesmartphone.Phone.Call 

 

5. Preferences API (org.freesmartphone.Preferences) 

This API has the following classes: 

org.freesmartphone.Preferences 

org.freesmartphone.Preferences.Service 

 

6. Events API (org.freesmartphone.Events) 

This API has the following class: 

org.freesmartphone.Events 
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7. GPS API (org.freedesktop.Gypsy) 

This API has the following classes: 

org.freedesktop.Gypsy.Accuracy 

org.freedesktop.Gypsy.Course 

org.freedesktop.Gypsy.Device 

org.freedesktop.Gypsy.Position 

org.freedesktop.Gypsy.Time 

 

8. Time API (org.freesmartphone.Time) 

This API has the following class: 

org.freesmartphone.Time.Alarm 

 

9. Network API (org.freesmartphone.Network) 

This API has the following class: 

org.freesmartphone.Network 

 

 

6.3. Attacks description 

 

 There are 4 implemented attacks using the phone hardware components 

and the framework described in section 6.1 and 6.2. Each attack uses one or 

two phone components, depending on its attributes. One attack uses GSM 

Telephony (Call), one uses GSM Telephony (SMS) and GPS, one uses GSM 

Telephony (SMS) and Bluetooth and one uses Display. 

 All attacks are implemented in Python and run like background 

applications. There are developed on Om2009 release, but there are cases when 

they work on Om2007 and Om2008 too. The difference between Om2009 and 

the older releases is that Om2009 was developed in Python and the access to 

Dbus and to phone components is simpler. 
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 We assume that we already have access to the phone, which means that 

our viruses can be simply run like other applications. The purpose of this project 

is to try some implemented virus on Openmoko, and the ways of phone access 

could be the subject of a future work. 

 

6.3.1. First attack 

 

 First attack has the purpose to find the path which one person follows. 

There are two persons involved in the process: the attacker and the user of the 

phone. The attacker receives every X minutes a SMS from the attacked phone, 

which contains the GPS coordinates of that phone. This means that the attacker 

can anticipate the direction which the user of the phone follows. It is an attack 

that can be applied in VANET networks too, because it gives the opportunity to 

follow the path of a car. As discussed earlier in the project, each car in VANET 

has a special device, equipped with necessary hardware components like GPS 

or Wi-Fi and capable to communicate with other devices from other cars. A virus 

on such device can make a lot of problems in the traffic. 

 

The virus is implemented in Python and works on Om2009 distribution. It 

acts like a background application and can be run like one. 

We implemented the virus so that to send SMS messages every 5 

minutes. This is a small enough period to make sure that the car path can not be 

wrong anticipated and big enough for not sending to many messages.  

 

The steps which the virus has to make are the following: 

 after the virus starts, it has to check if GPS is running. If not, it starts the 

GPS; 

 the GPS is accessed, requesting the coordinates of the phone; 

 the output from GPS is put in a temporary file; 
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 if the GSM.Network service is registered, the device has network signals 

and can send messages;  

 the GSM.SMS service is used to send a message containing the text from 

the previous created  temporary file. The message is sent on attacker’s 

phone number. 

 after the message is sent, the temporary file is deleted and make sure the 

SMS is not stored on the SIM. 

 the above steps are repeated every 5 minutes. 

 Another way is to put the output from the GPS in a string buffer. The 

difference is that the entire virus is written in Python and use specific functions. In 

the previous way, the GPS is accessed with system functions through a shell 

program. 

 As discussed earlier, all the phone components communicate through 

Dbus. The same thing happens here, when GPS and GSM are communicating 

through this bus. 

 The main problem Om2009 distribution has is that GPS output is the same 

all the time. This means that coordinates are the same for a different global 

position. This is looking to be fixed in the next releases and the GPS will function 

properly. 

 

 For implementing the virus we used two APIs: 

 GSM Telephony API (org.freesmartphone.GSM) 

 GPS API (org.freedesktop.Gypsy) 

  

 Each of these APIs has a lot of classes, as seen in section 6.2. 

 From GSM Telephony API, we use org.freesmartphone.GSM.SMS class 

for sending and receiving SMS messages. 

 The SMS class is used to send and signal incoming short messages 

(SMS) directly, as opposed to using the SIM interface which always buffers short 

messages on the SIM after receiving and before sending. 

 The class has the following methods: 



Ovidiu-Iulian Gavril - Security in VANET  

 42 

 SendMessage 

 AckMessage 

 NackMessage 

These methods are explained in more details below. The class has also the 

following signals: 

 IncomingMessage 

 IncomingMessageReceipt 

 

 For sending SMS messages, we use SendMessage method, which has 

the following description: 

 

SendMessage ( ssa{sv} ) → is 

Sends a message via GSM Short Message Service (SMS). 

 

Parameters: 

s: recipient_number – the number of the recipient.  

s: contents – the contents of the message.  

a{sv} – additional properties of the message. 

 

Valid properties are:  

 (string: alphabet) = Encoding of the short message, must be one of 

"gsm_default", "usc2" or "binary"; 

 (bool: reject-duplicates) = If true, the SMSC shall reject messages with the 

same message-reference as this one (default false); 

 (bool: reply-path) = If true, requests a reply path; 

 (bool: status-report-request) = If true, the SMSC will send us reports about 

the status of our message. These can be received via the 

IncomingMessageReceipt signal; 

 (int: message-reference) = Message reference number with which the 

message can be identified; 

 (int: pid) = Numerical representation of the protocol identifier; 
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 (int: message-class) = Numerical representation of the message class; 

 (a(int): data) = If alphabet is "binary", the user data is stored in this field; 

 

Properties for concatenated short messages (CSM):  

 (int: csm_id) = ID of the CSM (messages belonging to the same CSM 

must have the same id); 

 (int: csm_num) = Total number of messages in this CSM; 

 (int: csm_seq) = Number defining the order of the messages in the CSM; 

 

Properties for port addressing (similar to UDP ports):  

 (int: src_port) = Source port this short message comes from; 

 (int: dst_port) = Destination port this short message should be routed to; 

 (int: port_size) = Either 8 for 8-bit or 16 for 16-bit port addressing; 

 

Properties for message indication:  

 (int: message-indication-type) = Type of messages that are waiting; 

 (int: message-indication-count) = Number of messages that are waiting; 

 

Returns 

i: transaction_index – the given transaction index for this message. This is the 

message-reference number of this message.  

s: timestamp – the timestamp this message was received by the SMSC.  

 

 From GPS API, we use org.freesmartphone.Gypsy.Device and 

org.freesmartphone.Gypsy.Position classes for GPS usage. 

 

 The Device class is used to get information about the status of the GPS 

device. 

 The class has the following methods: 

 GetConnectionStatus 

 GetFixStatus 
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 Start 

 Stop 

 The class has also the following signals: 

 ConnectionStatusChanged 

 FixStatusChanged 

 

 For getting the GPS connection status, we use GetConnectionStatus 

method, which has the following description: 

 

GetConnectionStatus ( ) → b 

Get the GPS connection status. 

 

Returns: 

b: constatus – True if the device is connected, False otherwise.  

 

 For starting the GPS device, we use Start method, which has the following 

description: 

 

Start ( ) 

Start the GPS device. 

 

The Position class is used to get to get the GPS position.  

The class has the following method: 

- GetPosition 

 The class has the following signal: 

- PositionChanged 

 

 For getting the GPS coordinates, we use GetPosition method, which has 

the following description: 

 

GetPosition ( ) → iiddd 
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Get the GPS coordinates. 

 

Returns: 

i: fields – Bit mask, gives fields validity. 

i: tstamp – This is the seconds elapsed since epoch. 

d: lat – Latitude in decimal degrees. 

d: lon – Longitude in decimal degrees. 

d: alt – Altitude in meters. 

 

6.3.2. Second attack 

 

 The second attack has the purpose to find all the persons with Bluetooth 

devices in the proximity of the attacked phone. In this attack, there are at least 

two persons involved: the attacker, the user of the attacked phone, and other 

persons in the proximity of the attacked phone. The attacker receives on his 

phone a SMS from the attacked phone which contains the ID and the MAC 

addresses of the Bluetooth interfaces of the devices from the proximity of the 

attacked phone.  

 

This is an attack that can be applied in VANET networks too, because it 

gives the opportunity to find out all the persons in the same car. The previous 

described virus makes possible the anticipation of one car direction. More than 

that, this virus gives the chance to find out what persons are in that car. 

Each car is identified in the traffic with its car number. In VANET networks, 

each car could be identified by its Bluetooth interface MAC address. That’s why 

this virus also gives the possibility to find out the cars in the proximity of the 

attacked device (car).  

 

The virus is implemented in Python and works on Om2009 distribution. It 

acts like a background application and can be run like one. 
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We make the virus to send SMS every 5 minutes. This is a small enough 

period to make sure that the car path can not be wrong anticipated and big 

enough for not sending to many messages. This means that periodically, the 

attacker knows how many devices (cars) are in the proximity of the attacked 

device and which are those. The message will contain associations between the 

MAC address of the Bluetooth interfaces from the proximity and the device ID. 

 

The steps which the virus has to make are the following: 

 after the virus starts, it has to check if Bluetooth is running. If not, it starts 

the Bluetooth device; 

 the Bluetooth is accessed, requesting the available Bluetooth devices in 

the proximity; 

 the output from Bluetooth, meaning the associations between MAC 

addresses and device ID in the proximity, is put in a temporary file; 

 if the GSM.Network service is registered, the device has network signals 

and can send messages;  

 the GSM.SMS service is used to send a message containing the text from 

the previous created  temporary file. The message is sent on attacker’s 

phone number. 

 after the message is sent, the temporary file is deleted and make sure the 

SMS is not stored on the SIM. 

 the above steps are repeated every 5 minutes. 

 

 For implementing the virus, we use the GSM Telephony API 

(org.freesmartphone.GSM). 

 First, a shell program containing system functions is used. This is done for 

making the Bluetooth device active, and then for searching other Bluetooth 

devices in the proximity. If there are such devices in proximity, the output from 

Bluetooth is put in a temporary file. If there are not any available Bluetooth 

devices in the proximity, the temporary file will be empty, and in this case an 

empty SMS will be send. 



Ovidiu-Iulian Gavril - Security in VANET  

 47 

 Then, if the GSM network is registered, a SMS message is sent to the 

attacker phone number, containing the text from the temporary files created 

before. After the SMS message is sent, the temporary file is deleted for not 

leaving any sign on the attacked phone. In the same time, we make sure the sent 

SMS is not stored on the SIM card. 

 For searching the Bluetooth devices hcitool scan command is used. 

 For sending SMS messages, the GSM Telephony API and the SMS 

interface are used. The function used for sending SMS is SendMessage, which 

was described in Section 6.3.1. 

 

6.3.3. Third attack 

 

 The third attack has the purpose to make a phone call on the attacked 

phone, at a specific day and hour, predefined in the virus. 

 A better idea would be to make a search in the attacked phone agenda 

and look for important meetings, keep the data and time of each meeting, and 

make one phone call for each meeting, when it starts. The problem with this idea 

is that it can’t be implemented, because the Om2009 release is still unstable and 

doesn’t support an agenda yet. So the alternative is to put this virus on those 

phones where we know the user has important meetings that we are interested 

in. 

This virus allows the attacker to hear what happens at the meeting which it 

is interested in. Once the phone call is made, the attacker can answer the phone, 

can keep the conversations as long as he wants, or can close the conversation, 

but each of these events doesn’t show anything on the device display. 

 

The virus is implemented in Python and works on Om2009 distribution. It 

acts like a background application and can be run like one. 

 

The steps which the virus has to make are the following: 
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 after the virus is executed, the phone agenda is checked for specific 

meetings; 

 the dates and hours of the meetings are kept; 

 in a while loop, the current date and time is compared with each of the 

dates with meetings; 

 when a specific date and hour is achieved, if the GSM network is 

registered, a phone call is made on the attacker phone number. 

 the loop continues until the phone is reboot or the process is stop by the 

user. 

 In this project, we develop only the virus with a predefined date and hour 

to make a phone call, because, as said before, Om2009 release is unstable and 

does not have an agenda. 

 

 For making a phone call, the GSM Telephony API and the 

org.freesmartphone.GSM.Call class are used. 

 The Call class is used to initiate, accept, release, and otherwise deal with 

voice calls. It also allows sending DTMF tones. 

 The class has the following methods: 

 Emergency 

 Activate 

 ActivateConference 

 Release 

 HoldActive 

 Join 

 Transfer 

 ReleaseHeld 

 ReleaseAll 

 Initiate 

 ListCalls 

 SendDtmf 
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 The class has the following signal: 

 CallStatus 

 The class has the following errors: 

 NotFound 

 NotAnEmergencyNumber 

 

 For initiating a phone call, we use Initiate method, which has the following 

description: 

 

Initiate ( ss ) → i 

Initiate an outgoing call. 

 

Parameters: 

s: number – The number to call. 

s: type – The type of call to made. Valid values are:  

- "voice" - a GSM voice call; 

- "data" - a GSM data call; 

- "fax" - a FAX call; 

 

Returns: 

i: id – The reference id for this call. It will get assigned by the system. 

 

6.3.4. Fourth attack 

 

 The fourth attack has the purpose to make the phone display black, so the 

user can’t use the device until he connects the phone to a terminal and reset the 

phone brightness to the initial one. This virus doesn’t give any advantage to the 

attacker, but can be used when further attacks are intended to be generated on 

the phone and the phone display must be black, so the user can’t see anything 

on his phone. 
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For making the display black, the brightness of the display must be set to 

0. The user can’t say the display anymore and the solution is not to reboot the 

phone, because the brightness remains with the value 0. The user will be able to 

see the display only after he manually sets the brightness to an appropriate 

value. This can be done after connecting through SSH to the phone terminal. 

 

The virus is implemented in Python and works on Om2009 distribution. It 

can be executed like a simple Python application. 

 

 For manipulating the phone display, the Device API and the 

org.freesmartphone.Device.Display class must be used. 

 The Device class provides access to a display device. 

 The class has the following methods: 

 GetInfo 

 GetBrightness 

 SetBrightness 

 GetBacklightPower 

 SetBacklightPower 

 

 For changing the brightness display, we use SetBrightness method, which 

has the following description: 

 

SetBrightness ( i )  

Set the brightness level. A brightness level of 0 does not mean that the 

backlight power is off. 

 

Parameters: 

i: brightness – The brightness level in percent (0-100). 
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7. PROJECT RESULTS 
 

 We consider project results because of two types of tests: evaluation tests 

and performance tests. 

 

 About evaluation tests, we covered the next points: how to have access on 

a smartphone, how to infect it and how to make viruses to be broadcasted from 

phone to phone. 

 A smartphone has hardware components which make various type of 

communication to be possible: Bluetooth, Wi-Fi, GSM or SSH. 

 

 By default, Openmoko phones have only one user (root) and no password 

for it, and a default IP address for each interface. This means the phone can be 

access through SSH with user “root” and password “”. The physical connection to 

the phone can be done through USB networking, or through Wi-Fi, but the IP 

address of USB or Wi-Fi interface must be known by the attacker. We can have 

total access to the phone only through SSH connection. 

 

 There are also some ways to infect the phone with a virus. When 

transferring a file through Bluetooth, the virus can be attached in the transfer.   

Wi-Fi gives us more ways to infect the phone, because it is an interface which 

gives the access to internet and the opportunity to attack the phone from exterior 

in different ways. A virus can get to the phone memory being downloaded from a 

mail attachment or being downloaded from a server with different kinds of data. 

GSM is also a way to infect the phone. A received SMS message can have an 

attachment containing a virus. Through SSH, the phone can be simply infected 

copying the virus and executing it. 

 

 The broadcast of a virus from phone to phone can be made through GSM 

or Wi-Fi. A SMS message with a virus in the attachment is sent to all contacts in 
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the agenda. Once it gets the destination, it is executed and other SMS messages 

are sent to all contacts from agenda, except the source, because it is already 

infected. The same thing is made through emails, but a condition must be 

accomplished: the contacts from the phone agenda must have an email address 

too. In this way, emails are sent to all email addresses of the contacts from the 

phone agenda, this being done from phone to phone. 

 

 About performance tests, the main problem is represented by the 

hardware performances while a virus is running, in comparison with the hardware 

performances when no virus is running. 

 

 The first virus is sending periodically SMS messages on the phone of the 

attacker with the GPS coordinates of the attacked phone. The virus runs like a 

background process and it does two things: in a while loop, the current time is 

verified and at every five minutes, the SMS message is sent. Verifying the current 

time (between two consecutive SMS message transmissions) doesn’t represent 

complicate operations, which means CPU, memory or battery performances are 

similar with the ones when the virus is not running. Sending the SMS messages 

are preceded by the access to GPS, which supposes more complicated 

operations and means that for a short time (the time for getting GPS coordinates 

and sending the SMS message), the CPU and memory performances are 

significant reduced. 

 

 The first virus is sending periodically SMS messages on the phone of the 

attacker with the available Bluetooth interfaces from the attacked phone 

proximity. The virus runs like a background process and it does two things: in a 

while loop, the current time is verified and at every five minutes, the SMS 

message is sent. Like the previous virus, verifying the current time (between two 

consecutive SMS message transmissions) doesn’t represent complicate 

operations, which means CPU, memory or battery performances are similar with 

the ones when the virus is not running. Sending the SMS messages are 
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preceded by the access to Bluetooth, which supposes more complicated 

operations and means that for a short time (the time for getting available 

Bluetooth interfaces from the proximity and sending the SMS message), the CPU 

and memory performances are significant reduced. 

 

 The third virus is initiating phone calls on the phone of the attacker, at a 

predefined date and hour. As the previous two viruses, while the current time is 

compared with the one in predefined in the virus, the CPU, memory and battery 

performances are almost the same with the performances when the virus is not 

running. But, when the phone call is initiated, during the conversation, the phone 

is much solicited and the CPU and battery performances are much reduced. 

 

 The last virus makes the phone display black, by reducing the display 

brightness to 0. From all the viruses, this requires the fewer resources, which 

make the CPU, memory or battery performances to be the same as when the 

virus is not running. 
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8. CONCLUSIONS AND FUTURE WORK 
 

 In this document, we demonstrated the need for security in vehicular 

networks (VANETs), and why this problem requires a specific approach. We 

proposed a model that identifies the most relevant communication aspects and 

then we identified the major threats. 

 

 For demonstrating the VANET vulnerabilities we implemented several 

possible attacks designed with the generality in mind. We demonstrated the 

vulnerability of not only VANETs, but of currently existing smartphones as well. 

We demonstrated how easy attackers could get access to sensitive information 

using some simple means already provided today by the majority of phones in 

the world. The implementations of the presented attacks considered the use of a 

Linux based real-life smartphone. We successfully implemented 4 viruses, 2 of 

them being applicable on VANET networks too, and the other 2 being simple 

attacks showing other phone weaknesses. For each virus we described in details 

how it was implemented and what benefits it brings to the attacker. 

 

 This work will continue, as the security in VANET is crucial. The project 

will follow two directions: to continue the developing and improvement of attacks 

or to make security level for Linux smartphones.  

 

First, these attacks will be improved and other attacks will also be 

developed. Once the Om2009 release will become stable, the 4 described 

attacks will be improved. How to make the viruses to start themselves and how to 

be stored on the phone without direct access can be another project to 

implement, as much as the multiplicity of the viruses from phone to phone, in a 

discreet way. Different modalities to have access to the phone and to control it as 

much as possible can be discovered. 
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Second, a security level for VANET devices must be implemented. This 

means to try the blocking of all the access ways on smartphones, to try the 

discovering of viruses on smartphones and to stop any initiated action without 

root permissions. 
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