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GENI, the Global Environment for Networking Innovation, is a distributed virtual labora-
tory for transformative, at-scale experiments in network science, services, and security.
Designed in response to concerns over Internet ossification, GENI is enabling a wide variety
of experiments in a range of areas, including clean-slate networking, protocol design and
evaluation, distributed service offerings, social network integration, content management,
and in-network service deployment. Recently, GENI has been leading an effort to explore
the potential of its underlying technologies, SDN and GENI racks, in support of university
campus network management and applications. With the concurrent deployment of these
technologies on regional and national R&E backbones, this will result in a revolutionary
new national-scale distributed architecture, bringing to the entire network the shared, dee-
ply programmable environment that the cloud has brought to the datacenter. This deeply
programmable environment will support the GENI research mission and as well as
enabling research in a wide variety of application areas.

� 2014 Elsevier B.V. All rights reserved.
1. Introduction/purpose

GENI, the Global Environment for Networking Innova-
tion, is a distributed virtual laboratory sponsored by the
U.S. National Science Foundation (NSF) for the develop-
ment, deployment, and validation of transformative,
at-scale concepts in network science, services, and secu-
rity. The key motivation for GENI is addressing widespread
concerns about Internet ossification, the phenomenon
whereby entrenched interests and infrastructure severely
limit the potential for innovation in the global, public
Internet [1,2]. In the middle of the first decade of the
2000s, virtualization began to emerge as a promising ap-
proach to enabling a large class of interesting experiments
to run simultaneously at reasonable cost. Indeed [1], pro-
poses the virtual testbed concept, and argues that it is well
suited not only to testing, but also to deployment of new
network architectures.

Today’s GENI relies heavily on this basic concept, com-
bining heterogeneous resource types, each virtualized
along one or more suitable dimensions, to produce a single
platform for network science researchers. GENI provides a
venue that permits a growing number of experiments to
move beyond simulation and into emulation and realistic
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Fig. 2. Cumulative unique users creating GENI slivers.
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deployment environments. GENI is now progressing be-
yond its initial prototyping stage and into a period of wider
deployment of increasingly standard components. Expan-
sion is via GENI-enabled campuses, which incorporate
these key GENI components:

� GENI racks: virtualized computation and storage
resources.
� Software-defined networks (SDNs): virtualized, pro-

grammable network resources.
� WiMAX: virtualized cellular wireless communication

(at selected campuses).

The current deployment phase is taking GENI from its
initial ‘‘meso-scale’’ size of fourteen sites to more than
fifty. (See Fig. 1 for candidate sites.) Plans for growth to
100–200 sites are currently under evaluation.

The degree of success of any laboratory, particularly one
shared by a large community, depends heavily on two key
factors: utility across a wide range of experiments, and
availability to the relevant researchers. GENI’s range of sup-
ported experiments includes:

� Size diversity ranging from simple, small experiments
to ‘‘at scale’’ experiments involving large numbers of
resources and/or large geographic extent (e.g., national
scale).
� Protocol diversity including experiments compatible or

incompatible with existing internet protocols, such as
Internet Protocol (IP) and Transmission Control Protocol
(TCP).
� Execution environment diversity, ranging from tightly

controlled and highly repeatable laboratory-style
experiments to ‘‘in the wild’’ service trials exposed to
the vagaries of the global Internet.
� Opportunity for the inclusion of ‘‘real users,’’ early

adopters who use experimental services running on
GENI and expose experimenters to real usage patterns.
Fig. 1. Current phase candidat
This range of capabilities is intended not only to sup-
port a wide variety of research projects, but also to support
the lifecycles of individual projects. Many projects start
with small experiments in controlled environments, and
expand to larger scales, more realistic deployment condi-
tions, and even real users.

As an NSF-sponsored effort, GENI is widely available to
researchers both inside and outside the U.S. The initial tar-
gets are the networking and distributed systems research
communities. Results from early experiments carried out
over the past two years indicate that a broad range of
researchers are able to conduct investigations in a range
of areas, including clean-slate networking, protocol design
and evaluation, distributed service offerings, social net-
work integration, content management, and in-network
service deployment. A growing number of educators are
employing GENI in their classes, both for laboratory assign-
ments and research projects. Other likely beneficiaries in-
clude cloud computing researchers and a variety of
domain scientists. At this time, over one thousand unique
users have drawn upon GENI resources (see Fig. 2), reserv-
ing over 28,000 slivers.
e GENI expansion sites.
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2. Key experimenter concepts and experiment life cycle

2.1. Experimenter concepts

Since the advent of timesharing, virtualization technol-
ogies have sought to present each user with the illusion of
exclusive ownership of shared resources. In GENI, the
exclusive resource illusion is that of a constellation of gen-
eral-purpose computers, connected in experimenter-spec-
ified topologies via a programmable layer two network.
Two key concepts contribute to the creation of this
environment.
2.1.1. Sliceability
GENI borrows the concept of sliceability from the

PlanetLab testbed [3]. Sliceability is the ability to support
virtualization (simultaneous shared access to shared phys-
ical resources), while maintaining some degree of isolation
for simultaneous experiments. The set of (virtualized) re-
sources assigned to an experiment is called a slice, and each
independently managed resource in a slice is a sliver. GENI
slicing includes both compute and network resources.

Clearly, the selection of virtualization approach implies
a tradeoff among performance, isolation, and cost. Maxi-
mum performance and complete isolation could be
achieved with fully independent infrastructure, thus forgo-
ing the cost benefits of virtualization. Because different
experiments require different levels of performance and
isolation, GENI supports multiple models of virtualization,
even for a single resource type.

For example, GENI slices may incorporate compute re-
sources from PlanetLab. These resources are implemented
via a linux Vserver virtualization approach [4]. A slice
may also include compute resources from ExoGENI racks,
implemented as KVMs (kernel-based virtual machines)
via OpenStack [5]; virtual machines from InstaGENI/Proto-
GENI (OpenVZ virtual machines); or raw physical hosts
from ProtoGENI [6] or ORBIT [7]. Each of these virtualiza-
tion options provides different performance, isolation,
and efficiency parameters, and any combination may be
combined into a single GENI slice.

Similarly, network resources may be virtualized into
GENI slices using two different paradigms. The most basic
virtualization strategy is virtual local area networks
(VLANs). VLANs provide a well-understood degree of data
isolation, but they do not offer meaningful performance
isolation or programmatic control. Experimenters desiring
a more flexible network virtualization approach may
choose to incorporate software defined networks (SDNs)
in their GENI slices [8]. The current GENI implementation
of SDN virtualization is via OpenFlow-enabled [9] network
components.
2.1.2. Deep programmability
The concept of deep programmability is central to GENI’s

strategy for confronting ossification. Deep programmabil-
ity refers to an experimenter’s ability to influence the
behavior of computing, storage, routing, and forwarding
components deep inside the network, not just at or near
the network edge. Traditional Internet development has
not emphasized deep programmability as a desirable trait.
In fact, many concerns, including equipment cost, perfor-
mance, simplicity, interoperability, security, and others
have often pushed in the opposite direction. The result is
an environment that limits innovation. With the growing
availability of hardware and software technologies that
virtualize the network, it is no longer necessary to limit
innovation to certain layers of the network: the time is ripe
for introducing programmability, and thus enabling inno-
vation in parts of the network that have long been consid-
ered ‘‘fixed points.’’

A typical GENI experiment’s use of deep programmabil-
ity involves multiple sites, each containing one or more
programmable resources, communicating via standard
and/or non-standard protocols, which are implemented
in experimenter-provided software. A small experiment
may require relatively few resources and might well be
feasibly executed without recourse to physical GENI re-
sources in the experimenter’s own laboratory or in the lab-
oratories of a handful of collaborating researchers.
However, as an experiment’s scale increases, the challenge
of identifying additional resources and sites grows, and the
need for a shared platform becomes clearer.

The effectiveness of deep programmability rests chiefly
on two factors: (a) the extent (number, connectivity, and
geography) of the programmable resources, and (b) the
capabilities and performance of programmable behaviors.
Although researchers might desire a fully programmable
resource pool of the scale of the Internet, such a shadow
infrastructure is clearly infeasible, for cost reasons if no
other. Accordingly, GENI’s growth strategy piggybacks on
existing infrastructure investments to reach a large num-
ber of deep programmability sites (see Section 3 below).

A variety of deeply programmable components provide
GENI experimenters with several options with different
flexibility, ease of development, and performance charac-
teristics. Rapid development and high flexibility is readily
achieved by employing general-purpose computers as
routing and forwarding components. A special case of this
approach, which has proven highly effective in small-scale
experiments, is to use a modular router package, such as
Click [10]. Experiments with more specialized needs, for
example [11], may directly program the required function-
ality. For experiments requiring higher performance in-
network programmability, OpenFlow can be a good option,
giving researchers flow-level control at line speeds, while
requiring only a limited investment in programming and
no special hardware. GENI also incorporates a modest
number of special-purpose deeply programmable network
components, including NetFPGA [12] and the Super-
charged PlanetLab Platform [13].

2.1.3. User opt in
One lesson from the experiences of PlanetLab and other

testbeds is that many interesting experiments are in fact
service deployments, which rely on user interactions as a
central research focus. For this reason, GENI incorporates
the notion that end users who are not directly affiliated
with an experiment team may opt in to the services pro-
vided by an experimental GENI slice. Because GENI slices
are built on straightforward network virtualization
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concepts, they are particularly amenable to supporting opt
in. When conducting experiments with opt in users,
researchers are bound by standard ethical guidelines. In or-
der to accept opt in users, an experimenter must proceed
in two distinct phases. The first phase, experiment
qualification, verifies that the experiment satisfies appro-
priate regulations and safeguards regarding safety and
privacy. The qualification process generally involves
collaboration between the experiment team and other
campus authorities, such as an institutional review board
(IRB) and CIO staff. Once the experiment is qualified, the
experimenter and CIO team enable the network connectiv-
ity aspects of opt-in, and the experiment moves to the next
phase.

It is during the second phase, enrollment, that end users
actually have the opportunity to access experimental ser-
vices. After being presented with appropriate information
regarding information privacy controls, informed consent,
etc., an end user opts in to an experimental service. At this
point, selected traffic appropriate to the experimental ser-
vice is diverted from its usual path into the public Internet
and into the experimental slice. Both the precise mecha-
nism used for redirection and the exact selection of which
traffic is selected are dependent on the nature of the ser-
vice being provided. Consider, for example, an end user
who opts in to an experimental video streaming service.
At enrollment time, the MAC address of her computer
may be provided to the OpenFlow controller managing
the experiment slice. So long as the user is connected to
the campus OpenFlow network, traffic associated with
the well-known service port for the video streaming appli-
cation is now passed through the experiment slice, while
all other traffic is unaffected. Note that different opt in
mechanisms (e.g., explicitly changing service port, select-
ing a proxy server, end-host VLAN selection, or choosing
a designated wireless SSID) may be chosen during the
qualification phase, each with different implications for
the end user experience.

2.1.4. Selected experimental applications
Taken together, sliceabiliity, deep programmability, and

geographical diversity have shown substantial flexibility in
enabling experimenters to challenge Internet ossification.

Novel Routing. One example is a series of experiments in
adaptive source routing performed at the University of Illi-
nois, Urbana-Champaign (UIUC) in 2010 and 2011. Pathlet
routing [14] permits a limited form of source routing, in
which networks advertise fragments of paths, called path-
lets. Sources concatenate these into end-to-end source
routes. Initial experiments, conducted on an overlay net-
work running within PlanetLab, validated the basic pathlet
concept, but with the unsatisfying restriction of running a
new routing algorithm only over standard IP routing in the
commodity Internet. By running an OpenFlow-based
implementation of pathlet routing, the UIUC team was able
to move path selection into the fast path of switching de-
vices and test performance at line rates. These experiments
enabled the evaluation of pathlet routing performance in a
realistic network latency and packet loss environment,
when contrasted with validation in simulation or in an
overlay network. Future experiments are expected to in-
clude performance investigations incorporating multiple
paths along the GENI backbone, optionally in combination
with Internet paths.

Future Internet Protocols. In another example, the Mobil-
ityFirst Future Internet Architecture (FIA) project [15] has
employed GENI-based configurations for a series of tests
and experiments over several months to assist in develop-
ment and validation of the basic algorithms and protocols
underlying the mobility-focused architecture. Key compo-
nents of the MobilityFirst architecture selected for early
validation in GENI include a massively scalable global
name resolution service [16] and generalized storage
aware routing [17]. These test configurations enable the
evaluation of MobilityFirst protocols in a realistic setting
that would be difficult to create without the use of GENI.
The current proof-of-concept network on GENI consists of
12 routers deployed on programmable GENI platforms
(i.e. ProtoGENI nodes) spread across the US, with three
edge networks (located at BBN, Cambridge, MA, WINLAB,
Rutgers, North Brunswick, NJ and University of Utah, Salt
Lake City, UT) having a WiMAX base station and/or WiFi
access points for end-user mobile access. An additional
node was deployed in Tokyo, Japan using the experimental
FLARE programmable router platform recently developed
by University of Tokyo researchers [18]. The corresponding
topology (shown in Fig. 3) employs VLAN-based layer two
stitching across multiple participating networks to estab-
lish a single layer two network across all deployed compo-
nents. The configuration provides realistic wide-area RTT
delays between router nodes, and combines a variety of
link speeds and access technologies [19].

A test application featured in a March 2013 demonstra-
tion focused on mobile access to different delivery services
offered by the MobilityFirst network, namely unicast, mul-
ticast and anycast. Mobile hosts accessing the network
from the Utah demo site connected over WiFi and ran
the MobilityFirst protocol stack with hop-by-hop trans-
port, storage-aware routing and GUID (globally unique
identifier) based services. The demo system deployed a
weather service application that ran local instances of the
service at different sites on the network – Salt Lake City,
Utah, New Brunswick, NJ and Cambridge, MA – each pro-
viding the local weather information for the deployed
physical location over an anycast service.

Other FIA projects have also incorporated GENI into
their evaluation strategies. The eXpressive Internet Archi-
tecture (XIA) project [20] uses GENI for evaluation and
demonstration of the XIA prototype software router and
associated protocols and includes GENI as a target platform
for software releases. The Named Data Networking project
[21] uses a hybrid testbed configuration, incorporating
both GENI and non-GENI resources, for performance
testing.

Nationwide OpenFlow Network. Both of the experimental
applications above, as well as a number of other experi-
ments, are facilitated by a standing experimental Open-
Flow deployment within the GENI network. The
EnterpriseGENI project, a multi-university collaboration
led by researchers at Stanford University, developed a
control framework and deployment kit for OpenFlow-
managed networks. Building on this platform, the



Fig. 3. Topology and deployed components for proof-of-concept MobilityFirst network demonstrated at GENI engineering conference (Salt Lake City, March
2013).
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TangoGENI effort (or GENI mesoscale OpenFlow network)
interconnects seven university campuses, the GENI Project
Office (GPO), five National Lambda Rail (NLR), and five
Internet2 (I2) sites, with multiple OpenFlow-controlled
VLANs. Differing topologies are selected for the VLANs,
providing experimenters with the opportunity to select
different network performance characteristics by mapping
their experiments onto an appropriate selection of net-
work devices and general-purpose computers at these
deep programmability sites. Fig. 4 shows the configuration
of one of the TangoGENI VLANs.
1 A GENI rspec is an XML document intended to be generated and parsed
by automated tools. The interested reader may find schema definitions for
GENI rspecs at http://geni.net/resources/rspec.
2.2. Experiment lifecycle

The lifecycle stages of a GENI experiment support the
wide range of experiment styles (Fig. 5). Experiments vary
significantly in extent and duration, from short, highly con-
trolled experiments to long-lived, ‘‘in the wild’’ service tri-
als. Furthermore, GENI is both heterogeneous and
federated, implying a need for sophisticated service discov-
ery and configuration capabilities.

The wide range of experiment styles, sizes, and dura-
tions strongly suggests that there can be no satisfactory
single experimenter interface to GENI. Rather than seek
such a Swiss army knife approach, GENI employs open
application programmer interfaces (APIs) to enable the
development of multiple experimenter tools. This strategy
is an explicit decision to give up the possible benefits of an
enforced single user interface to GENI, with the expecta-
tion of encouraging a thriving community of interoperat-
ing experimenter tools. The initial results of this decision
are promising, but it is still too early to draw a definitive
conclusion. Early GENI tool development understandably
focused on resource discovery and configuration and on
basic experiment management, disproportionately popu-
lating these portions of the experiment lifecycle. Ongoing
development in the GENI community continues to explore
the benefits of simple, single-purpose tools and of larger,
multipurpose tools and tool sets.
The GENI software architecture provides an API-level
interface to mediate between resource providers and
experimenters. Resource providers make their capabilities
available in aggregates, collections of similar resources un-
der the control of an aggregate manager. Experimenters
discover, reserve and configure resources via tools. Tools
are software that presents a user interface, generally
graphical (GUI) or command-line (CLI) to the experi-
menter. When appropriately authorized by the experi-
menter, the tool acts as an agent, providing an
abstraction layer above the API. By maintaining this open
API, GENI creates an open market for tool development.

The aggregate manager API specifies the interface be-
tween tools and aggregate managers. An additional archi-
tectural component, the clearinghouse provides a set of
services for GENI users, such as account creation and feder-
ation-wide resource tracking. The clearinghouse API speci-
fies interfaces between tools and the clearinghouse and
between the clearinghouse and aggregate managers [22].
2.2.1. Resource discovery and configuration
Resource discovery in GENI generally proceeds as a

two-step process, often fully or semi-automated by exper-
imenter tools. In the initial step, the clearinghouse or sim-
ilar capability is queried to identify a list of aggregate
managers with available resources. In the second step,
the aggregate managers are queried for their available re-
sources, using the listresources command. The aggregate
managers reply with a resource specification, or rspec.1

GENI supports three types of rspec. This type, which de-
scribes the resources an aggregate provides, is called an
advertisement rspec.

Several experimenter tools exist to assist an experi-
menter in resource discovery, selection and configuration,
and others are expected to become available. These tools

http://geni.net/resources/rspec


Fig. 4. Example nationwide OpenFlow-controlled VLAN.
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differ chiefly with respect to the style of user interface pre-
sented, and the type(s) of resources each is best suited to
manage. Example discovery and configuration tools in
use by GENI experiments include the following.

� Flack is a web-based graphical resource discovery and
experiment configuration tool, with a drag-and-drop
interface for creating experimenter-specified topolo-
gies. Fig. 6 shows a Flack session. Boxes overlaid on
the map show the locations of available resources,
color-coded to indicate the aggregate manager offering
these resources. The user may click through to more
detailed information or drag-and-drop resources onto
a canvas to design a slice [23].
� omni is a low-level tool, presenting a command-line

interface that closely mimics the aggregate manager
API calls and supporting scripted operation.
� Myslice is a web-based resource discovery tool, with an

emphasis on identifying the compute resources best
suited for a particular experiment and providing plu-
gin-expandable query and interfaces.

Depending on the tool and resources, advertisement
rspec data may be managed in several ways. A straightfor-
ward approach supported by several tools (including Flack,
omni, and Myslice) is simply to list available resources for
browsing and selection, possibly incorporating filtering
capabilities to keep resource lists manageable. Another ap-
proach avoids presenting the experimenter with raw re-
source lists. Instead the experimenter provides a
graphical or textual resource description, which the tool
then attempts automatically to map onto available re-
sources. Flack and omni both support this approach. GENI
configuration tools also support more sophisticated exper-
iment configurations that incorporate resource parameter
settings, as well as software and data to be loaded onto
experiment resources.

At this point, the tool produces a request rspec identify-
ing desired experiment resources and their configuration.
This request is provided to the affected aggregate manag-
ers, which respond with a manifest rspec, providing de-
tailed information on resources that have been allocated
to the experimenter’s slice. A copy of the manifest is also
provided to the GENI clearinghouse, for administrative
use and incident response situations.
2.2.2. Experiment execution and maintenance
During the running lifetime of an experiment, research-

ers accomplish basic execution and maintenance tasks



Fig. 5. GENI experiment lifecycle and work products.

Fig. 6. Flack, a map-based resource discovery and configuration tool (courtesy Matt Strum, University of Utah).
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through a combination of experiment support tools and di-
rect access to resources.

Experiment management tools assist with potentially
time-consuming and error-prone aspects inherent in run-
ning experiments and maintaining configurations across
multiple resources. Similarly, they can be invaluable in
reducing unintended configuration variations across multi-
ple experimental trials. Example execution and mainte-
nance tools include the following.

� Gush (GENI User Shell) is an execution management
system, presenting experimenters with a command line
or scripted interface for executing computation on a
potentially large collection of compute devices [24].
� Stork is a tool set for experiment deployment and man-

agement, including capabilities to configure software
installations on multiple computers in a slice [25].
� OMF is a control, measurement, and management

framework for testbed-based experiments [26]. OMF is
employed in several GENI aggregates and tools (e.g.,
LabWiki, see Fig. 7), as well as other testbeds.

While experiment management tools are helpful for
many coordination and configuration tasks, researchers of-
ten find it convenient to perform simple execution and
management tasks via direct access to experiment re-
sources. The most common example is secure shell (ssh)
access to a slice’s compute resources. GENI resources gen-
erally permit standard user and administrator (‘‘root’’) ac-
cess within virtual containers, both via public key
authentication. Experimenters may log in and simply run
experiment commands. They may also install needed soft-
ware, which may bootstrap further management tools by
supporting additional services. It is a common usage pat-
tern to install an Apache web server or mysql database
within a slice, and then employ a standard web browser
or mysql client to observe and control the experiment. In
Fig. 7. Example experiment exe
this fashion, GENI experimenters gain access to an open-
ended universe of familiar tools.
3. Key deployment concepts and infrastructure support

The fundamental unit of GENI expansion is the GENI-en-
abled campus. To become GENI-enabled, a campus deploys
the GENI technologies: GENI racks, OpenFlow/SDN, and
possibly WiMAX on (a portion of) its campus and depart-
ment backbones. The campus also agrees to certain admin-
istrative steps, including making resources available to
local and remote researchers on an ongoing basis. These
actions require active participation on campus from both
research faculty and the office of the chief information offi-
cer (CIO).
3.1. Elements of a GENI campus deployment

The initial phases of GENI project execution involved
the exploratory development of a relatively large number
of candidate technologies for inclusion in the emerging
GENI prototype deployment. Dozens of participating
organizations worked together to identify, develop, and
validate these candidate technologies, under the organiz-
ing framework of clusters (see Fig. 8). A cluster incorpo-
rated a number of collaborating projects, generally
organized around a common control framework, the suite
of software tools and interfaces that manage testbed
resources.

This exploratory process served to better articulate the
key desired capabilities that should be emphasized in a
larger GENI deployment. In many cases, these capabilities
had earlier instantiations in the control frameworks and
constituent projects comprising the project clusters. For
example, the current InstaGENI implementation of GENI
racks is built on ProtoGENI’s software base and will also
cution with LabWiki tool.



Fig. 8. GENI project clusters, circa 2010.

2 Dr. Landweber leads this effort. Selected archives are available at
http://groups.geni.net/geni/wiki/OtherMeetings.
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incorporate PlanetLab-style virtualization. Similarly, the
ExoGENI rack implementation is built on the ORCA code
base. Experimenter tools based on OMF are commonly
used to manage GENI experiments.

In preparation for a larger rollout, the GENI develop-
ment community focused additional effort on ensuring
interoperability between control frameworks, and on con-
solidating the key capabilities into a smaller number of
readily deployable components. This effort crystalized into
the standard set of technologies now being deployed more
widely. These elements are discussed in more detail in
Section 3.4 below. This particular set of components was
chosen to achieve a degree of consistency across the cur-
rent GENI expansion. Future expansions may incorporate
different capability in the deployed hardware base, while
maintaining a base level of interoperability. By supporting
an open software platform for tool developers, GENI ex-
pects to encourage continuous innovation and a growing
ecosystem of software tools.

3.2. The role of the campus CIO

CIO collaboration is essential because end-to-end data
paths between GENI components at different locations will
have to traverse campus as well as regional/national R&E
backbones. CIOs control the former and have key leader-
ship roles in organizations that operate the latter. Hence,
CIO participation is required in order to achieve the GENI
goal of a national-scale widely distributed testbed for net-
work science research.
To obtain support from CIOs, GENI has undertaken a
program organized by one of the authors to educate uni-
versity IT leadership on the potential benefits to their cam-
puses of the GENI underlying technologies.2 To date over 50
universities have participated in this program. They have
been successful to a great extent because these technologies
also offer the possibility of supporting enhanced campus
network management capabilities as well as enabling more
effective and cost-effective approaches to network security.
These are but two of the potential benefits of OpenFlow/SDN
campus network deployments.

Because it is understood that this technology is imma-
ture, the GENI program is encouraging initial experimental
deployments of carefully monitored components of cam-
pus backbones. A key goal of GENI’s current expansion
phase is to achieve initial deployments of these technolo-
gies, in parallel with or integrated with production net-
works on over forty campuses. With the concurrent
deployment of these technologies on regional and (inter)-
national R&E backbones, this deployment will result in a
revolutionary new programmable, virtualized, distributed
collection of resources (networks, computers and storage)
a global scale ‘‘deeply programmable cloud’’ that will sup-
port the GENI research mission and as well as enabling re-
search and education in a wide variety of areas (e.g.,
domain science, big data/data mining, cloud-based appli-
cations, security).

http://groups.geni.net/geni/wiki/OtherMeetings
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With NSF support, GENI has undertaken to increase the
number of GENI-enabled campuses. The GENI program for
accomplishing this includes a series of workshops for CIOs
and other senior campus IT staff. In addition, teams con-
sisting of a senior campus IT manager and a network engi-
neer have been visiting campuses that have participated in
the workshops to advise them on deployment strategies,
network design, and equipment choices. The final compo-
nent of the campus IT program has involved technical
training on the GENI technologies for network engineers
from these campuses.

The next phase of GENI expansion is still in the planning
stage, but it is tentatively anticipated to overlap the cur-
rent phase and increase the overall scale to 100–200
campuses.

3.3. Administrative steps to GENI-enabling

The key administrative goals in GENI-enabling a cam-
pus are:

� To establish between GENI and the campus a trust rela-
tionship, on which experimenters may rely.
� To establish and maintain resources available to the

research community.
� To provide for local management and policy control

over on-campus resources.
� To establish procedures for recognition of and response

to incidents.

Steps toward these goals are laid out in an aggregate
provider’s agreement, which describes the relationship be-
tween GENI and a GENI-enabled campus [27]. These steps
include providing an accurate catalog of resources
Fig. 9. GENI Deployment at Indiana University Camp
available to experimenters, monitoring their security and
stability, and communicating with other GENI-enabled
campuses and the GENI Meta-Operations Center (GMOC)
[28] to identify and respond to security incidents. By
necessity, the campus CIO staff retains direct management
authority over resources located on campus, both to pro-
tect the campus network and to ensure the availability of
resources for local purposes.

The clear benefit to experimenters is the availability of
additional resources. Each GENI-enabled campus provides
new computation, storage, and network resources. In addi-
tion, each campus provides a geographically distinct deep
programmability site, offering richer topology options for
experiment designers.

GENI-enabled campuses benefit from the ability to ‘‘live
in the future.’’ By federating their existing computing and
networking research infrastructures with GENI, they con-
nect directly with other leading institutions. Researchers
on campus may readily join forces with collaborating
researchers at other institutions, as well as drawing upon
GENI resources. If policy permits, the larger university
community may have access to experimental services via
end-user opt-in.

Both constituencies, experimenters and aggregate pro-
viders, benefit from the establishment of trust relation-
ships between GENI and the other group. Reliance on
these relationships helps reduce an intractable m � n
web of agreements among m aggregates and n experiment-
ers to a much more manageable m + n.

3.4. Technical steps to GENI-enabling

From a technology viewpoint, GENI-enabling a campus
requires identifying the set of resources to be connected,
us (courtesy Chris Small, Indiana University).



Fig. 10. GENI campus connections to Georgia Institute of Technology and Clemson University via Southern Crossroads (SoX) Regional Network (courtesy
Russ Clark, Georgia Institute of Technology).
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and engineering a suitable network configuration. Because
each campus has unique needs, a collaborative design pro-
cess is used to arrive at a suitable design, such as that
shown in Fig. 9. Different GENI resources are deployed at
different GENI-enabled campuses, however the key re-
source types driving campus expansion are GENI racks,
SDNs, and WiMAX, discussed below.

At each GENI campus, arrangements must be made to
connect GENI resources on a campus to the campus edge.
One common design pattern emerging in the current
deployment is placing a GENI rack, and possibly additional
OpenFlow-capable switches, within or adjacent to a ‘‘Sci-
ence DMZ,’’ part of the campus network optimized for
high-performance science applications. Another approach,
currently being pursued at the University of Utah, is to
adopt a sliced architecture for all or part of the campus
backbone. This slicing can be accomplished using emerging
technologies such as SDN or with older technologies
such as VLANs or MPLS. No matter which strategy is
employed, the end goal is to establish GENI resource
connectivity to the edge of campus with the ‘‘cleanest’’
path possible.

In addition to designing the campus network configura-
tion, a GENI-enabled campus must also arrange
connectivity to other GENI sites. Typically, a campus will
connect to one or both of the research backbones through
a regional network. An example configuration is shown in
Fig. 10.

3.4.1. GENI racks
A GENI rack (see Fig. 11) is the basic deployment unit of

GENI computation and storage resources in a GENI-en-
abled campus. From a hardware standpoint, a rack com-
prises multiple compute nodes, disk-based persistent
storage, and OpenFlow switches. As the name implies,
these components are housed in a single rack, with appro-
priate power distribution and cabling.

Over this hardware substrate, the rack runs a software
stack that presents the AM API to experimenter tools.
The Aggregate Manager and associated administrative
functions are housed on one physical host in the rack.
While clearinghouse functions within GENI are conceptu-
ally centralized, they may be distributed for redundancy
of for administrative purposes. The current GENI deploy-
ment employs two primary clearinghouses, in Salt Lake
City, Utah and Cambridge, Massachusetts, respectively.
Control plane connectivity among an experimenter tool, a
GENI rack, and a clearinghouse is via Internet. Additional
information on the software components of GENI and their
relationships is given in Section 3.5 below.



Fig. 11. GENI rack schematic.
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The basic resources exported to experimenters are bare
metal or virtual machines, with the specific virtualization
mechanism varying depending on the rack implementa-
tion and experimenter choice. Today, experimenters reach
the control interfaces of these virtual machines via stan-
dard Internet connectivity, possibly including network ad-
dress translation (NAT) at the rack’s control switch.
Allocated virtual machines may be interconnected along
the data plane via an experimenter-selected combination
of IP, vanilla VLANs, and OpenFlow-managed VLANs.

Slices typically include resources from multiple GENI
aggregates. The process of stitching interconnects these re-
sources into a wide range of potentially large network
topologies at layer two. Initial GENI rack deployments
incorporate only a limited form of stitching, generally
requiring manual intervention or restricted to slices that
include only a subset of GENI resource types. An auto-
mated GENI-wide stitching design is currently underway.

There are two current implementations of GENI racks.
They share the fundamental characteristics described
above. The ExoGENI design, built by a team lead by RENCI
(Renaissance Computing Institute), is emphasizing perfor-
mance, building on IBM hardware and an OpenStack soft-
ware platform [5]. The InstaGENI rack, built by a HP
Labs-led team, is emphasizing affordability and building
on HP hardware and a combined ProtoGENI and PlanetLab
software base [29,30].

3.4.2. Software-defined networks
In addition to the SDN capability found in GENI racks,

GENI-enabled campuses also deploy within the campus
network a number of switches supporting SDNs. The size
and specifics of the SDN-capable network on campus var-
ies to meet site-specific goals, and its design is often the
most challenging part of the planning process for a GENI-
enabled campus. However, there are certain common
elements.

The campus SDN-capable network must, on the one
hand, reach experimenters and potential opt-in users,
and on the other hand, connect the campus to the external
GENI SDN infrastructure. This latter goal is achieved by
providing for connectivity to GENI backbone nodes on
one or both of the Internet2 and National Lambda Rail re-
search networks, typically via a regional network. The for-
mer goal, SDN reach into the campus, can be achieved
incrementally, beginning with a modest network focused
on likely research users, and eventually expanding to reach
more of the campus. SDN deployment is generally in the
form of standard commercial switches running OpenFlow
firmware, which are available from several major vendors.

Campus network resources are grouped into GENI
aggregates, and an aggregate manager mediates experi-
menter access to virtualized network resources. Typically,
a slice includes regions of flow space, sets of actual or po-
tential network flows through these network devices
[31]. The flow space is high dimensional, but common
dimensions used for slicing flow space include parameters
at layer one (e.g. switch port), layer two (e.g. source and
destination MAC address, eth_type), layer three (e.g. source
and destination IP address) and layer four (e.g. source and
destination TCP port number). Flows falling within the
slice’s flow space are treated in accordance with the direc-
tives of an OpenFlow controller, which may run on a com-
pute resource within the slice or elsewhere [32].

Fallback options are available to extend programmable
network features to resources on or off campus that are not
directly connected to the SDN-capable portion of the cam-
pus network. The most straightforward option is to extend
a VLAN or tunnel connecting these resources to an Open-
Flow-controlled portion of the network. An experimenter
may then exert OpenFlow-based control over the traffic
once it enters the SDN-capable network. An experimenter
may augment this approach by employing software-based
routers (e.g. Click or XORP modular software routers) in
the slice’s data path, at the cost of significantly reduced
performance.

3.4.3. WiMAX
Some GENI-enabled campuses deploy WiMAX (World-

wide Interoperability for Microwave Access) base stations
and sector antennae. WiMAX provides an avenue for the
inclusion of researcher-owned and operated cellular sys-
tems in GENI. These resources have proven suitable for a
range of experiments. These include wireless-specific re-
search, network research with a focus on mobility, and
experiments in which wireless just happens to be an avail-
able connectivity option.

As with other GENI resources, access to WiMAX sources
is virtualized throughout. Virtualization in the wireless
network is via WiMAX channels, to which specific mobile
devices are mapped on the mobile side. Virtualization soft-
ware within the GENI WiMAX base station maps a slice’s
WiMAX channels onto VLANs and then to virtual machines,
which provide the desired service to the mobile device
[33]. The resulting effect is essentially a sliced cellular sys-
tem extending into a GENI slice.

3.5. Federation

GENI is built using a federated model: that is, it is built
out of resources that are owned and operated by different
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providers. Confining experimental infrastructure to a sin-
gle owner or administrative domain necessarily limits its
scale and diversity; by using a federated model, in which
multiple domains cooperate to provide a coherent facility,
GENI embraces contributions from a range of networks.
Each resource provider maintains local autonomy, and
the ability to set policy for use of its own resources. At
the same time, GENI’s federation architecture provides a
framework for establishment of mutual trust and
collaboration.
3.5.1. Assembling GENI via federation
GENI’s internal architecture is fundamentally one of

collaboration between tools and aggregates [34]. Tools
act as proxies for experimenters, managing and controlling
GENI resources. Aggregates represent the ultimate owners
of GENI resources, lending them to experimenters for
incorporation into slices.

Two additional players are introduced into the architec-
ture to assist in providing protection assurances desired by
experimenters and operations staff. The GENI Meta-Opera-
tions Center (GMOC) staff monitor the health and proper
operation of GENI and facilitate response to incidents.
The clearinghouse provides required trust, authentication,
accountability, and authorization services for GENI. The
relationships among these entities and services are pre-
sented in Fig. 12.

By basing its architecture on a collection of open inter-
faces and trust relationships, GENI remains open to inno-
vation by tool and aggregate developers, rather than
mandating a single, ‘‘winning’’ control framework or tool-
set. This opportunity for innovation extends even to the
degree of coupling among components. One example is
the step of mapping an experimenter’s desired network
topology onto available GENI resources. In addition to fully
automated embedding algorithms contained within some
aggregate managers, various GENI tool and aggregate com-
binations currently support at least three different types of
control over this process. In the simplest and least flexible
approach, an experimenter identifies specific resources, by
name, in a fully bound request rspec. If the resources are
not available, the request fails. In an unbound rspec, only
the type of resource is identified, and the aggregate
GMOC 

Researcher
Tool 

Identity
Provider

Service
Authority

Slice
Authority

GENI Clearinghouse

Project
Authority

Fig. 12. GENI federation se
manager searches for any appropriate resources. A com-
pletely different approach relies on resource elasticity.
For some kinds of virtualized resources, e.g. lightweight
virtual machines, an aggregate manager may simply mint
a fresh resource as needed. Not only is each of these ap-
proaches supported by the GENI architecture, but it is also
possible for an innovative developer to implement a new
tool that implements an improved approach to resource
selection. Such a tool could internally transform an un-
bound rspec or other high-level description to a fully or
partially bound rspec for fulfillment by one or more aggre-
gate managers. Overall, GENI’s open architecture has been
successful in promoting a lively bazaar of development,
with multiple teams working, sometimes collaboratively,
sometimes independently on new tools for resource selec-
tion, experiment management, instrumentation, and even
a general aggregate manager framework.
3.5.2. GENI in collaborative federations
The GENI project is working closely with peer projects

worldwide to pursue collaborative federation efforts.
Through these efforts, testbed developers and users are
better able to identify those areas where federation is well
understood and those areas where additional design ef-
forts and coordination are required. GENI participates in
significant international federations, such as TransCloud
and the Slice Around the World effort. TransCloud inter-
connects multiple sites in the US, Germany, and the Neth-
erlands, using connectivity provided by CAVEWave,
StarLight [35], NetherLight [36], DFN (German National Re-
search and Education Network) [37], NLR (National Lamb-
da Rail) [38], and GLIF (Global Lambda Integrated Facility)
[39] into a prototype shared, distributed cloud computa-
tion service [40]. The Slice Around the World initiative is
beginning work to federate network research centers and
research labs that are participating in multiple next gener-
ation networking activities worldwide.

With production cloud computing services widely
available through commercial providers, it is increasingly
important to include these cloud service providers in re-
search testbed plans for federation. The Data Intensive
Cloud (DICloud) project applies such an approach, federat-
ing cloud computing resources provided by Amazon’s Elas-
Aggregate 
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rvices relationships.
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tic Compute Cloud (EC2) and Simple Storage Service (S3)
with GENI sensing, computation, and network resources
to develop a flexible processing approach for weather radar
with the ability to scale adaptively in the case of severe
weather [41].

4. Related work

To the extent possible, the GENI project has worked to
make the development, deployment, and support of a
working GENI testbed chiefly an engineering effort, relying
heavily on concepts developed in other testbed efforts.
Furthermore, because GENI’s deployment strategy is one
of federation, the current GENI testbed reuses not only
ideas from other testbed efforts, but also the actual hard-
ware and software components developed by federated
testbeds. In addition to efforts discussed below, there are
other peer projects in progress worldwide, notably includ-
ing projects in Europe, Korea, Japan, and Brazil, that are
important collaborators for GENI.

4.1. PlanetLab

PlanetLab is a global research network that supports the
development of new network services [42]. It is managed
by a consortium of academic, industry, and government
institutions for the benefit of the research community.
Many key GENI components trace their origins, either in
code or in concept, back to roots in PlanetLab [3]. The
Slice-Based Federation Architecture (SFA), an approach to
federation growing primarily out of the PlanetLab experi-
ence, is the basis for much of the GENI API [43]. In partic-
ular, the aggregate manager API is adapted from the SFA.

Other ideas pioneered in PlanetLab and prominent in
GENI include:

� Use of a common overlay network infrastructure as a
mechanism for validating and deploying novel network
services.
� Providing a widely available leasing service for net-

worked compute resources.
� The slice concept.
� Use of lightweight host virtualization for efficient sup-

port of many long-lived services.

As an overlay network deployed over the global Inter-
net, PlanetLab is intended to support experiments that
run at or above layer three. This design decision permits
PlanetLab to present a simple, well-understood, and pow-
erful network abstraction to potential experimenters. More
recently, some PlanetLab variants, such as VINI (Virtual
Network Infrastructure) [44], VICCI [45], and GpENI (Great
Plains Environment for Network Innovation) [46,47] are
reaching into lower layers of the network stack.

In addition to architectural contributions, PlanetLab
also shares resources with GENI by supporting the AM
API and exporting a GENI aggregate. Via this interface,
experimenters have access to PlanetLab’s worldwide net-
work of virtualized compute resources. Some experi-
menter tools originally developed with PlanetLab in mind
were readily generalized into a GENI context. Examples
include Gush (GENI User Shell) [24] and the Stork [25]
and Raven [48] experiment management tools.

4.2. Emulab and ProtoGENI

Emulab is a network testbed, incorporating a number of
centrally managed general-purpose computers and net-
work resources [49]. The initial and largest Emulab, which
includes several hundred nodes, is located at the Univer-
sity of Utah, where it is managed by the Flux Research
Group. Emulab software is available on an open source ba-
sis, and has been used to stand up dozens of Emulabs
worldwide. The Emulab software also forms the basis for
ProtoGENI, a GENI prototype and control framework,
which extends the Emulab model to bridge multiple phys-
ical sites and support the GENI API [6].

The fundamental GENI abstraction of multiple general-
purpose computers interconnected by layer two networks
in experimenter-specified topologies draws directly on the
basic capabilities of Emulab. In addition, several of the spe-
cifics of the GENI API derive basic ideas and/or implemen-
tation from Emulab and ProtoGENI. Notable among these
are the content and format of GENI rspecs, and portions
of the experiment lifecycle. In addition, the ProtoGENI
implementation of multiple sites interconnected at layer
two over Internet2 links is a major influence on GENI
stitching.

The primary ProtoGENI site at Utah and several other
ProtoGENI sites also share resources with GENI by export-
ing aggregates that speak the GENI API. The primary re-
sources exported are bare metal computers connected by
layer two and layer three networks, although virtual ma-
chines are also available. One of the GENI rack implemen-
tations, InstaGENI, is built on Emulab/ProtoGENI software.

4.3. OpenFlow and SDN

Software-Defined Networking (SDN) provides an open
standard mechanism for separating the control and data
planes and exerting flow-specific control over network
behavior [8]. OpenFlow is a vendor-neutral SDN protocol
that provides for the implementation of this control [9,50].

The OpenFlow standard has gained substantial traction,
and most major vendors of network equipment now offer
OpenFlow-enabled products. Several testbeds have been
developed or are currently under development, connecting
significant numbers of devices into meaningful OpenFlow-
controlled networks. One example is the TangoGENI net-
work discussed in Section 2.1.4 above. Another is a 10 Gbps,
multi-vendor OpenFlow network testbed deployed within
the SCinet research sandbox during the SC11 conference in
November 2011. This network supported multiple disrup-
tive experiments across a nationwide network, extending
into the conference facility. Currently under development,
the Network Development and Deployment Initiative
(NDDI) is a combined effort by Stanford University, Indiana
University, and Internet2 to deliver SDN capabilities across a
wide subset of the Internet2 backbone and member
institutions.

Deployment of OpenFlow in a GENI-enabled campus
has proven to be a very appealing proposition. Because
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OpenFlow provides mechanisms for experimental and pro-
duction traffic to coexist within the same network, these
deployments offer benefits to both the experimenter and
CIO staff constituencies on campus. By federating Open-
Flow deployments across multiple campuses and backbone
resources, researchers gain access to more realistic and
capable networks on which to run their experiments.

4.4. ORBIT

ORBIT (Open Access Research Testbed for Next-Genera-
tion Wireless Networks) is a wireless network testbed with
both emulation and field-trial capabilities [7]. The hard-
ware layout includes a grid of 400 WiFi nodes. Because OR-
BIT is located at Rutgers, a GENI-enabled campus, GENI
experimenters are able to include associated resources in
their experiments, such as the MobilityFirst experiments
discussed above.

Because of the inherent variability associated with
wireless experiments, ORBIT has devoted substantial effort
toward reproducibility. The radio grid emulator enables
reproducibility in the wireless networking aspects of
experiments. Equally important in a unique and often
oversubscribed testbed, the Orbit Management Framework
(OMF) provides mechanisms to rapidly and reliably deploy
and execute experiments [51] and gather the resulting
measurement data. Key aspects of OMF are finding their
way into the GENI experiment lifecycle, chiefly via experi-
menter tools and instrumentation features [52].

4.5. FIRE

The FIRE (Future Internet Research and Experimenta-
tion) Initiative was launched at the beginning of 2007 as
part of Framework Programme 7 (FP7) and consists of sev-
eral affiliated projects. Several of these projects offer
experimentation testbeds to network researchers [53].

The FEDERICA project is a European project to create a
scalable, Europe-wide, clean slate, infrastructure to sup-
port future Internet experiments. FEDERICA and GENI sup-
port very similar virtualization models, with sliced
infrastructure extending through computational and net-
working resources [54,55].

The OFELIA (OpenFlow in Europe: Linking Infrastruc-
ture and Applications) project is deploying a federated,
heterogeneous testbed environment, with OpenFlow as a
common control paradigm [56,57].

The BonFIRE cloud experimentation facility includes six
geographically distributed testbeds across Europe, offering
heterogeneous computing, storage, and networking re-
sources. The BonFIRE Virtual Wall emulation environment
is based on Emulab control software. The resource model is
Infrastructure as a Service (IaaS), and is intended for exper-
iments running in cloud environments [58,59].

4.6. G-Lab

The experimental facility of the German-Lab (G-Lab)
project spans six German universities: Würzburg, Kaisers-
lautern, Berlin, München, Karlsruhe, and Darmstadt
[60,61]. G-Lab includes approximately two hundred
general-purpose computers, along with high-quality IP
connectivity among the various sites. Experimenters gen-
erally construct their topologies of interest by connecting
virtual machines over IP. Multiple virtualization tech-
niques are supported, with the default vserver virtualiza-
tion model provided by a private PlanetLab, which is
controlled from the G-Lab Kaiserslautern site. The facility
also supports deployment of custom boot images for access
to bare metal computational resources. Because of the
multiple virtualization options, experimenters have the
choice of essentially a high-performance PlanetLab distri-
bution, or more customized topology controls. G-Lab has
also been incorporated into federated configurations with
other testbeds, including GENI, for larger, international
experimental topologies.

4.7. JGN-X, VNode, and StarBED3

The Japan Gigabit Network (JGN) network testbed and
StarBED (Hokuriku Research Center) emulation testbed
are collaborating efforts intended to support innovation
in next-generation networks. The most recent versions of
these testbeds are JGN-X (JGN – Extreme) and StarBED3
(StarBED Cubic), respectively. The VNode project is a joint
effort among the University of Tokyo, NICT, NTT, NEC, Hit-
achi, and Fujitsu to enable network virtualization using
hardware based on production routers.

JGN is a testbed environment for implementation and
test deployment of next-generation network technologies
developed by NICT (National Information and Communica-
tions Technology). JGN-X supports experimenter access at
multiple layers. Layer 3 service includes both IPv4 and
IPv6 at bandwidths from 100 Mbps to 10 Gbps, with traffic
separation available via VLAN. Layer 2 Ethernet service
with similar capabilities is available for non-IP experi-
ments. Layer 1 optical testbed services (dark fiber) are
available across a total of approximately six hundred kilo-
meters of fiber [62].

The VNode project is approaching network virtualiza-
tion based on a new slicing mechanism that is based on
lessons learned from PlanetLab and CoreLab experiences.
The VNode architecture provides for explicit separation be-
tween router programmability and network connectivity.
Four VNodes have been deployed in JGN-X since Septem-
ber 2010. This infrastructure supports a deep programma-
bility notion, and is capable of supporting multiple
simultaneous slices, running independent protocols [63].

StarBED (Hokuriku Research Center) is a simulation/
emulation testbed incorporating approximately one thou-
sand general-purpose computers, with redundant connec-
tivity into a large switch cluster. Experimenters acquire
compute resources as uninitialized PCs. These resources
are then imaged from scratch and experimental software
launched under the control of a specialized experiment
scripting capability, SpringOS. Virtualization of compute
resources is available via VMWare [64].

4.8. KREONET and K-GENI

KREONET (Korea Research Environment Open NET-
work) is a national R&D network, managed by KISTI (Korea
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Institute of Science and Technology Information). KREON-
ET connects twelve regional network centers and over
two hundred participating institutions. The K-GENI project,
a collaboration between GENI and KREONET researchers
was initiated in 2009. It has explored international testbed
federation, as well as the challenges of wide-area distrib-
uted network monitoring and meta-operations [65].

5. Conclusion and future work

The GENI virtual laboratory provides a flexible and
capable environment for the exploration of disruptive net-
working technology. The key concepts of sliceability and
deep programmability significantly expand the opportuni-
ties for experiments in network science, services, security,
and related fields.

The current GENI deployment is actively growing to
over fifty sites in the current expansion phase and is ex-
pected to continue growing to an at scale size of one hun-
dred to two hundred sites. As GENI gains additional deeply
programmable sites, the sophistication of available net-
work topologies and the range of possible at scale experi-
ments grow dramatically. Future efforts will continue
along the growth path through the GENI-enabled campus
model.

In addition, experimenters and operators will need
more capable management tools to make best use of the
growing GENI-enabled infrastructure. A core set of basic
experimenter tools is currently available. However, addi-
tional work is needed to solidify this base and expand it
to provide broader capability.

Initial planning is also beginning for the longer-term fu-
ture oversight of GENI, likely based on a community gover-
nance model.
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