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Abstract— A vehicular ad-hoc network (VANET), is an 
instance of intelligent transportation system that provides 
vehicle-to-vehicle communication aided by road side 
infrastructure for in-vehicle entertainment and safer road 
environment. VANET is characterized by highly mobile 
vehicles, predetermined topology and the requirement of 
reliable time bound message delivery over error prone shared 
wireless medium. The security solutions are constrained by 
these characteristics. In this paper we are discussing the 
various type of attack on VANET along with intersection 
attack on anonymity and the security issue that need to kept in 
mind while developing any protocol to make VANET secure. 
Simulation and results indicate that intersection attack is 
breach the privacy even though cryptographic and non-
cryptographic security mechanism is enabled over the VANET. 
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I. INTRODUCTION 

The world is facing the situation like combat and battle 
field is on the road. In India alone, there are around 300,000 
road accidents with 90,000 fatal accidents [1]. According to 
international road federation, India has highest number of 
road accidents in the world. Due to congestion on road huge 
amount of fuel, money and time is wasted. So, VANET is 
very much essential to improve the traffic conditions and 
providing safety with comfort for passengers. The optimal 
goal is to improve the traffic system, contribute to safer and 
more efficient roads in the future by providing timely 
information to drivers and concerned authorities.  VANET 
provides communication between vehicles and nearby fixed 
base station known as road side unit (RSU). A bandwidth of 
75 MHz has been allocated in the 5.850-5.925 GHz band and 
vehicles use dedicated short range communications (DSRC) 
protocol for communication [2]. The range of 
communication using DSRC is up to 500 m for vehicle and 
1000 m for road side infrastructure, a vehicle sends each 
message within 100-300 milliseconds time interval 
(periodically).  Vehicular networks system is having a large 
number of nodes approximately more than 750 millions in 
the world [3]. The communication between vehicles is ad 
hoc, vehicles can move with high speed along with the road 
direction. RSU works as router between vehicles and other 
connected network devices. Each vehicle consist of OBU (on 
board unit) that is used to communicate with vehicle and 
with RSU, another device known as TPD (Tamper proof 
Device) is like black box of aero plane that is used to store 

vehicle secrets like keys, trip detail, information about 
drivers, speed etc. The network is highly disconnected, high 
mobility network in which nodes have ample computational 
energy and storage capacity. These characteristics 
differentiate VANETs from other ad hoc networks. High 
speed, variable density and frequent network topology 
changes lead to special issues and challenges in the secure 
network design and develop VANETs architecture [4]. The 
architecture of VANETs is shown in Figure1. Many 
applications are envisioned on VANETs for different 
purposes [5] such as vehicle collision warning, security 
distance warning, driver assistance, cooperative driving, toll 
collection, map location, automatic parking, driverless 
vehicles etc. These applications can be categorized two types 
based on messages used in VANETs; safety applications and 
non safety applications. The features of VANETs inevitable 
incur higher risks and no one will take part if such networks 
do not security prior to deployment. 

     

       

Figure 1. VANET Architecture. 

The network is expected to support safety as well as 
comfort messages. Since the vehicles shall exchange 
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sensitive and critical information, security in terms of 
authentication and privacy becomes a prime concern for 
vehicles participating in a VANET.  However, a malicious 
vehicle or attacker may inject false messages with different 
identities. This may trap a vehicle into taking wrong 
decision with dire consequences.      

The rest of the paper is organized as follows. Section II 
describes the VANET security requirements. In section III, 
the attacker model is described. Intersection attack on 
anonymity in VANETs is given in section IV. The scheme 
is evaluated through simulation and results are in section V; 
section VI concludes the work.  

II. VANET SECURITY REQUIREMENTS

The goal of security services in VANETs is to protect the 
information and resources from attacks and misbehavior. 
The security in VANETs should satisfy the following 
requirements such as authentication, privacy, confidentiality 
in some specific applications etc. In VANETs, authentication 
is the mechanism of verifying a user’s identity and make 
them sure that user who attempts to access a network is a 
legitimate user. Message authentication simply authenticates 
one message; the process needs to be repeated for each new 
message. Whereas vehicles / RSUs authentication is 
authenticate the claimant for the entire duration of a session 
[6]. So, all accepted messages should be delivered unaltered, 
and the origin of the messages should be authenticated and 
mutual authentication of RSU as well as vehicle is required. 
Privacy mean keeping the identities of vehicles should be 
hidden from a normal message receiver during the 
communication to protect the senders’ private information 
about vehicles, their trip path, speed, driver’s real identity 
etc. The privacy in VANETs should be conditional, where 
senders are anonymous to receivers while traceable by the 
trusted authority. With traceability, the trusted authority can 
reveal the source identity of a message once a dispute occurs 
to the safety message. The network must be available all 
time because for many application it should need to be real-
time, these application need faster response than sensor 
network or even other ad-hoc networks. For some 
application a delay of even a second can make the massage 
meaningless or result may be devastating [7], [8]. A non-
repudiation mechanism is required to resolve the proof of 
origin, proof of receipt and proof of content so that an 
undeniable link is exists between the message and its 
originator. Message non repudiation is must in a safety 
application in vehicular networks. Sender of a message must 
be traceable by revealing its identity if warranted by law. 
Confidentiality means only authorized user must be able to 
access the information. The message send should be 
encrypted to provide confidentiality. Only the receiver that is 
having the key can decrypt the message. This is required in 
toll-collection type applications. 

III. ATTACKER MODEL

In this paper, we are concentrating on attacks and threats 
perpetrated against the privacy of vehicles in VANETs. In 
general, attacks fall into four categories [9] as shown Table1. 

TABLE I. TYPES OF ATTACKS

Types of Attacks Security Issues Aim of Attacks 

Denial of Service Availability Network of Services 
might not be available 

for network users. 
Repudiation Accountability To give incorrect 

information and deny 
the occurrence of 

events.
Modification Integrity Correctness of 

information is 
compromised. 

Access Confidentiality An  attempt to obtain 
unauthorized 
information 

Intersection  Anonymity  To trace the identity 
and location of vehicle. 

In VANETs, a malicious vehicle can be an outsider or 
may be previously good vehicle. This malicious vehicle may 
inject false messages with different identities with dire 
consequences. On the basis of capabilities of an attacker 
model can be classified in following dimensions:

� Insider and Outsider: A attacker can be insider and 
outsider vehicle in VANETs. The insider malicious 
vehicle may be previously good or authenticated vehicle. 
Outsider malicious vehicle can be any member vehicle 
of VANETs.

� Local and Global: A local adversary is capable of 
observing vehicles at a time instant. A global adversary 
can follow a target and track it over a sustained period of 
time. A global observer is able to determine and perform 
an intersection attack by tracking the vehicles from a 
region for a sufficiently large interval of time and over a 
long stretch of road in [10]. 

� Active and Passive: Active attacker changes the content 
of message being transmitted. It may generate the 
packets or signals where as Passive attack does not 
creates separate packets. It listen only the message or 
signal on wireless channel. 

� Malicious and Rational: The aim of malicious attack is 
to destroy the network functionality and harm the 
network entities. A malicious attacker seeks no personal 
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benefits from attack whereas rational attacker seeks any 
personal benefits so it can be easily predicted in terms of 
attack means and target of attacker in [11].

IV. INTERSECTION ATTACKS ON ANONYMITY IN VANET 

In VANETs, privacy is often associated with anonymity, 
which protects privacy by making indistinguishing from 
others. Privacy provisioning entails location, communication 
and identity privacy and this translates into anonymity. 
Anonymity defines that is the state of being not identifiable 
within a set of subjects, the anonymity set [12],[13],[14]. The 
set of subjects who might be linked to an item of interest is 
called the anonymity set. The aim of anonymity systems is to 
hide the relationship between subjects and item of interest. 
Hiding these links is the basic mechanism behind 
anonymous transactions in privacy of VANETs. 

The entropy [15] of the distribution of the anonymity set 
is  

���� � �	�

�


�
���� �


The anonymity of a given vehicle is maximized when all 
the vehicles are equally likely to be the potential target 
(source of communication). Under this uniform distribution, 
the probability �
  that the vehicle �
 under observation is the 
target becomes 

�
 �
�
�

Following the definition of level of anonymity given in 
[16], we have, 

��  = � � ������� with entropy  ���� � ����� �

The population of a zone is dynamic with vehicles 
joining and leaving a cluster. Let there be a cluster of 
vehicles (set of initial vehicles �
�
�
�� ) at time instant �
 . 
Some vehicles are communicating while others are silent. At 
time, �
 � ! � , few other vehicles join this cluster. Some 
vehicles of these vehicles had been transmitting just prior to 
joining the cluster. Some are silent. Let the target vehicle 
�
�be one of the vehicles in the set of late entrants, ����" , in 
the cluster. 

The level of anonymity of a target vehicle is dependent 
on the size of the crowd indistinguishable from the target 
vehicle and not the total number of vehicles in the zone Z. 
The vehicles that stay with the target vehicle when it joins 
or leaves a cluster determine the level of anonymity enjoyed 
by a target vehicle. 

Following conditions may arise, to disclose anonymity 
or impose intersection attack. 
Condition 1: Some vehicles in the set ����" communicated 
immediately prior to joining the cluster. Once these vehicles 
join the cluster (time��� # �
 � ! �), one of the vehicles of 

the set ����"  again communicates without changing in its 
pseudonym. In this case, the anonymity set �$����"� is equal 
to the number of vehicles who entered cluster and had 
communicated just prior to entering the cluster. 

�� � � � � ��$����"��% & �$����"� �' �����"
When a vehicle moves from one cluster to another 

without changing its pseudonym, its anonymity set is the 
number of vehicles that are common (move with the 
vehicle) through different clusters. For example, if some 
vehicles from cluster ( join cluster (�  and a few vehicles 
from (� join (), then, the anonymity set for a target vehicle 
that moved from ( �* �(� * �()� * + �* �(�              
would be ( �, �(� , �()� , -�,�(� and                      
�� �� �� ��� �( �, �(� ,�()� , -�,�(���% . Thus, the  
anonymity set may be very small even though large number 
of vehicles present in Z is large. 
Condition 2: If all the vehicles in the set ����" are silent for 
a random period before joining the cluster. Communication 
is received from a source with a pseudonym not used before 
in the ongoing communication emanating from the cluster. 
In this case, the anonymity set is the set of all vehicles silent 
just prior to this communication. If the number of different 
communication (with different pseudonyms) emanating 
from the cluster at time t was �.
�"�� , then the anonymity 
level is 

�� � � � � ��$����"� / �.
�"�� �% � & �$�.
�"��� �' ��
�
�
��

If all the vehicles in the set �
�
�
�� were communicating, 
then the anonymity set reduces to the vehicles that have just 
joined (assuming in this case that pseudonym switch is 
preceded by a silence period). The anonymity level is

�� � � � � ��$����"��%

Consequently, for a target vehicle under observation by 
an adversary or group of adversaries, the anonymity is 
maximized when the cardinality of the set is more than  0
(known as 0-anonymity) and all the vehicles in the zone of 
anonymity have equal probability of being the target. The 
anonymity level becomes ��� �� ������� �# 0�. The value 
of 0 is generally takes as 3 for vehicular networks. 

The target is hidden a crowd of k vehicles in the zone of 
uncertainty around the target, this enables anonymity even 
when the time of communication, extended position and 
pseudonym of a source are known. But anonymity can be 
disclosed if value of 0  is less than 3 in anywhere on the 
traveled path of vehicle. 

V. SIMULATION AND RESULTS

A road with two unidirectional lanes is considered 
depicted by Figure2. The vehicles move in a single direction 
with different speeds and multiplicity of the lanes allows 
vehicles to overtake each other without any restriction in the 
number of lanes. The road has S segments of 1 meters each. 

225219219



The road length is S.D meters. Vehicles can enter and exit at 
the end points of a segment and there is no waiting period or 
queue required to enter the road. There are two end points of 
the road and there is no exit point at the start of the initial   
segment or entry at the end of the last segment.  

The total length of the road is taken as 15 km with 
segments of 3 km each. The input traffic can enter from
A,…,D and exit from junctions only. The velocity of vehicle 
is considered as 10 ms-1 - 30 ms-1 with acceleration and 
deceleration is 2 ms-2 - 5 ms-2. 

Figure2.   The Road Model. 

To determine the number of vehicles around a vehicle of 
interest, a vehicle from the initial segment is considered. As 
this vehicle travels towards the destination, different 
vehicles join and depart from the neighborhood around this 
vehicle. The size of the neighborhood is a function of the 
transmission range and the speed of different vehicles.  In 
the present study, we consider that the vehicles have a fixed 
transmission range of 500 m radius. To study, the effective 
size of the anonymity set or entropy when attacker impose 
intersection attack. 

Figure 3(a) and Figure 3(b) is shown that the anonymity 
of vehicle in terms of size of crowd around the observed 
vehicle or entropy when attacker impose intersection attack 
in VANETs. 

Figure3(a).   Mean population around the vehicle under   
                                        observation

However, if the vehicle continues to transmit, the 
cardinality progressively becomes smaller and ultimately, 
the adversary would be able to map the vehicle to its 
identity. Thus, if a vehicle is able to monitor the traffic in its 
neighborhood, its can update its identity to remain hidden in 
a crowd of effective size. The actual effective size cannot be 
gauged by the vehicle itself as it knows only of the existence 
of the vehicles that are communicating.  

            Figure3(b).    Mean population around  the  vehicle  under   
             Observation at speed of 10 ms-1 and acc./dec.      
             of 2 ms-2

Similarly, in Figure 4(a) and Figure 4(b), is also shown  
the same observation at 30 ms-1 speed and 5 ms-2 accl. / dec. 
The results shows that the number of vehicles in crowd size 
is sufficient at lower speed of vehicles and vehicle will not 
traced in the presence of intersection attack while in case of 
higher speed at  30 ms-1 vehicle can be easily traced through 
intersection attack because vehicle will join and leave the 
cluster size rapidly even though number of vehicle in cluster 
can be more but it can be traced.  

Figure4(a). Mean population around the vehicle under   
                                        observation
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In Figure 4(b), Observer can be trace the vehicle at 100 
to 350 secs. while crowed size is 4, but due to intersection 
attack number of vehicle is less than 2. Intersection attack is 
severe issue on privacy in VANETs. Solutions of 
intersection attack are beyond the scope of this paper, but 
are proposed in [10] and [14]. 

     Figure4(b).  Mean population around  the  vehicle  under   
    Observation at speed of 30 ms-1 and acc./dec.      
    of 5 ms-2

VI. CONCLUSION

Attack is expected to occur frequently in VANETs due to 
its predictable topology and using the shared insecure error 
prone wireless channel for communication between V2V and 
V2I. This paper is given an overview of different type of 
attacks in VANETs and security requirement. The result is 
shown that intersection attack can work while security 
framework used of cryptographic and non- cryptographic 
primitives. Defense techniques against the attack are not in 
the scope of this paper. We have presented and evaluated 
intersection attack against privacy of vehicle in VANETs. 
Results and observations indicate that impact of intersection 
attack against privacy in VANETs. 
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