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Abstract. Recent work has shown how easily white-box adversarial attacks can
be applied to state-of-the-art image classifiers. However, real-life scenarios re-
semble more the black-box adversarial conditions, lacking transparency and usu-
ally imposing natural, hard constraints on the query budget.
We propose EvoBA 1, a black-box adversarial attack based on a surprisingly sim-
ple evolutionary search strategy. EvoBA is query-efficient, minimizes L0 adver-
sarial perturbations, and does not require any form of training.
EvoBA shows efficiency and efficacy through results that are in line with much
more complex state-of-the-art black-box attacks such as AutoZOOM. It is more
query-efficient than SimBA, a simple and powerful baseline black-box attack,
and has a similar level of complexity. Therefore, we propose it both as a new
strong baseline for black-box adversarial attacks and as a fast and general tool for
gaining empirical insight into how robust image classifiers are with respect to L0

adversarial perturbations.
There exist fast and reliableL2 black-box attacks, such as SimBA, andL∞ black-
box attacks, such as DeepSearch. We propose EvoBA as a query-efficient L0

black-box adversarial attack which, together with the aforementioned methods,
can serve as a generic tool to assess the empirical robustness of image classifiers.
The main advantages of such methods are that they run fast, are query-efficient,
and can easily be integrated in image classifiers development pipelines.
While our attack minimises the L0 adversarial perturbation, we also report L2,
and notice that we compare favorably to the state-of-the-art L2 black-box attack,
AutoZOOM, and of the L2 strong baseline, SimBA.

1 Introduction

With the increasing performance and applicability of machine learning algorithms, and
in particular of deep learning, the safety of such methods became more relevant than
ever. There has been growing concern over the course of the last few years regarding
adversarial attacks, i.e., algorithms which are able to fool machine learning models with
minimal input perturbations, as they were shown to be very effective.

Ideally, theoretical robustness bounds should be obtained in the case of critical soft-
ware involving image classification components. There has been important recent re-
search in this direction [9, 5, 16], but most often the algorithms generating these bounds

1 All the work is open source: https://github.com/andreiilie1/BBAttacks
A full paper version is available at https://arxiv.org/abs/2107.05754
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work for limited classes of models, do not scale well with larger neural networks, and
require complete knowledge of the target model’s internals. Therefore, complementary
empirical robustness evaluations are required for a better understanding of how robust
the image classifiers are. For this, one has to use effective adversarial attacks that re-
semble real-life conditions, such as in the black-box query-limited scenario.

In general, adversarial attacks are classified as either white-box or black-box. White-
box adversarial attacks, where the attacker has complete knowledge of the target model,
were shown to be particularly successful, most of them using gradient-based methods
[19, 7, 2]. In the case of black-box adversarial attacks, the attacker can only query the
model, and has no access to the model internals and to the data used for training. These
restrictions make the black-box adversarial setup resemble more real-life scenarios. Fur-
thermore, the attacker usually has to minimise the number of queries to the model, either
due to time or monetary constraints (such as in the case of some vision API calls).

Previous state-of-the-art black-box adversarial attacks focused on exploiting the
transferability phenomenon, which allowed the attackers to train substitute models im-
itating the target one, and perform white-box attacks on these [14, 15]. More recently, a
class of black-box adversarial attacks, called Zeroth Order Optimization (ZOO) [4], has
gained momentum, providing one of the current state-of-the art attacks, AutoZOOM
([20]). Interestingly, a much simpler algorithm, SimBA (Simple Black-box Attack) [8],
achieves a similar, slightly lower success rate than state-of-the-art attacks, including
AutoZOOM, and is more query-efficient. Therefore, SimBA is proposed as a default
baseline for adversarial attacks, but is itself an unexpectedly powerful algorithm.

We propose EvoBA, an untargeted black-box adversarial attack that makes use of
a simple evolutionary search strategy. EvoBA only requires access to the output prob-
abilities of the target model for a given input and needs no extra training. EvoBA is
more query-efficient than SimBA and AutoZOOM, and has a perfect success rate,
surpassing SimBA and being aligned with AutoZOOM from this point of view. We
designed EvoBA to minimize the L0 adversarial perturbation, however we also report
the L2 norms of the perturbations it generates and compare them with the L2 norms
of AutoZOOM and SimBA, which are L2 adversarial attacks. Despite our algorithm
aiming to minimize a different metric than these methods, we achieve similar L2 norms
in the perturbations we generate, and a significantly better L0.

While L2 and L∞ adversarial attacks are more commonly studied, L0 adversarial
attacks can fit better real-life, physical settings, such as in the well-known cases of graf-
fiti perturbations on stop-signs ([6]) and of adversarial eyeglass frames ([17]). EvoBA
focuses on the L0 norm, is fast, query-efficient, and effective. Therefore, we propose
using it together with similarly fast and efficient methods that focus on different norms,
such as SimBA, which focuses on L2, and DeepSearch ([21]), which focuses on L∞,
to empirically evaluate the robustness of image classifiers. These methods can act to-
gether as a fast and general toolbox used along the way of developing systems involving
image classification models.

To wrap it up, we propose EvoBA as a strong baseline for black-box adversarial
attacks and as a tool that can provide empirical insight into how robust image classifiers
are. Its main advantages are that it is as effective as state-of-the-art black-box attacks,
such as AutoZOOM, and more query-efficient. While it is an L0 adversarial attack,
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it achieves L2 perturbations of similar magnitudes with state-of-the-art L2 black-box
attacks and requires no training. Furthermore, EvoBA is highly parallelisable and runs
significantly faster than SimBA, the other powerful baseline black-box attack.

2 Related Work

One general approach for black-box attacks exploits the transferability property of ad-
versarial examples [14, 15]. The attacker can train their own substitute model and per-
form white-box attacks on it, which usually yield good adversarial samples for the target
model as well. However, [18] showed the limitations of this method, highlighting how
not all white-box attacks and not all architectures transfer well.

A class of approaches that do not rely on transferability is based on Zeroth Order
Optimization (ZOO), which tries to estimate the gradients of the target neural network.
The early ZOO [4] managed to reach similar success rates with state-of-the-art white-
box attacks. The main disadvantage of traditional ZOO-type attacks is that they usually
require plenty of queries for approximating the coordinate-wise gradients. AutoZOOM
[20] solved this by performing a dimensionality reduction on top of the target image,
and then using the ZOO approach in the reduced space. It achieved results in line with
previous ZOO state-of-the-art methods, but reduced the query count by up to 93%. Our
method is comparable to AutoZOOM in terms of performance, achieving a similar
success rate with a slightly lower query count, but is considerably simpler. Our ap-
proach does not need to estimate gradients at all and, compared to AutoZOOM-AE -
the more powerful attack from [20], it does not require any form of training or knowl-
edge about the training data. In addition, AutoZOOM demands access to the output
probabilities over all classes, unlike our method, which only requires the output class
and its probability. While AutoZOOM is an attack that minimizes the L2 perturbations
norm, EvoBA is focused on minimising the L0 norm. However we also report the L2

and notice that it is comparable to AutoZOOM’s results.
SimBA ([8]) is a very simple greedy strategy that has comparable performance

to the significantly more complex AutoZOOM. EvoBA has a similar complexity to
SimBA, both of them being good candidates for strong adversarial attack baselines.
SimBA greedily attacks random pixels one by one, while EvoBA strikes a better bal-
ance between exploration and exploitation, which is common for evolutionary algo-
rithms. This makes EvoBA achieve a slightly better success rate than SimBA, with
a lower query budget. Similarly to AutoZOOM, SimBA is an L2 adversarial attack,
while EvoBA focuses onL0. Nevertheless, the averageL2 perturbation norm of EvoBA
is slightly higher, but comparable to SimBA’s results. We also run SimBA and remark
that the L0 perturbation norms that EvoBA achieves are significantly better. Further-
more, SimBA does not allow for any kind of parallelisation, while the evolution strategy
we use in EvoBA is highly parallelisable and, accordingly, faster.

DeepSearch ([21]) is another simple, yet very efficient black-box adversarial at-
tack, which achieves results in line with much more complex methods. It is an L∞
attack, perturbing with very high probability all the pixels (maximal L0 norm of the per-
turbations), which makes it incomparable with the L0 attack EvoBA. Similarly, while
EvoBA optimizes theL0 norm of the perturbations, it most often produces highL∞ dis-
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tortions, with sometimes near-maximal perturbations for the few chosen pixels. While
both DeepSearch and EvoBA have non-complex implementations, EvoBA is concep-
tually simpler. DeepSearch is based on the idea of linear explanations of adversarial
examples ([7]), and exploits three main aspects: it devises a mutation strategy to perturb
images as fast as possible, it performs a refinement on top of the earliest adversarial ex-
ample in order to minimise the L∞ norm, and adapts an existing hierarchical-grouping
strategy for reducing the number of queries. Furthermore, EvoBA has the advantage of
being highly parallelisable, while DeepSearch is inherently sequential.

As black-box adversarial attacks are ultimately search strategies in obscured envi-
ronments, it has been natural to also explore the path of evolutionary algorithms. One
example is GenAttack [1], an approach that follows the classic pattern of genetic algo-
rithms. While it was developed at the same time with AutoZOOM, the authors report
similar results for the targeted versions of the two methods, without providing untar-
geted attack results. We focused on the untargeted scenario, and our results are also in
line with AutoZOOM. GenAttack focuses on minimising the L∞ perturbation norm,
and, in expectation, the L0 it achieves is equal to the count of all pixels in the image. In
comparison, EvoBA is an L0 attack, achieving considerably small perturbations under
this norm. In addition, EvoBA is less complex and more suitable for a strong baseline.

A related approach to ours, which also makes use of evolution strategies, is [13],
which tries to minimise the L∞ norm of adversarial perturbations. It proposes different
evolution strategies applied on top of a tiling approach inspired by [11], where the
authors use a Bandits approach. The attacks they propose focus on minimising the L∞
norm of the perturbations and the authors do not report any other results regarding
different norms. The L2 cost of this approach is not clear, one of the main issues being
that it can become rather high. The L0 is equal in general to the number of pixels in
the entire image, in comparison with EvoBA, which is L0-efficient. Qualitatively, the
applied adversarial tiles it generates are easily perceivable by a human, yielding grid-
like patterns on top of the target image, while the samples produced by EvoBA are
imperceptible (Figure 6, ImageNet) or look like benign noise (Figure 3, CIFAR-10).

3 The Method

3.1 Notation and threat model

We work under black-box adversarial settings, with limited query budget and L0 per-
turbation norm. We consider the untargeted attack scenario, where an adversary wants
to cause perturbation that changes the original, correct prediction of the target model
for a given image to any other class.

We denote by F the target classifier. By a slight abuse of notation, we let F(x) be
the output distribution probability of model F on input image x and Fk(x) be the output
probability for class k. Then, F can be seen as a function F : I 7→ RK , where I is the
image space (a subset of Rh×w×c) and K is the number of classes. As we are working
under black-box conditions, we have no information about the internals of F, but we
have query access to it, i.e., we can retrieve F(x) for any x ∈ I. We will see that for our
method we just need access to argmaxk Fk(x) and to its corresponding probability.
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Let us consider an image x, which is classified correctly by F. The untargeted attack
goal is to find a perturbed version x̃ of x that would make

argmax
k

Fk(x̃) 6= argmax
k

Fk(x), (1)

constrained by the query and L0 bounds.

3.2 Proposed algorithm

It is usual for black-box attacks to deal with a surrogate optimization problem that tries
to find a perturbed version x̃ of x that minimizes F(x̃). This is clearly not equivalent
to the formulation at (1), but it often yields good adversarial examples and is easier to
use in practice. In loose terms, this surrogate optimization problem can be formulated
as follows for an image x with true label y:

min
δ∈Rh×w×c

Fy(x+ δ),w.r.t. queries ≤ Q, ‖δ‖0 ≤ ε. (2)

Algorithm 1: EvoBA
Data: black-box model F, image x, correct class k, query budget Q, L0 threshold ε,

pixel batch size B, generation size G
1 PARENT ← x, PREDICTION ← Fk(x), QUERY CNT ← 1
2 while ‖PARENT − x‖0 < ε and QUERY CNT < Q do
3 OFFSPRING ← [ ], FITNESSES ← [ ], PIXELS ← SAMPLE PIXELS(PARENT, B)
4 for IDX ← 1 . . . G do
5 CHILD ← PARENT

6 for PIXEL ← PIXELS do
7 CHILD[PIXEL]← SAMPLE VALUES()
8 OFFSPRING ← OFFSPRING + [CHILD]
9 PRED CHILD ← F(CHILD), QUERY CNT ← QUERY CNT + 1

10 if argmax PRED CHILD 6= k then
11 return CHILD

12 FITNESSES ← FITNESSES + [1− PRED CHILDk(CHILD)]

13 BEST CHILD ← argmax(FITNESSES)
14 PARENT ← OFFSPRING[BEST CHILD]

15 return PERTURBATION FAILED

We adopt a simple evolution strategy for (2) that yields results in line with state-
of-the-art black-box attacks. The algorithm works by iteratively creating generations
of perturbed images as follows: it selects the fittest individual in each generation (with
lowest probability to be classified correctly), starting from the unperturbed image, then
samples small batches of its pixels and randomly perturbs them, stopping when the
fittest individual is either no longer classified correctly or when one of the constraints
no longer holds (when the query count or the distance becomes too large).
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The pseudocode of EvoBA is given as Algorithm 1. The sample function (line 3)
does a random, uniform sample over the pixels of PARENT, and returns a list of size at
most B (the sampling is done with repetition) containing their coordinates. Its purpose
is to pick the pixels that will be perturbed. The function SAMPLE VALUES generates
pixel perturbed values. For our L0 objective, we let it pick uniformly a random value
in the pixel values range. The algorithm follows a simple and general structure of evo-
lution strategies. The mutation we apply on the best individual from each generation is
selecting at most B pixels and assigning them random, uniform values. The fitness of
an individual is just the cumulative probability of it being misclassified.

One important detail left out of the pseudocode, which allowed us to get the best
results, is how we deal with multi-channel images. If the target image has the shape
h× w × c (height, width, channels), then we randomly sample a position in the h× w
grid and add all of its channels to the PIXELS that will be perturbed. We hypothesise
that this works well because of an “inter-channel transferability” phenomenon, which
allows EvoBA to perturb faster the most sensible zones in all the channels. Note that
this yields a cost of c for every grid-sample to the L0 perturbation norm, so in the case
of ImageNet or CIFAR-10 images it counts as 3, and in the case of MNIST as 1.

The query budget and L0 constraints impose a compromise between the total num-
ber of generations in an EvoBA run and the size G of each generation. The product of
these is approximately equal to the number of queries, so for a fixed budget we have to
strike the right balance between them. The bigger G is, the more we favour more ex-
ploration instead of exploitation, which should ultimately come at a higher query cost.
The smaller G is, the search goes in the opposite direction, and we favour more the ex-
ploitation. As each exploitation step corresponds to a new perturbation, this will result
in bigger adversarial perturbations. Furthermore, lacking proper exploration can even
make the attack unsuccessful in the light of the query count and L0 constraints. The
batch size B allows selecting multiple pixels to perturb at once in the mutation step. It
is similar to the learning rate in general machine learning algorithms: the higher it is,
the fewer queries (train steps, in the case of machine learning algorithms) we need, at
the cost of potentially missing local optimal solutions.

The space complexity of Algorithm 1 is O(G × size(x)). As the size of x is in
general fixed, or at least bounded for specific tasks, we can argue that the space com-
plexity is O(G). However, EvoBA can be easily modified to only store two children
at a moment when generating new offspring, i.e., the currently generated one and the
best one so far, which makes EvoBA’s space complexity O(1). The dominant compo-
nent in the time complexity is given by F queries. In the form of Algorithm 1, they
could be at most min( εB ×G,Q). Assuming that the budget Q will generally be higher,
the time complexity would roughly be O( εB × G × (query cost of F)). This is merely
the sequential time complexity given by the unoptimised pseudocode, however the G
F-queries can be batched, yielding much faster, parallelised runs.
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4 Experiments

4.1 Experimental Setup

We used TensorFlow/Keras for all our experiments. All the experiments were performed
on a MacBook with 2,6 GHz 6-Core Intel Core i7, without a GPU.

We ran locally SimBA, the strong and simple L2 black-box adversarial attack, and
compared EvoBA to both our local SimBA results and reported results from the paper
introducing it ([8]). We also monitored and compared against the AutoZOOM results,
but for these we used different target models, as the main focus was on comparing to
SimBA (which already achieves results in line with state-of-the-art approaches, such as
AutoZOOM, being more query-efficient), so we adopted their models.

We don’t do a head-to-head comparison with theL∞ baseline DeepSearch, as it is a
direct consequence of their approach that they get near-maximalL0 perturbations, while
EvoBA aims to optimize theL0 norm. Similarly, EvoBA creates highL∞ perturbations,
as it modifies very few pixels with random, possibly large quantities.

We ran multiple experiments over three datasets: MNIST, CIFAR-10, and Ima-
geNet. On MNIST we ran the experiments on a classic target LeNet architecture [12],
while SimBA does not report any results on this dataset, and AutoZOOM uses a simi-
lar architecture to ours, with additional dropout layers (taken from [3]). For comparing
with SimBA on MNIST, we ran the attack ourselves.

We initially used MNIST to validate EvoBA against a completely random black-
box adversarial attack, similar to the one introduced in [10]. The purely random strat-
egy iterates by repeatedly sampling a bounded number of pixels from the original target
image and changing their values according to a random scheme. While the purely ran-
dom method introduced in [10] achieves surprising results for such a simple approach,
it does a very shallow form of exploration, restarting the random perturbation process
with each miss (i.e., with each perturbed image that is still classified correctly). We will
refer to the completely random strategy as CompleteRandom in the experiments.

For CIFAR-10, we use a ResNet-50 target model, similarly to SimBA, and we com-
pare to their reported results and to our local run of their attack. For ImageNet, we use
a similar target ResNet-50 to SimBA, while AutoZOOM used InceptionV3.

We will use the following shorthands in the results below: SR (Success Rate), QA
(Queries Average), L0 (Average of L0 successful perturbations), L2 (Average L2 norm
of successful perturbations). We will refer to EvoBA that perturbs at most B pixels at
once and that has generation size G as EvoBA(B,G). We will explicitly mention in
each section which thresholds were used for the experiments.

For all the local runs of SimBA, we used ε = 0.2 (a hyperparameter specific to
SimBA), which was also used in the paper [8]. We only replicated locally the results of
the Cartesian Basis version of SimBA, which resembles more an L0 adversarial attack,
but which is less efficient than the Discrete Cosine Transform (DCT) version from the
paper. We will use SimBA-LCB to refer to the local run of SimBA on top of the exact
same target models as EvoBA. We will use SimBA-CB to refer to the results of the
Cartesian Basis paper results, and SimBA-DCT for the DCT paper results.
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In the cases where the AutoZOOM paper [20] provides data, we will only com-
pare to AutoZOOM-BiLIN (AutoZ-BL), the version of the attack which requires no
additional training and data, being closer to our and SimBA’s frameworks.

4.2 Results on MNIST

We only experiment with EvoBA(B,G) with B > 1 on MNIST, and focus on B = 1
for subsequent experiments. We impose an L0 perturbation limit of 100 and a query
threshold of 5000. Running SimBA (SimBA-LCB) on a local machine with the men-
tioned specifications, requires an average of 93s per MNIST sample. In comparison, all
the EvoBA experiments on MNIST took between 1.94s and 4.58s per sample.

SR QA L0 L2
EvoBA(1,10) 100% 301.4 29.32 3.69
EvoBA(1,20) 100% 549.4 26.88 3.58
EvoBA(1,40) 100% 894.2 21.92 3.33
EvoBA(2,20) 100% 312.6 30,72 3.65
EvoBA(2,30) 100% 265.4 38,6 3.89
SimBA-LCB 56% 196.86 48.16 2.37

AutoZ-BL 100% 98.82 - 3.3
CompleteRandom 60.5% 576.1 93.98 5.59

Table 1. MNIST results. SimBA-LCB has a
very low success rate in the case of a LeNet
architecture. If we take a look at the 56% im-
ages perturbed by EvoBA(1,10) for example,
the QA becomes 192.8, which is not apparent
from the table, but which is more efficient than
SimBA-LCB.

SR QA L0 L2
EvoBA(1,30) 100% 178.56 17.67 1.82
SimBA-LCB 100% 206.5 99.46 1.73
SimBA-CB 100% 322 - 2.04

SimBA-DCT 100% 353 - 2.21
AutoZ-BL 100% 85.6 - 1.99

CompleteRandom 69.5% 161.2 97.17 3.89
Table 2. CIFAR-10 results. AutoZOOM,
SimBA-CB, and SimBA-DCT do not report
the L0 metrics. However, we have discussed
already why it is very likely that AutoZOOM
perturbs most of the pixels.

We also report the CompleteRandom results, for which we impose an L0 pertur-
bation limit of 100 and a query threshold of 5000 (similarly to EvoBA).

We randomly sampled 200 images from the MNIST test set and ran SimBA-LCB,
EvoBA, and CompleteRandom against the same LeNet model [12]. For reference, we
also add the results of AutoZOOM, which are performed on a different architecture.
Therefore, the results are not directly comparable with them. L0 data is not available
for AutoZOOM, but it is usual for ZOO methods to perturb most of the pixels, so it is
very likely that the associated L0 is very high.

All the EvoBA configurations have a 100% success rate, and SimBA-LCB achieves
56%. While SimBA achieves near-perfect success rates on other tasks, one could argue
that attacking a simple target model such as LeCun on a relatively easy task such as
MNIST is harder than performing attacks on more intricate target models and tasks.
This is a natural trade-off between the complexity of a model and its robustness. If
we restrict EvoBA(1,10) to its top 56% perturbed images in terms of query-efficiency,
it achieves an average of 192.79 queries, which is below SimBA-LCB’s queries av-
erage of 196.86. Similarly, if we restrict EvoBA(1,10) to its top 56% perturbed im-
ages in terms of L2-efficiency, it achieves an L2 of 3.07, which is higher, but closer to
SimBA-LCB’s L2 result of 2.37.
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CompleteRandom achieves a success rate of 60.5%, far below EvoBA’s 100%, but
surprisingly above SimBA-LCB’s 56%. However, the nature of CompleteRandom’s
perturbations is to lie at high distances, achieving L0 and L2 distances that are signifi-
cantly higher than the distances achieved by the other methods.

4.3 Results on CIFAR-10

Fig. 1. The success rate (ratio of perturbed im-
ages) as a function of the max query bud-
get. We compare EvoBA with SimBA and
CompleteRandom on CIFAR-10.

We impose an L0 perturbation limit of
100, and a query threshold of 2000
for both EvoBA and CompleteRandom.
We randomly sample 2000 images for
EvoBA and 50 images for SimBA-LCB.
EvoBA and SimBA-LCB are run on
the exact same target ResNet-50 model,
while SimBA-DCT and SimBA-CB
also run on a target ResNet-50 model.
AutoZOOM-BiLIN targets an Incep-
tionV3 model. SimBA-LCB required an
average of 26.15s per CIFAR-10 sample,
while EvoBA required 1.91s per sample.

As shown in Table 2, all the at-
tacks achieved 100% success rate in the
CIFAR-10 experiments, with the sole ex-
ception of CompleteRandom (69.5%).
EvoBA(1,30) has a better query average than all SimBA approaches, which targeted
the same ResNet-50 architecture. While EvoBA(1,30) targeted a different architecture
than AutoZOOM-BiLIN, we still remark how the latter is twice more query efficient.
However, EvoBA(1,30) surprisingly achieves an L2 metric which is better than the re-
ported numbers of SimBA-CB and SimBA-DCT, which are L2 adversarial attacks.

Fig. 2. L0 perturbation norms obtained by
EvoBA(1,30) on CIFAR-10 with target model
ResNet-50.

As expected, EvoBA(1,30) achieves
a considerably better L0 metric when
compared to SimBA-LCB (17.67 vs
99.46). In Figure 2 we show the his-
togram of the L0 perturbation norms
obtained by EvoBA(1,30). It is highly
skewed towards low values, show-
ing how EvoBA does well in finding
quick small perturbations with respect
to the L0 norm. The success rate of
CompleteRandom (69.5%) and its low
average query count (161.2) are surpris-
ingly good results for the trivial nature
of the method. However, these come at
the cost of an average L0 that is roughly
5.5 times higher and of an average L2

that is roughly 1.4 times higher in comparison with EvoBA(1,30)’s average results.
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In Figure 1 we compare EvoBA(1,30) with SimBA-LCB, while also providing the
CompleteRandom results. We plot the success rate as a function of the number of
queries in order to understand how each method behaves for different query budgets.
EvoBA(1,30) has a better success rate than SimBA-LCB for any query budget up to
2000. For very low query budgets (under 112 queries), CompleteRandom has a bet-
ter success rate than EvoBA(1,30), but it starts converging fast after their intersection
point to the success rate of 69.5%. It is natural for the CompleteRandom strategy to
find quick perturbations for the least robust images, as it performs bulk perturbations
of many pixels at once, while EvoBA does all perturbations sequentially. This illus-
trates the trade-off between exploration and exploitation that any black-box optimiza-
tion problem encounters. We present qualitative results in Figure 3.

Fig. 3. The first row contains original CIFAR-10 samples, which are classified correctly by
ResNet-50. The second row contains adversarial examples created by EvoBA, and are labelled
with the corresponding ResNet-50 predictions.

4.4 Results on ImageNet

We adopt a similar framework to AutoZOOM: we randomly sample 50 correctly clas-
sified images and run EvoBA on top of them. For EvoBA, similarly to SimBA, we use
a ResNet50 model, while AutoZOOM uses an InceptionV3. We impose an L0 pertur-
bation limit of 1000, and a query threshold of 10000.

The median number of queries for EvoBA(1,15) is surprisingly low: 728.5. Its me-
dian L0 is 200, and its median L2 is 5.69. EvoBA(1,15) achieves the best average query
metric among the given experiments. Surprisingly, its L2 is almost equal to the one of
AutoZOOM-BiLIN. EvoBA(1,15) also achieves a 100% success rate, which is in line
with AutoZOOM-BiLIN, and better than SimBA’s results.

5 Conclusion

We proposed EvoBA, an L0 black-box adversarial attack based on an evolution strat-
egy, which serves as a powerful baseline for black-box adversarial attacks. It achieves
results in line with state-of-the-art approaches, such as AutoZOOM, but is far less com-
plex. Simple yet efficient methods, such as EvoBA, SimBA, DeepSearch, and even
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Fig. 4. L0 perturbation norms obtained by
EvoBA(1,15) on ImageNet with target model
ResNet-50.

Fig. 5. Query counts obtained by EvoBA(1,15)
on ImageNet with target model ResNet-50.

SR QA L0 L2
EvoBA(1,15) 100% 1242.4 247.3 6.09
EvoBA(1,20) 100% 1412.51 211.03 5.72
SimBA-CB 98.6% 1665 - 3.98

SimBA-DCT 97.8% 1283 - 3.06
AutoZ-BL 100% 1695.27 - 6.06

Table 3. ImageNet results.
AutoZOOM, SimBA-CB, and
SimBA-DCT do not report the
L0 metrics. We discussed al-
ready why it is very likely that
AutoZOOM perturbs most of
the pixels.

Fig. 6. The first row contains original ImageNet samples, which
are classified correctly by ResNet-50. The second row contains
adversarial examples created by EvoBA, and are labelled with
the corresponding ResNet-50 predictions.

CompleteRandom shed a light on the research potential of the black-box adversarial
field, outlining the inherent security issues in many machine learning applications.

Our further work consists of aggregating EvoBA with the other strong black-box
baseline attacks we have seen for different norms (SimBA for L2 and DeepSearch for
L∞) and creating a generic open-source framework to empirically assess the robustness
of image classifiers and to help with their development process. Such a toolbox could
also be used to assess the quality of adversarial training methods, as many focus on
improving the robustness of the target models with respect to Lp norms.
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