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WRITING ON THE EDGE

SCROLL

Digital forensics
investigators
Experts of one or masters of none?

Amy Al-Katib

As some of you already know, I am currently enrolled in a graduate program at New York University to earn my master's
degree in cybersecurity. My main interest is in digital forensics, so this has been my focus when it comes to research
projects. Back in January, I shared my �rst project with you — an extended abstract titled, “The Role of Digital Forensics
in Criminal Investigations.”

Turns out, I’m not the only one interested in this because that ended up being one of our most popular articles. So, with
that being said, I invite you to join me on my journey as I continue to explore this area.

Below you will �nd my second abstract that expands on this idea and takes a deeper dive into the investigators
themselves and the operating systems they analyze.

Since it's best practice in the science community to make research available for peer review, I’d love to hear your
thoughts. Please feel free to email me to share your feedback or to offer insights into other problem domains.

Abstract — Although the digital transformation has unfolded rapidly across the globe, impacting virtually every industry
and individual in ways both large and small, the role of digital forensics in criminal investigations is still a foggy, gray area.
While digital evidence can be used as a tool to guide investigators on the right path, it can also lead them blindly in the
wrong direction. Unfortunately, even a small error in the identi�cation, collection, analysis, interpretation,
documentation, validation, preservation, and/or presentation of digital evidence can have dire consequences, resulting in
the wrongful conviction of innocent suspects. This paper demonstrates the need for law enforcement, legal teams,
government organizations, and educational institutions, among others, to employ digital forensics experts who specialize
in the particular operating system or systems they will be working on.

I.     Introduction
The fact that technology has become integrated into nearly every aspect of our daily lives means that every crime will
have some sort of digital dimension [1].

Computers are even being used to target the criminal justice system itself [1]. And, while efforts are being made to
standardize a framework for digital forensics investigations, current models are still lacking in one area or another [2].

But, regardless of the steps and the order in which they appear, every digital forensics investigation requires a digital
forensics investigator. If that sounds like a broad term, that’s because it is.

Just like detectives have specialties — homicide, robbery, insurance fraud, missing persons, etc. — digital forensics
investigators should too. For example, some  digital forensics investigators are experts in macOS but not Windows or
Linux. Likewise, some are pro�cient in home security systems while others shine when it comes to critical infrastructure.
Whether it comes from a smartphone, IoT device, personal computer, private network, public infrastructure, or
elsewhere, digital evidence must be abstracted, and it must be done so expertly as to not diminish the integrity of the
data.

The purpose of this paper is to explore whether or not digital evidence can be misinterpreted or lost when applying
principles from one operating system to another.

Section II includes related research and how it differs from my proposal. In Section III, I share a motivating example. My
hypothesis and empirical evidence are presented in Section IV. And, �nally, in Section V, I conclude the �ndings of my
research and discuss future work.

III.     Motivating example
The Innocence Project is a nonpro�t organization that exonerates wrongly convicted individuals and promotes the
reformation of the criminal justice system to prevent similar cases of injustice from occurring in the future [5]. The
misapplication of forensic science contributed to 52% of wrongful convictions in Innocence Project cases. False or
misleading forensic evidence was a contributing factor in 24% of all wrongful convictions nationally, according to the
National Registry of Exonerations, which tracks both DNA- and non-DNA-based exonerations [6].

IV.     Hypothesis and evidence
Since operating systems and the forensic tools available for them vary, I believe there should be separate frameworks for
each operating system, so the steps can be described in detail rather than be given in a broad generalization. My
hypothesis is that identifying individuals as digital forensics experts and providing them with one basic framework for the
process to follow in criminal investigations as opposed to certifying experts in particular operating systems and creating a
detailed framework for them to follow results in a high risk score as it relates to the identi�cation, collection, analysis,
interpretation, documentation, validation, preservation, and presentation of digital evidence as a branch of the criminal
investigation process.

For the purposes of this paper, I limited the scope just the Windows, Linux, and MAC operating systems. I used threat
modeling to measure the risk of a digital forensic investigator who works primarily with Windows (since that is the most
popular operating system in use by a longshot) and identi�ed the vulnerabilities present when they try to apply their
knowledge to the other operating systems. I compared 12 areas that have a signi�cant impact on a digital forensics
investigations to see if the analysis techniques would translate across systems.

Using the DREAD and STRIDE methods to measure the risk, I was able to determine that my original hypothesis was
correct. The DREAD ranking system classi�es a score of 5-7 as low, 8-11 as medium, and 12-15 as high. For this particular
project, since there are 12 areas of focus, the scoring system is as follows: 60-84 is low, 96-132 is medium, and 144-180 is
high. The results are shown below in Table 1.

Table 1: A comparison of mac and Linux operating system vulnerabilities when analyzed by a Windows expert using the STRIDE
method to identify threats and the DREAD system to rank them.

IV.     Conclusion and future work
Based on the risk assessment, my original hypothesis was correct. I was able to identify 12 areas that play key roles in
digital forensics investigations that differ signi�cantly across operating systems. This means that, if a digital forensics
expert who specializes in Windows – the most widely used operating system – could, in fact, overlook, misinterpret, or
destroy data while attempting to recover or collect digital evidence.

Future work of this project should include a risk assessment with several parties involved, including but not limited to law
enforcement from various geographical areas, lawyers, judges, lawmakers, cybersecurity experts, and the general public.
This should be done with a series of groups, across all types of operating systems, so the results can be combined to
provide a more thorough assessment. Once this is complete, careful consideration should be given to each threat in order
to implement risk mitigation strategies.

The most critical threat based on my �ndings is that Windows is by far the leading operating system. While this means
that it’s more likely criminal investigations will involve several Windows devices, it doesn’t change the fact that digital
forensics analysts are presented in court as “experts,” and their �ndings often play a pivotal role in convictions.

You would not go to a “health expert” to have a spinal tumor removed — you’d go to a neurosurgeon. The criminal justice
system shouldn’t rely on digital forensics experts — they should rely on digital forensics experts who specialize in the
operating systems and/or devices that house the digital evidence they’re being trusted with.
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UNCONVENTIONAL WISDOM

SCROLL

The final frontier for data
center carbon neutrality
A look at uninterruptable power supplies

CHRIS CROSBY

We’ve crystalized carbon and hid it away in concrete. Entire hyperscale data centers are powered by the wind and the
sun. Air, free and abundant, can be used in lieu of water to cool data centers — even in a place like Houston (which is
saying a lot based on the summer we’re having in Texas).

Ef�ciency gains have helped to limit electricity demand from data centers to the point where they now account for only
1% of global electricity demand after data consumption shot up by almost 40% in the spring of 2020.

Still, the industry continues to challenge itself to do better by the environment, striving to reach the zero carbon holy
grail. The �nal frontier in the �ght to get that last bit of operating emissions out of the atmosphere is the uninterruptible
power supply system.

Diesel engine generators have been the go-to since the beginning of data center time. They pack a lot of power into a
relatively small footprint. If the fuel’s available, then a data center can stay up and running through a really long power
outage.

Of course, what diesel power generators offer in terms of practicality is offset by carbon emissions. And so, data center
developers and operators are bringing a lot of creative options to the table, approaching the problem from a number of
angles.

Green backup power
Hyperscalers, like Facebook and Google, have rolled out interesting alternatives in recent years, and Compass announced
our newest effort to go green earlier in the summer. Here’s a quick rundown on some promising front-runner alternatives
to diesel-powered generators.

Alternative fuels — Earlier this summer, Compass announced a partnership with Foster Fuels to become one of the
�rst data center providers to use hydrogenated vegetable oil (HVO)-based biodiesel to fuel on-site generators. Using
HVO blended fuels has the potential to reduce a facility’s greenhouse gas (GHG) emissions by approximately 85%
versus traditional diesel. It also signi�cantly reduces particulates and sul�des emitted.
Lithium-ion batteries — In 2014, Facebook began testing lithium-ion (Li-ion) batteries for backup power.  As the Li-
ion batteries have become increasingly available and affordable, several data center operators have begun placing
them on individual racks, bypassing the traditional valve-regulated lead-acid battery UPS for backup power. Given
the longer life, smaller footprint, and environmental advantages, Li-ion batteries now account for 15% of the data
center battery market, and adoption is expected to reach 38.5% by 2025.  However, �re protection concerns loom
large with Li-ion solutions.

The reliability of a data center is everything, and it hinges on backup power. It stands to reason this is a complex issue
with a lot of different solutions bubbling up to the surface.

Operators are hard at work to strike the balance between reliability and sustainability. The entire industry is taking
carbon emissions very seriously, working hard and working together to design solutions that are scalable and effective.
Time will tell where we land on the voyage, but the great work underway tells me progress is being made, and, ultimately,
we’ll get there together.

Google’s battery park - Google just completed a two-year test of a “battery park” at a data center in Belgium. The
battery park replaced diesel-powered generators with 10,665 solar panels that generate a total of 2.9GWh of
electricity, 5.5 MWh of which can be stored. When not in use, the battery park feeds power back into the Belgian
grid.   

Chris Crosby
Chris Crosby is founder and CEO of Compass Datacenters. He has more than 25 years of technology,
real estate, and investment experience. He received a bachelor's degree in computer science from the
University of Texas at Austin. He currently serves as the vice chair of the board for the master’s in
datacenter systems engineering degree program at Southern Methodist University and is also active in
the Lonestar chapter of the Young Presidents’ Organization (YPO).
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QUIZ

SCROLL

Answers revealed in next week’s eNewsletter

Malware quiz

A blackout — whether it’s caused by natural disasters or external forces — can last hours, days, or weeks and affect
millions of people. Without standby generators or other alternative backup systems, refrigeration, light, and running
water are not available, and �nancial transactions can’t be made electronically. As medical and food supplies dwindle, law
and order are tested.

So if the utility grid becomes compromised, how will the critical infrastructure that supports companies and operations
across the globe maintain availability?

1.  Partnering with IT experts will ensure networks and IT systems are:
a.     Monitored continuously

 b.     Hardened
 c.     Up to the latest standards to prevent hacking

 d.     All of the above

2.  If standby generators or other alternative backup systems are not available, which one of the
following will occur?
a.     No access to refrigeration

 b.     No access to light
c.     No access to running water

 d.     All of the above

3.  During a cyberattack, to the electrical grid, ____________________ will provide backup power until
__________ is unavailable.
a.     Medium-sized batteries; oil
b.     Large batteries; biogas
c.     Emergency generators; fuel
d.     Wall outlets; coal

4.  Why are data breaches gaining increased attention?
a.     It is easier to hack a computer now more than ever
b.     We are more dependent on the digital processing and storage of data

 c.     The cost of data breaches is decreasing
d.     None of the above

5.  Users can protect themselves against data breaches by using __________ while companies can use
____________.
a.     Two-factor authentication; multifactor authentication

 b.     Keeping up with the news; anti-malware
 c.     Multifactor authentication; two-factor authentication

 d.     None of the above

6.  How can you guard and protect sensitive data from hackers?
a.     Sensitive data must be printed and stored in a secured room
b.     Data �les must be encrypted before they are stored

 c.     Store sensitive data on a computer not connected to the internet
d.     Sensitive data should be uploaded to a secured cloud database

7.  What are some of the common types of cyberattacks experienced by American businesses and
companies?
a.     Phishing emails

 b.     Malware
 c.     Denial-of-services attacks (DoS)

d.     Viruses, worms, trojans, and malware

8.  What is Stuxnet?
a.     Virus

 b.     Malware
 c.     Cyberworm

 d.     Ransomware

9.  Which one of the following is not a focus of the cyberfraud task force?
a.     Auctions on the dark web

 b.     Business email compromise scams
 c.     Crypto-jacking

 d.     Theft of intellectual property

10.  The use of __________ can limit traffic to and from critical data storage, systems, and other
peripheral hardware.
a.     Anti-malware

 b.     Firewalls
 c.     Physical storage devices

d.     Multiple master keys
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Ministry of the Interior of the Czech
Republic seeks Tier III certification
An Altron case study

The Ministry of the Interior of the Czech Republic is a government department responsible for the state’s public
administration, public and internal security, citizenship, identity cards and social security numbers, border protection,
immigration control and more. Its ICT Operations Department (OPITK) drives the strategy, management, and
development of key government projects, of which ITS (a secure optical network) and PEGAS (a secure cellular network
for integrated surveillance services) are most critical.  

The ITS project is critical for the Czech Republic because it delivers critical communications services upon which the
police, �re brigade, and rescue services depend. Meanwhile, PEGAS is a private equivalent of public digital networks of
mobile telephone operators, fully secured against eavesdropping and equipped with special functions to accommodate
the needs of the police, the �re brigade, public protection and disaster relief (PPDR) forces, emergency medical services,
and other government users. With a planned reconstruction of its data center building looming, OPITK’s leadership set
out to identify a to ensure these vital initiatives could continue operating uninterrupted throughout the duration of the
building overhaul.

The challenge
For a data center project of such national importance, the Ministry of the Interior needed a solution that could support
these mission critical ICT operations and initiatives with the highest level of reliability and availability. As such, a Tier
Certi�cation of Constructed Facility (TCCF) from Uptime Institute was a fundamental project requirement. Another
signi�cant condition was the ministry’s need for a solution to temporarily facilitate secure optical network technologies
for ITS during the reconstruction of its data center building, which it could repurpose to support its PPDR forces
following the reconstruction project.

After an intensive public tender process, the Ministry of the Interior awarded the project to Altron, a leading data center
and technology infrastructure supplier in the Czech Republic. Altron offers data center consultancy, design, build, and
operations services, and manufactures mobile (modular) data center solutions that deliver the quality, customization, and
speed to market customers demand. The company works diligently to make data center solutions more accessible,
sustainable, and secure for clients across a broad range of sectors, including government, telecommunications, �nance,
education, health care, transportation, and more.

The ITS project is critical for the Czech Republic because it delivers critical communications services upon which the police, �re
brigade, and rescue services depend. 

 Image courtesy of Uptime Institute

The solution
Altron’s modular data centers are based on proven design topologies, high-end components from established
manufacturers, and creative customizations. To address the ministry’s strict requirements and unique project conditions,
the company’s experienced design team worked to deliver maximum quality, ensure compliance, and eliminate potential
implementation and operational risks.

Given the Ministry of the Interior’s need to migrate part of its critical infrastructure from an existing building undergoing
general reconstruction, it was determined that the most ef�cient and fastest solution would be based on a modular data
center consisting of two standardized ISO30 modules. This option was ultimately most suitable due to the temporary
nature of the deployment and planned redeployment for integrated rescue system departments after the ministry’s
technology was returned to the reconstructed data center building.

The team at Altron worked with Uptime Institute throughout the entire process to ensure the data centre’s design and
construction would meet the availability and fault tolerance requirements necessary to achieve tier certi�cation. Despite
complications imposed by COVID-19 travel restrictions and a few challenges with technology manufacturers along the
way, Altron was pleased with how seamless the certi�cation process was. Through constant communication,
collaboration and professionalism, Altron and Uptime Institute were able to work together to overcome unforeseen
problems and complete the certi�cation successfully.

“We really appreciate the role of Uptime Institute and its certi�cation process in our project," said Bohdan Urban, ICT
operations director at Ministry of Interior, Czech Republic. "We are very proud to be operating the only mobile data
center in Central Europe with Tier III Certi�cation of Constructed Facility. The goal of meeting this broadly recognized
standard pushed our team and our supplier to conduct all activities with the best possible effort and ef�ciency."

The impact
Altron delivered a containerized data center solution that met the level of critical infrastructure availability, resilience,
and quality required to support the Ministry of the Interior’s projects. Its enhanced electromagnetic shielding and
additional physical security components address the stringent standards necessary to comply with the National Security
Authority, and its real-time monitoring system works 24x7 to detect and proactively alert the ministry’s team to any
potential deviation from standard operational patterns.

The modular data center went through thorough testing to achieve its Tier III TCCF in September of 2021, after which,
the ministry began the process of installing its mission critical equipment into the data center. The solution is now fully
operational.

The certi�cation offers critical assurance to the Ministry of the Interior that the implemented non-IT infrastructure of its
modular data center meets the strict parameters required for uninterrupted operation of the state’s critical
infrastructure as speci�ed in the tender requirements. With the successful completion of the entire certi�cation process,
the ministry feels it has “joined the club” of an elite group of data center operators in Central Europe that can proudly
present an Uptime Institute Tier III TCCF. According to the Ministry of the Interior, it is premature to say how many
similar projects will involve tier certi�cation, but it is very likely to happen based on its positive experience with this TCCF
and its role as a strong inspiration for other government departments.

Uptime Institute Tier Certi�cation has delivered tremendous value for Altron as well. The company believes these awards
give it a competitive differentiator and generate new opportunities with customers that demand independent veri�cation
that their digital infrastructure meets the highest international standards. As Altron further expands into new markets
with modular data center solutions to meet growing digital infrastructure needs, tier certi�cation will continue to play a
core role in its growth strategy.

“We see tremendous value in working with Uptime Institute," said Miloš Macúch, vice president of strategy and business
development at Altron. "Tier certi�cation will play a key role in our future, serving as veri�cation that the design,
performance, and availability of our data centers meet world-class standards. These awards offer substantial competitive
differentiation that continues to open up new opportunities for our business.”
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Carbon tracker — Normative

Normative developed a free Carbon Legislation Tracker to help businesses stay compliant with fast changing carbon
legislation in the EU, U.K., and U.S.

Businesses, consumers, and investors are increasingly interested in carbon footprints, and carbon accounting is a crucial
topic. At the same time, legislation is becoming stricter and placing more responsibility on businesses to account for their
emissions. Further, the opportunity cost for businesses is growing as customers are demanding net zero actions and
carbon reductions from the brands they choose to interact with.

Staying competitive in the market and complying with existing legislation are two reasons why businesses measure and
reduce their emissions. The free legislation tracker helps businesses navigate the overwhelming landscape of existing and
upcoming regulations. Share some simple information about your business, including region, industry, and size, and the
tracker will showcase the regulations that the business is obligated to follow.  

“Staying up to date with the changing legislative environment can be tricky,” said Kristian Rönn, CEO and co-founder of
Normative. “That is why we developed the tracker — to make carbon accounting accessible and easy for all businesses.”

Being at the forefront of measuring and reducing emissions is good for business, and it also helps avoid risks. The risk of
not complying with legislation could be hefty �nes, reputational harm, and the loss of government contracts, formal bids,
or request for proposals.

The Carbon Legislation Tracker covers existing and upcoming legislation in some of the main markets for many
businesses, including the following.

The EU’s CSRD, which will require all large EU businesses to report their full scope 1, 2, and 3 emissions.
The U.K.’s TCFD and SECR, requiring all large U.K. businesses to report emissions, including scope 1, 2, and (in the
case of TCFD) very often also scope 3.
The SEC’s recent proposal that would require all publicly traded U.S. companies to disclose scope 1, 2, and typically
also scope 3 emissions.

The Carbon Legislation Tracker will be continuously updated to deliver a real-time snapshot of the legislative
environment.

Normative, the organization behind the tool provides science-based carbon accounting software and tailored advice
from net zero experts, enabling companies to reduce their carbon footprints. Normative partners with leading climate
change organizations including the UN. The company has also partnered with Google to deliver actionable sustainability
intelligence. Normative is backed by some of Europe’s most signi�cant climate investors, and is the of�cial software
provider for the UN-backed SME Climate Hub initiative through which thousands of small businesses have committed to
net zero.

“Many businesses want to do well but lack the resources or knowledge to do so, and this can result in involuntary
greenwashing,” Rönn said. “At Normative, we want to help enterprises and their value chains to do the right thing with
accurate and truthful carbon emission accounting.”
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