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A Demonstration

We assume a short demonstration of roughly 15 minutes, organised as follows:

A.1 (ca. 5 min.) Presentation of the QFLan tool: writing a simple QFLan model;
A.2 (ca. 10 min.) Modeling and analysis of two interesting case studies in QFLan.

A.1 The QFLan tool – 5 minutes

Due to space constraints, the main text focused on a simple model of a vending
machine. For illustration purposes, in the first part of the demonstration we will
present the tool’s functionalities using that simple example. More concretely, this
part of the demonstration will be based on the material presented in the main
text. We will first present the architecture of QFLan, focusing on its GUI, after
which we will show how to use the tool to model the vending machine example.

A.2 Case studies – 10 minutes

In order to further motivate the usefulness of QFLan, in the second part of
the demonstration we will consider two additional case studies that witness two
particular features of our approach, namely scalability of the analyses offered and
flexibility of the modeling language and its analysis support. First, we will use
the classical example of a product line of elevators to evaluate the scalability of
our tool support. This case study has been shown to be very demanding in terms
of scalability when large sizes of elevator systems are considered (cf., e.g., [1,2])
and we will demonstrate that we can handle significantly larger instances with
respect to existing approaches. Second, we will consider a novel case study that
extends a classical example of risk analysis of a safe lock system, thus illustrating
the applicability of our approach also in a non-SPL setting.

In the rest of this text we present in detail the two considered models, together
with the performed analyses. Instead, during the demonstration we will remain
at a higher-level by presenting the models using figures only (Figs. 1, 3, and 4),
and by discussing the performed analyses using the plots in this text (Figs. 2
and 5). Both models are available at http://github.com/qflanTeam/QFLan

http://github.com/qflanTeam/QFLan
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Feature name Description

Anti-prank Normally, buttons remain pushed until the corresponding floor is served.
With this feature, a button has to be held pushed.

Empty All requests in the cabin are cancelled as soon as the lift is empty.
Executive floor Assigns higher priority to a floor, meaning that it is served first.
Open when idle When idle, the lift opens its doors.
Overload The lift will not close its doors when overloaded.
Park When idle, the lift returns to the first floor.
Quick close The doors cannot be kept open by holding the platform button.
Shuttle The lift changes its direction only at the first and the last floor.
Two-thirds full If the lift is two-thirds full, it serves cabin calls before platform calls.

Fig. 1. Features of the Elevator SPL

1 begin analysis
2 query = eval until {steps < maxStep} : {load >= capacity implies direction == 0.0}
3 default delta = 0.1 alpha = 0.1 parallelism = 4
4 end analysis

Listing 1. Query to establish a safety property of the elevator

Elevator. The case study we consider here is adapted from the various in-
carnations of the Elevator product line, originally introduced in [3], which has
become a benchmark for SPL analysis (cf., e.g., [1, 2, 4–10]). This case study is
particularly challenging; not so much due to the number of independent, un-
constrained features (9, yielding 512 products) but rather due to the need to
consider instances with a large number of floors.

This SPL consists of a number of platform and cabin buttons, one per plat-
form, which call the elevator. Pressed buttons remain pressed until the elevator
has served the corresponding floor by opening and closing its doors. We consider
the nine features from [1,3] that modify the elevator’s behavior, listed in Fig. 1.

The core logic of the controller is obviously subject to many constraints
(e.g. the doors cannot be open while the elevator is moving) and the activated
features add even more constraints (e.g. the Overload feature should impede
to close the doors if the cabin is overloaded). Specifying all such constraints in
an operational description is rather challenging and results in very sophisticated
and cumbersome control flow statements (cf., e.g., [1]).

To show the effectiveness of QFLan, we analyze a classical property of the
Elevator SPL from [3] against variations obtained by increasing the number of
floors from 5 to 40, while fixing the capacity of the elevator to 8 persons and
the maximum allowed load to 4 persons (enforced only if the feature Overload
is installed). Instead, the classical approaches mentioned above all restrict to
models with less than 10 floors and fewer persons.

In particular, we analyze the property in Listing 1, which establishes that
if the number of people in the elevator (the load variable) is beyond the ca-
pacity of the elevator (the capacity variable), then the elevator does not move
(direction == 0.0). We check this property for all the states met in the first
maxStep steps, i.e. until the condition steps < maxStep holds. In all cases, we
obtained a probability equal to 1, because, by construction, the elevator does not
move when the current load is higher than the capacity. Hence, all simulations
performed in these analyses consisted of exactly maxStep steps.
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Fig. 2. Analysis runtime for Listing 1;
each trace refers to property variants for
maxStep in {10, 20, 30, 40, 50} × 103

Figure 2 provides the runtimes of
analyzing variants of the safety prop-
erty for different values of maxStep, one
per trace. In order to reduce stochas-
tic noise, we provide runtimes averaged
over 10 analyses. The figure provides
two kinds of scalability analysis: (1) by
focusing on a single trace, we can fix the
number of performed simulation steps
and vary the size of the system (i.e.
the floors); (2) by considering one point
of the x-axis (the floors), we can fix
the model under analysis, and vary the
number of performed simulation steps.
In both cases, we note a linear increase in the obtained runtime. All experiments
were performed on a static configuration consisting of all features except Park.

Safe lock. To illustrate also the flexibility of our approach to model case studies
from different application domains, we use QFLan to perform risk assessment
in security scenarios with high variability. In particular, we focus on the use of
attack trees and the seminal example from that area: Schneier’s Safe Lock [11].

Figure 3(a) presents a redrawn version of the original attack tree from [11].
It provides a specification of a risk assessment for a safe lock system. An attack
tree is essentially an and/or tree, where nodes represent goals, and sub-trees
represent sub-goals. In this case, the root node represents the main threat being
analyzed, namely the lock being opened by an attacker. Each of its four children
are possible ways of enacting such a threat. The sub-goal Eavesdrop has two sub-
goals that need to be accomplished (thus their combination as and -children).
Nodes are decorated with an estimation of the cost that the attacker would have
to pay to succeed in enacting the corresponding action. The classical analysis of
such trees is to compute the minimal cost for an attacker to succeed.

Attack trees can easily be modelled as feature models, with the following
rationale: a node, which in an attack tree is a goal, can be modeled as a feature of
the system, which the attacker tries to activate. The sub-goal relation is modeled
by the feature hierarchy. In particular, the attack tree of our case study can be
modeled as in Fig. 3(b). We introduce a slight variation to overcome a well-
known limitation of the original attack trees, namely the inability to encode the
ordering of events. Indeed, Listen to Conversation should occur before Get Target
to State Combo, which we can model with a requires cross-tree constraint.

As a matter of fact, the flexibility of the way feature models are specified in
QFLan allows us to specify richer relations among sub-goals. For instance, we
can specify that Eavesdrop is only successful if the attacker first listens to a con-
versation and then gets the target to state the combo, thus refining the original
and -relation among such sub-goals. This is similar in spirit to the extension of
attack trees with sequential conjunction from [12], which imposes orders on the
execution of actions in the tree. Further constraints can be imposed on execution,
in line with those discussed for the other examples.
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Fig. 3. (a) Schneier’s attack tree from [11]; (b) feature model representation of (a)
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Fig. 4. Behavior of PowerfulAttacker (a) and FailingAttacker (b)

A noteworthy advantage of modeling such scenarios with QFLan is that
we can model the behavior of several classes of attackers and study their per-
formance, and thus the robustness of the system against them. To exemplify
this, we have considered two attackers, sketched in Fig. 4. Their full process
specifications can be found in Listing 2.

The Powerful attacker always succeeds when trying to achieve a goal and has
unlimited resources. Instead, the Failing attacker can fail to successfully achieve
a goal and may need several attempts to achieve them. This is modeled using
weights. In addition, (s)he has limited resources.

Clearly, any reasonable attacker should stop attacking once an attack has
been successful. This can be expressed in a natural way in QFLan using the ac-
tion constraints in Listing 3. Furthermore, QFLan’s rich specification language
allows to express, e.g., further constraints on the accepted classes of attacks.
Consider for instance the two quantitative constraints in Listing 3. In the first
one, we restrict to (successful) attacks that cost less than 100 units (i.e. that in-
stall features with less than that price). Instead, the second constraint restricts
to attack attempts (independently of their success) that cost less than 10 units.
Noteworthy, using the first constraint we restrict the family of admissible prod-
ucts, while the latter constraint regards only the behavioral part of the model.

For both attackers, it is interesting to know what is the probability that an
attack succeeds in a given amount of time, as well as the average cost of attacks.
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1 begin processes diagram
2 begin process powerfulAttacker
3 states = idle
4 transitions =
5 idle -(install(PickLock) ,1)-> idle ,
6 idle -(install(CutOpenSafe) ,1)-> idle ,
7 // Similarly for InstallImprop , FindWrittenCombo ,

Threaten , Blackmail , ListenConversation ,
GetTargetToStateCombo , and Bribe

8 end process
9

10 begin process failingAttacker
11 states = idle , tryPickLock , tryCutOpenSafe ,

tryInstallImprop , tryFindWrittenCombo ,
tryThreaten , tryBlackmail ,
tryListenConversation ,
tryGetTargetToStateCombo , tryBribe

12 transitions =
13 // Try an attack
14 idle -(try ,1,{ cumul_cost +=1}) -> tryPickLock ,
15 idle -(try ,1,{ cumul_cost +=1}) -> tryCutOpenSafe ,

16 // Similarly for InstallImprop , FindWrittenCombo ,
Threaten , Blackmail , ListenConversation ,
GetTargetToStateCombo , and Bribe

17 // Successful attack
18 tryPickLock -(install(PickLock) ,1)-> idle ,
19 tryCutOpenSafe -(install(CutOpenSafe) ,1)-> idle ,
20 // Similarly for InstallImprop , FindWrittenCombo ,

Threaten , Blackmail , ListenConversation ,
GetTargetToStateCombo , and Bribe

21 // Failed attack
22 tryPickLock -(fail ,10) -> idle ,
23 tryCutOpenSafe -(fail ,10) -> idle ,
24 // Similarly for InstallImprop , FindWrittenCombo ,

Threaten , Blackmail , ListenConversation ,
GetTargetToStateCombo , and Bribe

25 end process
26 end processes diagram

Listing 2. Two kind of attackers for the
safe lock scenario

1 begin action constraints
2 do(tryAction) -> !has(OpenSafe)
3 do(install(...)) -> !has(OpenSafe)
4 end action constraints
5
6 begin quantitative constraints
7 // Restrict to attacks that cost less than 100
8 { cost(Root) <= 100 }

9 // Attacks can fail. Attack attempts cost.
10 // Restrict to attackers with a maximum budget.
11 { cumul_cost <= 10 }
12 end quantitative constraints

Listing 3. Prevent attacks after success,
and restrict family of accepted attacks

1 begin analysis
2 query = eval from 0 to 40 by 1 :
3 { OpenSafe [delta=0.05] , cost(Root),

cumul_cost }
4 default delta = 1 alpha = 0.05
5 end analysis

Listing 4. Analysis of safe lock

Such analyses can be performed in QFLan,
as shown in Listing 4. In Listing 4, we query the
probability of installing the feature OpenSafe,
the cost of the corresponding product and the
cost accumulated by the failing attacker while
trying to install the features corresponding to the sub-goals. We consider three
configurations: (a) a powerful attacker with constraints as specified above; (b) an
attacker that might fail with the same constraints; and (c) an attacker that might
fail with less resources, obtained by changing the quantitative constraint on the
cumul_cost in Listing 3 to cumul_cost <= 10. This is obtained by running once
the analysis on each model variant, each requiring about 12 seconds.
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Fig. 5. Attack tree: analysis of successful attacks
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Figure 5(a) plots the probabilities of successful attacks. The powerful attacker
succeeds with probability almost 1 after one step, whereas for the other attacker
it increases slowly. In case of constraint cumul_cost <= 10, the probability of
success stabilizes at about 0.6 after 20 steps. Indeed, according to Listing 2,
cumul_cost increases by 1 every two steps. Instead, in case cumul_cost <= 20,
the probability reaches value 0.8 after 40 steps. However, this is not due to the
mentioned constraint. In fact, Fig. 5(b) plots the costs and the cumulative costs
computed for the three model variants. The average cumulative cost (not shown
for the powerful attacker, as it is always 0) reaches the threshold 10 after 20 steps
(in case cumul_cost <= 10), while it is much lower than 20 in the other case.
Thus, constraint cumul_cost <= 20 has less impact on the dynamics. Finally,
note that costs evolve similarly to probabilities, but with different scales.
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