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Protect your Android Phone with these Security Apps

There are plenty of applications that say they provide security to your an-
droid phone, but which one of them really works ?

Here's a list of few Security Applications That would secure your Android 
device
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1. The Lookout And Android Device Manager.

There are a plethora of security apps in the Google Play store that help you safeguard your Android phone and offer 
options that increase your chances of locating your lost (or stolen) device. The Lookout  app was the most popular 
choice for determining the location of a lost phone but with Google’s own Android Device Manager available, Look-
out can be skipped (unless your phone is running an older version of Android).

The Android Device Manager shows a list of all Android phones and tablets that are connected to your Google Ac-
count and helps you locate them on a Google Map. You can ring your phone (in case it is hiding beneath the pillow) 
from the browser, lock the device with a custom PIN or perform a factory reset which permanently deletes all the 
data on your phone.

However , Android Device Manager requires that the device is online – connected to mobile data or Wi-Fi – for you 
to remotely ring, lock or erase the phone.
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2. The  Prey & Where's My Droid App

 There’re apps like Prey app that let you remotely send commands to your phone via text messages.
For instance, an SMS command like “GO PREY” to your lost phone from any other mobile phone will ring 
the phone, record its geo-location and also captures a picture with the front camera. You can also lock your 
phone, erase the data, show a system notification or take a picture on-demand through commands sent via 
text messages.
Both Prey and Where’s My Droid can be configured to send SMS alerts to another number should someone Both Prey and Where’s My Droid can be configured to send SMS alerts to another number should someone 
try to change the existing SIM card of your phone. That said, you should also activate the SIM lock on your 
Android phone (Settings -> Security -> Setup SIM Card lock) and the device will require a password when-
ever it is powered on.

3. The Anti Theft Alarm App

When you are charging your cell phone at a public station, you either have to watch the device all the time or 
you can activate the Anti-Theft Alarm app and relax a bit. The app will trigger a siren sound when someone 
disconnects the charger and your phone screen will flash continuously until the correct pin is entered. You 
can go a step further and configure the app to trigger an alert when someone moves the phone even a few 
inches from the original position.

4. The Lockwatch App

Another Android App LockWatch  records the phone’s location and captures a picture with a front camera Another Android App LockWatch  records the phone’s location and captures a picture with a front camera 
when someone attempts to unlock the phone but enters a wrong PIN or password. This information is send 
to your email address and it happen silently so the intruder would never know that their activity has been 
recorded.



This article was written by Siddharth Sinha
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5.The Sim Reader App.

If the device gets lost or stolen, it is important that you report the matter to your carrier and the police 
and they are likely to ask for details like the device’s IMEI number, IMSI, SIM number, etc. It helps if you 
can keep a record of this information somewhere outside your phone. You can find the IMEI number by 
dialing *#06# or get the SIM reader app and it will instantly extract the SIM and Device info that you can 
save to your email account.

6. The SkipLock App6. The SkipLock App

One more thing. You have protected your Android phone with a numeric PIN or a more complex alpha-
numeric password but these are obviously inconvenient as you have type the string every time you turn 
on the screen. A free app called SkipLock 



The Best Online Tools To Know Everything About 
a Website

How do i track the owner of a website? Where is the website hosted? Is the website hosted 
withg different websites on the same server ? which platform is the website using? Drupal ? 
Wordpress ? Or blogger ? What ad networks are they using to monetize a site? Is the site acces-
sible from China?

Just-ping.com — Use Just Ping to determine if a particular website or blog is accessible from other countries. Unlike other online ping services 
that have service in a couple of locations, Just Ping has 30 monitoring stations across the world including Turkey, Egypt and China. If the ping 
results say 100% Packet Loss, most likely the site is inaccessible from that region.

Who.is — If you like to know the contact address, email and phone number of the website owner, this free whois lookup service will help. This is a 
universal lookup service meaning it can simultaneously query the whois database of all popular domain registrars.

Whoishostingthis.comWhoishostingthis.com — Enter the URL of any website and this online service will show you the name of the company where that website is 
hosted. This may come handl if you need the contact information of the web hosting provider for writing a DMCA Notice or if you are looking to 
switch web hosts.

Popuri.us — You can use popuri to estimate the relative popularity of a website on social sites like Twitter, Google+ and Facebook. It also display 
the Google Pagerank of a website and the Web of Trust matrix.

ChillingeChillingeffects.org — When there’s a copyright related complaint against a website, a copy of that letter is archived in the Chilling Effects data-
base. Anyone can query this public database to know about all the copyright infringement complaints against a particular website.

Myip.ms — MyIP.ms offers a comprehensive report of any website or I.P. Address. You get to know about the hosting provider, the physical loca-
tion of a website, the IP Address change history of a website and the DNS information. Netcraft also offers similar reports.

Ewhois.com — Ewhois, short for enhanced whois lookup, will help you determine other websites of someone. It looks the whois details, the 
AdSense publisher ID and the Google Analytics code of websites to figure out other web domain that may belong to the same owner. See example.

Builtwith.com — Use BuiltWith to know the technology stack of any website. It helps you figure out the mail service provider of a domain, the 
advertising partners, the tracking widgets that are installed on a website and whether the site is using any CDN like Amazon S3 or Google Cloud. 
See example.
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Semrush.com — If you wish to analyze your competitor’s website, this is tool to go with. SEMrush will help you figure what organic key-
words are people using to find a website, what is the site’s traffic and which are the competing websites. See example.

Whatsmydns.net — When you buy a new domain or switch from one host to another, the DNS records for the domain change and it may 
take a while to propagate these changes worldwide. WhatsMyDNS check your DNS records from various locations and it can check your 
domain’s A, CNAME and MX records.

Modern.ie — This online app will help test your website’s compatibility with various web browsers and detects coding errors that might cause 
problems. The site is integrated with BrowserStack so you can quickly know how your site looks on different devices and browsers.

Developers.google.com — Find the Page Speed score of any website on both desktop and mobile devices. The higher this number, the 
better. The Google tool also offers suggestion on how the score can be improved.

Ctrlq.org/sandboxCtrlq.org/sandbox — – The AdSense sandbox solves two problems – it shows the various advertisers that are targeting a website and it 
will also help you figure out if a particular web domain is banned in the AdSense network or not.

Httparchive.org — The HTTP Archive is a repository of all performance related metrics for a website. It keeps a record of the size of pages, 
their average load time and the number of failed requests (missing resources) over time.

 Source : labnol.org
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Multitasking On Your Linux Terminal, Here's How You Can 
Do It Using Byobu!
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The Linux terminal has so much more to offer than simply typing com-
mands into it. Whether you’re a new Linux user or you've been using 
Linux for a while now, you'll probably know the terminal could be a 
powerful tool with many uses. Multitasking on the command-line can 
be confusing particularly for beginners using Screen. Enter Byobu!

Step 1 Installing Byobu and Screen: sudo apt-get install screen byobu
Step 2 Enter password and hit “y” if prompted for confirmation.
Step 3 Launch Byobu.
Step 4 Hit F9 to begin customising.
Step 5 Using Hotkeys:

-F2: Create a new window
-F3:-F3: Move to previous window
-F4: Move to next window
-F5: Reload profile
-F6: Detach from this session
-F7: Enter copy/scrollback mode
-F8: Re-title a window
-F9: Configuration Menu

Source : efytimes.com



Top 5 Android Launcher Apps
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No. 1: Nova Launcher 

Nova launcher is an extremely customizable launcher app designed to speed up performance.
Neat tricks include substituting KitKat-styled icons for the aging Ice Cream sandwich versions. KitKat is the 
latest incarnation of Android.
Adding splendid, depth-inducing subtle shadows to the home screen border is another example of why this 
launcher reigns.

No. 2: ADW No. 2: ADW 

A massive subculture of skin designers, plus compatibility with very early versions of Android, account for the 
popularity of this launcher.
Themes from third-party designers include Black Glass, Ubuntu, Minimalist and themes that base themselves 
on replicating existing hardware, like the Samsung Galaxy S4 and Galaxy Note III themes.
Got KitKat and miss an old Android OS like Gingerbread? Then use ADW to recreate it.



No. 3: Action Launcher 

Chris Lacy's Action Launcher is nipping at the heels of big dogs Nova and ADW with some innovative inter-
actions. They include a way to create and launch widgets by swiping at an app's icon.
Quickage lets you launch a Home page from the right edge of the screen; Covers is an advanced form of 
folder that lets you group icons; and Shutters lets you group widgets on the home screen.

No. 4: Apex Launcher

Another major Launcher, this skin provides elastic scrolling and a lockable desktop to prevent changes.
Transition effects, multiple drawer styles, and an advanced theme engine with icon packs and skins from 
third-party developers, including a copy of the much-loved HTC Sense UI, round out the mix.

No. 5: Transparent Screen Launcher

The developer pitches it as ideal for pedestrian safety -- you can look at your screen while seeing where 
you're going.
It does look awesome, and it does make your phone look transparent, but it's full of junky apps -- so be It does look awesome, and it does make your phone look transparent, but it's full of junky apps -- so be 
warned if you want to try the experience

11



9 Good Ways To Protect Your Linux System

Securing your Linux-based system is very important nowadays. But 
you have to know how to do this. A simple anti-malware software is 
usually not good enough and you need to take some other steps. Try 
these:
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1. Use SELinux

SELinux is a security enhancement to Linux, which allows users and administrators more control over 
access control. SELinux adds finer granularity to access controls. Instead of only being able to specify 
who can read, write or execute a file, for example, SELinux lets you specify who can unlink, append 
only, move a file and so on.

2. Subscribe to a Vulnerability Alert Service

Your operating system may not necessarily be the one that is vulnerable. In fact, vulnerabilities are Your operating system may not necessarily be the one that is vulnerable. In fact, vulnerabilities are 
most often found in the applications that one installs. In order to avoid this, you must keep your appli-
cations updated to the newest version. In addition, subscribe to alert services like SecurityFocus.

3. Disable Unused Services and Applications

In general, users do not use half of the services and applications on their system for most of the time. 
These services and applications though are kept running, which could make for an invitation to attack-
ers. It is best to keep unused services stopped.
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4. Check System Logs

Your system logs tell you what activity has happened on the system, including whether an attacker 
has been successful in or tried to access the system. Being careful is your first line of defense and 
your system logs should be regularly monitored for this.

5. Consider Port Knocking

Setting up port knocking is a good way to establish a secure connection with a server. What basicalSetting up port knocking is a good way to establish a secure connection with a server. What basical-
ly happens is that a special package is sent to the server, which triggers a response/connection 
from the server. Port knocking is a good defensive manuever for those who have open ports on 
their systems.

6. Use Iptables

What is Iptables? This is an application framework, which allows the user to write their own pow-
erful firewall for the system. So, learn how to write a good firewall and use the Iptables framework 
in order to do well.

7. Deny All by Default

Firewalls follow two philosophies: one is to allow every bit of traffic and the other is to deny access 
to everything, prompting you for permission. The second option is the better of the two. You 
should only allow the traffic that is important to come in.



This Article was Written by Siddharth Sinha
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8. Use an Intrusion Detection System

An Intrusion Detection System or IDS allows you to manage the traffic and attacks on your system 
better. Snort is arguably the best IDS for Linux that is available today.

9. Use Full Drive Encryption

Encrypted data is harder and sometimes impossible to steal, which is why you should keep your entire Encrypted data is harder and sometimes impossible to steal, which is why you should keep your entire 
drive encrypted. This way if someone does get access to your system, they will still have a very hard time 
getting by the encryption. According to some reports, most data loss is through stolen machines. 



10 Free Ebooks On Object Oriented Programming!   
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 Object Oriented Programming is the concept behind most 
modern programming languages. Treating each problem as an 
object has been the way for programmers for a long time now. It 
is also something that you must understand in order to become a 
good programmer.

1. Seamless Object-Oriented Software Architecture

This book shows how a set of object-oriented abstractions can be applied throughout the software construction 
process, based on three major ideas: seamlessness, reversibility, and contracting. Intended for software profes-
sionals and students.

2. Object-Oriented Programming and the Objective-C Language

Objective-C is implemented as set of extensions to the C language. This book both introduces the object-oriented 
model that Objective-C is based upon and fully documents the language. It concentrates on the Objective-C exten-
sions to C.

3. How to Design Classes

The authors put classes and the design of classes into the center of their approach. In this volume, they show stu-
dents how object-oriented programming languages such as C# and Java support this effort with syntactic con-
structs.



4. Object-Oriented System Development

With this book, software engineers, project managers, and tool builders will better understand the role of 
analysis and design in the object-oriented (OO) software development process. The emphasis is on devel-
opment principles and implementation.

5. Object-Oriented Programming with ANSI-C

In this book, we are going to use ANSI-C to discover how object-oriented programming is done, what its 
techniques are, why they help us solve bigger problems, and how we harness generality and program to 
catch mistakes earlier.

6. UML Process

UML Process is a defined process for developing software systems using object technology. The purpose 
of this document is to define the UML Process at a level that is suitable for practitioners who have had no 
prior exposure to a similar process.

7. Object-Oriented Reengineering Patterns7. Object-Oriented Reengineering Patterns

This book collects and distills successful techniques in planning a reengineering project, reverse-engi-
neering, problem detection, migration strategies and software redesign. It is full of practical, hands-on 
reengineering knowledge and expertise.

16



Source : efytimes.com
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7. Object-Oriented Reengineering Patterns

This book collects and distills successful techniques in planning a reengineering project, re-
verse-engineering, problem detection, migration strategies and software redesign. It is full of prac-
tical, hands-on reengineering knowledge and expertise.

8. Working With Objects

The main theme of this book is to describe complex phenomena as structures of interacting ob-
jects. This is the authoritative account of the OOram methodology for software analysis, design, 
development, maintenance, and reuse.

9. Applying UML and Patterns: An Introduction to Object-Oriented Analysis and Design

This is a lucid and practical introduction to thinking and designing with objects, and creating sys-
tems that are well crafted, robust, and maintainable. Developers and students will learn ob-
ject-oriented analysis and design through case studies.

10. OOP: Learn Object Oriented Thinking and Programming

The whole textbook is designed as a record of the dialogue of the author with his daughter who 
wants to learn programming. The author endeavors not to explain the Java programming lan-
guage to the readers, but to teach them real programming. 



How To Secure Your Web Browsers
Which is the most secure Web browser? Google Chrome? Mozilla Firefox? Microsoft’s Inter-
net Explorer? It’s a simple question—but the answer is a bit complicated.

In a Fall 2013 poll, security-conscious browser users overwhelmingly voted Firefox as the 
most secure. But during the annual Pwn2own hacking contest in March 2014, Firefox was 
exploited four times with zero-day attacks, making it one of the least secure browsers.
If no single browser is bulletproof, the next best thing is to make your favorite browser is as 
secure as possible. Here are five ways you can enhance the security of your browser:

1. Configure your browser’s security and privacy settings
Review your browser’s privacy and security settings to make sure you’re comfortable with what’s checked or un-
checked. For example, look to see if your browser is blocking third-party cookies, which can enable advertisers to 
track your online activities.
For specific browser security and privacy settings, read the recommendations and steps outlined in the Department of 
Homeland Security’s “Securing Your Web Browser”. The guide also explains browser features and their associated 
risks, such as ActiveX, Java, certain plug-ins, cookies, and JavaScript.

2. Keep your browser updated
Frequently, browser updates are released to plug recently discovered security holes. So it’s important to always keep 
any browsers you use updated.

3. Sign up for alerts
Consider setting up Google alerts for your browser to stay current on any emerging security issues. If you use Internet Consider setting up Google alerts for your browser to stay current on any emerging security issues. If you use Internet 
Explorer, for example, create a Google Alert using the keywords Internet Explorer security, or something similar. You 
can opt to receive instant, daily or weekly alerts whenever news articles or other content relevant to that topic hits the 
Web.

18



4. Be cautious when installing plug-ins
Plug-ins and extensions can sometimes put you at risk. For instance, earlier this year, it was discov-
ered that some Chrome extensions can change service or ownership without notification to users. As a 
result, Chrome’s regulations for extensions is changing this June to keep extensions from becoming 
anything other than “simple and single-purpose in nature,” according to Google.

5. Install security plug-ins
The majority of plug-ins and extensions are safe, however, and some can help bolster your browser’s 
security. Here are three suggested—and free—browser extensions for added security.

• HTTPS Everywhere. The Electronic Frontier Foundation and The Tor Project jointly developed 
this Firefox, Chrome, and Opera extension. HTTPS is a communications protocol for securing commu-
nications over a computer network, vs. the standard HTTP protocol, which is more widely used but 
less secure. (The ‘S’ in HTTPS stands for ‘secure.’) HTTPS Everywhere encrypts communication with 
many major websites to help secure your browsing experience.

• Web of Trust (also known as WOT). This extension for Internet Explorer, Firefox, Chrome, 
Safari, and Opera helps you determine if a website is safe to surf. The extension displays traffic signal 
icons next to URLs and links. Green means the site is reliable; yellow indicates you should proceed 
with caution; red translates to “steer clear.” The ratings are crowdsourced from WOT’s global user 
base and are supported by trusted third-party sources, such as up-to-date directories of malware sites.

• LongURL.org.• LongURL.org. If you’re on Twitter or Facebook and you see a shortened link embedded in an inter-
esting post, you might click it without a second thought. But shortened links have been known to mask 
malicious links. If you’re unsure of a shortened link, copy and paste it into the search box at 
LongURL.org. You’ll see where the link would take you, without having to actually click through to the 
site. LongURL.org is also available as a Firefox browser extension. 

Source : Labnol.orgThis Article was Written by Siddharth Sinha
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People demand better privacy but don't take basic steps 
to protect themselves
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The majority of internet users think they have less privacy now than a year ago and most 
expect their privacy is going to be even harder to maintain in future, according to a recent 
study by EMC.

The EMC's Privacy Index looked into attitudes towards privacy across 15 countries and 
15,000 consumers.

The study concludes that consumers overwhelmingly want the benefits brought about by technology, but only 45% say 
they're willing to trade some privacy in order to enjoy them.

Interestingly, the study discovered that attitudes towards privacy, and the willingness to trade it for functionality, has 
demographic differences with residents of India, the Middle East and China/Hong Kong most likely to swap personal 
data for improved service.

The opposite is true in the UK, Netherlands, Canada and, especially, Germany - whose Chancellor, Angela Merkel, has 
been vocal in the wake of Edward Snowden's revelations about government snooping.

    50% would yield privacy to government institutions.
    47% say yes to doctors, health insurers and other medical institutions.
    38% would yield a little privacy to banks and other financial institutions.
    33% are willing to trust employers and their systems.
    29% are prepared to trust their privacy to on-line stores.
    27% would trade privacy for social media, email or SMS.

    Really?    Really?



Those responses are very hard to square with the enormous popularity of sites like Google, Facebook and Twit-
ter. I can't help wondering if the respondents actually understand when they're trading their privacy for func-
tionality, or understand the business models of the services they use?

Not only do consumers say they're unwilling to trade personal data for functionality on social media sites, it seems 
they're also deeply concerned with the ability of social media sites to protect their data.

Only 51% of users believe that social media site operators have the required skills to protect their personal data and 61% 
have doubts about the site operators' ethics.

Consumers also see things getting worse and expect it to get worse still - 59% believe they have less privacy than they 
did a year ago and 81% expect privacy will be eroded even further over the next 5 years.

Despite this concern about the future and an apparently protective attitude to personal privacy it seems that many are Despite this concern about the future and an apparently protective attitude to personal privacy it seems that many are 
unwilling to take even basic action to protect themselves:

    62% do not change their passwords regularly.
    39% do not employ password protection on their mobile devices.
    4 out of 10 do not customise the privacy settings on social sites

Michael Kaiser, Executive Director, National Cyber Security Alliance said of the report:

Kaiser is right that it should be a shared value but is it? The privacy failings of governments and corporations have 
been well documented over the last year but can consumers really claim to be doing any better?

Source : nakedsecurity.sophos.comThis Article was Written by Siddharth Sinha
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The data captured in the EMC Privacy Index gives a fascinating view into the attitudes of global consumers and 
validates a fundamental point – respecting privacy and safeguarding data is a core value that should be shared by 

businesses, governments and individuals to enable a more trusted ecosystem.



10 Tools That Attackers Use To Automate Malware!  
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Malware today is more dangerous than before because of 
how attackers use them. Of course, what they use malware 
for makes them positively scary, but how they are used 
makes them much harder to block and track. Here are 
some tools that help them automate malware!

1. Spy Eye

SpyEye Tracker tracks and monitors malicious SpyEye Command&Control Servers. It also provides blocklists in dif-
ferent formats (eg. for Squid Web-Proxy or iptables) to avoid that infected clients can access the C&C servers. Addi-
tionally, SpyEye Tracker should help ISPs, CERTs and Law Enforcement to track malicious SpyEye C&C servers, 
which are their responsibility.

2. Zeus Builder

ZeuS Tracker tracks ZeuS Command&Control servers (hosts) around the world and provides you a domain- and a 
IP-blocklist.

3. Citadel Builder

This is a botnet that has been built on Zeus. According to the developers, it is an improved and "perfected" version of 
Zeus, adding a long list of features to it.
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4. UPX

UPX achieves an excellent compression ratio and offers very fast decompression. Your executables suffer no memory 
overhead or other drawbacks for most of the formats supported, because of in-place decompression.

5. Portable Forth Environment (PFE)

The Portable Forth Environment implements the ANSI Standard of the Forth programming language. It is fully writ-
ten in C, and with gcc the virtual machine can be put into cpu registers.

6. Indetectables.net

Sometimes attackers can automate malware using online tools. Indetectables.net is one such tool, which used to be 
highly popular amongst attackers all over the world.

7. File Joiner

File Joiner allows you to easily join .001/002/003 files. File Joiner is a free application, available in both 64bit and 
32bit versions.

8. Exebundle

EXEBundle screen has simple options for joining your executable or source files. This is useful for embedded drivers, EXEBundle screen has simple options for joining your executable or source files. This is useful for embedded drivers, 
installers, video files, close texts, nagscreens, welcome texts, start animations, screensavers, loaders, system files etc.



9. Multi AV Scan

The Multi-AV Scanning Tool is a software utility that provides multiple anti malware command line The Multi-AV Scanning Tool is a software utility that provides multiple anti malware command line 
scanners to find or detect malware as well as remove it from your computer.The Multi-AV Scanning 
Tool is distributed in a self-extracting ZIP file (Multi_AV.exe) that uses the KiXtart Script Interpreter 
{http://kixtart.org Kixtart is CareWare } and incorporates multiple batch files, multiple KiXtart 
scripts, one Link (.LNK) file, a PDF instructional help file and two utilities; UNZIP.EXE and 
WGET.EXE. Other files, such as UNRAR.EXE, will be downloaded as needed.

10. NoVirusThanks

This tool monitors every process that is running on a particular system and doesn't allow anything but This tool monitors every process that is running on a particular system and doesn't allow anything but 
the trusted processes to run on it. 

Source : efytimes.com
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PRIVACY IN THE DIGITAL AGE 
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With over one year since Snowden revealed the dragnet that surrounds our world (as if we did not already know 
that), one has to ponder over whether privacy even exist or not. There used to be a time in the world where mail sent 
by post would never be opened unless received by the intended recipient. Sadly, I must say that I was born into a 
world where paper mail was not only intercepted, it was opened, read and repackaged, only to be resent to the recipi-
ent. Sure, it may have been done to prevent crime, but hey, violating someone's privacy is still illegal. This move by 
the intelligence agencies (to open, read and resend) is what gave rise to what most of us use to hide our often em-
barassing browsing histories - the concept of a proxy. What many people forget, however, is that no proxy ever hides 
you without making a note of who you are. Logs maintained can still be accessed by intelligence if a warrant requires 
it. I would like to add here that the main intention of the Internet was to have people communicate with each other. 
Analogous to the postal system, it had to have senders and receivers with unique addresses. Thus, from a privacy 
standpoint where the addresses remain unique and hidden, the Internet, to my mind, appears to faulty. After all, no 
one wants to hide behind 54 layers of routing just to watch Sunny Leone. Does privacy exist on the Internet, or for 
that matter, the digital age - I would say yes and no. Yes, because you still have the power over what content you pubthat matter, the digital age - I would say yes and no. Yes, because you still have the power over what content you pub-

lish. Use your mind. No, because the Internet never forgets a thing. 

This article was written by Rajeev Sharma



8 MISTAKES THAT MAKE YOU PRONE TO THE HACKERS
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Malicious hackers are always in quest for vulnerable social 
accounts. How about your personal information like pic-
tures, messages, videos etc. being hijacked by an anony-
mous attacker? Terrible! Isn’t it? You can be a victim of 
social account breach if you do not take adequate steps to 
ensure your account’s security.

Here are 8 mistakes which make your social account hackable :

1. Weak and Guessable Passwords: The most common passwords people use on 
social media sites are “password”,”123456”, etc. They are not worthy enough to pro-
tect you! Even passwords with other common words and phrases won’t work too, 
nor will your names or some of its variations. These can easily be deciphered by a 
pro hacker or may be a novice hacker too by brute forcing it. It is more suggestible 
to use a variety of alphabets, characters and numbers. Crack your brains and work 
your imagination to create a strong password and also change it at regular intervals 
of time. Your social life is too important to give away so easily. All you need to do is of time. Your social life is too important to give away so easily. All you need to do is 
change your passwords and each time create a weird one!
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2. Social-Engineering: The easiest method for hackers to effortlessly take 
your social media account into their control is by guessing your security ques-
tion. With this they can easily gain access to your social life and create havoc. 
All they need to do to gain your personal information is to keep an eye on 
your  status updates, about details, photos, wall posts and posts for “your first 
pet’s name”, “mother’s maiden name” etc. so that they can answer your secu-
rity question and prey on your profile. Therefore, it is advisable not to give 
out your personal information on any social media site.

3. Cheesy Links: How many times did it happen that you clicked on any 
random interesting looking post on facebook only to find some stupid web-
site? It was not stupid at all, maybe it was just a spamming page or a phishing 
page and without realizing you exposed yourself to some malicious person! 
So, to stay safe, never click on any suspicious looking link even if it is send to 
you by one of your closest friends. Who knows whether his account has been 
compromised as well? Make it a point to never click on any link directly if it 
looks suspicious, instead Google them.looks suspicious, instead Google them.



Shitanshu Desai and Kathakali Banerjee from Czar Securities have written this article. Czar Securities is a 
company which provides cyber security solutions for individuals as well as companies.
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4. Apps: Quite addicted to your favorite apps on Facebook? Well, chances are that these apps 
might leave you vulnerable and disclose your private information to advertising companies. It 
is suggested to choose your apps wisely and delete or disable all the apps that you have not used 
for some time. Prefer using applications that do not ask for personal information or rather use 
offline ones.

5. Using Untrusted PC:5. Using Untrusted PC: The most common mistake one can commit is to use an untrusted PC 
be it some sort of cyber cafe or public PC to login into your social life. The PC can have key-log-
gers which will record everything you type including your password. It is better to use a trusted 
one than to get hacked and regret.

6. Not Logging Out: In a workplace or in universities that is not true someone may ask you to 
let him/her use your PC. And then what if he/she decides to pull a prank on you by changing 
your password and leave you fretting over your mistake of trusting them? It just takes a few 
seconds to log out. Therefore, put in a little more effort, it won't harm you!

7. Cookies:7. Cookies: Delete the cookies and your internet history from your PC frequently. A person with 
good knowledge in hacking would just be seconds away from remotely extracting your pass-
word from those cookies. Avoid using the option “remember password”. Instead, use special 
password saving tools that would encrypt the data and save you from the trouble of typing your 
password again and again.

8. Phishing: Phishing can be pretty lethal and without knowing or suspecting it you might just 
login to a dummy page created by a person with criminal intentions. Always check the URL in 
the address bar carefully-it may be “www.faceb00k.com” and you might just get phished!



How to 'double your money on PayPal!' and why you should NOT try it
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You can double your money by bilking PayPal with a loophole in its terms of service, according to a 
Romanian man convicted in 2012 of temporarily blocking the systems of the US Army, Pentagon 
and NASA.

Cernăianu Manole Răzvan, who has published under his hacker handle TinKode in the past, was 
released a few months after Romanian law nabbed him.

He was fined €93,000 (about $120,000 or £112,000 at the time) to cover the costs suffered by his breached victims, 
and he was given a two-year suspended prison sentence.

Well, that time's up at this point.

He's now working at CyberSmartDefence.com, whose site says it originated from a web development company incor-
porated in Romania in 2004.

Let's make one thing clear before we even get into the details: Cernăianu's method of cheating PayPal to get double 
your money back consists of fraud.

Essentially, whatever crook wants to do this needs three PayPal accounts: one as a legitimate buyer, another disposable 
account as a fraudulent seller, and the third as a mule.

The second two accounts link to virtual credit cards - a service offered by some banks and credit card companies to 
help online shoppers protect against fraud, ironically enough.

A fraudster starts with an amount in their first account, allegedly purchases from the bogus seller account and trans-
fers the money there, and then issues a "gift" payment to transfer the money to this third account.

I'm not going to link to Cernăianu's site, in spite of PayPal's assurances that they're on top of the situation.

I don't want anybody to get encouraged by Cernăianu's promise that this is "safe".



If you give it a go, you're committing a crime, and the police could well come knocking on your door very soon 
after.

But at any rate, here's what Cernăianu had to say about "safely" doubling your money with PayPal:

OK, so first, you lie about there being a phone to buy, then you lie about being a seller with a phone to sell. Got it. What 
comes next in this lie-fest?

• Paypal will initiate a process where both sides bring evidence for their defence. Obviously you will only send evi-
dence from the first account showing that you were scammed.

Obviously! Can't send evidence of having sent a fictional phone, after all.

PayPal will refund the first account, and the money will be in the third, "gifted" account, so you double your money.

Enjoy it while you can.

In spite of this loophole not being a web vulnerability, Cernăianu brought it to PayPal's attention through its Bug 
Bounty program, thinking he'd get some feedback, he said.

This is the reply he received after one and a half months:
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Thank you for your patience while we completed our investigation. After reviewing your submission we have deter-
mined this is not a Bug Bounty issue, but one of our Protection Policy. While the abuse described here is possible in 
our system, repeated abusive behavior by the same and/or linked account(s) is addressed. Thank you for your partici-
pation in our program.

• You transfer the money to the second account with the pretext of buying a phone. From the second account you 
again transfer the money to the third account as a gift. After 24 hours, you use the chargeback function from the first 
account to get the money back with the excuse that the phone did not arrive on time.



As many have pointed out, PayPal's statement addressed repeat offenders, but it didn't have anything to say 
about widespread, one-off acts of fraud.

PayPal assures me that it's aware of Cernăianu's claims and works hard to keep money in its coffers and to 
prosecute those who come after it.

The statement I received from a PayPal spokesperson:

I wrote to CyberSmartDefence to see if they could offer further comment. I will update the story if I hear back.

But seriously, kids, don't try this at home.

It's fraud. It's illegal.

Neither PayPal nor the police will look kindly on anybody who pulls the scam, regardless of it being published by a re-
searcher who works for a security firm.

Source: nakedsecurity.sophos.com
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• PayPal is aware of reports being made by a security researcher about a way to potentially commit fraud on the PayPal 
system. This report is not related to a bug or vulnerability in the PayPal system, but is a claim to have found a means to 
commit fraud, which is a crime. PayPal employs multiple fraud prevention measures, so in the majority of cases at-
tempts to commit fraud are usually caught before the money ever leaves the PayPal system. PayPal also dedicates signif-
icant resources to combat the use of our secure payment platform for illegal activities and works collaboratively with law 
enforcement agencies around the world to support both the detection of crime and the conviction of criminals. 



Blackberry z3 [Review]
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Blackberry z3 Is it the ‘affordable’ smartphone you are looking for?? The blackberry z3 
is the latest blackberry 10 device which was built exclusively for Indonesia and is all set 
to be released in the indian market this june. The device is expected to cost you around 
10-13 thousand INR and with a 5” qHD capacitive display,1.2 Ghz Qualcomm processor 
, 1.5 gb of RAM and a big 2500mAh battery, Blackberry promises to give its users an af-

fordable blackberry 10 device with no big compromises. 



Hardware
 The big 5” glass screen looks great on the front, and the Blackberry logo sits in the middle of the textured  The big 5” glass screen looks great on the front, and the Blackberry logo sits in the middle of the textured 
back. There’s no removable battery door on the Z3.The hardware is basic but it still looks good . As it isn’t 
meant to be a high-end device, the hardware, on the whole is, mediocre. The SIM and SD(expandable 
upto 32GB) slots are on the right. On the left are the power and volume buttons. I don’t quite like the 
power button placement. It would have rather been on the right side or on top of the device.On the top is 
the lone 3.5mm headphone jack and on the bottom ,the microUSB port. It’s also very durable , it isn’t 
made of plastic . It’s a solid device that will last for years to come. made of plastic . It’s a solid device that will last for years to come. 

Display 
As mentioned earlier the z3 has a 5” qHD display with a low screen resolution of 540x960 (220 ppi). But 
it uses the upscalling trick and is expected to match the z30’s 720x1280 screen resolution quality.The 
screen is widely spread allowing more screen space and less bezel. Camera The z3 is certainly not made 
for photo maniacs. It has a low resolution, 5 MP camera definitely not made to take picturesque images. 
The rear camera does an okay job of taking decent images and a front camera of 1.1 MP is not what every-
one would like. Something that is worth a smile about the camera - it has autofocus. 

Software 
The Z3 runs on OS 10.2.1 with all the latest updates — BBM stickers, quick settings, Priority Hub and the 
ability to install Android apps OTA (over the air). The BlackBerry OS 10.3 update will be out soon, which 
will also bring some new fearures to the Z3. Sigh… Loads of apps are already available. BlackBerry World 
has all the latest apps that Z3 users will be looking for. Android apps can be installed OTA (over the air) 
directly to the device. That means popular apps like Instagram and many others that aren’t available in 
BlackBerry World can be used on the BlackBerry Z3 with no real differences. The good’s - solid design, a 
huge battery life and a great price tag. The bad’s - moderate specs and a substandard rear camera. huge battery life and a great price tag. The bad’s - moderate specs and a substandard rear camera. 

Conclusion-
 The BlackBerry Z3 is a good but not a great device. The specs are moderate but it performs extremely 
well and completely justifies its price tag.

This Article was wrtiten by Deepak Malik
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           Battle of the Tablets: Samsung Galaxy Tab S vs. iPad
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Samsung launched on Thursday perhaps the most direct competitor to the iPad we've seen yet. In fact, the new Samsung 
Galaxy Tab S comes in a larger and smaller size too, just like its Apple counterpart.

Both versions of the iPad (the mini and the standard 9.7-inch size) have the same display resolution, processor and stor-
age space as the other (just the size is different), while specs built into the 8.4-inch and 10.5-inch Galaxy Tab devices 
largely go hand-in-hand too.

But of course there are differences between what Samsung's offering compared to Apple, so we've stacked the details side 
by side for your easy-snacking pleasure. Check out the chart below.

Weight0.64 pounds (Wi-Fi)/0.66 (LTE); 1.02 pounds (Wifi)/1.03 pounds(LTE)0.73 pounds (Wi-Fi)/0.75 pounds (LTE); 
1.44 pounds (Wi-Fi), 1.46 pounds (LTE)



Source : Mashable.com
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Ebay Security Breach
eBay is asking users to pick new passwords following a data breach earlier this year 
that exposed the personal information of an untold number of the auction giant’s 
145 million customers.
In addition to asking users to reset passwords, eBay Inc. said it will also encourage 
any eBay user who used the same password on other sites to change those, too.

Well, to be more precise, eBay is the latest site to admit to a database breach, which apparently happened 
about three months ago:

In a blog post published earlier, eBay said it had “no evidence of the compromise resulting in unauthorized 
activity for eBay users, and no evidence of any unauthorized access to financial or credit card information, 
which is stored separately in encrypted formats. However, changing passwords is a best practice and will 
help enhance security for eBay users.”

Actually, it's slightly worse than that, because it seems that the crooks didn't just prise loose the database Actually, it's slightly worse than that, because it seems that the crooks didn't just prise loose the database 
file with some kind of database command injection.
eBay offered a very brief and vague explanation of how the attack happened, writing on its site that:
Cyberattackers compromised a small number of employee log-in credentials, allowing unauthorized access 
to eBay's corporate network, the company said.

But later in the tweet from ebay,says that paypal account users information was not accesssed. But there is 
still no eveidence of it that it has bee compromised or not.
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What to do?

The advice from eBay is to change your password right away, and we concur.
The company isn't saying how securely it stored your passwords (it just says they were "encrypted," though 
it probably means they were salted-and-hashed), so just how safe the stolen password data is against 
off-line attackers isn't clear
And make sure you go for something long and strong, not a dictionary word, a well-known phrase or someAnd make sure you go for something long and strong, not a dictionary word, a well-known phrase or some-
thing easy to guess, like your dog's name.

It seems a bit sad to say, "Choose a strong password because that way you'll leave someone else to take the 
hit," but it's true: if you chose your password wisely, other people's passwords will be cracked first, because 
the crooks begin with the most likely passwords when they start cracking. A password containing Special 
characters mixed up with Small And capital letters along side with some numbers would be the best pass-
word, as it would be very difficult to crack that one.

This Article was Written by Siddharth Sinha
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Chinese Android Smartphone comes with 
Pre-installed Spyware

Hacky Shacky IT Magazine June 2014

If US has banned its several major government departments, including NASA, Jus-
tice and Commerce Departments, from purchasing Chinese products and comput-

er technology due to suspected backdoors, then they are not wrong at all.

A popular Chinese Android Smartphone comes pre-installed with a Trojan that 
could allow manufacturer to spy onto their users’ comprising their personal data 

and conversations without any restrictions and users knowledge.

 • GOOGLE PLAY STORE OR A SPYING APP?
According to the researchers at the German security firm G Data, the Star N9500 smartphone, a popular and cheap 
handset device in China, comes pre-installed with Uupay.D Trojan horse, disguising as a version of the Google Play 
Store.

The trojan camouflage as the Google Play Store, so it enables Chinese Company to secretly install malicious apps, which 
creates the whole spectrum of abuse.

  • STEALING WITHOUT RESTRICTIONS
The nasty Spyware runs in the background and has capability to steal personal information, copy users’ data, record 
calls automatically with unlimited time and send costly SMS to premium services, thereby sending all the stolen infor-
mation to an anonymous server based in China.

The malware is also capable to activate the microphone on users’ smartphone at any time in order to turn users’ smart-
phone into a bugging device that allows hackers to hear anything you are saying near by the phone.

“The spy function is invisible to the user and cannot be deactivated,” reads the blog post published yesterday. “This 
means that online criminals have full access to the smartphone and all personal data. Logs that could make an access 
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 • REMOVAL OF THE TROJAN NOT POSSIBLE
In addition, the malicious software allow preventing security updates from being 
downloaded and one can not disable the program. “The program also blocks the 
installation of security updates,” claimed G Data.
Moreover, it is not possible to uninstall the trojan because it is embedded in the 
firmware of the Star-phone device.

"Unfortunately, removing the Trojan is not possible as it is part of the device's firmware and 
apps that fall into this category cannot be deleted,” said Christian Geschkat, Product Man-
ager at G Data. “This includes the fake Google Play Store app of the N9500."

• CHEAP PRICE ATTRACTS USERS
The Star N9500   is an affordable copy of the Samsung Galaxy S4, which can be easily found at various online retailers 
such as eBay and Amazon for 130 to 165 euros and is also equipped with a variety of accessories, such as a second bat-
tery, car charger adapter and a second cover.

But considering the high technological standard of device, the low price comes as a surprise and the security researchers 
at G DATA believe that it is the cheap price of the mobile device that has made possible by the subsequent selling of data 
records stolen from the smartphone owner.

• HOW TO CHECK IF YOU’RE AFFECTED
We recommend you to download an up-to-date Mobile Anti-virus software and scan your device for the trojan and if 
found return the device back from where you purchased.

Avoid buying Chinese and cheap products in order to keep your privacy and personal information away from the hands Avoid buying Chinese and cheap products in order to keep your privacy and personal information away from the hands 
of cyber criminals and prying eyes.
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Source : TheHackerNews

Hacky Shacky IT Magazine June 2014
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