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Unit III: IoT PROTOCOLS: IoT Access Technologies: Physical and MAC layers, topology and Security of IEEE 

802.15.4, 802.15.4g, 802.15.4e, 1901.2a, 802.11ah and LoRaWAN – Network Layer: IP versions, 

Constrained Nodes and Constrained Networks, Zigbee – Optimizing IP for IoT: From 6LoWPAN to 6Lo, 

Routing over Low Power and Lossy Networks – Application Transport Methods: Supervisory Control and 

Data Acquisition – Application Layer Protocols: CoAP and MQTT 

 

IoT PROTOCOLS: 

IoT Access Technologies: IoT Access Technology is spread across licensed and unlicensed spectrum and 

there are several number of Radio technologies. At high this access can be classified in two categories: 

1. Non –Cellular Technologies 

2. Cellular Technologies 

 

Each of the technologies available for IoT connectivity has its own advantages and disadvantages. 

However, the range of IoT connectivity requirements – both technical and commercial – means cellular 

technologies can provide clear benefits across a wide variety of applications. While choosing technology 

following requirement needs to be considered 

 Global Reach 

 Matured Ecosystem 

 Diverse and Secure 

 Scalable and QoS support 

 Low Total Cost of Ownership (TOC) 

In ter s of glo al rea h, ellular et orks alread  o er  per e t of the orld’s populatio . WCDMA 

and LTE are catching up, but GSM will offer superior coverage across the Globe. The cellular mobile 

industry represents a huge and mature ecosystem, incorporating chipset, device and network equipment 

vendors, operators, application providers and others. 

The global cellular ecosystem is governed by the 3GPP standardization forum, which guarantees broad 

industry support for future development.  

When it comes to scalability, cellular networks are built to handle massive volumes of mobile broadband 

traffic; the traffic from most IoT applications will be relatively small and easily absorbed. Cellular 

connectivity offers the diversity to serve a wide range of applications with varying requirements within a 

network.  

QoS mechanisms is essential for many IoT applications and cellular systems have mature QoS functionality, 

and this enables critical IoT applications to be handled together with traffic from sensors, voice and 

mobile-broadband traffic on the same carrier. 

Traditionally, the security mechanisms of cellular networks have been based on a physical SIM attached to 

the device, referred to as a Universal Integrated Circuit Card (UICC). This has also enabled roaming 

between operators, which has been one of the main factors behind the huge success of mobile networks. 

The SIM will also be essential in future IoT applications, with SIM functionality embedded in the chipset 

(eUICC) or handled as a soft-SIM solution running in a trusted run-time environment of the module. One 

network connecting the whole diversifying IoT market will guarantee the lowest possible TOC as well as 

fast time to market. 

 

Physical and MAC layers 

The Institute of Electrical and Electronics Engineers (IEEE) committee 802 defines physical and data link 

technologies. The IEEE decomposes the OSI link layer into two sublayers: 

1. The media-access control (MAC) layer, sits immediately on top of the physical layer (PHY), and 

implements the methods used to access the network, typically the carriersense multiple access 

with collision detection (CSMA/CD) used by Ethernet and the carrier-sense multiple access with 

collision avoidance (CSMA/CA) used by IEEE wireless protocols. 

2. The logical link control layer (LLC), which formats the data frames sent over the communication 

channel through the MAC and PHY layers. IEEE 802.2 defines a frame format that is independent of 

the underlying MAC and PHY layers, and presents a uniform interface to the upper layers. 
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The physical layer: The physical layer is the initial layer in the reference model. The physical layer (PHY) 

ultimately provides the data transmission service, as well as the interface to the physical layer 

management entity. For IoT applications, the main characteristics of the physical layer that need to be 

considered are modulation, data rate, transmission mode, and channel encoding. 

 

 Modulation. The nature of IoT applications, some involve infrequent data transmission that need 

low-cost low-complexity devices, preclude the use of high-order modulation or advanced channel 

coding like trellis-coded modulation. Unless mandatory, due to a harsh radio environment with 

narrowband interferers or regulatory constraints, spread spectrum, e.g., Direct Sequence Spread 

Spectrum (DSSS), is to be avoided as it increases the channel bandwidth, requiring a more costly 

and power-consuming RF frontend, with no data rate improvement.  

 Data rate. IoT applications need to mix very low data rate requirements, e.g., a sensor or an 

actuator with limited data size either uplink or downlink, with more demanding requirements, e.g., 

a 6-inch 3-color ePaper display in a home that updates the daily weather forecast or the shopping 

list, easily amounting to more than 196 kB worth of data. Yet even for small data amounts, a 

carefully chosen higher data rate actually improves power-consumption thanks to shorter 

transmission time and reduced probability of collision. On the higher end, the transceiver 

complexity and power increase do not improve the actual useable throughput, as the overhead of 

packet acknowledgement and packet processing time become the bottleneck. 

 Transmission mode. Full duplex communication is challenging, as it requires good isolation and 

does not allow for resource sharing between transmit and receive. Full duplex also typically 

involves different frequencies for downlink and uplink. Since the radio resource is a scarce 

resource, half-duplex is therefore selected, preferably on the same radio channel. 

 Channel coding. There is the potential for improving link quality and performance with a limited 

complexity increase by using (adaptive) channel coding together with Automatic Repeat-Request 

(ARQ) retry mechanism. As of today, this is considered optional due to complexity-cost-

performance trade-offs achieved with current technologies.  

 

The MAC layer: The medium access control (MAC) enables the transmission of MAC frames through the 

use of the physical channel. Besides the data service, it offers a management interface and itself manages 

access to the physical channel. For IoT applications, the main characteristics of the media access layer 

control (MAC) that need to be considered are multiple access, synchronization, and network topology. 

 Multiple Access. Looking back at decades of successful cellular system deployment, one can safely 

conclude that TDMA is a good fit for the IoT. TDMA is suited for low-power operation with a decent 

number of devices, as it allows for optimal scheduling of inactive periods. Hence, TDMA is selected 

for multiple access in the MAC layer. 

 Synchronization. In IoT applications, there are potentially a very large number of power-sensitive 

devices with moderate throughput requirements. In such a configuration, it is essential to maintain 

a reasonably consistent time base across the entire network and potentially across different 

networks. Given that throughput is not the most critical requirement, it is suitable to follow a 

beacon-enabled approach, with a flexible beacon period to accommodate different types of 

services. 

 Network topology. Mobile networks using a cellular topology have efficiently been servicing a large 

number of devices with a high level of security and reliability, e.g., 5,000+ per base station for LTE in 

urban areas. This typology is based on a star topology in each cell, while the cells are connected in a 

hierarchical tree in the network backhaul. 

 

IEEE 802.15.4 network topologies 

There are two main forms of network topology that can be used within IEEE 802.15.4. These network 

topologies may be used for different applications and offer different advantages. 

The two IEEE 802.15.4 network topologies are: 

Downloaded from  be.rgpvnotes.in

Page no: 2 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


Star topology:   As the name implies the start format for an IEEE 802.15.4 network topology has one 

central node called the PAN coordinator with which all other nodes communicate. 

Peer to Peer network topology:   In this form of network topology, there is still what is termed a PAN 

coordinator, but communications may also take place between different nodes and not necessarily via the 

coordinator. 

 

SECURITY OF IEEE 802.15.4 

The key security requirements in IoT are: 

Data Confidentiality: Data confidentiality is considered to be the most important issue. It is required to 

protect the data from disclosure.  

Data Integrity: Keeping the data confidential does not protect it from external modifications. An adversary 

can always alter the data by adding some fragments or by manipulating the data within a packet. This 

packet can later be forwarded to the coordinator. Lack of data integrity mechanism is sometimes very 

dangerous  

Data Authentication: It confirms the identity of the original source node. Apart from modifying the data 

packets, the intruder can also change a packet stream by integrating fabricated packets. The system must 

have the capability to verify the original source of data.  

Data Freshness: The intrudar may sometimes capture data in transit and replay them later using the old 

key. Data freshness implies that the data is fresh and that no one can replay old messages. There are two 

types of data freshness: weak freshness, which guarantees partial data frames ordering but does not 

guarantee delay, and strong freshness, which guarantees data frames ordering as well as delay. 

Secure Localization: Some IoT applications require accurate location. Lack of smart tracking mechanisms 

allow an attacker to send incorrect reports about the location either by reporting false signal strengths or 

by using replaying signals. 

Availability: Availability implies efficient availability of information to the system. The attacker may target 

the availability of data by capturing or disabling a particular node or device. One of the best ways is to 

switch the operation of a node that has been attacked to another node in the network. 

Secure Management: Secure management is required at the coordinator to provide key distribution to the 

nodes for encryption and decryption operation. In case of association and disassociation, the coordinator 

adds or removes the nodes in a secure manner. 

 

Attacks on various layers of IoT Devices: 

Layers Attacks Defenses 

Physical 
Jamming Spread-spectrum, priority messages, region mapping, mode change 

Tampering Tamper-proof, hiding 

Link 

Collision Error correcting code 

Unfairness Small frames 

Exhaustion Rate limitation 

Network 

Neglect and greed Redundancy, probing 

Homing Encryption 

Misdirection Egress filtering, authorization monitoring 

Black holes Authorization, monitoring, redundancy 

Transport 
Flooding Client Puzzles 

De-synchronization Authentication 

Table 3.1: Attacks on various layers of IoT Devices: 

 

IEEE 802.15.4g and IEEE 802.15.4e 

IEEE 802.15.4g and IEEE 802.15.4e are amendments of IEEE 802.15.4, respectively, dealing with physical 

layer and MAC layer requirements for applications such as SUN. IEEE 802.15.4g targeted at usage scenario 

of neighborhood area network (NAN), where utility meters are deployed outdoor and form mesh/ad hoc 

networks. Comparing with the baseline standard, such usage scenarios present more technical challenges 

due to harsher environment. 
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IEEE 802.15.4e intends to support a wide range of industrial and commercial applications that require 

lower latency, higher robustness, and deterministic behaviors. To achieve this, 802.15.4e has specified a 

number of mechanisms targeting different application domains with different features. On the other hand, 

IEEE 802.15.4e has also developed additional MAC functions to enhance the general capabilities, like low 

energy (LE), information element (IE), enhanced beacons (EB) and enhanced beacon requests (EBR), and so 

forth. 

  

IEEE 1901.2a 

 This standard offers the flexibility to run any upper layer protocol. So, implementations of IPv6 6 LoWPAN 

and RPL IPv6 protocols are supported. These protocols enable the use of network layer routing to create 

mesh networks. 

The IEEE 19.01.2a encryption and authentication are performed by AES. IEEE 1901.2a supports IEEE 

802.15.9 key management protocol. 

 

IEEE 802.11ah 

Wi-Fi lacks sub-Ghz support for better signal penetration, low power for a battery powered nodes and the 

ability to support a large number of services. For these reasons, the IEEE 802.11 working group launched a 

tast group named IEEE 802.11ah to specify a sub-Ghz version of Wi Fi. 

 

LoRaWAN 

Low Power Wide Area Networks are well adapted for long range and battery powered endpoints. LPWA 

technologies open new business opportunities to both services providers and enterprises considering IOT 

solutions. LoRaWAN is a media access control (MAC) protocol for wide area networks. It is designed to 

allow low-powered devices to communicate with Internet-connected applications over long range wireless 

connections. 

LoRaWAN can be mapped to the second and third layer of the OSI model. It is implemented on top of LoRa 

or FSK modulation in industrial, scientific and medical (ISM) radio bands. 

The LoRaWAN specification defines three device types. All LoRaWAN devices must implement Class A, 

whereas Class B and Class C are extensions to the specification of Class A devices. 

 Class A devices support bi-directional communication between a device and a gateway. Uplink 

messages (from the device to the server) can be sent at any time (randomly). The device then 

opens two receive windows at specified times after an uplink transmission. If the server does not 

respond in either of these receive windows, the next opportunity will be after the next uplink 

transmission from the device. The server can respond either in the first receive window, or in the 

second receive window, but should not use both windows. 

 Class B devices extend Class A by adding scheduled receive windows for downlink messages from 

the server. Using time-synchronized beacons transmitted by the gateway, the devices periodically 

open receive windows. 

 Class C devices extend Class A by keeping the receive windows open unless they are transmitting, as 

shown in the figure below. This allows for low-latency communication but is many times more 

energy consuming than Class A devices. 

 

LoRaWN NETWORK LAYER 

A LoRa network consists of several elements: 

 

End points:   The endpoints are the elements of the LoRa network where the sensing or control is 

undertaken. They are normally remotely located. 

LoRa gateway :   The gateway receives the communications from the LoRa endpoints and then transfers 

them onto the backhaul system. This part of the LoRa network can be Ethernet, cellular or any other 

telecommunications link wired or wireless. The gateways are connected to the network server using 

standard IP connections. On this way the data uses a standard protocol, but can be connected to any 

telecommunications network, whether public or private. In view of the similarity of a LoRa network to that 
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of a cellular one, LoRaWAN gateways may often be co-located with a cellular base station. In this way they 

are able to use spare capacity on the backhaul network. 

LoRa Network Server:   The LoRa network server manages the network and as part of its function it acts to 

eliminate duplicate packets, schedules acknowledgement, and adapts data rates. In view of the way in 

which it can be deployed and connected, makes it very easy to deploy a LoRa network. 

Remote computer:   a remote computer can then control the actions of the endpoints or collect data from 

them - the LoRa network being almost transparent. 

In terms of the actual architecture for the LoRa network, the nodes are typically in a star-of-stars topology 

with gateways forming a transparent bridge. These relay messages between end-devices and a central 

network server in the backend. 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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