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Birdsong Charity Consulting 
Birdsong Privacy Notice 

Introduction 

This Privacy Notice explains in detail the types of personal data we may collect about you 
when you interact with us. It also explains how we’ll store and handle that data, and keep it 
safe. 

We want you to be fully informed about your rights, and how The Birdsong Partnership uses 
your data. 

We hope the following sections will answer any questions you may have but if not, please do 
get in touch with us. 

Please be aware that, in order to comply with changing legislation, this Privacy Notice may be 
updated from time to time. 

Who are Birdsong Charity Consulting? 
Birdsong Charity Consulting is the trading name of The Birdsong Partnership Ltd. For 
simplicity throughout this notice, ‘we’ and ‘us’ means Birdsong Charity Consulting. 

For the purposes of the UK General Data Protection Regulation (UK GDPR), The Birdsong 
Partnership Ltd. acts as “Data Processor” through many of its services. 

Registered office: The Birdsong Partnership Ltd / Birdsong Charity Consulting, Pear Tree 
Cottage, Naseby Road, Clipston, Market Harborough LE16 9RZ 

Information Commissioner’s Office (ICO) – Registration number: Z9834506 

Should you wish to contact us about any of the items covered in this Privacy Policy, please 
contact our Data Protection Officer – info@birdsong.co.uk / 01858 525258. 

Why do we need your data? 
The UK laws on data protection set out a number of different reasons for which a company 
may collect and process your personal data. Our reason for collecting and processing your 
personal data is based on contractual obligations. 

We need your personal data in order to stay in touch with you, to keep you informed about the 
progress of surveys and to supply our survey reports to you. In addition we may record names 
of individuals mentioned in specific survey questions. 
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When do we collect data from your charity? 
We collect personal data in our day-to-day contact with your charity, through, for example, 
telephone calls and emails. Acting as a Data Controller in this context only, we also collect 
personal data from the liaison person (or people) at the charities as part of our online survey 
registration process.  

Through our online / paper surveys, we collect personal data about the demographics, views 
and opinions of charity staff and volunteers on a range of questions agreed with our charity 
clients (who act as “Data Controllers”). In this context, we act as “Data Processor” for our 
charity clients. 

What sort of personal data do we collect from the charities we work with? 
We collect charity liaison contact details (such as job titles, email addresses and telephone 
numbers) for one or two people of the charity’s choice that enable us to prepare your survey 
requirements and keep in touch with you before the survey, during the survey and after the 
survey. 

Anonymously, individuals that work or volunteer for our charity clients provide us with their 
views and opinions on the charity across a range of engagement topics. Should a charitable 
organisation (the Data Controller) choose to use a survey to ask anonymous questions about 
the demographics of its staff or volunteers, Birdsong (the Data Processor) will collect 
information on personal characteristics (such as gender, religion and sexual orientation) of 
charity staff and volunteers. This information cannot be linked to named individuals.  

In some circumstances, in response to open questions for instance, some individuals may 
choose to waive their anonymity by providing information that informs us of their identity.  

Individual survey responses are never shared with clients or with anyone outside of Birdsong’s 
small team. 

How we protect your personal data 
1. Access to our computer systems is restricted to nominated users with password 

protection. We limit access to your personal information only to those Birdsong 
employees who have a business need to know. We do not pass on any data to agents, 
contractors or any other third parties. 

2. Our website uses SSL encryption.  

3. Our charitable surveys do not record names or contact details of survey participants. 

4. Our data is held locally, on local and off-site backups. In addition, some information 
is held in paper form which is destroyed within three months of input. 

5. All computer-based data is encrypted. 

6. At Birdsong, we undertake an annual review of our data security working with external 
consultants for best practice advice where necessary. We do not share personal data 
with these external consultants. 

7. We have put in place procedures, which we update annually, to act on any suspected 
data security breaches. We will notify you of a suspected breach in all cases where we 
are legally required to do so. 
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Retention schedule 
We retain survey data indefinitely to allow us to produce trend reports and other trend data. 
We can, at your request, permanently delete your survey data. 

How data about your charity is held and processed 
We store and process personal data (charity addresses, emails, minutes etc.) in EU and US 
based systems and servers. Our US-based servers are used as part of our cloud-based backups 
using Dropbox.  

Dropbox complies with the EU-US and Swiss – US Privacy Shield Frameworks as set forth by 
the US Department of Commerce regarding the collection, use and retention of personal data 
transferred from the European Union, the European Economic Area, the United Kingdom 
and Switzerland to the United States, although Dropbox does not rely on the EU-US Privacy 
Shield or Swiss-US Privacy Shield Frameworks as a legal basis for transfers of personal data. 
Dropbox has certified to the Department of Commerce that it adheres to the Privacy Shield 
Principles with respect to such data. 

Dropbox is in the process of updating their data policies and these will be published in April 
2023. As soon as this information has been released we will update our policy documents 
accordingly. 

Dropbox is designed with multiple layers of protection, distributed across a scalable, secure 
infrastructure. These layers of protection include: 

• Dropbox files at rest are encrypted using 256-bit Advanced Encryption Standard 
(AES) 

• Dropbox uses Secure Sockets Layer (SSL)/Transport Layer Security (TLS) to protect 
data in transit between Dropbox apps and our servers 

• SSL/TSL creates a secure tunnel protected by 128-bit or higher Advanced Encryption 
Standard (AES) encryption 

• Dropbox applications and infrastructure are regularly tested for security 
vulnerabilities, and hardened to enhance security and protect against attacks 

• Birdsong restricts access to Dropbox to three nominated Birdsong employees only. 

 

How your charity’s survey data is processed 
In our surveys for charities, we do not ask for or record names or other identifiable details of 
survey participants. We feel this maintains confidentiality and ensures that charity staff and 
volunteers give more honest feedback in completing the survey. It also means that, should a 
data breach occur outside of our control, individuals cannot be identified by name. 

For our surveys we use the Alchemer platform, which acts as our Data Sub-processor. 
Alchemer is located in Louisville, Colorado and utilise Amazon Web Services (AWS) for their 
hosting services. To ensure a secure platform, Alchemer utilise the Open Web Application 
Security Project (OWASP) standards during the software development process.  

You can read Alchemer’s Security Overview here and their Commitment to GDPR here. 
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Use of cookies 
The Birdsong website does not use cookies. Our Data Sub-processor, Alchemer, does use 
cookies. As with many websites, these cookies recognise browsers when they visit to tell 
Alchemer if users have visited the site previously. These cookies are able to link names (and 
other contact details) to a user, should they provide this information in a web form. However, 
Birdsong survey users are not asked to provide personal information (names, contact details) 
– our aim is to keep surveys completely anonymous. 

Full information about Alchemer’s use of cookies can be found here. 

Who we share your personal data with 
We do not share personal data with any other organisations. 

Your rights over your personal data 
The UK GDPR legislation gives individuals certain rights that they can choose to enact at any 
time. Working with our survey client/s (the Data Controller/s), Birdsong (the Data 
Processor/s) are committed to supporting you in enacting these rights. 

1. The right to be informed: Individuals have to the right to be informed about how 
personal data is collected and use. 

2. The right of access: Individuals have the right to access their personal data and any 
supplementary information that Birdsong has stored. 

3. The right to rectification: Should personal data be inaccurate or incomplete, 
individuals have the right to request in writing or verbally that personal data be 
rectified or completed. We will respond to this request within one calendar month. 

4. The right to erasure: Should an individual wish to, personal data about them stored 
by Birdsong can be erased. Please make this in writing (info@birdsong.co.uk) or 
verbally (01858 525258) and we will respond in one calendar month. Please note that, 
according to UK GDPR law, this right is not absolute and does not apply in certain 
circumstances. 

5. The right to restrict processing: Individuals have the right to request that their 
personal data be restricted or supressed. In these circumstances, Birdsong is permitted 
to store personal data, but not use it. If you wish to enact this right, please make this 
in writing (info@birdsong.co.uk) or verbally (01858 525258) and we will respond in 
one calendar month. Again, according to UK GDPR law, this right is not absolute and 
does not apply in certain circumstances. 

6. The right to object: Individuals have the right to question the legitimate interest of 
the data requested of them and how it is stored.  

You can contact us to request to exercise these rights at any time through the following 
means:  

In writing: The Data Protection Officer, Birdsong Charity Consulting, Pear Tree Cottage, 
Naseby Road, Clipston, Market Harborough LE16 9RZ or email at info@birdsong.co.uk. 

Over the phone: 01858 525258 
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If, in rare circumstances, we choose not to action your request we will explain to you the 
reasons for our refusal.  

Your right to withdraw consent 

Whenever you have given us your consent to use your personal data, you have the right to 
change your mind at any time and withdraw that consent. 

Checking your identity 

To protect the confidentiality of your information, we will ask you to verify your identity 
before proceeding with any request you make under this Privacy Notice.  

If you have authorised a third party to submit a request on your behalf, we will ask them to 
prove they have your permission to act. 

Contacting the Regulator 
If you feel that your data has not been handled correctly, or you are unhappy with our 
response to any requests you have made to us regarding the use of your personal data, you 
have the right to lodge a complaint with the Information Commissioner’s Office. 

You can contact them by calling 0303 123 1113. 

Or go online to www.ico.org.uk/concerns 

Any questions? 
We hope this Privacy Notice has been helpful in setting out the way we handle your personal 
data and your rights to control it. 

If you have any questions that haven’t been covered, please contact our Data Protection 
Officer who will be pleased to help you: 

Email us at: info@birdsong.co.uk 

Or write to: The Data Protection Officer, Birdsong Charity Consulting, Pear Tree Cottage, 
Naseby Road, Clipston, Market Harborough LE16 9RZ  

 


