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Unit-4 

BOOTP Operation 

When a BOOTP client is started, it has no IP address, so it broadcasts a message containing its MAC address 

o to the et o k. This essage is alled a BOOTP e uest,  a d it is pi ked up y the BOOTP se e , 
which replies to the client with the following information that the client needs: 

 The lie t s IP add ess, su et ask, a d default gate ay add ess 

 The IP address and host name of the BOOTP server 

 The IP address of the server that has the boot image, which the client needs to load its operating 

system 

When the client receives this information from the BOOTP server, it configures and initializes its TCP/IP 

protocol stack, and then connects to the server on which the boot image is shared. The client loads the 

boot image and uses this information to load and start its operating system.  

BOOTP Bootstrapping Steps 

The following are the basic steps performed by the client and server in a regular BOOTP bootstrapping 

procedure 

1. Client Creates Request 

The client machine begins the procedure by creating a BOOTP request message. In creating this message, it 

fills in the following information: 

 It sets the message type (Op) to the value 1, for a BOOTREQUEST message.  

 If it knows its own IP address that it plans to keep using, it specifies it in the CIAddr field. Otherwise, 

it fills this field with zeroes.   

 It puts its own layer-two hardware address in the CHAddr field. This is used by the server to 

determine the right address and other parameters for the client.  

 It generates a random transaction identifier, and puts this in the XID field.  

 The client may specify a particular server that it wants to send it a reply and put that into the 

SName field. It may also specify the name of a particular type of boot file that it wants the server to 

provide in the File field.  

 The client may specific vendor-specific information, if programmed to do so. 

2. Client Sends Request 

The client broadcasts the BOOTREQUEST message by transmitting it to address 255.255.255.255. 

Alternately, if it already knows the address of a BOOTP server, it may send the request unicast. 

3. Server Receives Request and Processes It 

A BOOTP server, listening on UDP port 67, receives the broadcasted request and processes it. If a name of 

a particular server was specified and this name is different than the name of this server, the server may 

discard the request. This is especially true if the server knows that the server the client asked for is also on 

the local network. If no particular server is specified, or this particular server was the one the client 

wanted, the server will reply. 

4. Server Creates Reply 

The server creates a reply message by copying the request message and changing several fields: 

 It changes the message type (Op) to the value 2, for a BOOTREPLY message.  

 It takes the client's specified hardware address from the CHAddr field, and uses it in a table lookup 

to fi d the at hi g IP add ess fo  this host. It the  pla es this alue i to the YIAdd  you  IP 
add ess  of the eply.  

 It processes the File field and provides the filename type the client requested, or if the field was 

blank, the default filename.  

 It puts its own IP address and name in the SIAddr and SName fields.  

 It sets any vendor-specific values in the Vend field. 

5. Server Sends Reply 

The server sends the reply, the method depending on the contents of the request: 

 If the B (Broadcast) flag is set, this indicates that the client can't have the reply sent unicast, so the 

server will broadcast it.  
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 If the CIAddr field is non-zero, the server will send the reply unicast back to that CIAddr.  

 If the B flag is zero and the CIAddr field is also zero, the server may either use an ARP entry or 

broadcast, as described in the previous topic. 

6. Client Processes Reply 

The client receives the server's reply and processes it, storing the information and parameters provided.  

7. Client Completes Boot Process 

O e o figu ed, the lie t p o eeds to phase t o  of the ootst appi g p o ess, y usi g a p oto ol su h 
as TFTP to download its boot file containing operating system software, using the filename the server 

provided. 

 

Packet Format 

 
Figure-1: BOOTP Packet Format 

 Opcode is 1 for a request and 2 for a reply.  

 The hardware type field is 1 for a 10 Mbits/sec Ethernet, the same value that is in the field of the 

same name in an ARP request or reply. Similarly, the hardware address length is 6 bytes for an 

Ethernet. 

 The hop count is set to 0 by the client, but can be used by a proxy server  

 The transaction ID is a 32-bit integer set by the client and returned by the server. This lets the client 

match a response with a request. The client should set this to a random number for each request. 

 Number of seconds can be set by the client to the time since it started trying to bootstrap. The 

servers can look at this value, and perhaps a secondary server for a client won't respond until the 

number of seconds has exceeded some value, implying that the client's primary server is down. 

 If the client already knows its IP address, it fills in the client IP address. Otherwise, the client sets 

this to 0. In the latter case the server fills in your IP address with the client's IP address.  

 The server IP address is filled in by the server. If a proxy server is used, that proxy server fills in its 

gateway IP address. 

 The client must set its client hardware address. Although this is the same value as in the Ethernet 

header, by placing the field in the UDP datagram also, it is easily available to any user process that 
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receives the datagram. It is normally much harder (or impossible) for a process reading UDP 

datagram to determine the fields in the Ethernet header that carried the UDP datagram. 

 The server hostname is a null terminated string that is optionally filled in by the server. The server 

can also fill in  

 The boot filename with the fully qualified, null terminated pathname of a file to bootstrap from. 

 The options or vendor-specific area is used for various extensions to BOOTP. 

 

DHCP (Dynamic Host Configuration Protocol): Address allocation 

DHCP supports three mechanisms for IP address allocation.  

 In "automatic allocation", DHCP assigns a permanent IP address to a client. 

 In "dynamic allocation", DHCP assigns an IP address to a client for a limited period of time (or until  

the client explicitly relinquishes the address). 

 In "manual allocation", a client's IP address is assigned by the network administrator, and DHCP is 

used simply to convey the assigned address to the client. A particular network will use one or more 

of these mechanisms. 

Dynamic allocation is the only one of the three mechanisms that allows automatic reuse of an address that 

is no longer needed by the client to which it was assigned. Thus, dynamic allocation is particularly useful 

for assigning an address to a client that will be connected to the network only temporarily or for sharing a 

limited pool of IP addresses among a group of clients that do not need permanent IP addresses. Dynamic 

allocation may also be a good choice for assigning an IP address to a new client being permanently 

connected to a network where IP addresses are sufficiently scarce that it is important to reclaim them 

when old clients are retired. 

 

DHCP Configuration  

Dynamic Address Allocation DHCP has a database with a pool of available IP addresses. This database 

makes DHCP dynamic.  

When a DHCP client requests a temporary IP address, the DHCP server goes to the pool of available 

(unused) IP addresses and assigns an IP address for a negotiable period of time.  When a DHCP client sends 

a request to a DHCP server, the server first checks its static database. If an entry with the requested 

physical address exists in the static database, the permanent IP address of the client is returned. On the 

other hand, if the entry does not exist in the static database, the server selects an IP address from the 

available pool, assigns the address to the client, and adds the entry to the dynamic database.  

The dynamic aspect of DHCP is needed when a host moves from network to network or is connected and 

disconnected from a network (as is a subscriber to a service provider). DHCP provides temporary IP 

addresses for a limited time. The addresses assigned from the pool are temporary addresses. The DHCP 

server issues a lease for a specific time. When the lease expires, the client must either stop using the IP 

address or renew the lease. The server has the option to agree or disagree with the renewal. 

  

DHCP Packet Format 

 
Figure-2: DHCP Packet Format 
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DHCP Packet Field Description 

Operation Code 

Specifies the type of the Dynamic Host Configuration Protocol (DHCP) message. 

Set to 1 in messages sent by a client (requests) and 2 in messages sent by a 

server (response). 

Hardware Type 
Specifies the network LAN architecture. For example, the ethernet type is 

specified when h/wtype is set to 1. 

Hardware Address 

Length 

Layer 2 (Data-link layer) address length (MAC address) (in bytes); defines the 

length of hardware address in the chaddr field. For Ethernet (Most widely used 

LAN Standard), this value is 6. 

Hops Number of relay agents that have forwarded this message. 

Transaction 

identifier 

Used by clients to match responses from servers with previously transmitted 

requests. 

Seconds elapsed 
Elapsed time (in seconds) since the client began the Dynamic Host Configuration 

Protocol (DHCP) process. 

Flags 
Flags field is called the broadcast bit, can be set to 1 to indicate that messages 

to the client must be broadcast 

Clients IP address 
Clie t s IP address; set by the client when the client has confirmed that its IP 

address is valid. 

Your IP address 
Clie t s IP add ess; set y the se e  to i fo  the lie t of the lie t s IP 

address. 

Server IP address 

IP address of the next server for the client to use in the configuration process 

(for example, the server to contact for TFTP download of an operating system 

kernel). 

Router(Gateway) IP 

address 

Relay agent (gateway) IP address; filled in by the relay agent with the address of 

the interface through which Dynamic Host Configuration Protocol (DHCP) 

message was received. 

Client Hardware 

address 
Clie t s hardware addresses (Layer 2 address). 

Server Name Name of the next server for client to use in the configuration process. 

File name 
Name of the file for the client to request from the next server (for example the 

name of the file that contains the operating system for this client 

Table-1: DHCP Packet field description  

DNS: Distribution of name spaces 

Domain Name System (DNS) enables to use hierarchical, friendly names to easily locate computers and 

other resources on an IP network. 

IP uniquely identifies the connection of a host to the Internet. However, people prefer to use names 

instead of numeric addresses and DNS map a name to an IP address or an IP address to a name. 

 

Distribution of Name Spaces 
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A name space that maps each address to a unique name can be organized in two ways: flat or hierarchical. 

Flat Name Space 

In a flat name space, a name is assigned to an address. A name in this space is a sequence of characters 

without structure. 

Hierarchical Name Space 

In a hierarchical name space, each name is made of several parts. The first part can define the nature of 

the organization, the second part can define the name of an organization, the third part can define 

departments in the organization, and so on. To have a hierarchical name space, a domain name space was 

designed. 

Label 

Each node in the tree has a label, which is a string with a maximum of 63 characters. The root label is a null 

string (empty string). 

Domain Name 

Each node in the tree has a domain name. A full domain name is a sequence of labels separated by dots (.). 

The domain names are always read from the node up to the root. 

 
Figure-3: Distribution of namespace 

DNS in the Internet 

DNS is a protocol that can be used in different platforms.  

Generic Domains 

The generic domains define registered hosts according to their generic behavior. Each node in the tree 

defines a domain, which is an index to the domain name space database. 

 Inverse Domain 

The inverse domain is used to map an address to a name. 

Registrar 

Through a registrar the new domains added to DNS. This is done through a registrar, a commercial entity 

accredited by ICANN. A registrar first verifies that the requested domain name is unique and then enters it 

into the DNS database. A fee is charged for this service. 

 

FTP (File Transfer Protocol) 

File Transfer Protocol (FTP) is the standard mechanism provided by TCP/IP for copying a file from one host 

to another. FTP uses the services of TCP. It needs two TCP connections. The well-known port 21 is used for 

the control connection and the well-known port 20 for the data connection. 

Connection 

FTP differs from other client/server applications in that it establishes two connections between the hosts. 

One connection is used for data transfer, the other for control information (commands and responses). 

Separation of commands and data transfer makes FTP more efficient. The two type of connections are: 

Control Connection 

The control connection is created in two steps: 

 The server issues a passive open on the well-known port 21 and waits for a client. 
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 The client uses an ephemeral port and issues an active open. 

 

 
Figure-4: FTP Control Connection 

Data Connection 

The data connection uses the well-known port 20 at the server site. However, the creation of a data 

connection is different. The following steps create a FTP data connection: 

 The client issues a passive open using an ephemeral port. This must be done by the client because it 

is the client that issues the commands for transferring files. 

 The client sends this port number to the server using the PORT command  

 The server receives the port number and issues an active open using the well-known port 20 and 

the received ephemeral port number 

 
Figure-5: FTP Data Connection 

Communication 

The FTP client and server, which run on different computers, must communicate with each other. These 

two computers may use different operating systems, different character sets, different file structures, and 

different file formats. FTP must make this heterogeneity compatible. 

 

Data Structure FTP can transfer a file across the data connection using one of the following interpretations 

about the structure of the data: 

 File structure (default). The file has no structure. It is a continuous stream of bytes. 

 Record structure. The file is divided into records. This can be used only with text files. 

 Page structure. The file is divided into pages, with each page having a page number and a page 

header. The pages can be stored and accessed randomly or sequentially. 

Transmission Mode FTP can transfer a file across the data connection using one of the following three 

transmission modes: 

 Stream mode. This is the default mode. Data are delivered from FTP to TCP as a continuous stream 

of bytes. TCP is responsible for chopping data into segments of appropriate size. If the data is 

simply a stream of bytes (file structure), no end-of file is needed. End-of-file in this case is the 

closing of the data connection by the sender. If the data are divided into records (record structure), 
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each record will have a 1-byte end-of-record (EOR) character and the end of the file will have a 1-

byte end-of-file (EOF) character. 

 Block mode. Data can be delivered from FTP to TCP in blocks. In this case, each block is preceded by 

a 3-byte header. The first byte is called the block descriptor; the next two bytes define the size of 

the block in bytes. 

 Compressed mode. If the file is big, the data can be compressed. The compression method 

normally used is run-length encoding. In this method, consecutive appearances of a data unit are 

replaced by one occurrence and the number of repetitions. In a text file, this is usually spaces 

(blanks). In a binary file, null characters are usually compressed. 

 

Command Processing 

FTP uses the control connection for communication. Commands are sent from the client to the server and 

the responses are sent back from the server to the client via control connection. 

 
Figure-6: Command Processing 

There are six groups of commands used in FTP: 

 

Group-1 Group-2 Group-3 

Access Commands File Management Commands Data Formatting Commands 

USER user-id CWD dir TYPE A(ASCII), E(EBCDIC), I (Image), N 

(Nonprint), or T(TELNET) 

PASS user-passwd CDUP STRU F (File), R (Record), or P (page) 

ACCT account to be 

changed 

DELE file MODE S (Stream), B (Block), or C (Compressed) 

REIN LIST dir  

QUIT NLIST dir  

ABOR MKD dir  

 PWD  

 RMD dir  

 

Group-4 Group-5 Group-6 

Port Defining Commands File Transfer Commands Miscellaneous Commands 

PORT (6-digits id) RETR file(s) HELP 

PASV STOR file(s) NOOP 

 APPE file(s) SITE 

 STOU file(s) SYST 

 ALLO file(s)  

 REST file(s)  

 STAT file(s)  

 

Trivial File Transfer Protocol (TFTP) 

The Trivial File Transfer Protocol (TFTP) is a protocol layered on the User Datagram transport Protocol 

(UDP) used over the Internet Protocol (IPv4 or IPv6). TFTP is a very simple file transfer protocol and 

provides functions to copy files across a network 

TFTP has no authentication or encryption mechanisms, and generally provides the same access to all files 

in the TFTP directory. Due to this lack of security, use of TFTP can be dangerous over the open Internet. 
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Therefore, TFTP is generally only used on private local area networks for applications where ftp would be 

too expensive or difficult to implement 

The TFTP protocol operation 

 The service uses the well-known UDP port of 69. Since TFTP utilizes UDP, it has to supply its own 

session support. 

 The initiating client host sends either an RRQ (read request) or WRQ (write request) packet, 

containing the filename and the transfer mode. 

 The server responds to a received DATA packet with an ACK (acknowledgement) packet if it 

receives a WRQ message and with a DATA packet if it received an RRQ message (this also indicates 

the ports in use to the client). 

 The sending host then sends numbered DATA packets to the destination host after receiving each 

ACK message. All but the last message contains a full-sized block of data. The destination host 

replies with numbered ACK packets for each received DATA packet. This forms a simple ARQ 

protocol, providing retransmission when a packet is lost. 

 The final DATA packet must contain less than a full-sized block of data (including possibly zero 

bytes) to indicate that it is the last block of the transfer. 

 This data transfer is performed in lockstep. Only one packet (either a block of data or an 

a k o ledge e t  is ever in flight on the network at any time. Due to this lack of windowing, TFTP 

has a low throughput over high latency (delay) links 

 

Email 

E-mail (electronic mail) is service to deliver stored messages using computer network. SMTP, POP3 and 

IMAP are TCP/IP protocols used for email delivery. Each protocol is just a specific set of communication 

rules between computers. 

SMTP 

SMTP stands for Simple Mail Transfer Protocol. SMTP is used when email is delivered from an email client, 

such as Outlook Express, to an email server or when email is delivered from one email server to another. 

SMTP uses port 25. 

POP3 

POP3 stands for Post Office Protocol. POP3 allows an email client to download an email from an email 

server. The POP3 protocol is simple and does not offer many features except for download. Its design 

assumes that the email client downloads all available email from the server, deletes them from the server 

and then disconnects. POP3 normally uses port 110. 

IMAP 

IMAP stands for Internet Message Access Protocol. IMAP shares many similar features with POP3. It is a 

protocol that an email client can use to download email from an email server. However, IMAP includes 

many more features than POP3. The IMAP protocol is designed to let users keep their email on the server. 

IMAP requires more disk space on the server and more CPU resources than POP3, as all emails are stored 

on the server. IMAP normally uses port 143.  

 

SNMP (Simple Network Management Protocol) 

The Simple Network Management Protocol (SNMP) for managing Internet Protocol (IP) devices. SNMP 

provides a standard for monitoring and controlling a network, in vendor-independent manner. SNMP 

allows the retrieval and alteration of networking information maintained by hosts and routers attached to 

a network. A network administrator can use SNMP to diagnose and correct network problems from remote 

hosts. 

 

SMI (Structure and identification of management information) 

SMI protocol is basically used to standardize the different object attributes like object Identifiers, object 

type and encoding methods for objects. 
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 Object Identifiers: Each SNMP object has a unique object identifier. SMI permits object identifiers 

to be either in name form (e.g. iso.org.dod.internet.mgmt.mib-2) or in number form (e.g. 1.3.6, 1, 

2,1). Note that both forms have a hierarchical structure. 

 Object Types : As for object types, SMI defines both standard types like integer, octet string etc. 

and non-standard network specific types like IP address, Time-ticks  etc. 

 Object Encoding Method: SMI uses the Basic Encoding Rules (BER) method consisting of type/tag, 

length and value, to encode objects along with their values, for transmission inside SNMP packets. 

SMI does not specify the list of objects for a specific network protocol/entity nor does it specify the type of 

objects to be used for a specific network protocol. These aspects are taken care by MIB. 

 MIB (Management Information Base) 

MIB enable representation of device parameters in a standard format. 

MIBs are nothing but the actual set of objects supported by a network device, for controlling and 

monitoring by the SNMP protocol. 

These objects are classified and separately maintained in different MIB files. There would be a separate 

MIB file maintained by the SNMP agent on the network device, for each protocol/entity that can be 

managed by SNMP  

MIBs are organized in a tree like structure and each MIB variable has a unique object ID. Each MIB file 

define three things, namely 

 List of objects supported for a specific protocol/entity 

 Type of each object 

 Hierarchical relationship between all the objects of a given protocol/entity 

Downloaded from  be.rgpvnotes.in

Page no: 9 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


 

We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 
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