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Unit II: Hardware for IoT: Sensors, digital sensors, actuators, radio frequency identification (RFID) 

technology, wireless sensor networks, participatory sensing technology. Embedded Platforms for IoT: 

Embedded computing basics, Overview of IOT supported Hardware platforms such as Arduino, Raspberry 

pi, Beagle Bone, Intel Galileo. 

 

HARDWARE FOR IOT:  

Sensors: A sensor is any physical device that converts one form of energy into another. So, sensor converts 

some physical phenomenon into an electrical impulse that can then be interpreted to determine a reading. 

A microphone is a sensor that takes vibration energy (sound waves), and converts it to electrical energy in 

a useful way for other components in the system to correlate back to the original sound. 

 

Digital Sensors: Electronic sensors or electrochemical sensors in which data conversion and data 

transmission takes place digitally are called as digital sensors. These digital sensors are replacing analog 

sensors as they are capable of overcoming the drawbacks of analog sensors. The digital sensor consists of 

majorly three components: senor, cable, and transmitter. In digital sensors, the signal measured is directly 

converted into digital signal output inside the digital sensor itself. And this digital signal is transmitted 

through cable digitally. There are different types of digital sensors that overcome disadvantages of analog 

sensors. 

 

Actuator: An actuator operates in the reverse direction of a sensor. It takes an electrical input and turns it 

into physical action. For instance, an electric motor, a hydraulic system, and a pneumatic system are all 

different types of actuators. 

 
Figure 2.1: IOT System with sensor and actuator 

 

There are many different types of sensors in an IoT system. Flow sensors, temperature sensors, voltage 

sensors, humidity sensors, and the list goes on. In addition, there are multiple ways to measure the same 

thing. For instance, airflow might be measured by using a small propeller like the one you would see on a 

weather station. Alternatively, as in a vehicle measuring the air through the engine, airflow is measured by 

heating a small element and measuring the rate at which the element is cooling. 

 

RFID Technology: Radio-Frequency Identification (RFID) is the use of radio waves to read and capture 

information stored on a tag attached to an object.  A tag can be read from up to several feet away and 

does not need to be within direct line-of-sight of the reader to be tracked. 

 

A RFID system is made up of two parts: a tag or label and a reader. RFID tags or labels are embedded with a 

transmitter and a receiver. The RFID component on the tags has two parts: a microchip that stores and 
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processes information, and an antenna to receive and transmit a signal. The tag contains the specific serial 

number for one specific object.  

To read the information encoded on a tag, a two-way radio transmitter-receiver called an interrogator or 

reader emits a signal to the tag using an antenna. The tag responds with the information written in its 

memory bank. The interrogator will then transmit the read results to an RFID computer program. 

 
Figure 2.2: Working of RFID 

There are two types of RFID tags: passive and battery powered.  A passive RFID tag will use the 

i terrogator’s radio a e e erg  to rela  its stored i for atio  a k to the i terrogator.  A atter 
powered RFID tag is embedded with a small battery that powers the relay of information. 

 

Wireless Sensor Networks: A wireless sensor network (WSN) is a wireless network consisting of spatially 

distributed autonomous devices using sensors to monitor physical or environmental conditions. A WSN 

system incorporates a gateway that provides wireless connectivity back to the wired world and distributed 

nodes 

Wireless Sensor Network Architecture 

The most common WSN architecture follows the OSI architecture Model. The architecture of the WSN 

includes five layers and three cross layers. Mostly in sensor n/w we require five layers, namely application, 

transport, n/w, data link & physical layer. The three cross planes are namely power management, mobility 

management, and task management. These layers of the WSN are used to accomplish the n/w and make 

the sensors work together in order to raise the complete efficiency of the network. 

 
Figure 2.3: WSN Architecture 

Application Layer: The application layer is liable for traffic management and offers software for numerous 

applications that convert the data in a clear form to find positive information. Sensor networks arranged in 

numerous applications in different fields such as agricultural, military, environment, medical, etc. 

Transport Layer: The function of the transport layer is to deliver congestion avoidance and reliability 

where a lot of protocols intended to offer this function are either practical on the upstream. These 
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protocols use dissimilar mechanisms for loss recognition and loss recovery. The transport layer is exactly 

needed when a system is planned to contact other networks. 

Network Layer: The main function of the network layer is routing, it has a lot of tasks based on the 

application, but actually, the main tasks are in the power conserving, partial memory, buffers, and sensor 

do ’t ha e a u i ersal ID a d ha e to e self-organized. 

Data Link Layer: The data link layer is liable for multiplexing data frame detection, data streams, MAC, & 

error control, confirm the reliability of point–point (or) point– multipoint. 

Physical Layer: The physical layer provides an edge for transferring a stream of bits above physical 

medium. This layer is responsible for the selection of frequency, generation of a carrier frequency, signal 

detection, Modulation & data encryption. IEEE 802.15.4 is suggested as typical for low rate particular areas 

& wireless sensor network with low cost, power consumption, density, the range of communication to 

improve the battery life. CSMA/CA is used to support star & peer to peer topology. There are several 

versions of IEEE 802.15.4.V. 

 

Participatory Sensing Technology: Participatory Sensing is an approach to data collection and 

interpretation in which individuals, acting alone or in groups, use their personal mobile devices and web 

services to systematically explore interesting aspects of their worlds ranging from health to culture. 

 
Figure 2.4: Participatory Sensing Technology: 

Participatory sensing is the process whereby individuals and communities use ever more capable mobile 

phones and cloud services to collect and analyze systematic data for use in discovery. The convergence of 

technology and analytical innovation with a citizenry that is increasingly comfortable using mobile phones 

and online social networking sets the stage for this technology to dramatically impact many aspects of 

daily lives. Ubiquitous data capture, leveraged data processing, and personal data vault are the essential 

components for these emerging systems. 

 

EMBEDDED PLATFORMS FOR IoT 

Embedded system is defined as a way of working, performing or organizing one or many tasks according to 

a fixed set of rules (or) an arrangement in which all the units assemble and work together according to the 

program or plan. Examples of embedded systems are a watch and washing machine. 

Embedded Systems Basics 

The embedded systems basics include the components of embedded system hardware, embedded system 

types and several characteristics. An embedded system has three main components: Embedded system 

hardware, Embedded system software and Operating system. 

Embedded System Hardware: 

As with any electronic system, an embedded system requires a hardware platform on which it performs 

the operation. Embedded system hardware is built with a microprocessor or microcontroller. The 

embedded system hardware has elements like input output (I/O) interfaces, user interface, memory and 

the display. Usually, an embedded system consists of: 

 Power Supply 

 Processor 

 Memory 

 Timers 
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 Serial communication ports 

 Output/Output circuits 

 System application specific circuits 

Embedded System Software: 

The embedded system software is written to perform a specific function. It is typically written in a high 

level format and then compiled down to provide code that can be lodged within a non-volatile memory 

within the hardware. An embedded system software is designed to keep in view of the  three limits: 

1. Availability of system memory 

2. A aila ilit  of pro essor’s speed 

3. When the system runs continuously, there is a need to limit power dissipation for events like stop, 

run and wake up. 

 
Figure 2.5: Embedded System Block Diagram 

 

Real Time Operating System 

A system is said to be real time, if it is essential to complete its work and deliver its service on time. Real 

time operating system manages the application software and affords a mechanism to let the processor 

run. The Real Time operating system is responsible for handling the hardware resources of a computer and 

host applications which run on the computer. 

An RTOS is specially designed to run applications with very precise timing and a high amount of reliability. 

Especially, this can be important in measurement and industrial automation systems wherein downtime is 

costly or a program delay could cause a safety hazard. 

Memory: 

In an embedded system, there are different types of memories. The various forms of memories are 

presented in the below chart. 
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Figure 2.5: various forms of memories 

Processors: 

Different processors used in embedded systems are microprocessor, (DSP) Digital Signal Processor, 

microcontroller, RISC processor, ASIP processor, Arm processor and ASSP processor. 

 

Classification of Embedded Systems: 

Embedded systems are classified into three: 

1. Small Scale Embedded Systems 

2. Medium Scale Embedded Systems 

3. Sophisticated Embedded Systems 

 

Small Scale Embedded Systems: Small scale embedded systems are designed with a single 8 or 16-bit 

microcontroller which may even be operated with a battery. For developing embedded software for these 

types of systems, an editor, assembler, (IDE) integrated development environment, and cross assembler 

are the main programming tools. 

Medium Scale Embedded Systems: Medium scale embedded systems are designed with a single or few 16 

or 32 bit microcontrollers, DSPs or RISCs. These systems have both hardware and software complexities. 

When developing embedded software for these types of systems, the following programming tools are 

available: C, C++, Visual C++, Java, and RTOS, source code engineering tool, debugger, simulator and 

integrated development environment. 

Sophisticated Embedded Systems: Sophisticated embedded systems have huge hardware and software 

complexities and may need PLAs, IPs, ASIPs, scalable processors or configurable processors. They are used 

for cutting-edge applications that need hardware and software co-design & components which have to 

combine in the final system. 

 

OVERVIEW OF IOT SUPPORTED HARDWARE PLATFORMS SUCH AS ARDUINO, RASPBERRY PI, BEAGLE 

BONE, INTEL GALILEO. 

 

Arduino: Arduino is an open-source electronics platform based on easy-to-use hardware and software. 

Arduino boards are able to read inputs - light on a sensor, a finger on a button, or a Twitter message - and 

turn it into an output - activating a motor, turning on an LED, publishing something online. User can tell 

board what to do by sending a set of instructions to the microcontroller on the board. For these the 

Arduino programming language, and the Arduino Software (IDE) is used. 

Advantages of Arduino: 

 Inexpensive - Arduino boards are relatively inexpensive compared to other microcontroller 

platforms. The least expensive version of the Arduino module can be assembled by hand, and even 

the pre-assembled Arduino modules cost less than $50 (USA) 
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 Cross-platform - The Arduino Software (IDE) runs on Windows, Macintosh OSX, and Linux operating 

systems. Most microcontroller systems are limited to Windows. 

 Simple, clear programming environment - The Arduino Software (IDE) is easy-to-use for beginners, 

yet flexible enough for advanced users to take advantage of as well. For teachers, it's conveniently 

based on the Processing programming environment, so students learning to program in that 

environment will be familiar with how the Arduino IDE works. 

 Open source and extensible software - The Arduino software is published as open source tools, 

available for extension by experienced programmers. The language can be expanded through C++ 

libraries, and people wanting to understand the technical details can make the leap from Arduino 

to the AVR C programming language on which it's based. Similarly, you can add AVR-C code directly 

into your Arduino programs if you want to. 

 Open source and extensible hardware - The plans of the Arduino boards are published under a 

Creative Commons license, so experienced circuit designers can make their own version of the 

module, extending it and improving it 

 

Raspberry Pi: The Raspberry Pi is a low cost, credit-card sized computer that plugs into a computer 

o itor or TV, a d uses a sta dard ke oard a d ouse. It’s apa le of doi g e er thi g like ro si g the 
internet and playing high-definition video, to making spreadsheets, word-processing, and playing games. 

Advantages of Raspberry Pi: 

 Affordable cost 

 Easy Availability in India 

 Many addons are already available for RPi  

 Small Size and portability 

 Conitnuous improvement and ability to load normal Linux OS and there are many Linux 

Distributions exclusively for RPi and Windows 10 IoT Core is also possible to load in RPi 

 

BeagleBone: BeagleBone Black is a low-cost, community-supported development platform for developers 

and hobbyists. Boot Linux in under 10 seconds and get started on development in less than 5 minutes with 

just a single USB cable. 

Advantages of BeagleBone: 

1. Setting up the BeagleBone Black is really simple 

2. Provides huge number of supported interfaces 

3. Tasks such as reading from external sensors, commanding actuators (such as motors or light 

systems), and networking are simpler and also more efficient. 

 

Intel Galileo: Intel Galileo is the first in a line of Arduino-certified development boards based on Intel x86 

architecture and is designed for the maker and education communities. Intel released two versions of 

Galileo, referred to as Gen 1 and Gen 2. These development boards are sometimes called "Breakout 

boards".  

Intel Galileo combines Intel technology with support for Arduino ready-made hardware expansion cards 

(called "shields") and the Arduino software development environment and libraries The development 

board runs an open source Linux operating system with the Arduino software libraries, enabling re-use of 

existing software, called "sketches". The sketch runs every time the board is powered. Intel Galileo can be 

programmed through OS X, Microsoft Windows and Linux host operating software. The board is also 

designed to be hardware and software compatible with the Arduino shield ecosystem. 
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Comparision Intel Galileo, Raspberry Pi And Arduino 
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Table 2.1: Comparision Intel Galileo, Raspberry Pi And Arduino 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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