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Instructions
1. Start each answer on a new page and answer all parts of a question at one place.
2. Write the steps clearly for complete credit. Clearly state all your assumptions.
3. Make an index on the back side of the front page of the main answer sheet.

1. Briefly write about the following topics. Limit your answer to a maximum of 50 words per topic. (6 x 2M = 12M)
(a) Network architecture (b) Name vs Address (c) Architectural priciples of Internet
(d) Network virtualization (e) Mechanism vs Policy (f) Layered vs Beads-on-String

Ans:

(a) Network Architecture
Network architecture, like software architecture, specifies the architecture of a networked system. In network
architecture, we identify the network elements, specify the allocation of functionality to them and specify the
principles of interaction (protocols).

(b) Name vs Address
Name is a human readable equivalent of address. Address is mostly used by machines in the computer
networks.

(c) Architectural priciples of Internet
Best effort service, Modularity, End-to-end functionality in the hosts, Rough consensus and running code.

(d) Network virtualization
Network virtualization refers to creation of virtual network devices and links from the physical devices and
links. The mapping between the virtual and physical entities is many to many.

(e) Mechanism vs Policy
Mechanism is the static part of the protocol and the policy is the dynamic part of the protocol.

(f) Layered vs Beads-on-String
Layered network architectural model provides and increasing scope and abstraction as one goes from lower
layer to a higher layer. Beads on a string network architectural model offers an increasing scope, but no
change in abstraction as one goes from one network element (DTE) to another network element (DCE).

2. List the protocol mechanisms used by the UDT protocol. Specify and explain the implementation choices made in
each of these mechanisms. (10M)

Ans: The protocol mechanisms and their implementation details are as follows.

Delimiter Using packet length field

Segmentation and Reassembly With the help of FF field in the PDU

Reliability Using message sequence number and acknowledgement

Timestamp For calculation of RTT which is used in congestion control

Congestion Control UDT uses rate-based congestion control (rate control) to regulate the outgoing data traffic.
Rate control updates the packet-sending period every constant interval.

Flow Control UDT uses window-based flow control to regulate the outgoing data traffic. Flow control updates the
flow window size each time an acknowledgment packet is received.



3. (a) What are the caching techniques used for streaming media? State the problems that each of the caching
techniques tries to solve.

(b) Draw the message flow diagram for L4 and L7 switches.. (4M + 4M)

Ans:

(a) The caching techniques used for streaming media are:
Caching Technique Problem Solved / Improvement

Client-side buffering removes jitter
Fast prefix transfer reduces access delay
Segmentation provides cache scalability
Dynamic caching increases throughput

(b) The message flow diagram for L4 and L7 switches are:

4. Consider the figure given in Fig. 1. A sender begins sending packetized audio periodically at t = 1. The first packet
arrives at the receiver at t = 8. (3M + 2M + 1M + 1M)

Figure 1: Packet generation and reception pattern for a streaming session



(a) What are the delays (from sender to receiver, ignoring any playout delays) of packets 2 through 8? Note that
each vertical and horizontal line segment in the figure has a length of 1, 2, or 3 time units.

(b) If audio playout begins as soon as the first packet arrives at the receiver at t = 8, which of the first eight
packets sent will not arrive in time for playout?

(c) If audio playout begins at t = 9, which of the first eight packets sent will not arrive in time for playout?

(d) What is the minimum playout delay at the receiver that results in all of the first eight packets arriving in time
for their playout?

Answer:

(a) The network delays experienced by the packets are:

Packet No. Sent at Received at Network Delay
(ti) (ri) (ri ´ ti)

Packet #1 1 8 7
Packet #2 2 9 7
Packet #3 3 12 9
Packet #4 4 12 8
Packet #5 5 12 7
Packet #6 6 15 9
Packet #7 7 15 8
Packet #8 8 16 8

(b) The third packet will first be the first one miss the playout time. All the subsequent packets except for packet
#5 will miss the playout time.

(c) The playout scenario is illustrated in the Fig. 2.
The packet #4 will miss the playout time.

Figure 2: A playout scenario with playout starting at t=9. A few packets will miss the playout deadline

(d) A minimum delay of 9 units will ensure that all the packets arrive in time for their playout.



5. (a) Compare and contrast active and passive network measurements with an example. (3M)
(b) Apply network measurement strategies on Wireshark to convert it into a perfect measurement tool for packet

analysis. What kind of changes will you consider for Wireshark? Clearly explain the changes in the context
of the measurement strategies. (7M)

Ans:

(a) Active network measurements interact with the network node / participant under observation in order to make
a measurement where as a passive measurement deduces the observation based on measurement of side
effects. Port scanning is an example of active measurement where as packet capture is an example of a
passive measurement.

(b) The suggested modifications are given in the table.
Measurement
Strategy

Implementation

Maintain meta-data Experimental description page before start of capture. The infor-
mation entered in this page needs to be persisted for later use.

Error detection Error checks programmed as extended protocol analyzers or as a
separate Lua plugins

Reproducible analysis A lua script that can record and automate the steps manually per-
formed within Wireshark

Sub-sample large data Already exists via capture and display filters, but can be extended
in a protocol specific way.

Periodic analysis Needs to perform custom analysis on the packets available in a
ring capture buffer.

Data reduction scripts Requires support for Lua post-processing scripts.

Outlier detection Via support for Lua post-processing scripts.

Comparing multiple
measurements

By introducing a meta group measurement in which multiple simi-
lar measurements can be put in for comparison.

Public data sets Export analysis already available in Wireshark.

6. Indian Tsunami Early Warning System (ITEWS)

Indian Tsunami Early Warning System (ITEWS) is an early warning system setup to mitigate loss of life in case of
a tsunami. The components of the Indian Tsunami Warning System are as follows.

Seismic Network As part of the Indian Tsunami Early Warning System, a Real Time Seismic Monitoring Net-
work (RTSMN) has been established by India Meteorological Department (IMD). The network comprises of
17 Broadband seismic field stations transmitting real time data through V-SAT communication to the Central
Receiving Stations (CRSs) located at IMD at New Delhi and INCOIS, Hyderabad simultaneously for process-
ing and interpretation. In addition to this, data from around 300 global seismic stations is received at INCOIS
in near-real time. These datasets form the basis for determining preliminary earthquake epicenters and
magnitudes. All earthquakes that can cause tsunami are autolocated within 5 âĂŞ 10 minutes of occurrence.

Bottom Pressure Recorders (BPR) In order to confirm whether an earthquake has actually triggered a tsunami,
it is essential to measure the changes in water level near the fault zone with high accuracy. Bottom pressure
recorders (BPRs) are used to detect the propagation of tsunami waves in open-ocean and consequent sea-
level changes. A network of BPRs has been installed close to the tsunamigenic source regions to detect
tsunamis, by the National Institute of Ocean Technology (NIOT). These BPRs can detect changes of 1 cm at
water depths up to 6 km. Four BPRs in the Bay of Bengal and the two BPRs in the Arabian Sea have already
been installed by the National Institute of Ocean Technology (NIOT).

Tsunami buoys To detect the propagation of tsunami waves in the open ocean, a network of 7 tsunami buoys
have been established close to the tsunamigenic source regions in the Bay of Bengal and Arabian Sea.



The data from all buoys were transmitted in real time to the Indian Tsunami Early Warning System (ITEWS)
through the satellite communication network. The tsunami buoys pair up with BPR. BPR stay on ocean bead
and communicate their readings to the anchored tsunami buoys that are floating on the surface.

Tidal Guages A network of tidal gauges along the coast helps to monitor the progress of a tsunami and to validate
the model scenarios. Near-real time data from national and international centres is being received through
VSAT communication and internet respectively. Thirty Coastal tidal stations have been installed by the Survey
of India (SOI) to monitor the progress of tsunami waves.
Real-time data from these tide gauges are being received at ITEWS through INSAT and GPRS. In addition,
ESSO-INCOIS received data from around 80 international tide gauges maintained by Indonesia, Thailand,
Sri Lanka, Australia, Maldives, Myanmar, Malaysia, Singapore, Oman, Bangladesh, Pakistan, Iran, Kenya,
Yemen, Mozambique, Djibouti, UK, Mauritius, Seychelles, Reunion, Comoros, Tanzania and South Africa in
near real time.

You have been shown the technology used for creating tsunami early warning system. Create the network archi-
tecture for these technology components using ideas from DTNs. You need to create architectural, design and
implementation guidelines for the system.

(a) Architectural guidelines are needed regarding the identification of regions and gateways, naming conventions
within and across the regions, accommodation of links of all types. (6M)

(b) Design considerations are: protocol stacks within each region, possible protocol stack translation/change at
gateways, routing algorithms to be used in regions and at global scale. (7M)

(c) Implementation considerations are: classification of links as persistent, ondemand, predictable, scheduled,
opportunistic, Security of transmissions, Bundle lifetimes. (10M)

Ans:

(a) Architectural guidelines are:
Identification of regions and gateways Regions can be based on geographical grouping of buoys; we can

also incorporate country ownership considerations while grouping. Gateways are required for communi-
cation between regions.

Naming conventions We can use the naming conventions of dtn://buoyName.regionName
Accommodation of links of all types In the case of INCOIS network, we have links of 3 types - satellites,

GPRS, broadband and opportunistic contact with the INCOIS-affiliated vessels.
(b) Design considerations are:

Protocol stacks with in each region Depends on the considerations of the administering organization.
Possible protocol stack translation/change at gateways Depends on protocol stacks at the regions being

bridged by a gateway. The number of layers on both sides of a protocol stack of a gateway need not be
the same.

Routing algorithms to be used in regions and at global scale Routing algorithms are dependent on re-
gion, neighbourhood and types of communication links available for a node. Satellites can only use
broadcast (epidemic) routing. Nodes can choose from direct contact, first contact, 2-hop away, tree-
based, epidemic, location-based, gradient, or knowledge-based routing algorithms.

(c) Implementation considerations are:
classification of links satellite links can be either persistent (geosynchronous orbit) or scheduled (Iridium);

Broadband links are persistent and available; GPRS links can be of on-demand type; INCOIS-affiliated
vessels can be of opportunistic link type.

Security of transmissions Bundles must be encrypted
Bundle lifetimes Bundle lifetimes must be dependent on the overall utility lifetime of a bundle message.

For example, some networks have 2 modes of operation: active mode (when tsunami is detected) and
passive mode (quiet mode). In active mode, measurements are done every 20 seconds and readings are
forwarded to control centres. In active mode, it is better to limit the lifetime of a bundle to 4-5 seconds.
In passive mode, the readings are sent every 15 minutes. Thus in passive mode, it makes sense to
increase the bundle lifetime to say 5 minutes.


