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Summary 
An SSL certificate is required in 2c8 Server functionality when using 2c8 Approve 

and for encrypted communication between the 2c8 Apps clients and 2c8 Server 

functionality. The customer is responsible for making sure an SSL certificate fulfilling 

the below requirements is available to 2c8 during installation of 2c8 Server 

functionality. 

Certificate issuer 
You can use both a certificate issued by a publicly trusted Certificate Authority (CA), 

or a self-signed certificate issued by an internal issuer. 

Client truststore 
Make sure that the certificate stores on the computers where the 2c8 Apps clients 

will run trusts the certificate issuer that 2c8 Server functionality will use. For 

instance, if you are using a self-signed certificate and running the 2c8 Apps clients 

on Windows, your internal issuer should be in the TrustedRootCAs portion of the 

store for the current user. 

Common Name 
The common name (CN) needs to match the hostname that the 2c8 Apps clients will 

use to connect to the server. This is the hostname that will be used when adding the 

server in the 2c8 Portal, for instance:  

 

Certificate file 

Content 

The certificate file provided to 2c8 needs to contain one single alias with the issued 

certificate, the private key for the certificate and any intermediate certificates from 

the issuer. 
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Format 

The certificate file provided to 2c8 needs to be in PKCS#12 format and the file 

should have a file ending of .pfx or .p12. 

Password 

The password for the private key needs to be provided to 2c8 during the installation 

of 2c8 Server functionality. If the certificate file is also password protected, this 

password needs to be the same as the private key password. The password will be 

needed again when the certificate expires and needs to be updated. 


