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Abstract-VANET is short for Vehicular Ad hoc 

NETwork. Vehicular Ad-Hoc Networks (VANETs) are a 

special class of Mobile Ad-Hoc Networks (MANETs) where 

nodes self-organize and self-manage information in a 

distributed fashion. They consist of vehicles and/or roadside 

units that assist in the management of the network. A public 

key infrastructure (PKI) was widely adopted by recent 

research efforts as a solution to security problems. One part 

of a PKI solution is certificate revocation. Certificate 

revocation is one way to terminate the membership of a 

vehicle from the network. Revocation can also be conducted 

by the other vehicles participating in the network. This paper 

is a survey of different revocation schemes developed for 

VANETs. The purpose of the paper is to survey the 

literature, and provide an overview of the extent of the 

research done in the area of revocation in VANETs. 
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I. INTRODUCTION 

V
ANET is short for Vehicular Ad hoc NETwork. 

Vehicular Ad-Hoc Networks ( VANETs) are a special 

class of Mobile Ad-Hoc Networks (MANETs) where nodes 

self-organize and self-manage information in a distributed 

fashion without a centralized authority or a server dictating the 

communication. They consist of vehicles and/or roadside units 

that communicate with each other to send, receive or relay 

messages willingly thereby creating an Ad-Hoc network. 

Apart from MANET properties, V ANETs possess a few 

distinguishing characteristics, presenting itself as a particular 

challenging class ofMANETs: 

• Highly dynamic topology: Since vehicles are 

moving at high speeds, the topology formed by 

V ANETs is always changing. 
• Frequently disconnected network: The highly 

dynamic topology results in a frequently 

disconnected network since the link between two 

vehicles can quickly disappear while the two nodes 

are transmitting information. 
• Patterned Mobility: Vehicles follow a certain 

mobility pattern that is a function of the underlying 
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roads, the traffic lights, the speed limit, traffic 

condition, and drivers' driving behaviors. 
• "Limitless" Battery Power and Storage: Power 

and storage limitation for nodes in V ANETs are not 

major issues as in sensor networks. 

Security in V ANETs is preserved using one of two 

methods. Vehicles can either rely on the security services 

inherited from the use of public key infrastructure, or, due to 

the lack of such infrastructure the load of preserving the 

security is left on the vehicles of the network. It is paramount 

to be able to trace misbehaving vehicles and evict them from 

the network in a timely fashion to prevent the misbehaving 

vehicles from causing more damage to the network. 

This paper surveys the different revocation schemes 

developed for V ANETs. More specifically, the purpose of the 

paper is to survey the literature, and provide an overview of 

the extent of the research done in the area of revocation in 

VANETs. 

This paper is organized as follows: Section II presents the 

criteria to evaluate the different revocation schemes" followed 

by a discussion of the different revocation schemes in section 

III. In section IV, we present a comparison between the 

different schemes in the different classes. Finally, Section V 

concludes this paper. 

II. EVALUATION CRITERIA 

In this section we defme a set of evaluation criteria which 

will help us in the comparison of the different revocation 

schemes in section III. 

The following is a list of the evaluation criteria used in the 

revocation schemes in V ANETs: 

• Scalability: It is the ability of the schemes to 

handle a large number of vehicles in the network. 

A scheme is scalable if its performance is the same 

with small and large networks of vehicles. 
• Security: Services provided by the schemes to 

secure the exchanged messages of the proposed 

systems. 
• Change in Infrastructure: A scheme may require 

infrastructure to be available. In addition, a scheme 



may add to the entities of an infrastructure. 

Additions to infrastructure may raise scalability 

issues. 

• Road Side Unit Aid: Some schemes require the 

RSUs to have an active role in the network, rather 

than act as points of relay for messages. 

• Proactive\Reactive: The distribution of revocation 

information. On the other hand, revoked vehicles 

can be made known through the periodical 

distribution of revocation information. Schemes 

may allow vehicles to request the status of other 

vehicles credentials. 

We use the different criteria for evaluating the revocation 

schemes in this section to compare and classify the different 

schemes discussed in section III. 

III. VEHICLE REVOCATION SCHEMES 

Certificate revocation in V ANETs can be conducted in two 

ways: centralized or decentralized. In the centralized 

approach, a central entity is the only entity responsible of 

taking the revocation decision. On the other hand, in the 

decentralized approach the decision is taken by a group of 

vehicles which are neighbors of the revoked vehicle. In the 

following sub-sections, we discuss a number of different 

revocation schemes that have been proposed in the literature. 

Class 

Centralized 

Decentral ized 

Description 

Revocation decision made 
by a central entity 

Revocation decision made 
by group of vehicles 

Example 

TACKs 

LEAVE, 
Stinger, EDR 

TABLE T: VEHICLES REVOCATION SCHEMES CLASSIFIED BY 
DECISION MAKERS 

3.1. Centralized Revocation Schemes 

Recent research efforts towards achieving security in 

V ANETs have identified Certificate Authority (CA) as a basic 

element in the development of a secure architecture for 

VANETs [ 1]. Research efforts include: the IEEE 1609.2 

working group [2], the NoW Project [3] and the SeVeCom 

project [4]. 

CAs as trusted third parties are needed to implement a 

public key infrastructure (PKI) solution to security. In PKI, a 

CA has the following responsibilities: 

• Issuing public key certificates. 

• Distributing public key certificates. 

• Renewing public key certificates. 

• Revoking public key certificates. 

They are used to assist in the revocation of invalid 

certificates in V ANETs. For example, a CA issues a list of 

revoked certificates and takes a back seat afterwards and lets 

the vehicles manage the eviction of the on board units (OBUs) 
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with revoked certificates. 

There are many Certificate Status Information presented in 

the literature. Most of them are variations to key and main 

concepts. For example, a Certificate Revocation List (CRL) is 

a standard and popular way to distribute information about 

revoked certificates. A CRL normally contains a list of 

revoked certificates serial numbers along with the date of 

revocation, and the date of CRL generation. The issuing CA 

signs the CRL using its private key to ensure authenticity of 

the issued CRL. Since the number of users registered in a CA 

can be immense, the CRL can grow in size and become 

extremely large. Delta-CRL is issued between two full CRLs, 

and it includes changes to the last issued CRL. 

Delta-CRLs are used to overcome the problem of CRL size. 

In d-CRLs, the CA signs a base CRL and on later times, the 

CA issues updates to that base CRL containing the 

information of recently revoked certificates. Delta-CRLs are 

not relative to the latest full CRL [5]. In delta-CRL, CRLs are 

allowed to be split into several linked list. A delta-CRL 

provides an update to previously issued full CRL. It only 

includes changed entries to the previously issued full CRL. 

CRLs are issued to list revoked certificates, which are 

usually revoked in the following situations [6]: 

• Key compromise: the private key of the certificate 

owner or the issuing CA is stolen or broken. 
• Change of association: some information in the 

certificate is changed or is no longer valid. 

• Termination of operation: the certificate is no 

longer required for what it was issued for in the 

first place. 

V ANETs introduce new reasons for revoking keys apart 

from the traditional reasons. Examples of such reasons include 

car theft, changing of owner ownership, and leasing a car. 

A CA sends updated CRLs periodically even if there are no 

changes. In order to prevent replay attacks of old CRLs, fresh 

CRLs are sent periodically [7]. 

There is a phenomenon associated with periodically 

distributed CRLs; it's called the over-demand phenomenon 

[8]. Basically, when a CRL is first issued, the demand for that 

CRL is huge. However, the demand decreases in between two 

CRLs. As a measure to overcome this, more CRLs are issued 

per unit of time or as they're called over-issued CRLs which 

were introduced in [8]. In other words, more CRLs are issued 

in shorter time. 

Communications in V ANETs can be carried out on wireless 

links with a variety of quality. Due to the lack of stability of 

the wireless links, and the high mobility of the vehicles, the 

connections to Certificates Authorities are brief and short

lived. Therefore, any certificate revocation scheme must cope 

with this fact. The schemes must be designed with these 

VANETs characteristics in mind: high mobility, dynamic 

topologies, lack of connectivity to CAs and limited bandwidth. 



In the subsequent sections, we will discuss a number of 

centralized revocation schemes that have been proposed in the 

literature. 

3.1.1. A Three-Tiers-Architecture for V ANETs 

In [1] the authors propose a three-tiers-architecture for 

V ANETs. This architecture consists of a Command 

Certification Authority, Certification Authorities (CAs) and 

vehicles. The CCA is responsible of updating CAs with 

revocation lists. The CAs then connect to the vehicles through 

road side units (RSUs). CAs responsibilities include 

registration vehicles along with the CCA. In addition, they 

implement the revocation of malicious or faulty vehicles based 

on CCA instructions. 

3.1.2. Certificate Revocation List Partitioning 

The authors of [9] have designed a system that allows the 

distribution of a Certificate Revocation List across a large 

Vehicular Communication (V C) system. Their system is able 

to deliver a CRL in a timely manner to all vehicles in a given 

region with the use of only a few Kbps of the Road Side Unit 

bandwidth. The system requires the collaboration of different 

CAs to include only regional credentials in their CRLs, in an 

effort to keep the size of the list small. Furthermore, CRLs are 

encoded into M pieces in a way that the possession of N 

pieces of M will enable the vehicles to reconstruct the CRL -

Fountain or Erasure codes- where pieces of the CRL are 

received on every encounter of a Road Side Unit. 

This system is dependent on the number of Road Side Units 

a vehicle may encounter i.e. the more Road Side Units it 

encounters, the faster it can reconstruct a CRL. Each piece of 

the CRL must be encrypted and signed by the issuing CA to 

prevent malicious modification by attackers. In addition, the 

system will only use a small fraction of the Road Side Unit to 

distribute the CRLs, in order to preserve enough bandwidth 

for safety messages distribution. 

The complete CRL file is a large file, proportional in size to 

the number of vehicles in the certificate authority region, the 

revocation list distribution protocol, and the revocation rate 

[10]. Using erasure coding, a node sends out the same pieces it 

received without making any changes which means less 

processing capability needed. 

In [10] authors suggest reducing the broadcasting nodes to 

one i.e. RSU to reduce the channel contention. Similarly, in 

[11] RSUs are chosen to broadcast because they have the most 

number of CRL pieces. 

3.1. 3. Epidemic Distribution of CRLs 

A universally trusted CA issues public-key certificates for 

vehicles, and the CA issues the CRL that revokes the keys of 

the vehicles in the network. In [12] the authors propose 

distributing CRLs using vehicles in an epidemic fashion, the 

way CRLs are distributed in the system is similar to an 

epidemic distribution. At fust, RSUs broadcast CRLs in high 

vehicle density areas; any vehicle receiving the CRL is then 
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infected. Afterwards, each infected vehicle infects every 

vehicle it passes by. 

3.1.4. Road Side Unit Aided Distribution 

In this system [13], the RSUs have the most recent copy of 

CRL as the CA sends the CRL to them. Afterwards, each 

passing car can send its certificate to the RSU which checks 

them against the list it has. If the certificate is not in the list, 

the RSU timestamps the certificate to indicate that it is valid, 

and returns it to the owner. The timestamp indicates the 

freshness of the RSU signature on the validated certificate. 

3.1.5. TACKs 

In [14] the authors suggest a key management system for 

OBUs. The system is called Temporary Anonymous Certified 

Keys (TACKs). In the system, the roads are divided 

geographically in regions, with each region having its own 

Regional Authority (RA). The RAs act as the certificate 

authorities in their regions. In each region, the RA certifies the 

temporary keys generated for OBUs for authentication. Each 

OBU registers in the RA once it enters its region. The RA 

receives the OBU public key certificate in the request, and 

compares it to a CRL it received from the issuing CA to check 

its validity. RAs have their own certificates that are issued by 

a root CA, the root CA issues certificates for RAs to 

authenticate them as valid intermediate authorities. The 

system runs under the following assumptions: 

• A root CA exists, and is responsible of the 

distribution of public key certificates for OBUs 

and RAs. 
• OBUs are always able to communicate with RAs 

to support the distribution of CRLs. 

• Revocation check is done at the RAs. 

TACKs provide both long-term unlinkability and short-term 

linkability. Long-term unlinkability is important to protect the 

privacy of the vehicle owner. Short-term linkability is 

important in mitigating Sybil attack, where a maclicious 

vehicle assumes mUltiple identities. 

Another way to protect privacy in V ANETs is through 

pseUdonyms. Pseudonyms are certificates that don't have 

identity-linking information [15]. Pseudonyms have short life 

span, and they are requested from the CA using another 

certificate. The certificate used to request pseudonyms has a 

longer lifetime. Information to link the pseudonyms to their 

owners are only known to the CA, and can be used later in 

case of legal situations. 

Pseudonyms can be generated in a bulk, and stored in the 

vehicle's OBU to be used whenever needed. This is done 

because of the lack of infrastructure to perform a real-time 

distribution of new pseudonyms. Using pseudonyms means 

that more certificates to be stored in the vehicle On Board Unit 

(OBU). Alternatively they will be distributed through the 

network whenever needed which means more overhead of 

network traffic. 



3.1.6. ADOPT 

Initially ADOPT was developed for MANETs, it is a 

certificate validation scheme. Ad hoc Distributed OCSP for 

Trust [17] (ADOPT) is a distributed variation of the Online 

Certificate Status Protocol [18] (OCSP). OCSP involves 

requests and responses and doesn't rely in announcements. 

The status of a certificate is provided whenever it is requested 

by a client. 

In ADOPT [19] several nodes from VANETs may act as 

responders. The advantage of having mUltiple responders is 

achieving availability of the service in the case of compromise 

of one of the responders. In addition, there is no centralized 

server or responder that must be within the range of vehicle in 

order for the vehicle to be able to request certificate status 

check. A vehicle can send the request to the nearest responder 

instead. ADOPT has three entities: server nodes, caching 

nodes and client nodes. 

Server nodes are stationary like RSUs. Server nodes 

announce the status of certificates; it is therefore an OCSP 

responder. Caching nodes might be RSUs or OBUs. Caching 

nodes store and forward OCSP responses. A server node sends 

responses to the caching nodes, the responses are now stored 

at the caching nodes. Client nodes which are the OBUs send 

requests to the caching node to learn the status of a specific 

certificate. When a client node constructs a request, the 

request is broadcasted to the network. Intermediate nodes 

which are not caching nodes rebroadcast the request. If a 

caching node receives the request, it searches its repository to 

look if it has the response for that request. If a response is 

found, it's forwarded to the client node. Otherwise, it queries 

the server node. If the server node is unreachable, the request 

is rebroadcasted again. In ADOPT, a node may request the 

latest CRL available. The request contains the CA Id which 

issued the certificate that needs validation. Nodes receiving 

this request check to determine if they already have a CRL 

issued by the specified CA. If a CRL is found, it is forwarded 

to the requesting node. 

3.1. 7. Distributed Solution for the CA Architecture 

In [16] the authors propose a distributed solution for the CA 

architecture. They suggest having regional services issue 

certificates with limited time and space (geographically) to 

registering vehicles. The certificates can be used within a 

specific time period, geographical area or both. Revocation of 

the key depends on the expiry of the certificate, or the 

departure of the vehicle from the geographical area assigned in 

the certificate. 

Short life time certificates are also used to automatically 

revoke expired keys; however, this doesn't stop malicious 

vehicles from misbehaving while their certificates are valid. In 

practice, certificates should be revoked as soon as a vehicle is 

caught misbehaving. 

3.2. Decentralized Revocation Schemes 

Having a centralized revocation decision-making renders 
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the entity in charge a bottleneck and a single point of failure. 

In addition, having a centralized solution for achieving 

security in V ANETs raises a few issues. To allow the 

registration of vehicles in the CA, they have to be distributed 

in different regions. Additionally, the regional CAs have to be 

connected to allow cross certification. For example, each 

country would have a root CA, with children CA representing 

the different regions in the country. 

The fact that trust must be established between all the CAs 

deems the certificate verification process to be lengthy if the 

trust relationships span long trust chains. In addition, 

revocation of invalid certificates through CRLs will be 

difficult because the distribution of CRLs must cover all the 

regional CAs as vehicles may move from one region to 

another. For instance, if a CA in region x revoked a certificate 

it has to distribute the revocation information within its region, 

and send a copy of the information to the root CA to forward 

the information to the rest of the CAs in the country. 

Afterwards, each regional CA will disseminate the revocation 

information in its region. 

In a decentralized solution, vehicles are evicted from the 

network by their peers. A trusted third party i.e. a CA can be 

notified to revoke the keys of the misbehaving vehicle. 

However, the eviction decision is taken and performed by the 

vehicles in the network. The exclusion of malicious devices 

from the vehicular networks is performed to minimize and 

ultimately eliminate the effects of these devices and their 

inaccurate messages. The eviction of misbehaving nodes 

process has many phases. The various phases are: detection of 

misbehavior, reporting of misbehavior, certificate revocation 

and dissemination of revocation information [20]. 

In the following sections, we will discuss a number of 

decentralized revocation schemes that have been proposed in 

the literature. 

3.2.1. LEAVE 

Local Eviction of Attackers by Voting Evaluators (LEAVE) 

uses warning messages which are broadcast by devices that 

detect a malicious neighbor [21]. If another device receives a 

warning message of another device, it adds it to an accusation 

list, once enough warning messages are collected against a 

device; it is added to a blacklist. When a device is added to a 

blacklist, additional disregard messages are broadcast which 

warn new devices in the network from interacting with that 

device. Finally, the evicted device is reported to the nearest 

CA. A device is added to a blacklist, if the number of votes 

against it relative to the size of the neighborhood reaches a 

predefmed threshold called exclusion quotient. The exclusion 

quotient subtracts accusations weight from devices which are 

accused themselves. As for the disregard messages, if a certain 

predefined threshold is reached, then disregard messages are 

broadcast. 

The LEAVE protocol requires majority of honest nodes. An 

honest majority consists of more abiding devices than 

malicious within the neighborhood of a device; otherwise, the 



Criteria 3-tier Partitioning Epidemic RSU-Aided TACKs ADOPT Distributed 

RSU 

Scalability No No No No computation Yes No 
becomes the 

limiting factor 

Services are: 
Serv I ces are: 

Services are: 
Services are: 

Authentication Services are: 
sender 

origin 
privacy , 

authentication, authentication, 
Security and freshness No No Authentication message authentication confidentiality 

of pseudonyms, and freshness integrity, and and data and non 
and privacy 

privacy 
integrity 

repudiation 

IntroduceOeSP 
Introduce 

Infrastructure Introduce eeA No No No Introduce RAs Regional 
server 

Services 

RSU aid Yes Yes Yes Yes Yes Yes No 

Reactive/ 
Proactive Proactive Proactive Reactive Proactive Reactive Proactive 

Proactive 

TABLE II: COMPARISON AMONG CENTRALIZED 
REVOCATION SCHEMES 

malicious devices would collude to exclude the abiding 

devices whenever they desire. 

3.2.2. Stinger 

The Stinger protocol excludes both the attacker and the 

accuser from the network temporarily [21]. However, both 

devices are allowed to continue receiving and forwarding 

messages afterwards. Stinger does not allow a device which 

has issued a sting already, to issue another one about a 

different attacker until its punishment time is eLapsed. 

3.2.3. EDR 

The scheme [22] proposed by the authors is completely 

decentralized where the vehicles vote off misbehaving 

vehicles. The paper is concerned with the process of revoking 

keys rather than the voting process. 

IV. COMPARISON OF SCHEMES WITHIN THE CLASSES 

In this section we compare the different schemes belonging 

to the same class using the evaluation criteria defmed in 

section II. 

4.1. Centralized Schemes 

Table II provides a detailed comparison between the 

protocols in the centralized class. The protocols in this class 

depend on a centralized authority to issue the revocation of 

misbehaving vehicles in the network. In this category, some of 

the protocols depend on the CRL built-in security measures to 

provide security for the protocol. None the less, the majority 

build on these inherited measures to provide security to the 

extra services they provide. Most of the protocols in this class 

depend on the Road Side Units (RSU) to have the most recent 

list of revoked credentials, except for the distributed protocol 

which was designed to work in the absence of adequate 

infrastructure. 
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Moreover, Most of the protocols depend on receiving the 

revocation information from an authority periodically. 

However, ADOPT is the only protocol that allows for online 

verification of vehicles' credentials. 

4.2. Decentralized Schemes 

Table III summarizes three decentralized revocation 

schemes for V ANETs. 

The protocols in this class use the vehicles that make up the 

network to perform revocation of misbehaving vehicles. The 

responsibility is shifted from a CA to the nodes in the 

network. All the protocols on this class perform the same as 

the number of vehicles increases as there are no infrastructural 

entities involved. In contrast to the protocols in the centralized 

class, the protocols in this class are reactive as the request to 

banish a misbehaving vehicle jumps start the revocation 

process. 

TABLE III: COMPARISON AMONG DECENTRALIZED SCHEMES 

Criteria LEAVE Stinger EDR 

Scalability Yes Yes Yes 

Services are: Services are: Services are: 
origin origin origin 

Security authentication authentication authentication 
and data and data and data 
inte9rit� inte9rit� inte9rit� 

Infrastructure Yes No No 

RSU aid No No No 

Reactive/Proactive Reactive Reactive Reactive 



V. CONCLUSION 

In this paper, we have provided a comprehensive survey 

and classification of revocation schemes in V ANETs. As far 

as the authors are aware this is the first paper to provide a 

comprehensive classification and comparisons of revocation 

schemes in V ANETs. 

Centralized revocation schemes leave the responsibility of 

revoking the vehicles credentials to some centralized 

authority. On the other hand, decentralized schemes depend on 

the feedback of the vehicles participating in the network. 

Decentralized schemes have several advantages over 

centralized schemes. For example, eviction of misbehaving 

vehicles can occur as soon as a suspicious activity is reported; 

therefore, further damage by that vehicle can be prevented. 

Moreover, some decentralized revocation schemes rely on the 

vehicles to evict a misbehaving vehicle, and then report it to a 

centralized authority to get its credentials revoked. Thereby, 

combine the best of both worlds. 

In conclusion, we fmd that decentralized schemes are the 

most appropriate for revocation at this early stage of 

deployment of V ANETs. However, a PKI solution becomes 

the more appropriate solution as infrastructures are installed to 

support V ANETs because of the inherited security services 

PKI provides. 
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