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Unit-IV Cyber Forensics Investigation 

Topics to be Covered 

Introduction to Cyber Forensic Investigation, Investigation Tools, e-Discovery, Digital Evidence Collection, Evidence 

Preservation, E-Mail Investigation, E-Mail Tracking, IP Tracking, E-Mail Recovery, Encryption and Decryption methods, 

Search and Seizure of Computers, Recovering deleted evidences, Password Cracking.  

____________________________________________________________________________________ 

Introduction:- 

Cyber forensics is the practice of collecting, analyzing and reporting on digital data in a way that is legally 

admissible. It can be used in the detection and prevention of crime and in any dispute where evidence is 

stored digitally. Cyber forensics follows a similar process to other forensic disciplines, and faces similar issues. 

Uses of Cyber Forensics:- 

There are few areas of crime or dispute where cyber forensics cannot be applied. Law enforcement agencies 

have been among the earliest and heaviest users of cyber forensics and consequently have often been at the 

forefront of developments in the field. Computers may constitute a ‘scene of a crime’, for example with 

hacking or denial of service attacks  or they may hold evidence in the form of emails, internet history, 

documents or other files relevant to crimes such as murder, kidnap, fraud and drug trafficking.It is not just the 

content of emails, documents and other files which may be of interest to investigators but also the 

‘metadata’ associated with those files. A cyber forensic examination may reveal when a document first 

appeared on a computer, when it was last edited, when it was last saved or printed and which user carried out 

these actions.More recently, commercial organizations have used cyber forensics to their benefit in a variety 

of cases. 

 

Services Comes Under Cyber Forensics Investigation:- 

 Data Recovery. 

 Data Protection. 

 Email Analysis. 

Downloaded from www.rgpvnotes.in

Page no: 1 Get real-time updates from RGPV

https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 Image Recovery. 

 Email Protection. 

 System Protection. 

 Employee Monitoring. 

 Email Tracing. 

 Fake Email ID’s & Social Networking account. 

 Offensive content. 

 Website/Email hacking. 

 Any other crime involving the use of computers. 

 

Cyber Forensic Tools: Whether it’s for an internal human resources case, an investigation into 

unauthorized access to a server, or if you just want to learn a new skill, these tools, suites and utilities will 

help you conduct memory forensic analysis, hard drive forensic analysis, forensic image exploration, 

forensic imaging and mobile forensics. As such, they all provide the ability to bring back in-depth 

information about what’s “under the hood” of a system. 

For better research and investigation, developers have created many computer forensics tools. Police 

departments and investigation agencies select the tools based on various factors including budget and 

available experts on the team. 

These computer forensics tools can also be classified into various categories: 

 Disk and data capture tools 

 File viewers 

 File analysis tools 

 Registry analysis tools 

 Internet analysis tools 

 Email analysis tools 

 Mobile devices analysis tools 

 Mac OS analysis tools 

 Network forensics tools 

 Database forensics tools 
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Some well known examples of Cyber Forensics tools are:- 

1 Sans Sift 

2 CrowdStrike CrowdResponse 

3 Volatility 

4 The Sleuth Kit (+Autopsy) 

5 Ftk Imager 

 

E-Discovery: - E-discovery is the procedure by which parties involved in a legal case collect, preserve, review 

and exchange information in electronic format to use it as an evidence in that case. The parties involved in the 

case are required to exchange information and evidences in State or Federal courts, coming in the form of 

either recorded interrogations or testimony. Whether emails, spreadsheets, documents or any other 

electronic file of potential evidentiary value for investigators or attorneys, the court has identified it as 

admissible evidence. 

E-discovery also involves sifting through a large amount of data to reduce redundancy and useless 

information. The data is brought to a single location so that it can be viewed by investigators and lawyers. This 

particular step in the process does not recover hidden or deleted data. 

 

 

Digital Evidence Collection:- 

Computers are used for committing crime, and, thanks to the burgeoning science of digital evidence forensics, 

law enforcement now uses computers to fight crime. 

Digital evidence is information stored or transmitted in binary form that may be relied on in court. It can be 

found on a computer hard drive, a mobile phone, a personal digital assistant (PDA), a CD, and a flash card in a 

digital camera, among other place s. Digital evidence is commonly associated with electronic crime, or e-

crime, such as child pornography or credit card fraud. However, digital evidence is now used to prosecute all 

types of crimes, not just e-crime. For example, suspects' e-mail or mobile phone files might contain critical 

evidence regarding their intent, their whereabouts at the time of a crime and their relationship with other 

suspects. In 2005, for example, a floppy disk led investigators to the BTK serial killer who had eluded police 

capture since 1974 and claimed the lives of at least 10 victims. 

In an effort to fight e-crime and to collect relevant digital evidence for all crimes, law enforcement agencies 

are incorporating the collection and analysis of digital evidence, also known as computer forensics, into their 

Downloaded from www.rgpvnotes.in

Page no: 3 Get real-time updates from RGPV

https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


infrastructure. Law enforcement agencies are challenged by the need to train officers to collect digital 

evidence and keep up with rapidly evolving technologies such as computer operating systems. 

 

Digital Evidence Preservation:- 

Digital evidence is fragile and can be easily destroyed or rendered inadmissible in court due to modification 

after it is collected. IT incident response teams need to recognize that, if an intrusion or attack has a chance of 

ending up in criminal prosecution, evidence handling is crucial to winning the case and bringing the criminal to 

justice. 

 

 

The first priority of IT personnel is usually two-fold: to protect the system and network from further harm and 

to return the system and network to full functionality as quickly as possible. Actions taken to further these 

goals may directly conflict with best practices for preserving evidence. If a crime has occurred, the best action 

is often to do nothing - after disconnecting the system from the network so hackers can't erase the evidence 

itself. Unless you have training in computer forensics and evidence collection, you should leave it up to 

professionals in that area to make copies of evidentiary data in memory and on the hard disk. They have 

specialized equipment that makes it easier and makes it easier to prove in court that there was no tampering 

with the evidence. 

 

E-mail Investigation & Tracking:- 

When investigating email, we usually start with the piece of email itself and analyze the headers of the email. 

Since each SMTP server that handles a message adds lines on top of the header, we start at the top and work 

our way backward in time. Inconsistencies between the data that subsequent SMTP servers supposedly 

created can prove that the email in question is faked. Another investigation is that of the header contents 

itself. SMTP allows SMTP server ideosyncracies. If a message does not have these, then it is faked. If possible, 

one can obtain another email following supposedly the same path as the email under investigation and see 

whether these ideosyncratic lines have changed. While it is possible that the administrator of an SMTP node 

changed the behavior or even the routing, these changes tend to be far and in between. 

In general, it is impossible to prove that an email is genuine, but one can build a good case that it is genuine. 

Usually, spoofers are simply not that good. In a case where someone maintains that email appearing to 

originate from that some-one is faked, the date and the originating IP address could create a presumption that 
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the email is not faked. But even in this case, the only thing one can deduce for sure is that the email originated 

from someone who could put a packet with that return address on the network. 

E-mail Tracking is done by one of the following techniques:- 

1. Email Headers 

2. Analysis of source machine 

3. Analysis of Logs 

IP Tracking: - Trackers can also track you by tracking your IP address. There are different ways to track IP 

address. Some of them are discussed below: 

(i) Track a website IP Address - Open a command prompt. If you use Mac, then it is called 

Terminal and it is in the Utilities folder. On PC, click Start then Accessories and then Command 

Prompt. This will let you ping any website to uncover the IP Address. 

Ping a Website Address: This will sends a signal to a URL like sonar, hence the name which then bounces back 

with the website information attached. Just type "ping”. 

 

 (ii) Track Email IP Address 

To find the IP of an email sent to you open your E-mail Client. You can examine the message's header.  
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Steps for Email IP track are as follows:- 

1. Go to View Menu » Message » Header.  

2. When you click on the header it will show you all the info related to the sender, as you can see the IP of the 

sender "66.220.144.152".  

3. Copy that IP and Open the command prompt: Type whois 66.220.155.165. As mentioned below.  

 

4. When you enter, All the information about the IP comes out.  

 

 

 

E-mail Recovery:- 
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Email communications are one of the most popular methods of communication across the 

globe. They are not only one; there are surprisingly large numbers of email service providers. 

Technically speaking emails is defined as web based communication the allow individu als to 

correspond.  

The email system is the hardware and software that controls the flow of emails. These emails  

are archived in the hosting servers and their invisible copies would also be stored in the users 

email client in his computer system even after it  is deleted permanently.  

The criminals will usually take the time and effort to delete the emails correspondence in order 

to hide his/her actions and try to mislead the investigators that the crime has not been 

committed. We use state of the art recovery  tools to recover the deleted correspondence and 

attachments in the impugned emails.  

Erasing or deleting an email doesn’t necessarily mean that an email is gone forever. Emails can often be 

extracted after deletion. Additionally, it is common for organizations, like banks or brokerage firms, to have 

retention policies in place, or even email archiving for regulatory purposes, storing email evidence for years in 

a searchable, retrievable format. Emails may reside on servers unknown to the user, or on backup tapes that 

were created during the normal course of business. Further, with the rise of mobile devices, emails can exist in 

multiple locations, not just on a desktop or laptop computer. 

Encryption and Decryption Methods:- 

In many digital forensic investigations, email data needs to be analyzed. However, this poses a threat to the 

privacy of the individual whose emails are being examined and in particular becomes a problem if the 

investigation clashes with privacy laws. This is commonly addressed by allowing the investigator to run 

keyword searches and to reveal only those emails that contain at least some of the keywords. While this could 

be realized with standard cryptographic techniques, further requirements are present that call for novel 

solutions: (i) for investigation-tactical reasons the investigator should be able to keep the search terms secret 

and (ii) for efficiency reasons no regular interaction should be required between the investigator and the data 

owner. We close this gap by introducing a novel cryptographic scheme that allows to encrypt entire email 

boxes before handing them over for investigation. The key feature is that the investigator can non-

interactively run keyword searches on the encrypted data and decrypt those emails (and only those) for which 

a configurable number of matches occurred.  

Search and seizure of Computers:- 
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The search and seizure of electronic evidence is in most respects the same as any other search and seizure. For 

instance, as with any other search and seizure, the search and seizure of computers or other electronic 

storage media must be conducted pursuant to a warrant which is issued by a district court if there is probable 

cause to believe that they contain evidence of a crime.  

The following specific provisions for electronic evidence stored in computers or other data storage media:- 

1. In case that electronic information stored in computers or other data storage media is to be searched 

and seized, the information to be searched must be identified with particularity and shall be obtained 

in the form of printed or electronic copies. If it is unfeasible to specify the scope of information to be 

obtained in copies, or if the purpose of the seizure cannot be accomplished by obtaining the specified 

information in copies, computers or other data storage media themselves may be seized. 

2. In case that the electronic information seized in the form of printed or electronic copies contains 

personal data, the data subject must be notified without delay. 

3. In case that electronic information stored in computer or other data storage media is to be searched 

and seized, the warrant must describe with particularity the period during which the information was 

created, besides the name of the suspect, the crime, the things to be searched and seized and the 

place to be searched, which are generally required to be specified in any search and seizure warrant. 

Recovery Deleted Evidences: 

In some cases, evidence needed or required for criminal investigation is stored on the hard disc duly 

distributed and marked, with characteristic names and extensions on appropriate locations. 

However, there are cases when forensic experts are not so lucky. Cyber-crime perpetrators or perpetrators 

may sense that they are to be arrested soon and therefore delete incriminating evidence. Sometimes, a 

perpetrator may use sophisticated techniques to hide data. In some cases, the data that might be important 

evidence, has never been stored on the hard disc, but was used exclusively from transferable media: 

 mass use of mobile devices that contain private and company data 

 use of mobile devices for online transactions 

 evidence for purpose of police and prosecution investigations 

 location history of subject 

 private detective investigations 
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There are many cases and various techniques for each case:  

(i) Detecting Deleted Data 

(ii) Finding Hidden Data 

(iii) Slack Space 

(iv) Shadow Data 

(v) Shadow Data 

(vi) Steganography 

(vii) Alternate Data Streams 

Password Cracking:- Forensic specialists may encounter different protection systems for data access. The 

most common and simple system of protection is compressing archives by a password. At present, ZIP and 

RAR are two most commonly used archive managers. Russian archive manager (RAR) has a stronger 

encryption mechanism (AES-128 standard) which implies 128 bits encryption. This archive manger protects 

not only the access to files, but to other sensitive information like file name, time of creation, etc. Although 

their purpose is to protect data, these mechanisms sometimes must be removed. In terms of computer 

forensics, the reason is obvious, as otherwise potential evidence would be inaccessible. 

However, there is also a need for password-based access to business information. It often happens that 

employees under term of notice refuse to give their password to the mother company although all password-

based data belong to the employer. In this case figuring out the password is considered as legitimate password 

cracking. 

Passwords are also used for other purposes, like accessing the operating system, network environment, 

distant disks, distant servers, particular partitions/devices, particular databases, particular applications… 

In order to overcome all obstacles that might arise in the course of investigation, examiners need to develop 

their password cracking skills. Sometimes simply cracking the password won’t work, but you need to make 

valid identification to the system. Valid system access implies both valid user name and password. 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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