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Chapter - 4 

 Internet Principles 

The word "Internet of Things" has two main parts; Internet being the backbone 

of connectivity, and Things meaning objects / devices . In a simple way to put it, 

You have "things" that sense and collect data and send it to the internet. This data 

can be accessible by other "things" too. 

Basic Internet principles are: 

1. TCP/IP 

2. UDP 

3. IP Addresses 

4. Domain Names 

5. The Domain Name System (DNS) 

6. Ports 

7. Sockets 

8. URLs 

 

TCP/IP 

The Internet is the network that connects computers all over the world. It works 

according to a set of agreed-upon protocols. TCP (Transmission Control Protocol) 

and IP(Internet Protocol) are the most commonly-used protocols for using the 

Internet. (But there are others at lower levels.) The combination is simply known 

as TCP/IP. 

The Internet is a packet switching system. Any message is broken into packets that 

are transmitted independently across the interment (sometime by different routes). 

These packets are called datagrams. The route chosen for each datagram depends 

on the traffic at any point in time. Each datagram has a header of between 20 and 

60 bytes, followed by the payload of up to 65,515 bytes of data. The header 

consists of, amongst other data: 

1. The version number of the protocol in use 

2. The IP address of the sender (or source, or origin) 
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3. The IP address of recipient (or destination) 

TCP breaks down a message into packets. At the destination, it re-assembles 

packets into messages. It attaches a checksum to each packet. If the checksum 

doesn't match the computed checksum at the destination, the packet is re-

transmitted. Thus TCP ensures reliable transmission of information. In summary, 

TCP: 

1. Provides re-transmission of lost data 

2. Ensures delivery of data in the correct order 

IP is concerned with routing. IP attaches the address of the destination of each 

packet. IP ensures that packets get to the right place. 

TCP is the higher-level protocol that uses the lower-level IP. 

When an application is written, the general principle is to use the highest level 

protocol that you can, provided that it provides the functionality and performance 

that is required. Many applications can be written using TCP/IP. For example, a 

Web browser can be written in Java using only URLs, without any explicit 

mention of sockets. 

On each machine an application program makes calls on procedures in the 

transport layer (normally TCP). In turn the transport layer makes calls on the 

Internet layer (normally IP). In turn the Internet layer makes calls on the physical 

layer, which is different depending on the technology of the communication link. 

At the destination machine, information is passed up through the layers to the 

application program. Each application program acts as if it is communicating 

directly with the application on another machine. The lower levels of the 

communication software and hardware are invisible. 

This four-layer model is sufficient for understanding Internet software. But there 

are other models that use a different number of layers, like the ISO seven-layer 

model. 

The application layer produces some data, adds a header to it and passes the 

complete package to the transport layer. The transport layer adds another header 

and passes the package to the internet layer. The internet layer adds another header 

and passes it to the physical layer. The application data is enclosed by 4 headers 
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used by the different layers. This process can be thought of as repeatedly putting a 

letter into an envelope and then addressing the envelope. 

UDP 

Most applications use TCP. However, an example of a situation in which it is 

desirable to use a lower-level protocol is the case of audio streaming. If you want 

to download a sound file, it can take some time, even though it may be 

compressed. You have to wait (perhaps some considerable time, relatively 

speaking) for the complete file to download, before it can be played. An alternative 

is to listen to the sound as it is being downloaded - which is called streaming. One 

of the most popular technologies is called RealAudio. 

RealAudio does not use TCP because of its overhead. The sound file is sent in IP 

packets using the UDP (User Datagram Protocol) instead of TCP. UDP is an 

unreliable protocol, since: 

 It doesn't guarantee that a packet will arrive. 

 It doesn't guarantee that packets will be in the right order. 

UDP doesn't re-send a packet if it is missing or there is some other error, and it 

doesn't assemble packets into the correct order. But it is faster than TCP. In this 

application, losing a few bits of data is better than waiting for the re-transmission 

of some missing data. The application's major mission is to keep playing the sound 

without interruption. (In contrast, the main goal of a file transfer program is to 

transmit the data accurately.) 

The same mechanism is used with video streaming. 

UDP is a protocol at the same level as TCP, above the level of IP. 

 

IP Addresses 

An IP address is a unique address for every host computer in the world. Consists of 

4 bytes or 32 bits. This is represented in quad notation (or dot notation) as four 8-

bit numbers, each in the range 0 to 255, e.g. 131.123.2.220. 

IP addresses are registered so that they stay unique. 
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You can find the IP address of the local machine under Windows NT by typing the 

following command at the DOS prompt in a console window: 

ipconfig 

Under Unix or Linux, this command is: 

ifconfig 

The IP address 127.0.0.1 is a special address, called the local loopback address, 

that denotes the local machine. A message sent to this address will simply return to 

the sender, without leaving the sender. It is useful for testing purposes. 

Domain Names 

A domain name is the user-friendly equivalent of an IP address. It is used because 

the numbers in an IP address are hard to remember and use. It is also known as 

a host name. 

Example: 

cs.stmarys.ca 

Such a name starts with the most local part of the name and is followed by the 

most general. The whole name space is a tree, whose root has no name. the first 

level in the tree is something like com, org, edu, ca, etc. 

The parts of a domain name don't correspond to the parts of an IP address. Indeed, 

domain names don't always have 4 parts - they can have 2, 5 or whatever. 

All applications that use an address should work whether an IP address or a 

domain name is used. In fact, a domain name is converted to an IP address before 

it is used. 

The Domain Name System 

A program, say a Web browser, that wants to use a domain address usually needs 

to convert it into an IP address before making contact with the server. The domain 

name system (DNS) provides a mapping between IP addresses and domain names. 

All this information cannot be located in one place, so it is held in a distributed 

database. 
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Clients, Servers and Peers 

A network application usually involves a client and a server. Each is a process (an 

independently running program) running on a (different) computer. 

A server runs on a host and provides some particular service, e.g. e-mail, or access 

to local Web pages. Thus a Web server is a server. A commonly-used web server 

program is called Apache. 

A client runs on a host, but generally needs to connect with a sever on another host 

to accomplish its task. Usually, different clients are used for different tasks, e.g. 

Web browsing and e-mail. Thus a Web browser is a client. 

Some programs are not structured as clients and servers. For example a game, 

played across the internet by two or more players is a peer-to-peer relationship. 

Other examples of peer-to-peer relationships: chat, internet phone, shared 

whiteboard. 

Port Numbers 

To identify a host machine, an IP address or a domain name is needed. To identify 

a particular server on a host, a port number is used. A port is like a logical 

connection to a machine. Port numbers can take values from 1 to 65,535. A port 

number does not correspond to any physical connection on the machine, of which 

there might be just one. Each type of service has, by convention, a standard port 

number. Thus 80 usually means Web Serving and 21 means File Transfer. If the 

default port number is used, it can be omitted in the URL (see below). For each 

port supplying a service there is a server program waiting for any requests. Thus a 

web server program "listens on port 80" for any incoming requests. All these server 

programs run together in parallel on the host machine. 

When a packet of information is received by a host, the port number is examined 

and the packet sent to the program responsible for that port. Thus the different 

types of request are distinguished and dispatched to the relevant program. 

The following table lists the common services, together with their normal port 

numbers. These conventional port numbers are sometimes not used, for a variety of 

reasons. One example is when a host provides (say) multiple web servers, so only 

one can be on port 80. Another reason might be that the server program has not 

been assigned the necessary privilege to use port 80. 
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Protocol 

Name 

Port 

Number 

Nature of Service 

echo 7 The server simply echoes 

the data sent to it. This is 

useful for testing purposes. 

daytime 13 Provides the ASCII 

representation of the 

current date and time on 

the server. 

ftp-data 20 Transferring files. (ftp uses 

two ports) 

ftp 21 Sending ftp commands like 

RETR and STOR. 

telnet 23 Remote login and 

command line interaction. 

smtp 25 E-mail (Simple Mail 

Transfer Protocol) 

http 80 Web 

 

Sockets 

A socket is the software mechanism for one program to connect to another. A pair 

of programs open a socket connection between themselves. This then acts like a 

telephone connection - they can converse in both directions for as long as the 

connection is open. (In fact, data can flow in both directions at the same time.) 

More than one socket can use any particular port. The network software ensures 

that data is routed to or from the correct socket. 

When a server (on a particular port number) gets an initial request, it often spawns 

a separate thread to deal with the client. This is because different clients may well 

run at different speeds. Having one thread per client means that the different 

speeds can be accommodated. The new thread creates a (software) socket to use as 

the connection to the client. Thus one port may be associated with many sockets. 
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Streams 

Accessing information across the Internet is accomplished using streams. A stream 

is a serial collection of data. An output stream can be sent to a printer, a display, a 

serial file, or an Internet connection, for example. Likewise, an input stream can 

come from a keyboard, a serial file, or from an Internet connection. Thus reading 

or writing to another program across a network or the Internet is just like reading 

or writing to a serial file. 

URL 

A URL (Uniform Resource Locator): 

 is a unique identifier for any resource on the Internet 

 can be typed into a Web browser 

 can be used as a hyperlink within a HTML document 

 can be quoted as a reference to a source 

A URL has this structure: 

protocol://hostname[:port]/[pathname]/filename#section 

Things in square brackets indicate that the item can be omitted. 

The first part of a URL is the particular protocol. Some commonly-used protocols 

are: 

http The service is the Web. The file is 

accessed using the HTTP protocol. 

ftp The service is file transfer protocol. 

The URL locates a file, a directory or 

an FTP server. 

telnet The service is remote login to a host. 

No file name is needed. 

mailto The service is e-mail. 

news The URL specifies a usenet 

newsgroup. 

file This locates a file on the local 
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system. The server part of the URL 

is omitted. 

The host name is the name of the server that provides the service. This can either 

be a domain name or an IP address. 

The port number is only needed when the server does not use the default port 

number. For example, 80 is the default port number for HTTP. 

A pathname (optional) specifies a directory (folder). The pathname is not the 

complete directory name, but is relative to some directory (folder) designated by 

the administrator as the directory in which publicly-accessible files are held. It 

would be unusual for a server to make available its entire file system to clients. 

The file name can either be a data file name or can specify an executable file that 

produces a valid HTML document as its output. A file name is often omitted. In 

this case, the server decides which file to use. Many servers send a default file 

from the directory specified in the path name - for example a file called 

default.html, index.html or welcome.html. 

The section part of a URL (optional) specifies a named anchor in an HTML 

document. Such a place in a document is specified by an HTML entry like: 

<a name="thisplace"></a> 

which would be referred to by thisplace as the section in the URL. 

  

 Internet Communications 
 

The Internet of Things (IoT), is based on the networking of things. In a nutshell, 

Internet of Things is defined as a “proposed development of the Internet in which 
everyday objects have network connectivity, allowing them to send and receive 

data.” The most important thing here is connectivity among objects. 

We can boil down the wireless communication protocols into the following 6 

standards: 
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 Satellite 

 WiFi 

 Radio Frequency (RF) 

 RFID 

 Bluetooth 

 NFC 

In the following paragraphs, we will provide a brief overview and illustration of 

each of the Internet of Things communication techniques, their pros and cons, 

and their smartphone compatibilities. 

1. Satellite 

Satellite communications enable cell phone communication from a phone to the 

next antenna of about 10 to 15 miles. They are called GSM, GPRS, CDMA, 

GPRS, 2G / GSM, 3G, 4G / LTE, EDGE and others based on connectivity 

speed. 

In Internet of Things language, this form of communication is mostly referred to 

as “M2M” (Machine-to-Machine) because it allows devices such as a phone to 

send and receive data through the cell network. 

Pros and Cons of Satellite Communication 

Pros: 

 Stable connection 

 Universal compatibility 

Cons: 

 No direct communication from smartphone to device (It has to go through 

satellite) 

 High monthly cost 

 High power consumption 
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Example of satellite connectivity would include utility meters that send data to a 

remote server, commercials updated on digital billboards, or cars via Internet 

connectivity. 

Satellite is useful for communication that utilize low data volumes, mainly 

industrial purposes but in the changing near future where cost of satellite 

communication is gradually falling, the use of satellite technology might 

become much more viable and interesting for consumers. 

2. WiFi 

WiFi is a wireless local area network (WLAN) that utilizes the IEEE 802.11 

standard through 2.4GhZ UHF and 5GhZ ISM frequencies. WiFi provides 

Internet access to devices that are within the range (about 66 feet from access 

point). 

Pros and Cons of WiFi 

Pros: 

 Universal smartphone compatibility 

 Affordable 

 Well protected and controlled 

Cons: 

 Relatively high power usage 

 Instability and inconsistency of WiFi 

Example of WiFi connectivity would be Dropcam streaming live video via the 

local WiFi instead of streaming through a connected Ethernet LAN cable. WiFi 

is useful for many Internet of Things connections but such connections typically 

connect to an external cloud-server and are not directly connected to the 

smartphone. It is also not recommended for battery-powered devices due to its 

relatively high power consumption. 
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3. Radio Frequency (RF) 

Radio frequency communications are probably the easiest form of 

communications between devices. Protocols like ZigBee or ZWave use a low-

power RF radio embedded or retrofitted into electronic devices and systems.  

Z-Wave’s range is approximately 100 ft (30 m). The radio frequency band used 

is specific to its country. For example, Europe has a 868.42 MHz SRD Band, a 

900 MHz ISM or 908.42 MHz band (United States), a 916 MHz in Israel, 

919.82 MHz in Hong Kong, 921.42 MHz in the regions of Australia/New 

Zealand) and 865.2 Mhz in India. 

ZigBee is based on the IEEE 802.15.4 standard.  However, its low power 

consumption limits transmission distances to a range of 10 to 100 meters.  

Pros and Cons of RF  

Pros: 

 Low energy and simplicity for its technology is not dependent on the new 

functionality of phones 

Cons: 

 Radio frequency technology is not used by smartphones and without a 

central hub to connect the RF devices to the internet, the devices cannot 

be connected 

Example of radio frequency connectivity would be your typical television 

remote for it uses radio frequency, which enables you to switch channels 

remotely. Other examples include wireless light switches, electrical meters with 

in-home displays, traffic management systems and other consumer and 

industrial equipment that requires short-range low-rate wireless data transfer. 

Radio frequency communication protocol is useful for large deployments such 

as hotels where high quantity of devices are required to be centrally and locally 
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managed. However, in the near future, the technology might become 

increasingly outdated and be replaced by Bluetooth mesh networks. 

4. RFID 

Radio frequency identification (RFID) is the wireless use of electromagnetic 

fields to identify objects. Usually you would install an active reader, or reading 

tags that contain a stored information mostly authentication replies. Experts call 

that an Active Reader Passive Tag (ARPT) system. Short range RFID is about 

10cm, but long range can go up to 200m. What many do not know is that Léon 

Theremin invented the RFID as an espionage tool for the Soviet Union in 1945.  

An Active Reader Active Tag (ARAT) system uses active tags awoken with an 

interrogator signal from the active reader. Bands RFID runs on: 120–150 kHz 

(10cm), 3.56 MHz (10cm-1m), 433 MHz (1-100m), 865-868 MHz (Europe), 

902-928 MHz (North America) (1-12m). 

Pros and Cons of RFID  

Pros: 

 Does not require power 

 Established and widely used technology 

Cons:  

 Highly insecure 

  Ongoing cost per card 

 Tags need to be present as identifier and be handed over before 

 Not compatible with smartphones 

Examples include animal identification, factory data collection, road tolls, and 

building access. RFID tag is also attached to an inventory such that 

its production and manufacturing progress can be tracked through the assembly 

line. As illustration, pharmaceuticals can be tracked through warehouses. We 
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believe RFID technology will very soon be replaced by near field 

communication (NFC) technology in smartphone. 

5. Bluetooth 

Bluetooth is a wireless technology standard for exchanging data over short 

distances (using short-wavelength UHF radio waves in the ISM band from 2.4 

to 2.485 GHz). If you look at the frequencies it is actually the same as WiFi 

such that these two technologies seem very similar. However they have different 

uses.The 3 different styles of Bluetooth technology that are commonly talked 

about are: 

 Bluetooth: Remember the days where you associate Bluetooth as a battery 

drainer and black hole? Such Bluetooth are a heyday relic of a mobile past 

marked by bulky cell phone. Such Bluetooth technology are battery 

draining, insecure and are often complicated to pair. 

 BLE (Bluetooth 4.0, Bluetooth Low Energy): Originally introduced by 

Nokia and presently used by all major operating systems such as iOS, 

Android, Windows Phone, Blackberry, OS X, Linux and Windows 8, BLE 

uses fast, low energy usage while maintaining the communication range. 

 iBeacon: It is the trademark for a simplified communication technique 

based on Bluetooth technology that Apple uses. What it actually is: a 

Bluetooth 4.0 sender that transmits an ID called UUID, which is 

recognized by your iPhone. This simplifies the implementation effort 

many vendors would previously face. Moreover, even non-technically 

trained consumers can easily use iBeacons like Estimote.com or other 

alternatives. Although, different on a technical level, iBeacon technology 

can be compared to NFC on an abstract level. 

Bluetooth exists in many products, such as telephones, tablets, media players, 

robotics systems. The technology is extremely useful when transferring 

information between two or more devices that are near each other in low-

bandwidth situations. Bluetooth is commonly used to transfer sound data with 

telephones (i.e., with a Bluetooth headset) or byte data with hand-held 

computers (transferring files).Bluetooth protocols simplify the discovery and 

setup of services between devices. Bluetooth devices can advertise all of the 
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services they provide. This makes using services easier, because relative to 

other communication protocols, it enables greater automations such as security, 

network address and permission configuration. 

 Comparison of Wifi & Bluetooth 

Wi-Fi and Bluetooth are to some extent complementary in their applications and 

usage. 

Wi-Fi 

 Access point centered, with an asymmetrical client-server connection 

where it provides all traffic routed through the access point. 

 Serves well in applications where some degree of client configuration is 

possible and high speeds are required e.g. network access through an 

access node 

 Ad-hoc connections are possibe with WiFi but not as easily with 

Bluetooth for Wi-Fi Direct was recently developed to add a more 

Bluetooth-like ad-hoc functionality 

Bluetooth 

 Symmetrical between two Bluetooth devices 

 Serves well in simple applications where two devices are needed to 

connect with minimal configuratione.g. headsets and remote controls  

 Bluetooth accesspoints do exist although they are not common 

Any Bluetooth device in discoverable mode transmits the following information 

on demand: 

 Device name 

 Device class 

 List of services 

 Technical information (for example: device features, manufacturer, 

Bluetooth specification used, clock offset) 

Pros & Cons of Bluetooth 
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Pros: 

 Every smartphone has Bluetooth where the technology is continuously 

being upgraded and improved through new hardware 

 Established and widely used technology 

Cons:  

 Hardware capabilities changes very fast and will need to be replaced 

 Running on battery the lifetime of an iBeacon is between 1month to 2 

years 

 If people switch off Bluetooth, there are issues in usage. 

Bluetooth technology mainly finds applications in the healthcare, fitness, 

beacons, security, and home entertainment industries. 

Bluetooth technology is definitely the hottest technology right now but it is 

many times overrated or misunderstood in functionality. If the application goes 

beyond fun you will have to dig deep in configuration and different settings as 

different phones react differently to Bluetooth. 

6. Near Field Communication (NFC) 

Near-field communication uses electromagnetic induction between two loop 

antennas located within each other’s near field, effectively forming an air-

core transformer. It operates within the globally available and unlicensed radio 

frequency ISM band of 13.56 MHz on ISO/IEC 18000-3 air interface and at 

rates ranging from 106 kbit/s to 424 kbit/s. NFC involves an initiator and a 

target; the initiator actively generates an RF field that can power a passive target 

(an unpowered chip called a “tag”). This enables NFC targets to take very 

simple form factors such as tags, stickers, key fobs, or battery-less cards. NFC 

peer-to-peer communication is possible provided both devices are powered. 

There are two modes: 

 Passive communication mode: The initiator device provides a carrier field 

and the target device answers by modulating the existing field. In this 
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mode, the target device may draw its operating power from the initiator-

provided electromagnetic field, thus making the target device 

a transponder. 

 Active communication mode: Both initiator and target device 

communicate by alternately generating their own fields. A device 

deactivates its RF field while it is waiting for data. In this mode, both 

devices typically have power supplies. 

Pros & Cons of NFC  

Pros: 

 Offers a low-speed connection with extremely simple setup 

 Can be used to bootstrap more capable wireless connections 

 NFC has a short range and supports encryption where it may be more 

suitable than earlier, less private RFID systems 

Cons: 

 Short range might not be feasible in many situations for it is currently 

only available on new Android Phones and at Apple Pay on new iPhones 

 Comparison of BLE to NFC  

BLE and NFC are both short-range communication technologies that are 

integrated into mobile phones. 

Speed: BLE is faster 

Transfer: BLE has higher transfer rate 

Power: NFC consumes less power 

Pairing: NFC does not require pairing 

Time: NFC takes less time to set up 

Connection: Automatically established for NFC 
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Data transfer rate: Max rate for BLE is 2.1 Mbits/s, max rate for NFC is 424 

kbits/s. 

(NFC has shortage range, distance of 20cm, which reduces likelihood of 

unwanted interception hence it is particularly suitable for crowded areas where 

correlating a signal with its transmitting physical device becomes difficult.) 

Compatibility: NFC is compatible with existing passive RFID (13.56 MHz 

ISO/IEC 18000-3) infrastructures 

Energy protocol: NFC requires comparatively low power 

Powered device: NFC works with an unpowered device. 

NFC devices can be used in contactless payment systems, similar to those 

currently used in credit cards and electronic ticket smartcards, and it allow 

mobile payment to replace or supplement these systems. 

We believe that NFC will definitely replace the more insecure and outdated 

RFID cars where its use on smartphone will be limited to contact only 

applications like payment, access or identification. 

 

 IP 

 The Internet Protocol (IP) is the principal communications protocol in 

the Internet protocol suite for relaying data grams across network 

boundaries. Its routing function enables internetworking, and essentially 

establishes the Internet. 

 IP has the task of delivering packets from the source host to the destination 

host solely based on the IP addresses in the packet headers. For this purpose, 

IP defines packet structures that encapsulate the data to be delivered. It also 

defines addressing methods that are used to label the datagram with source 

and destination information. 

 Historically, IP was the connectionless datagram service in the original 

Transmission Control Program introduced by Vint Cerf and Bob Kahn in 
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1974, which was complemented by a connection-oriented service that 

became the basis for the Transmission Control Protocol (TCP). The Internet 

protocol suite is therefore often referred to as TCP/IP. 

 The first major version of IP, Internet Protocol Version 4 (IPv4), is the 

dominant protocol of the Internet. Its successor is Internet Protocol Version 

6 (IPv6), which has been in increasing deployment on the public Internet 

since c. 2006. 

 The Internet Protocol is responsible for addressing host interfaces, 

encapsulating data into data grams (including fragmentation and reassembly) 

and routing data grams from a source host interface to a destination host 

interface across one or more IP networks.[1] For these purposes, the Internet 

Protocol defines the format of packets and provides an addressing system. 

 Each datagram has two components: a header and a payload. The IP 

header includes source IP address, destination IP address, and other 

metadata needed to route and deliver the datagram. The payload is the data 

that is transported. This method of nesting the data payload in a packet with 

a header is called encapsulation. 

 IP addressing entails the assignment of IP addresses and associated 

parameters to host interfaces. The address space is divided into subnetworks, 

involving the designation of network prefixes. IP routing is performed by all 

hosts, as well as routers, whose main function is to transport packets across 

network boundaries. Routers communicate with one another via specially 

designed routing protocols, either interior gateway protocols or exterior 

gateway protocols, as needed for the topology of the network. 

An IP address is a unique address for every host computer in the world. Consists of 

4 bytes or 32 bits. This is represented in quad notation (or dot notation) as four 8-

bit numbers, each in the range 0 to 255, e.g. 131.123.2.220. 

IP addresses are registered so that they stay unique. 

You can find the IP address of the local machine under Windows NT by typing the 

following command at the DOS prompt in a console window: 

ipconfig 

Under Unix or Linux, this command is: 

ifconfig 
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The IP address 127.0.0.1 is a special address, called the local loopback address, 

that denotes the local machine. A message sent to this address will simply return to 

the sender, without leaving the sender. It is useful for testing purposes. 

 TCP 

 The Transmission Control Protocol (TCP) is one of the main protocols of 

the Internet protocol suite. It originated in the initial network implementation 

in which it complemented the Internet Protocol (IP). Therefore, the entire 

suite is commonly referred to as TCP/IP. TCP provides reliable, ordered, 

and error-checked delivery of a stream of octets (bytes) between applications 

running on hosts communicating via an IP network. Major internet 

applications such as the World Wide Web, email, remote administration, 

and file transfer rely on TCP, which is part of the Transport Layer of the 

TCP/IP suite. SSL/TLS often runs on top of TCP. 

 TCP is connection-oriented, and a connection between client and server is 

established (passive open) before data can be sent. Three-way handshake 

(active open), retransmission, and error-detection adds to reliability but 

lengthens latency. Applications that do not require reliable data 

stream service may use the User Datagram Protocol (UDP), which provides 

a connectionless datagram service that prioritizes time over reliability. TCP 

employs network congestion avoidance. However, there are vulnerabilities 

to TCP including denial of service, connection hijacking, TCP veto, 

and reset attack. For network security, monitoring, and debugging, TCP 

traffic can be intercepted and logged with a packet sniffer. 

 Though TCP is a complex protocol, its basic operation has not changed 

significantly since its first specification. TCP is still dominantly used for the 

web, i.e. for the HTTP protocol, and later HTTP/2, while not used by latest 

standard HTTP/3. 
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 The IP Protocol Suite (TCP/IP) 

TCP/IP is communication of the two separate protocols – Transmission control 

Protocol and Internet Protocol. The Internet protocol standard defines the behavior 

of the packet i.e. it commands packets where to go and how to get there. The 

Transmission Control Protocol is responsible for synchronous and reliable data 

transmission over Internet connected Networks. Reliability comes because TCP 

supports error checking mechanism. The TCP continuously checks the transmitted 

and received data and if there is any loss in data or manipulation in data occurs, it 

retransmits the data back. The TCP is a connection-oriented protocol, which means 

a connection is established and maintained until client and server have finished 

exchanging the data to each other. Whenever any message/data is sent via TCP/IP 

protocol, the transmitter gets proper acknowledgement whether the packet is being 

delivered or not.  

  

The TCP/IP stack has the following features –  

  

• TCP guarantees the ordered data delivery by acknowledgment function. 
• Retransmission of lost packets. 
• TCP helps to control traffic on the Internet. 
• It is best suited whenever a program wants to send a lot of data because TCP does 

fragmentation of data and sends it in the form of small packets.  

• It supports error control and flow control. 
• It supports Multiplexing and De-multiplexing of data. 

• It allows to work over heterogeneous networks. 

Basic operations under TCP/IP protocol  

  

The basic operations that are executed under TCP/IP protocol are as defined below 

– 

  

1) Reliable Transmission – TCP uses a sequence number to identify each byte of 

data. Whenever the sender sends the data in the form of bytes, the sequence 

number is appended as the bytes are received and acknowledgement is sent to the 

sender with that sequence number to overcome the problem of packet reordering or 

packet loss. If any packet is not properly acknowledged, the sender again 

retransmits the data. 

  

2) DupACK Based Retransmission – If the sender receives three or more duplicate 

packets in its acknowledgement, it retransmits that particular packet again. This 

greatly improves the reliability of data. 
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3) Timeout Based Retransmission – When sender transmits the packet, it set the 

timer at its end for getting the proper acknowledgment. It waits for that time, if it 

doesn’t get expected acknowledgement within that interval, it assumes that the 

packet has been lost and it transmits that packet again.  

  

4) Error Detection – TCP uses checksum mechanism to assure the correctness of 

data. The Checksum assures that the data which is being sent by the sender has 

been received by the receiver with no data manipulation. 

  

5) Flow Control – It limits the rate at which sender is transmitting the data to 

guarantee reliable data delivery. The receiver continuously indicates the sender on 

how much data has been received and at what rate it is receiving. 

  

6) Congestion Control – TCP uses a congestion window in the sender side to do 

congestion avoidance (traffic avoidance). The congestion window indicates the 

maximum amount of data that can be sent out on a connection without being 

acknowledged. TCP detects the congestion whenever it does not get the 

acknowledgement of data in the settable time interval. 

  

 The TCP/IP Protocol offers the following advantages –  

  

• If there is need of reliable transmission, synchronization and no packet loss data, 
then TCP/IP protocol should be preferred. 

• It automatically breaks up the data into packets. 
• It supports a number of routing protocols. 
• It is connection oriented client-server architecture which means that connection 

will be established first before data can flow across the network. 

  

 However, TCP/IP also has some limitations as follow –  

  

• It is complex to setup and manage. 
• It is not best suited for IoT applications as it has more overhead comparison with 
other protocols.  

• It is slower protocol for continuous data streaming.  

  

Despite certain limitations, the TCP/IP protocol is a popular internet protocol and 

can be used by IoT devices to connect with a cloud platform. In the next tutorial –
 TCP/IP based IoT Communication with ThingSpeak Platform, an IOT device will 
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be designed which could publish data to ThingSpeak Platform using TCP/IP 

protocol.   

  

 UDP 

 In computer networking, the User Datagram Protocol (UDP) is one of the 

core members of the Internet protocol suite. The protocol was designed 

by David P. Reed in 1980 and formally defined in RFC 768. With UDP, 

computer applications can send messages, in this case referred to 

as datagrams, to other hosts on an Internet Protocol (IP) network. Prior 

communications are not required in order to set up communication 

channels or data paths. 

 UDP uses a simple connectionless communication model with a minimum 

of protocol mechanisms. UDP provides checksums for data integrity, 

and port numbers for addressing different functions at the source and 

destination of the datagram. It has no handshaking dialogues, and thus 

exposes the user's program to any unreliability of the underlying network; 

there is no guarantee of delivery, ordering, or duplicate protection. If error-

correction facilities are needed at the network interface level, an application 

may use Transmission Control Protocol (TCP) or Stream Control 

Transmission Protocol (SCTP) which are designed for this purpose. 

 UDP is suitable for purposes where error checking and correction are either 

not necessary or are performed in the application; UDP avoids the overhead 

of such processing in the protocol stack. Time-sensitive applications often 

use UDP because dropping packets is preferable to waiting for packets 

delayed due to retransmission, which may not be an option in a real-time 

system.  

 
 

UDP preserves datagram boundaries between the sender and the receiver. It means 

that the receiver socket will receive an OnDataAvailable event for each datagram 
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sent and the Receive method will return a complete datagram for each call. If the 

buffer is too small, the datagram will be truncated. If the buffer is too large, only 

one datagram is returned, the remaining buffer space is not touched. 

 

UDP is connectionless. It means that a datagram can be sent at any moment 

without prior advertising, negotiation or preparation. Just send the datagram and 

hope the receiver is able to handle it. 

 

UDP is an unreliable protocol. There is absolutely no guarantee that the datagram 

will be delivered to the destination host. But to be honest, the failure rate is very 

low on the Internet and nearly null on a LAN unless the bandwidth is full. 

 

Not only the datagram can be undelivered, but it can be delivered in an incorrect 

order. It means you can receive a packet before another one, even if the second has 

been sent before the first you just received. You can also receive the same packet 

twice. 

 

 

Your application must be prepared to handle all those situations: missing datagram, 

duplicate datagram or datagram in the incorrect order. You must program error 

detection and correction. For example, if you need to transfer some file, you'd 

better set up a kind of zmodem protocol. 

 

The main advantages for UDP are that datagram boundaries are respected, you can 

broadcast, and it is fast. 

 

The main disadvantage is unreliability and therefore complicated to program at the 

application level. 
 

 IP Addresses 

 An Internet Protocol address (IP address) is a numerical label assigned to 

each device connected to a computer network that uses the Internet 

Protocol for communication. An IP address serves two main functions: host 

or network interface identification and location addressing. 

 Internet Protocol version 4 (IPv4) defines an IP address as a 32-

bit number. However, because of the growth of the Internet and 

the depletion of available IPv4 addresses, a new version of IP (IPv6), using 
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128 bits for the IP address, was standardized in 1998.[3][4][5] IPv6 

deployment has been ongoing since the mid-2000s. 

 IP addresses are written and displayed in human-readable notations, such 

as 172.16.254.1 in IPv4, and 2001:db8:0:1234:0:567:8:1 in IPv6. The size of 

the routing prefix of the address is designated in CIDR notation by suffixing 

the address with the number of significant bits, e.g., 192.168.1.15/24, which 

is equivalent to the historically used subnet mask 255.255.255.0. 

 The IP address space is managed globally by the Internet Assigned Numbers 

Authority (IANA), and by five regional Internet registries (RIRs) 

responsible in their designated territories for assignment to local Internet 

registries, such as Internet service providers, and other end users. IPv4 

addresses were distributed by IANA to the RIRs in blocks of approximately 

16.8 million addresses each, but have been exhausted at the IANA level 

since 2011. Only one of the RIRs still has a supply for local assignments in 

Africa.[6] Some IPv4 addresses are reserved for private networks and are not 

globally unique. 

 Network administrators assign an IP address to each device connected to a 

network. Such assignments may be on a static (fixed or permanent) 

or dynamic basis, depending on network practices and software features. 

An IP address serves two principal functions. It identifies the host, or more 

specifically its network interface, and it provides the location of the host in the 

network, and thus the capability of establishing a path to that host. Its role has been 

characterized as follows: "A name indicates what we seek. An address indicates 

where it is. A route indicates how to get there." The header of each IP 

packet contains the IP address of the sending host, and that of the destination host. 

An IPv4 address has a size of 32 bits, which limits the address 

space to 4294967296 (232) addresses. Of this number, some addresses are reserved 

for special purposes such as private networks (~18 million addresses) and multicast 

addressing (~270 million addresses). 

IPv4 addresses are usually represented in dot-decimal notation, consisting of four 

decimal numbers, each ranging from 0 to 255, separated by dots, 

e.g., 172.16.254.1. Each part represents a group of 8 bits (an octet) of the address. 

In some cases of technical writing,[specify] IPv4 addresses may be presented in 

various hexadecimal, octal, or binary representations. 

In IPv6, the address size was increased from 32 bits in IPv4 to 128 bits, thus 

providing up to 2128 (approximately 3.403×1038) addresses.  
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 DNS 

 The Domain Name System (DNS) is 

a  hierarchical  and  decentralized  naming  system  for  computers,  services, 

or other resources connected to the Internet or a private network. It 

associates various information with domain names assigned to each of the 

participating entities. Most prominently, it translates more readily 

memorized domain names to the numerical IP addresses needed for locating 

and identifying computer services and devices with the underlying network 

protocols. By providing a worldwide, distributed directory service, the 

Domain Name System has been an essential component of the functionality 

of the Internet since 1985. 

 The Domain Name System delegates the responsibility of assigning domain 

names and mapping those names to Internet resources by 

designating authoritative name servers for each domain. Network 

administrators may delegate authority over sub-domains of their allocated 

name space to other name servers. This mechanism provides distributed 

and fault-tolerant service and was designed to avoid a single large central 

database. 

 The Domain Name System also specifies the technical functionality of 

the database service that is at its core. It defines the DNS protocol, a detailed 

specification of the data structures and data communication exchanges used 

in the DNS, as part of the Internet Protocol Suite. 

 The Internet maintains two principal namespaces, the domain name 

hierarchy and the Internet Protocol (IP) address spaces.[2] The Domain Name 

System maintains the domain name hierarchy and provides translation 

services between it and the address spaces. Internet name servers and 

a communication protocol implement the Domain Name System. A DNS 

name server is a server that stores the DNS records for a domain; a DNS 

name server responds with answers to queries against its database. 

 The most common types of records stored in the DNS database are for Start 

of Authority (SOA), IP addresses (A and AAAA), SMTP mail 

exchangers (MX), name servers (NS), pointers for reverse DNS 

lookups (PTR), and domain name aliases (CNAME). Although not intended 

to be a general purpose database, DNS has been expanded over time to store 

records for other types of data for either automatic lookups, such 

as DNSSEC records, or for human queries such as responsible person (RP) 

records. As a general purpose database, the DNS has also been used in 
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combating unsolicited email (spam) by storing a real-time blackhole 

list (RBL). The DNS database is traditionally stored in a structured text file, 

the zone file, but other database systems are common. 

An important and ubiquitous function of DNS is its central role in distributed 

Internet services such as cloud services and content delivery networks. When a 

user accesses a distributed Internet service using a URL, the domain name of the 

URL is translated to the IP address of a server that is proximal to the user. The key 

functionality of DNS exploited here is that different users 

can simultaneously receive different translations for the same domain name, a key 

point of divergence from a traditional phone-book view of the DNS. This process 

of using the DNS to assign proximal servers to users is key to providing faster and 

more reliable responses on the Internet and is widely used by most major Internet 

services.  

The DNS reflects the structure of administrative responsibility in the Internet. Each 

subdomain is a zone of administrative autonomy delegated to a manager. For zones 

operated by a registry, administrative information is often complemented by the 

registry's RDAP and WHOIS services. That data can be used to gain insight on, 

and track responsibility for, a given host on the Internet. 

 Static IP address Assignment 

 An Internet Protocol (IP) address is a unique number assigned to every 

device on a network. Just as a street address determines where a letter should 

be delivered, an IP address identifies computers on the Internet. Network 

devices use IP addresses to communicate with each other. 

 The Internet uses DNS (Domain Name System) to enable people to use 

words instead of numbers for Internet addresses. You can think of DNS as 

an Internet address book, mapping domain names to IP addresses. 

 When you type a URL into your browser, your browser looks up that 

domain name in DNS. For example, if you type www.google.com into your 

browser, your browser would ask DNS for Google’s IP address. DNS would 

return the IP address assigned to Google’s domain name (74.125.239.35). 

Your browser then connects to that IP address. 

 

A static IP address is simply an address that doesn't change. Once your device 

is assigned a static IP address, that number typically stays the same until the 
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device is decommissioned or your network architecture changes. Static IP 

addresses generally are used by servers or other important equipment. 

Static IP addresses are assigned by Internet Service Providers (ISPs). Your ISP 

may or may not allocate you a static IP address depending on the nature of your 

service agreement. We describe your options a little later, but for now assume 

that a static IP address adds to the cost of your ISP contract. 

A static IP address may be IPv4 or IPv6; in this case the important quality is 

static. Some day, every bit of networked gear we have might have a unique 

static IPv6 address. We're not there yet. For now, we usually use static IPv4 

addresses for permanent addresses. 

An IPv4 address has a size of 32 bits, which limits the address 

space to 4294967296 (232) addresses. Of this number, some addresses are reserved 

for special purposes such as private networks (~18 million addresses) and multicast 

addressing (~270 million addresses). 

IPv4 addresses are usually represented in dot-decimal notation, consisting of four 

decimal numbers, each ranging from 0 to 255, separated by dots, 

e.g., 172.16.254.1. Each part represents a group of 8 bits (an octet) of the address. 

In some cases of technical writing,[specify] IPv4 addresses may be presented in 

various hexadecimal, octal, or binary representations. 

 Advantages :- 

 Better DNS support: Static IP addresses are much easier to set up and 

manage with DNS servers. 

 Server hosting: If you are hosting a web server, email server, or any other 

kind of server, having a static IP address makes it easier for customers to 

find you via DNS. Practically speaking that means it's quicker for clients to 

get to your websites and services if they have a static IP address. 

 Convenient remote access: A static IP address makes it easier to work 

remotely using a Virtual Private Network (VPN) or other remote access 

programs. 

 More reliable communication: Static IP addresses make it easier to use 

Voice over Internet Protocol (VoIP) for teleconferencing or other voice and 

video communications. 

 More reliable geo-location services: With a static IP address, services can 

match the IP address with its physical location. For example, if you use a 

local weather service with a static IP address you're more likely to get the 

weather report you need instead of the one for the next city over. 
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 Disadvantages :- 

A static IP address isn't ideal for all situations. 

 Static IPs are more hackable: With a static IP address, hackers know exactly 

where your server is on the Internet. That makes it easier for them to attack 

it. Avast Internet Security can help you in this regard. 

 Higher cost: ISPs generally charge more for static IP addresses, particularly 

with consumer ISP plans. Business ISP plans often include static IP, at least 

as an option, but they are more expensive than end-user plans; be sure to ask 

if it’s an extra cost. 
 Real-world security concerns: Anyone with the right network tools can find 

where you and your computers are located. VPNs, such as Avast SecureLine 

VPN, can help alleviate this concern by hiding your physical location. 
 

 Dynamic IP Address Assignment 

 As the name suggests, dynamic IP addresses are subject to change, 

sometimes at a moment's notice. Dynamic addresses are assigned, as needed, 

by Dynamic Host Configuration Protocol (DHCP) servers. 

 We use dynamic addresses because IPv4 doesn't provide enough static IP 

addresses to go around. So, for example, a hotel probably has a static IP 

address, but each individual device within its rooms would have a dynamic 

IP address. 

 On the internet, your home or office may be assigned a dynamic IP address 

by your ISP's DHCP server. Within your home or business network, the 

dynamic IP address for your devices -- whether they are personal computers, 

smart phones, streaming media devices, tablet, what have you -- are 

probably assigned by your network router. Dynamic IP is the standard used 

by and for consumer equipment. 

 

 Advantages :- 

Dynamic IP addresses are easier to manage and cheaper to deploy than static IP 

addresses. 

 Easy, automatic configuration: With a dynamic IP address, the DHCP server 

automatically assigns the device the next available IP address. You don’t 
need to do a thing. 

 Lower fees: Typically, you save money by using a dynamic IP address. 

 Unlimited IP addressing: Dynamic addresses allow you to reuse IP 

addresses. Within a network, your devices are automatically configured with 

a fresh dynamic IP address as needed. So, for example, if you bring home a 
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new computer you don’t have to manually delete the old one or assign it a 
number; the network or router takes care of it. That prevents confusing 

conflicts when two computers try to use the same IP address. 

 Potentially better security: With a dynamic IP address it's harder for a 

potential attacker to target your networked equipment. You can also add to 

your security by obscuring your network address with a VPN. 

 Better physical security: It's much harder for a snoop to find out exactly 

where you're located. A VPN can help with this as well. 

 

 Disadvantages :- 

Dynamic IP addresses are not ideal for all situations. They don't work well for 

internet-facing services such as the web or email. 

 Unlikely to work well for hosted services: If you plan to host a website, 

email server, or so on, using a dynamic IP address may be troublesome. 

DNS doesn't work well with dynamic IP addresses since the address is 

always changing. There are Dynamic DNS services that take care of this 

problem; however, they add expense and complexity. This can be a serious 

downside. 

 May limit remote access: Depending on your remote access software, your 

program may have trouble connecting if you use a dynamic IP address. 

That's where VPN programs like Avast SecureLine VPN really shine. 

 Potentially more downtime: While it doesn't happen often, sometimes your 

ISP is unable to assign you a dynamic IP address. This can interrupt your 

internet connection. For an individual consumer, that’s a temporary 
annoyance. It’s a much bigger problem if it knocks your company website 
offline. 

 Less accurate geolocation: A dynamic IP address can make your geo-

location services fail because you can keep a dynamic address that no longer 

reflects your real-world location. 

 

 Conclusion 

Typically, static IP addresses are best for businesses, which host their own 

websites and internet services. Static IP addresses also work well when you have 

remote workers logging into work via a VPN. 

Dynamic IP addresses are usually fine for most consumers. They are cheaper and 

typically pose a bit less of a security risk. 
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 IPv6 

Internet Protocol version 6 (IPv6) is the most recent version of the Internet 

Protocol (IP), the communications protocol that provides an identification and 

location system for computers on networks and routes traffic across 

the Internet. IPv6 was developed by the Internet Engineering Task Force (IETF) 

to deal with the long-anticipated problem of IPv4 address exhaustion. IPv6 is 

intended to replace IPv4. In December 1998, IPv6 became a Draft Standard for 

the IETF, who subsequently ratified it as an Internet Standard on 14 July 2017.  

Devices on the Internet are assigned a unique IP address for identification and 

location definition. With the rapid growth of the Internet after 

commercialization in the 1990s, it became evident that far more addresses 

would be needed to connect devices than the IPv4 address space had available. 

By 1998, the Internet Engineering Task Force (IETF) had formalized the 

successor protocol. IPv6 uses a 128-bit address, theoretically allowing 2128, or 

approximately 3.4×1038 addresses. The actual number is slightly smaller, as 

multiple ranges are reserved for special use or completely excluded from use. 

The two protocols are not designed to be interoperable, and thus direct 

communication between them is impossible, complicating the move to IPv6. 

However, several transition mechanisms have been devised to rectify this. 

IPv6 provides other technical benefits in addition to a larger addressing space. 

In particular, it permits hierarchical address allocation methods that 

facilitate route aggregation across the Internet, and thus limit the expansion 

of routing tables. The use of multicast addressing is expanded and simplified, 

and provides additional optimization for the delivery of services. Device 

mobility, security, and configuration aspects have been considered in the design 

of the protocol. 

IPv6 addresses are represented as eight groups, separated by colons, of 

four hexadecimal digits. The full representation may be simplified by several 

methods of notation; for 

example, 2001:0db8:0000:0000:0000:8a2e:0370:7334 becomes 2001:db8::8a2e

:370:7334. 

IPv6 is an Internet Layer protocol for packet-switched internetworking and 

provides end-to-end datagram transmission across multiple IP networks, closely 

adhering to the design principles developed in the previous version of the 

protocol, Internet Protocol Version 4 (IPv4). 

In addition to offering more addresses, IPv6 also implements features not present 

in IPv4. It simplifies aspects of address configuration, network renumbering, and 
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router announcements when changing network connectivity providers. It simplifies 

processing of packets in routers by placing the responsibility for packet 

fragmentation into the end points. The IPv6 subnet size is standardized by fixing 

the size of the host identifier portion of an address to 64 bits. 

The addressing architecture of IPv6 is defined in RFC 4291 and allows three 

different types of transmission: unicast, anycast and multicast. 

Advantages: 

 

 Provides more address space ( which is being needed in larger buisness 

scales-example comcast) 

 More powerful internet (128bit versus IPv4's current 32 bit) 

 Offers and overall larger scale internet-which again will be needed in the 

future 

 Address allocation is done by the device itself 

 Support for security using (IPsec) Internet Protocol Security 

Disadvantages: 

 

 It will be much harder to remember IP addresses (compared to the addresses 

now) 

 Creating a smooth transition from IPv4 to IPv6 

 IPv6 is not available to machines that run IPv4 

 Any consumer costs in having to replace an IPv4 machine 

 Time to convert over to IPv6 

 

IPv6 is good for IoT and IoT is good for IPv6. There are several arguments and 

features that demonstrate that IPv6 is actually a key communication enabler for 

the future Internet of Things: 

·       Adoption is just a matter of time 

The Internet Protocol is a must and a requirement for any Internet connectivity. 

It is the addressing scheme for any data transfer on the web. The limited address 

capacity of its predecessor, IPv4, has made the transition to IPv6 unavoidable. 

Google’s figures are revealing an IPv6 adoption rate following an exponential 
curve, doubling every 6 months. 

·       Scalability 

IPv6 offers a highly scalable address scheme. The present scheme of Internet 

Governance provides at most 2 x 1019 unique, globally routable, addresses. This 

is many orders of magnitude more that the 2 x 109 that is possible with IPv4 and 
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the 1013 that is the largest estimate of IoT devices that will be used this century. 

It is quite sufficient to address the needs of any present and future 

communicating device still allowing it to have many addresses. 

·         Solving the NAT barrier 

Due to the limits of the IPv4 address space, the current Internet had to adopt a 

stopgap solution to face its unplanned expansion: the Network Address 

Translation (NAT). It enables several users and devices to share the same public 

IP address. This solution is working but with two main trades-off: 

The NAT users are borrowing and sharing IP addresses with others. While this 

technique allows single stakeholders to mount large applications, it becomes 

completely unmanageable if the same end-points are to be used by many 

different stakeholders; this would occur in an IoT deployment where the same 

sensors are to be used by multiple, independent, stakeholders. Secondly the 

mechanism cannot be used to access specific end-points from the Internet.. 

·        Multi-Stakeholder Support 

IPv6 provides for end devices to have multiple addresses and an even more 

distributed routing mechanism than the IPv4 Internet. This allows different 

stakeholders to assign IoT end-device addresses that are consistent with their 

own application and network practices. Thus multiple stakeholders can deploy 

their own applications, sharing a common sensor/actuation infrastructure, 

without impacting the technical operation or governance of the Internet. 

 

 MAC Address 

A media access control address (MAC address) is a unique identifier assigned 

to a network interface controller (NIC) for use as a network address in 

communications within a network segment. This use is common in most IEEE 

802 networking technologies, including Ethernet, Wi-Fi, and Bluetooth. Within 

the Open Systems Interconnection (OSI) network model, MAC addresses are 

used in the medium access control protocol sublayer of the data link layer. As 

typically represented, MAC addresses are recognizable as six groups of 

two hexadecimal digits, separated by hyphens, colons, or without a separator. 

MAC addresses are primarily assigned by device manufacturers, and are 

therefore often referred to as the burned-in address, or as an Ethernet hardware 

address, hardware address, and physical address. Each address can be stored in 

hardware, such as the card's read-only memory, or by a firmware mechanism. 

Many network interfaces, however, support changing their MAC address. The 

address typically includes a manufacturer's organizationally unique 

identifier (OUI). MAC addresses are formed according to the principles of two 
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numbering spaces based on Extended Unique Identifiers (EUI) managed by 

the Institute of Electrical and Electronics Engineers (IEEE): EUI-48, which 

replaces the obsolete term MAC-48, and EUI-64.  

Network nodes with multiple network interfaces, such as routers and multilayer 

switches, must have a unique MAC address for each NIC. 

The advantage of MAC addressing is that there is no attachment cost to devices 

that connect to the network. Its disadvantage, on the other hand, include easy 

spoofing due to the broadcast nature of the Ethernet. 

 TCP and UDP Ports 

A port is a communication endpoint. At the software level, within an operating 

system, a port is a logical construct that identifies a specific process or a type of 

network service. 

TCP stands for Transmission Control Protocol. Using this method, the computer 

sending the data connects directly to the computer it is sending the data it to, and 

stays connected for the duration of the transfer. With this method, the two 

computers can guarantee that the data has arrived safely and correctly, and then 

they disconnect the connection. This method of transferring data tends to be 

quicker and more reliable, but puts a higher load on the computer as it has to 

monitor the connection and the data going across it. A real life comparison to this 

method would be to pick up the phone and call a friend. You have a conversation 

and when it is over, you both hang up, releasing the connection. 

UDP stands for User Datagram Protocol. Using this method, the computer sending 

the data packages the information into a nice little package and releases it into the 

network with the hopes that it will get to the right place. What this means is that 

UDP does not connect directly to the receiving computer like TCP does, but rather 

sends the data out and relies on the devices in between the sending computer and 

the receiving computer to get the data where it is supposed to go properly. This 

method of transmission does not provide any guarantee that the data you send will 

ever reach its destination. On the other hand, this method of transmission has a 

very low overhead and is therefore very popular to use for services that are not that 

important to work on the first try. A comparison you can use for this method is the 

plain old US Postal Service. You place your mail in the mailbox and hope the 

Postal Service will get it to the proper location. Most of the time they do, but 

sometimes it gets lost along the way. 

 

Downloaded from www.rgpvnotes.in

Page no: 33 Get real-time updates from RGPV

https://en.wikipedia.org/wiki/Institute_of_Electrical_and_Electronics_Engineers
https://en.wikipedia.org/wiki/Network_node
https://en.wikipedia.org/wiki/Router_(computing)
https://en.wikipedia.org/wiki/Multilayer_switch
https://en.wikipedia.org/wiki/Multilayer_switch
https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

TCP and UDP Ports 

As you know every computer or device on the Internet must have a unique number 

assigned to it called the IP address. This IP address is used to recognize your 

particular computer out of the millions of other computers connected to the 

Internet. When information is sent over the Internet to your computer how does 

your computer accept that information? It accepts that information by using TCP 

or UDP ports. 

An easy way to understand ports is to imagine your IP address is a cable box and 

the ports are the different channels on that cable box. The cable company knows 

how to send cable to your cable box based upon a unique serial number associated 

with that box (IP Address), and then you receive the individual shows on different 

channels (Ports). 

Ports work the same way. You have an IP address, and then many ports on that IP 

address. When I say many, I mean many. You can have a total of 65,535 TCP 

Ports and another 65,535 UDP ports. When a program on your computer sends or 

receives data over the Internet it sends that data to an ip address and a specific port 

on the remote computer, and receives the data on a usually random port on its own 

computer. If it uses the TCP protocol to send and receive the data then it will 

connect and bind itself to a TCP port. If it uses the UDP protocol to send and 

receive data, it will use a UDP port. Figure 1, below, is a represenation of an IP 

address split into its many TCP and UDP ports. Note that once an application binds 

itself to a particular port, that port can not be used by any other application. It is 

first come, first served. 

  

<-------------------- 192.168.1.10 --------------------> 

0 1 2 3 4 5 .. .. .. .. .. .. .. .. 65531 65532 65533 65534 65535 

Figure 1. IP address with Ports 

 

 

This all probably still feels confusing to you, and there is nothing wrong with that, 

as this is a complicated concept to grasp. Therefore, I will give you an example of 

how this works in real life so you can have a better understanding. We will use 

web servers in our example as you all know that a web server is a computer 

running an application that allows other computers to connect to it and retrieve the 

web pages stored there. 
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In order for a web server to accept connections from remote computers, such as 

yourself, it must bind the web server application to a local port. It will then use this 

port to listen for and accept connections from remote computers. Web servers 

typically bind to the TCP port 80, which is what the http protocol uses by default, 

and then will wait and listen for connections from remote devices. Once a device is 

connected, it will send the requested web pages to the remote device, and when 

done disconnect the connection. 

On the other hand, if you are the remote user connecting to a web server it would 

work in reverse. Your web browser would pick a random TCP port from a certain 

range of port numbers, and attempt to connect to port 80 on the IP address of the 

web server. When the connection is established, the web browser will send the 

request for a particular web page and receive it from the web server. Then both 

computers will disconnect the connection. 

Now, what if you wanted to run an FTP server, which is a server that allows you to 

transfer and receive files from remote computers, on the same web server. FTP 

servers use TCP ports 20 and 21 to send and receive information, so you won't 

have any conflicts with the web server running on TCP port 80. Therefore, the FTP 

server application when it starts will bind itself to TCP ports 20 and 21, and wait 

for connections in order to send and receive data. 

Most major applications have a specific port that they listen on and they register 

this information with an organization called IANA. You can see a list of 

applications and the ports they use at the IANA Registry. With developers 

registering the ports their applications use with IANA, the chances of two 

programs attempting to use the same port, and therefore causing a conflict, will be 

diminished. 

Differences :- 

 TCP UDP 

Acronym for Transmission Control Protocol User Datagram 

Protocol or 

Universal 

Datagram 

Protocol 

Connection Transmission Control Protocol is a connection-oriented 

protocol. 

User Datagram 

Protocol is a 

connectionless 
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 TCP UDP 

protocol. 

Function As a message makes its way across the internet from one 

computer to another. This is connection based. 

UDP is also a 

protocol used in 

message 

transport or 

transfer. This is 

not connection 

based which 

means that one 

program can 

send a load of 

packets to 

another and that 

would be the 

end of the 

relationship. 

Usage TCP is suited for applications that require high reliability, 

and transmission time is relatively less critical. 

UDP is suitable 

for applications 

that need fast, 

efficient 

transmission, 

such as games. 

UDP's stateless 

nature is also 

useful for servers 

that answer 

small queries 

from huge 

numbers of 

clients. 

Use by other 

protocols 

HTTP, HTTPs, FTP, SMTP, Telnet DNS, DHCP, 

TFTP, SNMP, RIP, 

VOIP. 

Ordering of data 

packets 

TCP rearranges data packets in the order specified. UDP has no 

inherent order as 

all packets are 
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 TCP UDP 

independent of 

each other. If 

ordering is 

required, it has 

to be managed 

by the 

application layer. 

Speed of transfer The speed for TCP is slower than UDP. UDP is faster 

because error 

recovery is not 

attempted. It is a 

"best effort" 

protocol. 

Reliability There is absolute guarantee that the data transferred 

remains intact and arrives in the same order in which it 

was sent. 

There is no 

guarantee that 

the messages or 

packets sent 

would reach at 

all. 

Header Size TCP header size is 20 bytes UDP Header size 

is 8 bytes. 

Common Header 

Fields 

Source port, Destination port, Check Sum Source port, 

Destination port, 

Check Sum 

Streaming of data Data is read as a byte stream, no distinguishing indications 

are transmitted to signal message (segment) boundaries. 

Packets are sent 

individually and 

are checked for 

integrity only if 

they arrive. 

Packets have 

definite 

boundaries 

which are 

honored upon 

receipt, meaning 
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 TCP UDP 

a read operation 

at the receiver 

socket will yield 

an entire 

message as it 

was originally 

sent. 

Weight TCP is heavy-weight. TCP requires three packets to set up 

a socket connection, before any user data can be sent. TCP 

handles reliability and congestion control. 

UDP is 

lightweight. 

There is no 

ordering of 

messages, no 

tracking 

connections, etc. 

It is a small 

transport layer 

designed on top 

of IP. 

Data Flow Control TCP does Flow Control. TCP requires three packets to set 

up a socket connection, before any user data can be sent. 

TCP handles reliability and congestion control. 

UDP does not 

have an option 

for flow control 

Error Checking TCP does error checking and error recovery. Erroneous 

packets are retransmitted from the source to the 

destination. 

UDP does error 

checking but 

simply discards 

erroneous 

packets. Error 

recovery is not 

attempted. 

Fields 1. Sequence Number, 2. AcK number, 3. Data offset, 4. 

Reserved, 5. Control bit, 6. Window, 7. Urgent Pointer 8. 

Options, 9. Padding, 10. Check Sum, 11. Source port, 12. 

Destination port 

1. Length, 2. 

Source port, 3. 

Destination port, 

4. Check Sum 

Acknowledgement Acknowledgement segments No 

Acknowledgment 

Handshake SYN, SYN-ACK, ACK No handshake 
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 TCP UDP 

(connectionless 

protocol) 

 

 HTTP Ports other Common Ports 

The Hypertext Transfer Protocol (HTTP) is an application protocol for 

distributed, collaborative, hypermedia information systems. HTTP is the 

foundation of data communication for the World Wide Web, 

where hypertext documents include hyperlinks to other resources that the user 

can easily access, for example by a mouse click or by tapping the screen in a 

web browser. 

Development of HTTP was initiated by Tim Berners-Lee at CERN in 1989. 

Development of early HTTP Requests for Comments (RFCs) was a coordinated 

effort by the Internet Engineering Task Force (IETF) and the World Wide Web 

Consortium (W3C), with work later moving to the IETF. 

HTTP/1.1 was first documented in RFC 2068 in 1997. That specification was 

obsoleted by RFC 2616 in 1999, which was likewise replaced by 

the RFC 7230 family of RFCs in 2014. 

HTTP/2 is a more efficient expression of HTTP's semantics "on the wire", and 

was published in 2015; it is now supported by major web servers and browsers 

over Transport Layer Security (TLS) using an Application-Layer Protocol 

Negotiation (ALPN) extension where TLS 1.2 or newer is required.  

HTTP/3 is the proposed successor to HTTP/2, which is already in use on the 

web, using UDP instead of TCP for the underlying transport protocol. Like 

HTTP/2, it does not obsolete previous major versions of the protocol. Support 

for HTTP/3 was added to Cloud flare and Google Chrome in September 

2019, and can be enabled in the stable versions of Chrome and Firefox. 

 

IANA is responsible for the global coordination of the DNS Root, IP addressing, 

and other Internet protocol resources. This includes the registration of commonly 

used port numbers for well-known Internet services. 

The port numbers are divided into three ranges: the well-known ports, 

the registered ports, and the dynamic or private ports. 
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The well-known ports (also known as system ports) are those from 0 through 1023. 

The requirements for new assignments in this range are stricter than for other 

registrations, examples include: 

Port 

number 
Assignment 

20 File Transfer Protocol (FTP) Data Transfer 

21 File Transfer Protocol (FTP) Command Control 

22 Secure Shell (SSH) Secure Login 

23 Telnet remote login service, unencrypted text messages 

25 Simple Mail Transfer Protocol (SMTP) E-mail routing 

53 Domain Name System (DNS) service 

67, 68 Dynamic Host Configuration Protocol (DHCP) 

80 Hypertext Transfer Protocol (HTTP) used in the World Wide Web 

110 Post Office Protocol (POP3) 

119 Network News Transfer Protocol (NNTP) 

123 Network Time Protocol (NTP) 
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143 
Internet Message Access Protocol (IMAP) Management of digital 

mail 

161 Simple Network Management Protocol (SNMP) 

194 Internet Relay Chat (IRC) 

443 HTTP Secure (HTTPS) HTTP over TLS/SSL 

The registered ports are those from 1024 through 49151. IANA maintains the 

official list of well-known and registered ranges. The dynamic or private ports are 

those from 49152 through 65535. One common use for this range is for ephemeral 

ports. 

 

 Application Layer Protocols 
 

Application layer refers to OSI Level 5, 6 and 7. It is application layer in the TCP-

IP model. In IOT architecture, this layer lies above the service discovery layer. It is 

highest layer in the architecture extending from the client ends. It is the interface 

between the end devices and the network. This layer is implemented through a 

dedicated application at the device end. Like for a computer, application layer is 

implemented by the browser. It is the browser which implements application layer 

protocols like HTTP, HTTPS, SMTP and FTP. Same way, there are application 

layer protocols specified in context to IOT as well.  

  

This layer is responsible for data formatting and presentation. The application layer 

in the Internet is typically based on HTTP protocol. However, HTTP is not suitable 

in resource constrained environment because it is extremely heavyweight and thus 

incurs a large parsing overhead. So, there are many alternate protocols that have 
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been developed for IOT environments. Some of the popular IOT application layer 

protocols are as follow –  

  

• MQTT 

• SMQTT 

• CoAP 

• DDS 

• XMPP 

• AMQP 

• RESTful HTTP 

• MQTT-SN 

 MQTT – Message Queuing Telemetry Transport is a lightweight 

messaging protocol. It uses publish-subscribe communication way and 

that’s why it is used for M2M (machine to machine) communication.  It 

is based on TCP-IP protocol and is designed to operate in limited 

bandwidth. In the protocol terminology, the limited network bandwidth is 

referred as ‘small code footprint’. However, the exact meaning of limited 
network bandwidth is not clear in the specification.  

  

This protocol has been specially designed for sensor networks and wireless sensor 

networks. MQTT allows devices to send or publish data information on a given 

topic to a server. There is a MQTT broker (Broker- Mosquitto) in between 

publisher and subscriber. The broker then transfers the information to the clients 

that are previously subscribed.  

  

The sensors are interfaced with a broker which is an IOT device or server that 

reads and publish sensor data. The other devices that subscribe for and request 
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sensor data are called clients. The sensors themselves are referred as publishers in 

the network.  The client can be a laptop, smart phone, tablet or other mobile 

device. The client devices need to subscribe with the broker in the network to 

receive sensor data. For receiving data, the subscribed client devices have to 

establish connection with the broker and request data. The broker takes data from 

the publisher (wireless sensors) and send it to the client requesting for it. Even if 

the connection with the client device is broken after the request has been made, the 

broker saves the data in a cache so that when the client device reconnects with the 

broker, it could receive the requested sensor data. Similarly, if the connection 

between the publisher and the broker is broken after the request has been made, the 

broker forwards appropriate instructions sent by the publisher, so that client device 

can reconnect and receive requested data.  

  

So, MQTT fares well even when connection between the broker and the publisher 

or broker and the client is broken due to limited network bandwidth. This ability to 

deal with delay or latency in network makes this protocol quite suitable for 

wireless networks.   

  

 

Fig. 1: Image showing Architecture of MQTT Protocol 

 

An MQTT session can be divided into four stages –  
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1) Connection 

2) Authentication 

3) Communication 

4) Termination 

  

Connection and Authentication – In this stage, the client (like a mobile device or 

laptop) initiates a TCP-IP connection with the broker (server) using a standard port 

or a port defined by the network operator. The standard ports are generally 1883 

for non-encrypted communication and 8883 for encrypted communication through 

SSL or TLS. In encrypted communication, the server sends server certificate to 

authenticate itself by the client and client may also send a certificate to the server 

to authenticate itself. Though even in encrypted communication, the client 

authentication is not part of the specification and also not common. Still, usually, 

the client authentication is done by passing a username and password by the client 

to the broker (server).    

  

Communication – The sensor data is communicated to client using small code 

footprints. Though the term ‘small code footprint’ is not exactly specified in the 
protocol, it usually contains 2-byte long header, an optional variable length header, 

sensor data as message payload limited to 250 Mb in size and Quality of Service 

Level Indication. There can be three Quality of Service (QoS) levels – 

Unacknowledged Service (QoS Level 0), Acknowledged Service (QoS Level 1) 

and Assured Service (QoS Level 2). Each exceeding QoS level requires more 

network bandwidth and tolerance to latency.  

  

There can be four types of operations that can be performed by a client – publish, 

subscribe, unsubscribe and ping. The client can subscribe for specific topics in the 

network, like a mobile device might subscribe with a broker to read current 
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temperature of a city. For subscribing, the client needs to send a 

SUBSCRIBE/SUBACK packet pair to the broker. Similarly, for unsubscribing 

(from a topic), the client needs to send a UBSUBSCRIBE/UNSUBACK packet 

pair to the server. The ping operation can be performed by a client device to check 

the live connection with the broker. In the publish operation, the data is 

communicated between the broker and the client on a specific topic.  

  

4) Termination – The publisher or client can terminate the connection by sending a 

DISCONNECT message to the broker, after which, the TCP-IP connection is 

closed. If the connection is broken suddenly (due to limited network bandwidth) 

without termination request, the broker sends the cached messages from the 

publisher to the client.  

  

 SMQTT – Based on MQTT, Secure Message Queue Telemetry Transport 

(SMQTT) protocol is an encryption based light weight messaging protocol. 

Compared to an MQTT session, SMQTT session has four stages – setup, 

encryption, publish and decryption. It has broker based architecture similar 

to MQTT, however, in this protocol both subscriber and publisher need to 

register with the broker using a secret master key. The data is also encrypted 

before being published by the publisher and then is decrypted at the 

subscriber end. There can be any encryption algorithm can be used by the 

developer.  

  

 CoAP – Constrained Application Protocol is specifically designed for 

constrained (limited) Hardware. The hardware that doesn’t support HTTP or 
TCP/IP can use CoAP Protocol. So, basically the designers of this protocol 

taking inspiration by the HTTP had designed the CoAP protocol using UDP 

and IP protocol. It is a lightweight protocol that needs low power IOT 

application like for communication between battery powered IOT devices. 

Like HTTP, it also follows client-server model. The clients can GET, PUT, 

DELETE or POST informational resources over the network.   
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CoAP makes use of two message types – requests and responses.  The messages 

contain a base header followed by message body whose length is specified by the 

datagram. The messages or data packets are small in size, so that they can be 

communicated among constraint devices without data losses. The messages can be 

confirmable or non-confirmable. For confirmable messages, the client need to 

respond with an acknowledgement after receiving the data packet. The request 

messages can contain query strings to implement additional functionalities like 

search, sort or paging.  

  

For security, the protocol uses Datagram Transport Layer Security (DTLS) over 

UDP. In HTTP, it is very complicated to know the new state on a variable. in 

HTTP, client has to do polling again and again which means client has to ask every 

time every second to see if there is any new state of variable it is observing. In 

CoAP, the CoAP services try to solve the problem by creating an observe flag, so 

if the original device sends observe flag with GET command, every time the sever 

or the other devices see that there is a change in the state of the variable then the 

server or the devices will send the push notification to the original device who is 

actually finding the observer flag.    

  

The protocol also provides an additional mechanism for resource discovery by the 

client devices. The server has to provide a list of resources along with meta data 

which can be accessed as link or application media type. By navigating through the 

list, a client can find available resources (information or data) and discover their 

media types.  

  

The sensor nodes in the network themselves act as server instead of clients. The 

sensors are directly routable and the data communication is one to one between 

sensor and the client devices. For implementation of this protocols, the sensors 

must be able to receive data packets and able to respond them.  
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 DDS – Designed by Object Management Group (OMG), Data Distribution 

Service is a M2M application layer protocol for real-time systems. Based on 

a publish – subscribe pattern like MQTT, the protocol architecture has nodes 

configured as publisher, subscriber or both. The protocol does not require 

any networking middleware, so the publishers can release information on 

specific topics (like a temperature sensor may release current temperature of 

a location) and the protocol itself manages to deliver it to the subscriber (like 

a mobile device showing current temperature of a location). The 

implementation of the protocol does not require any network programming 

as the protocol does not require verifying existence or location of the nodes 

and also does not need confirmation of the message delivery.  

  

  XMPP – Extensible Messaging and Presence Protocol (XMPP) is an XML 

based messaging protocol. XML is a mark up language for encoding 

documents which are both human readable as well as machine readable. 

XML evolved to extend HTML and allow addition of custom tags and 

elements to the web. As an extension of HTML, it allows structuring of data 

along with extensionality. Traditionally, XMPP has been used for real time 

communication like instant messaging, presence, multi-party chat, voice and 

video calls, collaboration, content syndication etc. 

  

The use of XMPP for IOT allows real-time and scalable networking between 

devices or things. The things (devices) have one or more nodes and each node has 

several (informational) fields. Each field contains a readable and writable value. 

The nodes need to friend each other by sending and accepting friend requests. 

Once the friend request from one node is accepted by the other, it can receive 

updates from the other node. If other node also need to get updates from the first 

node, it also needs to send a friend request and need confirmation. If both nodes 

become mutually friend over the network, it is called dual subscription, otherwise, 

it is called single sided subscription. The data is communicated between the nodes 

on a one to one basis where a node can read or write field values in the other node.  
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 AMQP – Like XMPP, Advanced Message Queue Protocol (AMQP) is also 

an open standard application layer protocol for message-oriented 

middleware. It is used for passing business messages between applications 

or organizations. It connects systems, feeds business processes with the 

information they need and reliably transmits the instructions that achieve 

their goals. 

  

This is an interoperable and cross platform messaging standard. In the protocol 

architecture, the message along with a header is passed by the client to a broker or 

exchange. So, there is a single queue to which the message is passed by a producer. 

From the exchange or broker, the message can be passed on to one or many 

queues. The header contains information about each byte of the message. It also 

contains the routing information. The broker or exchange remains responsible to 

read headers and receive, route and deliver messages to the client applications. The 

communication in this protocol remains one to one between two nodes.  

  

 RESTful HTTP – Representational State Transfer (REST) or RESTful is a 

stateless and interoperable communication protocol.  The protocol allows 

identifying web resources (informational resources) by unique URLs and let 

deliver them as HTTP, JSON or XML file. The resources are exposed as 

directory structure URIs. A client can access resources to GET, PUT, 

DELETE or POST messages to representations where representations are 

data objects and their attributes in HTML, XML or JSON format. The GET, 

PUT, DELETE and POST all are the HTTP request methods of receiving, 

modifying and sending data. Being a stateless communication, no 

acknowledgement is sent or received for confirmation of the message 

delivery. However, the HTTP request may be responded by a status code 

indicating success, redirection, informational, client error or server error.  
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 MQTT-SN – MQTT-Sensor Network is an open and light-weight 

publish/subscription protocol designed specifically for constrained devices 

i.e. wireless sensor network (WSN). The wireless sensor network which 

does not have TCP/IP stack on the top of it like Zigbee based wireless sensor 

network or Bluetooth based WSN, they can send their data to the Internet 

with MQTT-SN protocol. 

  

MQTT-SN is designed to be as close as possible to MQTT, but is adapted to the 

peculiarities of a wireless communication environment such as low bandwidth, 

high link failures, short message length, etc. It is also optimized for the 

implementation on low-cost, battery-operated devices with limited processing and 

storage resources.  

 Compared to MQTT, the following changes have been introduced in MQTT-SN –  

  

• The topic names are replaced by topic IDs, which reduce the overheads of 
transmission.  

• Topics do not need registration as they are preregistered. 

• Messages are also split so that only the necessary information is sent. 

• For power conservation, there is an offline procedure for clients who are in a 
sleep state. Messages can be buffered and later read by clients when they wake up.  

• Clients connect to the broker through a gateway device, which resides within the 

sensor network and connects to the broker. 

 In the architecture of MQTT-SN, there are three kinds of MQTT-SN components 

– MQTT-SN clients, MQTT-SN gateways (GW), and MQTT-SN forwarders. 

MQTT-SN clients connect themselves to a MQTT server via a MQTT-SN GW 

using the MQTT-SN protocol. A MQTT-SN GW may or may not be integrated 

with a MQTT server. In case of a stand-alone GW, the MQTT protocol is used 

between the MQTT server and the MQTT-SN GW. Its main function is the 

translation between MQTT and MQTT-SN.  
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Fig. 2: Image showing Architecture of MQTT-SN Protocol 

 MQTT-SN clients can also access a GW via a forwarder in case the GW is not 

directly attached to their network. The forwarder simply encapsulates the MQTT-

SN frames it receives on the wireless side and forwards them unchanged to the 

GW; in the opposite direction, it releases the frames it receives from the gateway 

and sends them to the clients, unchanged too. 

  

 STOMP – Simple or Streaming Text Orientated Messaging Protocol 

(STOMP) is a text based protocol for message oriented middleware. It is 

based on TCP and uses HTTP like commands. It has been designed to 

provide interoperability among platforms, languages and brokers. The data is 

communicated between a client and broker in multi-line frames containing 

command, header and content. The command can be CONNECT, 

DISCONNECT, ACK, NACK, SUBSCRIBE, UNSUBSCRIBE, SEND, 

BEGIN, COMMIT or ABORT.   
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