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Your excellencies, honored colleagues, dear friends - is my great pleasure to be able to speak 

to you today. The rise of cyberspace as a domain of human action, and the economic growth 

of China, are two of the most defining global trends of the last decades. It is therefore no 

accident that we are meeting here today - just as China matters to the world economy, 

cyberspace matters to China. Minister Lu Wei has often referenced the importance of 

cyberspace to Chinese social stability. I would like to talk today of the importance of 

international cyber stability for the world at large, and how our common fears, not our 

individual dreams, may be best way to achieve it. 

We are all aware of the great advances this information revolution has given us. The rise of 

cyberspace has impacted virtually every facet of human existence. But It is increasingly 

becoming clear that the cyber domain is fragile, and that different interests threaten to pull it 

apart. While economic growth and expansion of individual freedoms is often seen as being 

one of the most obvious benefits of the rise of cyberspace in general and the Internet in 

particular, other actors have sought to benefit as well. Cybercrime is now becoming the 

worlds greatest illegal enterprise, and causes significant damage. According to a report of 

June of this year, cybercrime cost the global economy 445 billion dollars last year. The US 

economy may have suffered $100 billion damage to due to cybercrime and cyber espionage, 

while Germany suffered 60 billion. China may have suffered loses of $45 billion to its 

economy. It seems clear that cyberspace - the very motor for economic growth of the last two 

decades - is now also becoming the main vector to slow it down. 

As threatening as cybercrime is, however, the consequences of activities of states in 

cyberspace  could be far worse then simply lowering economic growth by a couple of 

percentage points. State affiliated operations towards domestic information control, 

espionage, and even sabotage and destruction by cyber means, have greatly increased in the 

last five years, as a recent report by the UN Group of Governmental Experts has confirmed. 

These trends include the misuse and manipulation of critical Internet infrastructure such as 

certificates and basic core protocols, the unrestrained deployment of targeted and bulk 

espionage against governments, business and  citizens alike and finally and inevitably, the 

destruction of physical assets.  

Together, these activities threaten much more serious damage then cybercrime is able to 

inflict, for in the worst  case they will not simply slow down the world economy, but they 

could derail it completely. There should be no mistake: violent state conflict in cyberspace 

could have disastrous effects on world civilization. In this case the nightmare  is not that the 

lights simply go out, but that we are not able to turn them back on again. 

There are those who say that the threat of this type of conflict occurring is remote. They are 

correct. However, like war in general, it is far from impossible. Indeed, the rise of cyberspace 

may have  made the chances of so-called "real" or physical  war more likely to occur. While 

cyberspace has brought the world closer together, it also increases the chance and scope  for 

misunderstandings. 

 



We live in a time of increasing cyber instability, including the increased chance of inadvertent 

escalation and state conflict in and through cyberspace. This cyber instability means that 

state affiliated actions in cyberspace can be misunderstood or misinterpreted, or simply even 

mistakenly executed, with potentially disastrous consequences. 

Striving for international cyber stability-and  the stability of cyberspace-is therefor an 

existential task for human civilization.  Governments know this, and since a number of years 

have been striving to create norms of acceptable state behavior in cyberspace as a means to 

limit the chances and consequences of these misunderstandings. 

In 2013 and 2015 these norms were expressed in the consensus reports  of the UN group of 

government experts -  which included Chinese experts. These reports reaffirmed the 

importance of international law in regulating state behavior both on and off-line, and the 

applicability of the UN charter in its entirety, with its provisions on state sovereignty, the 

right of states to self-defense, and on human rights. The 2013 and 2015 reports also created a 

number of specific voluntary norms for states to adhere to, for instance "states should not 

conduct or knowingly support ICT activity that intentionally damages critical infrastructure", 

or "states should not knowingly allow their territory to be used for internationally wrongful 

acts using ICTs".  The 2013 report also created the process to encourage regional 

organizations to develop their own so called confidence building measures. Both the ASEAN 

Regional Forum as well as the organization for security and corporation in Europe been 

particularly active in this regard, and have created lists of confidence building measures for 

states to adhere to-including  emergency communication protocols, commitments to 

transparency on state cyber forces, and similar efforts to reduce the chances of what is called 

inadvertent escalation - or simply accidental war. 

I have no doubt that these processes are vitally important for international cyber stability. 

However, I worry that they are not enough. For a central problem is that all of these 

measures are designed by government, and for government. But government don't  build 

cyberspace. Of course, governments can spy via cyberspace, they can destroy via cyberspace, 

but they don't build cyberspace, and they don't own it. 

No government owns or controls cyberspace, this includes what  some have called their own 

"national Internet segments" or similar. Governments can perhaps claim parts of cyberspace 

as their own area particular interest, like governments can claim parts of the sea for their own 

exclusive economic use, or as a territorial zone. But they can't change the laws of cyberspace, 

like they cannot change the law of gravity, or the currents of the ocean . Of course, the laws of 

cyberspace, unlike the physical laws such as gravity,  are created by humans, not by nature. 

But the laws of cyberspace are not created by governments alone. Instead, the laws of 

cyberspace are created by the civil society, The private sector, and government, working 

alongside each other in dozens of different initiatives, or what in we in international relations 

academia call "regimes" 系统  (xitong). 

The noted Harvard university scholar Joseph Nye has described this reality in cyberspace as 

the "cyber regime complex", where dozens of different governing systems and  initiatives or 

what we call regimes coexist-these include regimes for Internet governance, for combating 

cybercrime, for critical infrastructure protection, for arms control, and many more. In all of 

these different regimes or initiatives different actors are important-in case of the UN, of 

course governments are most important. Other cases the civil society is more important, or 

the private sector is in the lead. As said before, no actor dominates everything in cyberspace. 



And this will not change in the near future, unless we are willing to risk the rise of illegal 

internets, with millions of  hostile netizens inhabitants, ego actively will oppose this. 

If, therefore, we are to bring stability to cyberspace, we must concentrate not only on norms 

of state behavior, as important as they are. We must go further. We we must also be aware of 

activities occurring within other initiatives on cyberspace by other stakeholders, and try to 

connect to them, understand them, work together with them. 

Many of these initiatives and systems - such as Internet governance  - will not be run by 

governments, cannot be run by governments if they are to continue to work. Governments 

everywhere sometimes find it difficult to accept this. But we must accept it. For without this 

understanding, without this cooperation between different key stakeholder groups, 

cyberspace will become increasingly unstable. The dreams of states will diverge from the 

dreams of the civil society that built the Internet and the private sector that owns most of it. 

Into these gaps there will inevitably be even more malicious activity cyberspace, and, if we 

are unlucky, create what I think of as the "cyber dark" - the great catastrophe that can befall 

us if we do not get this right. 

In the end, cyberspace cannot suffer these opposing dreams and remain intact. If the global 

cyberspace fragments it can do so in different ways, in some cases only millions will suffer, in 

other cases billions will pay the price. This should help concentrate our minds. For while we 

may have different aspirations and dreams of cyberspace and what it should be, surely we all 

have the same nightmare:  the collapse of what I think of as one is the most important 

inventions in human history.  

 

Therefore let us not be guided by our cyber dreams, which are different and which may 

remain so. Instead let's concentrate on our fears of the cyber dark, which, like our common 

humanity, we all share equally.  

International cyber stability cannot be the sum total of what we all want, instead it should be 

based in what we collectively all fear. Let us meet these fears together, or suffer the 

consequences alone. 

 

 


