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Disclaimer for the White Paper

Notice to all Prospective Investors

The information contained in this White Paper is confidential information regarding XAIN and
FROST Tokens. By accepting this White Paper, the recipient agrees that it, and its officers, di-
rectors and employees will use this White Paper only to evaluate its potential interest in FROST
Tokens and for no other purpose and will not divulge such information to any other party. Any
reproduction of this White Paper, in whole or in part, is prohibited.

The distribution of this White Paper and the offer and sale of FROST Tokens in certain juris-
dictions may be restricted by law. This White Paper has been prepared solely for informational
purposes and this White Paper does not constitute, and may not be used for the purposes
of, an offer or solicitation to anyone in any jurisdiction in which such offer or solicitation is not
authorized or to any person to whom it is unlawful to make such offer or solicitation.

If any offer to purchase any interest in FROST Tokens is made in due course it shall be made
only pursuant to a definitive Offering Document prepared by or on behalf of XAIN which would
contain material information not contained herein and which shall supersede this White Paper
in its entirety. Any decision to invest in FROST Tokens should be made only in compliance
with and subject to the limitations imposed by applicable laws applying to the ability to offer
FROST Tokens to prospective investors in their relevant jurisdictions and after reviewing the
definitive Offering Document, conducting investigations as deemed necessary by the investor
and consulting the investor’s own investment, legal, accounting and tax advisors in order to
make an independent determination of the suitability and consequences of an investment in
FROST Tokens.

The information contained in this document has not been independently verified and no rep-
resentation or warranty, express or implied, is made as to, and no reliance should be placed
on, the fairness, accuracy, completeness or correctness of the information or opinions con-
tained herein. The information set out in this White Paper may be subject to updating, revision,
verification and amendment and such information may change materially. XAIN is under no
obligation to update or keep current the information contained in this White Paper and any
opinions expressed in it is subject to change without notice. None of the XAIN or any of its re-
spective affiliates, advisers or representatives shall have any liability whatsoever (in negligence
or otherwise) for any loss whatsoever arising from any use of this White Paper or its contents,
or otherwise arising in connection with this White Paper.

Certain statements in this White Paper, including those related to the offering of FROST To-
kens, constitute “forward-looking statements”. These statements, which contain the words “an-
ticipate”, “believe”, “intend”, “estimate”, “expect” and words of similar meaning, reflect XAIN’s
beliefs and expectations and are subject to risks and uncertainties that may cause actual re-
sults to differ materially. These risks and uncertainties include, among other factors, changing
business or other market conditions and the prospects for investment and growth anticipated by
XAIN. These and other factors could adversely affect the outcome and financial effects of the
plans and events described herein. As a result, you are cautioned not to place undue reliance
on such forward-looking statements. XAIN disclaims any obligation to update its view of such
risks and uncertainties or to publicly announce the result of any revisions to the forward-looking
statements made herein, except where it would be required to do so under applicable law.

All performance and risk targets contained herein are subject to change without notice. There
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can be no assurance that XAIN will achieve any targets or that there will be any return on capi-
tal. Historical returns are not predictive of future results. Investments in early stage technology
and digital assets carry greater risks and may be considered high risk and volatile. There is a
risk of total loss of the amount invested. Please refer to the definitive Offering Document for a
full list of risks.

Notice to U.S. Persons

The FROST Tokens have not been registered with or approved by the U.S. Securities and
Exchange Commission (the “SEC”) or by the securities regulatory authority of any other state
of jurisdiction of the United States, or any foreign jurisdiction, nor has the SEC or any other state
or foreign regulatory authority passed upon the accuracy or adequacy of this White Paper. Any
representation to the contrary is a criminal offense.

The FROST Tokens have not been and will not be registered under the Securities Act of 1933,
as amended (the “Securities Act”), or any other law or regulation governing the offering, sale
or exchange of securities in the United States or any other jurisdiction. The offering of FROST
Tokens will be made (1) inside the United States to “accredited investors” (as defined in Section
501 of the Securities Act) in reliance on Regulation D under the Securities Act who are U.S.
persons (as defined in Section 902 of Regulation S under the Securities Act) and (2) outside
the United States to non-U.S. persons in reliance on Regulation S. Subject to certain limited
exceptions, persons purchasing as U.S. accredited investors will be required to maintain their
FROST Tokens until the first anniversary of the issuance of the FROST Tokens. Persons pur-
chasing as non-U.S. persons will only be entitled to resell their FROST Tokens after 90 days
from the issuance date to other non-U.S. persons in an offshore transaction (as defined in Rule
902 of the Securities Act).
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Abstract

FROST brings user-centric distributed access control to devices, datasets, and machines.
It gives owners of resources precise control over their usage, including the ability to trade and
delegate access rights.

Policies you write in the FROST language describe access controls that allow agents to
delegate access rights, and to delegate to other agents the ability to write and enforce entire
access-control policies.

FROST creates a network of smart policies with a native token that fills the gap between
traditional IT and the decentralized web, giving any individual or organization control over
access to their data and resources, and over sharing such controls with others in a transpar-
ent and tradable manner, agnostic to back-end data fabrics. The FROST network introduces
more flexibility, lower data consumption, a proximity to access enforcement points, and en-
hanced user experience.

It ships with an innovative consensus algorithm – the Proof of Kernel Work – that is inclu-
sive of devices with limited computational power. The native FROST Token on the network
makes the access rights, modeled by smart policies, tradable in an open and decentralized
network.

1 Introduction

Data has become a precious resource, named by some as the “new oil” that can fuel future
economies [SG17]. As with physical resources, the value of Big Data resides in the ability to
access it for machine learning, knowledge inference, and techniques for transferring insights.

Industry verticals and service sectors share the need for access to data and resources. IoT
devices of different manufacturers need access to resources and data of each other, the sharing
economy requires fine-grained access control and so on.

FROST [CHK+18] contributes to these ecosystems and puts the users at the heart of control
via a distributed technology layer that uses access rights to guard the entrance door of every
resource; leading users to move away from managing data through centralized organizations,
and on to genuinely own their data and resources while intuitively controlling their access.

1.1 The Past, Present, and Future of Network Protocols

The invention of the TCP/IP protocols enabled the development of a scalable and resilient
public internet that we all depend on today. Technical pioneers drafted the Hypertext Transfer
Protocol (HTTP) as a foundation for modern communication on top of internet protocol layers.
Designed to transfer hypertext-based documents, HTTP is currently the backbone of highly
interactive and desktop-style applications.

These protocol innovations are great examples of the ”Keep It Simple, Stupid” (KISS) principle,
and their embedded simplicity serves as a critical factor in their long-term success and the
evolution of today’s web ecology. Similarly, we provide a technology layer that is simple yet
robust, while simultaneously enabling the creation of digital ecosystems on top of it.

A drawback of today’s backbone of the world wide web is the requirement of centralized re-
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sources living on servers of entities that need trust. This dependency is the reason why the
first wave of communication protocols are of stateless nature. Consequently, state manage-
ment was build on top of this architecture, and we arrived in an era of data, but with data
of the many controlled by a few. Monopoly-like companies facilitate and constrain access to
resources, e.g. the social graph.

Recent breakthroughs in distributed networks, blockchain technology and so-called “trust-less”
systems that gain trust by relying on heavy use of modern cryptography have challenged this
status quo. These inventions may have appeared just in time, given that the lion share of
the world’s data at rest is still to-be-digitized – with sensitive data about health care, physical
ownership rights and public records awaiting such digitization.

The exponential rise of accessible resources and devices that the Internet of Things (IoT)
interconnects converges with recent advancements in machine learning, artificial intelligence,
and big-data technology. This convergence provides the stage in which actors will play with
great stakes:

• What will the data controllers of the future look like?
• What relationship will such controllers have with owners of data and resources?
• How will such relationships foster the creation of social and economic value?

The FROST team has meticulously designed and developed a platform that allows for the
creation of applications in which the interest of the data owners are put above the interest
of the centralized authority. The end-user emerges as the true authority over their data and
devices.

These values are integral to the FROST technology stack. Its support for Human-to-Machine
(H2M) interaction, including payment aspects, allows FROST to reap the benefits from ad-
vances in Artificial Intelligence and Distributed Trust Management, allowing H2M interactions
to funnel their rewards to participating human actors. In simple terms, FROST inverts the di-
rection of control : resource owners, not central organizations, offer and grant access. FROST
enables a decentralized network of independent entities.

1.2 Access Control of Tomorrow

The Internet of Things ships with the value proposition of inter-operable ecosystems for bet-
ter user experiences, real-time and fine-grained access control on data and devices, and the
generation of high-quality data for intelligent, adaptive systems and increased productivity.

We are firm believers in Open Source and think that specifications of interoperability may only
tap their full potential when released from the control of monopolies and quasi-monopolies.
Stronger services and products are created when people openly contribute to improvements in
specifications and system development.

All the positive developments that the Internet has brought to us validate this belief. Software
written on top of open protocols and created networks enabled thriving ecosystems, innovative
business ideas, novel social interactions, and wealth.

To implement these developments into an access-control-enabled network, we require a sup-
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porting layer of technology through which users can securely articulate and enforce fine-grained
access and delegation of access to resources and data. This technology should also operate
at a suitable level of abstraction so that it can easily integrate with specific data fabrics, com-
munication transport layers, and IoT devices. Additionally, it should empower the owners and
users of resources and data, rather than exposing them to the potential abuse of access and
data by a central party. We designed FROST with all this in mind.

2 Design Approach

There are three pillars upon which to build a strong foundation of a future access-control stan-
dard that is robust, decentralized, and secure:

• a language that enables machines to communicate and process access controls,
• a network that exhibits blockchain properties and that is running real-world use cases

with well-known brands and industry leaders,
• a token-economy layer that enables users to exchange their access and delegation

rights and gives decentralized players incentives to secure the network.

We refer to these pillars as the FROST technology. The accompanying documents chronicle
the FROST technology in great detail, including yellow papers with technical details at length.
For the readership of this white paper, we provide the gist and a broader architectural view.

The FROST language is a specification on how humans and machines can communicate and
process access-control policies and delegation structure for these. FROST includes a domain-
specific language (DSL) for writing access-control policies.

The FROST network runs on a dedicated blockchain optimized for policy coordination through
native support for the FROST language. It ships our consensus algorithm, Proof of Kernel
Work (PoKW) – a scalable and resource-friendly solution that is inclusive to devices with limited
computational power, such as many of the resources that manage their policies on the network
[LBH+18, LJBH+18]. Use cases in cooperation with major industry players that are running on
this network are currently in development.

The FROST network is open to everyone, and we welcome the development of applications to
build services and products on top of it. Since anyone can add resources on the network, it
needs a way to exchange and trade access rights, and to implement a security mechanism to
streamline this exchange process. This is the role of the FROST token, the native currency
of the network. You can use it to pay for access rights, but also as an economy layer that
facilitates reputation management and sets incentives to collaborate within and to secure the
network for all participants jointly.

3 The FROST language

We provide a user-centric, distributed, and resilient access-control framework based on an
extensible, attribute-based policy language called FROST.
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FROST NETWORK

FROST LANGUAGE

FROST TOKEN

Figure 1: The FROST Language and the FROST Token enjoy native support on the FROST
network.

Extensibility and attribute-based policies go hand in hand. Specific use cases or applica-
tion domains require domain-specific attributes whose syntax and semantics are plugged into
our FROST language without affecting its own semantics, structure, platform integration, and
toolchain. The name FROST is an acronym that stands for:

F = Flexible, e.g., the freedom in the delegation of access and policy writing, and the agnostic
view on back-ends.

R = Resilient, e.g., our use of cybersecurity protocols and other hardening mechanisms such
as policy authentications.

O = Open, e.g., the entire architecture can host an emerging ecosystem of activity, and our
plan to publish as open-source technology.

S = Service-Enabling, e.g., for user-centric abilities to deliver goods, or as a transparent and
resilient means of tracking parts in their life-cycle.

T = Trust, e.g., one can trust the system without a centralized entity; realized by use of cyber-
security technology, validation tools, and support for secure and transparent audits.

This document gives a high-level overview of FROST and introduces its power and versatility.
Please refer to the Yellow Paper “The FROST Language” [CHK+18] for an in-depth technical
discussion of FROST’s inner workings.

3.1 Users and Resources

Users of FROST are generally agents that can communicate with digital devices: human agents,
system processes, physical machines with digital communication channels, and so forth. The
notion of users includes the owners of such data, resources, and devices. Additionally, the
terms “user” and “owner” may signify an individual, an abstract entity, an organization or more
complex constructions of ownership or agency.
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Resources also have a broad interpretation within FROST: they may be datasets, smaller data
snippets or any device that has digital interfaces for their control. The number of such devices
is growing dramatically, due to the digitization movement fueled by the convergence of different
technologies. This digitization is already taking place on many physical scales, ranging from
medical micro-devices implanted into the human body, objects the size of light bulbs, robots
that assist with elderly care to a network of LEO satellites that provide seamless broadband
coverage on our planet.

3.2 Policies and Obligations

Policies are a means of specifying the exact circumstances in which to grant access to a re-
quested resource. The use of policies over other means has several advantages:

• policies are well-suited for open systems – where controls may need to be composed,
• policies can use attributes as a generic source of information for articulating conditions,
• policies are formal programs that can be verified, compiled, and executed.

Granting or denying access may come with obligations. Traditionally, these may be obligations
on the system within which access takes place, e.g. to log all accesses and their contexts.
Obligations placed on external agents, in contrast, are out of the control of these systems and
are more akin to promises of future actions. Practical access-control systems have not widely
adopted this latter type of obligation. However, FROST can leverage blockchain technology
to realize such obligations, including those relating to payments or the exchanging of access
rights or their obligations.

3.3 Actions and Context

A requesting agent requests access targeting a specific resource, and asks for the performance
of a specific action, within a given context. For example, the daughter of the owner of a ve-
hicle may request access to drive the vehicle between 8 a.m. and 9 p.m. on a weekday. The
action drive may grant access associated with specific actions required for being able to drive
a vehicle: opening doors, starting the engine, and so forth.

Actions or their context may thus have a structure which may also consider payment aspects
of the requested action. For example, a self-owning car may grant access to the highest bidder
amongst those that meet certain qualifications, e.g., having a sufficiently positive reputation
concerning a driving record. The self-owning car denies access to drivers that do not meet
driving record qualifications. Alternatively, a library containing rare books may grant access to
these precious resources through a score it defines and publishes and that reflects a combi-
nation of aspects – , e.g., income the access generates, scholarly value of the access, and
quality of dissemination plan for scholarly insights gained from such access.
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3.4 Delegations

Delegating rights is a powerful notion, often realized in access-control systems. The owner
of a resource may, e.g., delegate specific rights to other users and also entitle those users to
delegate these rights further – subject to constraints such as the depth of such delegations.

Delegation extends flexibility to access control, while facilitating the creation of new, richer
services, such as the ability of agencies and volunteers to share real-time data in a disaster
recovery operation – where speedy access to data, audit trails of data access, and the ability
to turn off access to unauthorized parties are crucial.

Delegations are a natural part of the FROST language. They are a great example of the
interplay of the pillars of the FROST technology. Delegations are expressed in the FROST
language and cryptographically escorted by the blockchain properties of the FROST network.

4 The FROST network

The FROST language runs on a dedicated, decentralized and open network, powered by a
blockchain architecture. Since the native token of the blockchain plays a crucial role within the
system, we discuss it in a dedicated Section 5.

4.1 Policy Store and Attribute Store on the Blockchain

The main purpose of the FROST network is managing and facilitating access rights as defined
within the FROST language.

Users and resources can retrieve, verify, and store related policies in their local policy store,
permitting usage even when the resource has no connectivity with the network. This is particu-
larly important for resource-constrained devices that cannot afford to be online at all time, and
also for mobile devices that may have intermittent internet connectivity.

The immutability of blockchain guarantees that policies stored on-chain are valid and tamper-
proof.

Since a device needs to only store policies relevant to that device, we effectively shard the state
of the blockchain, allowing devices that have limited storage to participate in the blockchain
operation. Consequently, you can see policies as independent of each other, which is an
essential prerequisite for scalability when it comes to sharding and side-chain implementations.

The actions that a user can perform on the policy store are:

• create a new policy,
• update an existing policy,
• revoke an existing policy.

Every time you submit a new action on a policy to the network, the nodes apply the consensus
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rules to reach an agreement on the validity of the action.

A valid action is one where:

• it is correctly authenticated by the user through the use of digital signatures,
• the user is the current owner of the resource that the policy is addressing,
• alternatively, the user is a delegatee and the permissions granted by the policy are within

the scope of the permissions delegated.

The nodes apply formal verifications of the validity of a policy and handle the validation of
attributes similarly.

As described above, the execution of policies may come with obligations. An obligation can
take the shape of a proof of the correct execution of a policy and its outcome, and you can
store such a proof on-chain. These obligations, together with the time-stamping capabilities of
the blockchain, create an immutable access history to resources.

These proofs are the foundation for more advanced obligations that trigger a payment once
certain permissions are granted. Proofs are obtained to prove that a certain policy is correctly
executed and evaluated to a grant of access.

4.2 Proof of Kernel Work: PoKW

Leader election is a key technique in distributed systems, e.g. to create consensus or break
system symmetry to progress computation. In blockchains, an elected leader determines the
next block in the chain.

Security considerations demand that an adversary cannot manipulate the leader election mech-
anism; otherwise they may be able to rewrite the blockchain history, censor certain transactions,
launch double-spending attacks, and so forth.

Proof of Work (PoW) [DN92, Nak08] is such a mechanism for electing a leader. In simple terms,
each potential leader needs to solve a cryptographic puzzle that involves repeated hashing of
input data determined by the current blockchain state, the proposed new block, and some local
random input. Moreover, there is no advantage in solving this puzzle by having already tried to
solve it many times. The process of trying to solve the PoW puzzle for the next block is known
as mining.

The above properties make PoW a secure leader election mechanism, as long as nodes pro-
viding less than half of the network hash rate act maliciously.1

While PoW has had tremendous success, notably through its use in Bitcoin [Nak08], it con-
sumes a lot of energy: blockchains such as Bitcoin adjust the difficulty of the puzzle to calibrate
the expected time until a node solves the next puzzle. The difficulty of the puzzle increases with
the ability of nodes to solve it. With Bitcoin, this led to the development of dedicated hardware
for mining, which further increased puzzle complexity. Also, more miners joined the network
when the Bitcoin price rose dramatically. Moreover, these processes (faster hardware, more

1Theoretical results such as those in [ES18] suggest weaker guarantees, but incentives such as the fiat value of
tokens on a blockchain are the reason why we do not see such theoretical attacks in practice.
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value for Bitcoins) can fuel each other further. As a result, in 2017, Bitcoin mining consumed
about as much electricity as the Czech Republic [Wan18].

We are building a network that consumes much less energy than existing PoW-based block-
chains. This is good for the environment and for society. It also allows devices such as smart-
phones or micro-controllers embedded within machines to participate in the mining process.
The resources within the network – those who manage and trade access rights – are as well
eligible to secure it.

To that end, we have developed a variant of PoW that controls the energy consumption and
contains the level of complexity for puzzle solving by creating, for each mining of a next block,
a new but random committee of nodes that are eligible to participate in this next mining race.

In simple terms, each block in the blockchain contains a random seed. The sequence of such
seeds on the chain is a publicly verifiable random function. The selection of the committee for
the next mining race determines the next block on the chain, is then done via Cryptographic
Sortition [GHM+17]: each node uses a deterministic method (the same one for all nodes) on its
private key and the seed from the last block on the chain to compute a real number r in (0, 1).
If that r is below a certain threshold (a blockchain parameter), that node is eligible to mine the
next block; otherwise, it is not eligible to do so.

The validation logic for the next block also checks this eligibility, so nodes that are not eligible
have no incentive to mine as the next block will undoubtedly refuse their block. A white-list
informs the threshold, which captures aspects of the cryptoeconomics of our FROST token
as detailed in Section 5.4. Its value gives us the expected size of the elected committee,
an important parameter for fine-tuning the trade-offs between security, availability, and costs
(including energy costs) in the FROST network.

An attacker cannot know whether a node is eligible to mine unless the private key of the node
has already been compromised. This is because the deterministic method involves a crypto-
graphic hash on input that is in part a digital signature. An attacker can therefore not exploit
cryptographic sortition to learn which nodes to attack.

If an attacker wants to control 10 nodes of a committee of expected size 20, then they need to
compromise about half of the entire network nodes on average – regardless of the size of that
network ! So there is safety in numbers!

We refer to the PoKW Yellow Paper [LBH+18] for more details on PoKW.

4.3 Miners and the Minting Process

One of the greatest strengths of PoKW is its inclusive approach towards devices of limited
computational power. Currently, the mining community is limited to highly specialized mining
clusters aggressively optimizing for hash rate increase. The FROST network leverages PoKW
to create an inclusive mining process, where every network participant can join, and every
resource further strengthens the security of our chain.

Since participation in the PoKW does not require much investment, the rewards must not be
as big – resources can participate as an arbitrage effect, as they are already incentivized to
increase their reputation (see Section 5) within the network to attract business. That being the
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case, we can convert to a pure transactional-based reward system much faster than e.g. Bit-
coin, since the security of our network does not depend as much on the total hash rate provided
by the network.

The network bootstrap, however, may require bridging, as transaction throughput won’t be
there on day one. Therefore we allocated a total of 15% of the total supply for mining. We
distribute this 15% in an asymptotic curve, modeling the transition from a mining incentive to a
transaction-fee based approach as the network gains widespread use.
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Figure 2: A sample function that starts clocking in at the total minting supply of 600 Mio. tokens
after 5 Mio. iterations.

The entire next section discusses the native FROST token.

5 The FROST Token

Traditional web 2.0 platforms saw companies raise money on the promise of a large future user
base. Platforms achieved this growth by offering free basic services to joining users, who in
reality were not the primary customers but the data sources for products – such as targeted
advertisement – sold to primary clients. Many of these companies made a fortune by packaging
aggregated (or even personalized) user data for sale in this manner.

In contrast, FROST has no centralized access. Hence, users are now able to control and
capitalize on their data and resources as they wish. Companies, organizations, and individuals
alike may bid for access rights to offered data or resources to create a fair, free-trade and
trustworthy marketplace for data and resource sharing. The purpose of the native FROST
Token is to create and maintain an open economy that exhibits these properties.
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5.1 Native support for payments

In a token-based blockchain, a cryptoeconomy arises whenever there is interest in a scarce
resource. For FROST, that scarce resource is the underlying asset behind an access-control
policy – e.g. data access or physical control over a device. While policies do grant or deny
access, the token is the fee associated with that access.

This approach makes the FROST token a first-class citizen within FROST: it is the native cur-
rency of the FROST network.

Since FROST is an attribute-based language, a resource owner may include additional at-
tributes in a policy bound to FROST token transfers, staking or other payment aspects of an
access-control request. For example, an owner can use such attributes in a policy to tie the
granting of access rights to a fee – payable upon gaining said access. FROST implements the
FROST token within its protocol layer. Therefore, the FROST network can ensure the key trans-
actional properties of atomicity and integrity – thus advancing security and reducing network
latency.

Given the utility in the articulation and operationalization of access rights, the demand for the
FROST token will rise when the network handles more access rights.

Therefore, we may say that supply and demand circulate between a requester (who is willing
to pay for access to an asset) and a resource owner (who wishes to capitalize on giving access
to an asset). In a decentralized and blockchain-based environment, we need to secure the
FROST network with more miners as the number of participants grows, as this hardens the
security further.

Hence, these potential miners are incentivized by receiving tokens for their work, thus capital-
izing a service. Figure 3 shows a schematic of this circular flow of Supply and Demand in the
FROST network.

Mining Request Access Access Granted

T
X  

fees

Figure 3: Circular flow of Supply and Demand in the FROST network and its token-based cryp-
toeconomy: those who request access to resources buy tokens. Such tokens are a means of
payment to claim access rights to resources. Resource owners commit access-control policies
into the FROST network, choosing appropriate transaction fees for such storage. Miners create
new blocks, secure the network and receive new tokens and transaction fees, as an incentive
for their work. Those who seek access to resources can buy these new tokens, thus completing
the cycle.
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5.2 Exchange of Access Rights

Markets operate through the mediation of supply and demand. If resource owners not only
grant access to their resource but can also tell the world about their interest in selling such
access, a decentralized order book fuels the cyclic flow depicted in Figure 3.

The FROST language allows for the describing access to resources using use-case or domain-
specific idioms. These idioms can be used for selling and controlling access. The FROST
language can accommodate such idioms expressed in higher-level, more abstract domain-
specific languages whose code then compiles into the FROST language in a verifiable manner.
In particular, users of different levels of technical competency – from no competency to FROST
expert – can compose an access request.

Let us say that a user wants to announce their interest in selling a resource – in this case access
to a commercial hydraulic juice press between 12 p.m. and 15 p.m. – over a decentralized
sharing platform.

We can abstract an access process to a tuple of four actors:

(user, resource, action, context)

Resource owners can specify and announce three of the four actors:

• resource: the fruit press,
• action: full usage,
• context : 12pm to 15pm, seasonal peak information for fruit to inform pricing

Alongside with policies registered to the resource, these actors further constrain this access
process, for example with a price attached to this access right.

Such policies may qualify those who make requests even further, for example by requiring a
certificate of training for this fruit press.

The above announcement is then packaged and compiled to a fully FROST-compliant request
once a user is added and necessary tokens are attached. If multiple potential users are replying
to this with competing announcements, the price for this access is between what requesters are
willing to pay and the minimum that the owner is prepared to accept – thus creating a market
for access rights and their execution.

This market creates a whole new world of data and resource exchanges, due to their complete
decentralization, with order books or their integrity tags residing entirely on-chain. This ap-
proach is possible thanks to architectural aspects of the FROST protocol layer. The resource
owner gives a final grant of access, and only transfers tokens upon a grant (or only once the
user has consumed their granted access). No central authority is therefore required to manage
trades.
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5.3 Reputation Management: Insurance Layer for all Parties

This section is original work of this paper and we do therefore provide a formal definition of the
underlying mechanics. We do start with a simplified overview section to make the mathematics
accessible to a broader audience. The details are layed out in the subsequent mechanics
section.

5.3.1 Overview

Two-tiered access flows, such as HTTP Auth or more complex frameworks such as OAuth 2,
prioritize the protection of resources. This is a natural stance in these settings, given that the
implementing party controls the resource.

Value exchange in the FROST network and its cryptoeconomics requires an insurance layer
for all network participants that work for them, not just in their role as resource owner.

FROST enables resource owners to articulate constraints in their granting policies as they see
fit. The on-device evaluation of these policies may be implementation-specific and perhaps
even device-specific. Therefore, the FROST protocol layer cannot guarantee that pertinent
obligations arising from a grant are executed, e.g. the distribution or refunding of tokens.

Consequently, a token economy must establish such a layer for requesting parties and – in-
directly – other players such as those that provide match-making and exchanging services.
FROST therefore ships an on-chain reputation-management system that provides a resilient
and robust signal of trust to requesters and other benefiting parties.

A Reputation Management System (RMS) maps participants to implementations of trust signals
provided by third parties.

Those parties may be commercial (requiring tokens for providing participant on-boarding or
score retrieval) or community driven. The provided services may stem from KYC providers,
banks, car-sharing platforms, and so forth – each with their own auditing processes or com-
munity staking mechanisms. These services may take fees or are just providing the service
because it is required for their business model (e.g. a car-sharing platform may want to audit
customers).

We do call these services Signal Providers, because they do provide a signal of reputation
towards a user. Becoming a signal provider is merely implementing an interface and register it
on a network. Requesters are encouraged to select signal providers that punish bad behavior
(e.g. by burning stake or by degrading the reputation rating).

Let’s say two parties want to exchange tokens for access rights. They both have a specific
threshold that they require a the other party to at least match and they may have varying
differences on which signal providers they prefer. These differences are expressed in weights.
The reputation score of both parties is simply calculated by checking which signal provider they
do share. Then each party is calculating a mean value of the given signals with regards to their
preference weights on the signal.

If both parties end up with a signal that is surpassing their self-defined threshold, they can
exchange tokens and access-rights.
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5.3.2 Mechanics

Signal providers return a reputation score R in [0, 1], where 0 denotes complete lack of trust and
1 reflects the maximum possible confidence in the trustworthiness of the underlying participant.
Participants – be they resource owners, requesters or others – can freely choose which signal
providers they trust. The approach is consistent with reputation scores that are specific to
contexts. For example, a requester may have a different reputation score for wanting to use an
E-bike on demand and a short-term hire compared to wanting to rent a yacht.

All participants 
establish connections 
to signal providers

Reputation
Management

Requester calculates 
signal providers shared 
with a resource

Reputation 
Signal 
Factory

Signal
provider

Weighted oracle 
signals from the 
reputation

Figure 4: Architecture for the sourcing and aggregation of trust signals. This allows third parties
to provide trust signals and gives parties the flexibility to articulate how such signals are aggre-
gated to determine trustworthiness. A requester and resource owner or any other interacting
parties may, e.g., confine their aggregation to signals accessible to both parties.

The attribute-based nature of the FROST language accommodates this approach easily. For
example, requesters interested in accessing a resource, as well as resource owners, may
define a threshold they are willing to accept within their own risk assessment. They retrieve the
subset {s1, . . . , sn} ∈ [0, 1]n of reputation scores that both parties have access to, and calculate
a weighted sum of these shared scores, with the non-negative weight wi ≥ 0 representing their
rating of strength of the signal that provided si. Each party may use its own weights wi and
own threshold th to determine trustworthiness. However, if the inequality

n∑
i=1

wi · si ≥ th (1)

holds for the respective values of weights, signals and threshold the party will think that the
other party and requested interaction are trustworthy. We assume here and subsequently that
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∑n
i=1 wi = 1 holds, hence the sum

∑n
i=1 wi · si ∈ [0, 1] of (1) is normalized.

The linear approach of (1) is only one of a range of possibilities in the design of a weighted rep-
utation, see Figure 5 for some of these. You can combine this reputation-based trustworthiness

Approach Normalized Weighted Sum

Polynomial: punishes or promotes n∑
i=1

wi · smi or
n∑
i=1

wi · s1/mireputation scores more than in (1)
for fixed m = 1, 2, 3, . . .

Double-weighted: punishes lower n∑
i=1

wi · s1/wi

ireputation scores more than in (1) based
on the respective weights

Sinusoidal: punishes reputation scores
n∑
i=1

wi · sin2
(
π
2 s
d
i

)
, d =

log(2 arcsin(
√
c/π))

log(c)

below c more than in (1) and promotes
reputation scores above c more
than in (1) for a fixed c ∈ (0, 1)

Figure 5: Modeling options for normalized weighted reputation scores

evaluation with the cyclic flow of exchanging and enforcing access rights as follows:

1. The resource owner publishes his intent to trade access rights.
2. The requester validates via (1) the reputation of the owner/resource he wishes to access.
3. The requester sends the full FROST request and FROST tokens to the resource.
4. The resource processes the request:

(a) If the access is granted, the tokens are released to the resource owner.
(b) If the access is denied, the tokens are refunded to the requester.

FROST allows for variations in these steps. For example, a refund may go to a party designated
by the requester or a small processing fee may be charged for the refund – e.g. to incentivize
requesters not to request access that the resource will deny.

5.4 Reputation Management and PoKW

5.4.1 Overview

The Proof of Kernel Work (PoKW) developed by XAIN drastically reduces the required compu-
tational resources a device must have. It does so by randomly selecting only small a subset of
resources to be in the mining race.

Since computational resources are cheap in PoKW, access to the whitelist that is considered
for the random selection must come at a cost - because one could fire up low-cost devices at
scale to get a chance to be selected more often.
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Fortunately, FROST does know well about controlling access. The reputation management is
therefore used to build the whitelist! For this to work, the network itself needs to choose the
weights for the signal providers and this is done by calculating a mean value from the selected
signal providers in the whitelist. Put simply, the more devices trust a signal provider, the more
weight it does gain.

Therefore, the signal of all whitelist participants is calculated and if a resources score is above
the mean of the network, it’s considered to be part of the whitelist. Resources with a lower
score can opt to counterbalance their missing reputation by staking tokens.

5.4.2 Mechanics

The Proof of Kernel Work (PoKW) is used as consensus algorithm within the FROST network.
It selects the leader for creating the next block in three stages:

• the creation2 and stateful management of a white-list W of public keys,
• the application of filters that form a sublist E of that white-list, and
• a publicly verifiable random selection of a committee C, a sublist of E.

Only members of committee C may participate in the next Proof of Work mining race. The
mechanisms for creating and maintaining W , computing E and C, are part of the governance
structure of the FROST network. Reputation scores inform membership in W , and policies
may effectively remove public keys when computing E. The computation of C is deterministic
in E and the current blockchain state, using cryptographic sortition [GHM+17] to realize a
publicly verifiable random function embedded in the blockchain – see e.g., [LBH+18, CHK+18]
for additional technical details. Since the blockchain can also control the size of C, this reduces
the energy needs for mining considerably and should also allow for maintaining much lower
levels of difficulty for mining.

Therefore, the participation in PoKW is not expensive to network participants. However, there is
a clear incentive in being in the mining committee for the next block as often as possible. Both
in a malicious sense of trying to change the blockchain state and in a non-adversarial sense
of seeking monetary rewards from mining the next block. PoKW participation must, therefore,
incur some other costs to control the PoKW dynamics.

Reputation scores and tokens are the two main costly variables of the FROST ecosystem.
Hence, we propose means of balancing these two variables to determine the sets W and E,
which in turn randomly determine the committee C for mining the next block.

Consequently, access to the blockchain and its state is managed similarly to how FROST does
this for requests to access resources such as industrial machinery. To that end, a network
participant has a reputation score within the FROST network. You can see any member of
the committee C as a requester who wishes to add a block to the chain (a write-access to a
database). In particular, the FROST network needs to agree upon a FROST policy, through
appropriate governance mechanisms, that specifies

1. the formal verification that the block producer was included in the last committee C
(see [LBH+18] for details),

2How to create W is detailed below.
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2. the formal verification of the produced Proof of Work and its included transactions, and
3. a deposited stake based on the reputation assessment of the network in relation to that

block producer and its proposed block.

The first two items above are well developed and documented in [LBH+18] and in code that
already is, or will soon be, made open-source. Therefore, we focus here on item 3 above – how
we calculate the deposited stake requirements.

A requester who evaluates the reputation of a resource sets the signal weight as they see fit.
For access to the entire blockchain, its network determines the reputation of a single participant
so that signal weights represent a consensus on overall confidence in a given signal.

Given a white-list W = {p1, . . . , pN} of N network participants pi, each participant pi has a
set of Signal Providers Ppi at their disposal, and each participant contributes equally to the
weight – with a total of 1

N . If a participant pi has |Ppi | connections to signal providers, then pi
must share this contribution equally between the signal providers.

Therefore, the weight for a specific signal provider s equals

ws =

NS∑
i=1

1

N · τ
=

Ns
N · τ

(2)

where Ns is the number of whitelisted participants that have to use signal provider s, and τ is
the size of the set S of all signal providers that have trust signals with some whitelisted network
participant. Formally:

Ns = |{pi ∈W | pi has connection to s}| (3)
S = {s′ | ∃pi ∈W : pi has connection with signal provider s′} (4)
τ = |S |

and we have that
∑
s∈S

ws = 1.

Example 5.1 For example, if a participant p2 in W has two signal providers s and s′ and there
are 1,000 participants on the whitelist W , then p2 contributes the weight of 1

2000 for each signal
provider. The sum of all contributions for signal provider s constitutes its weight ws.

The reputation score Rpi of participant pi is hence calculated in an analogous fashion similar
to the access for requester and resource:

Rpi =
∑
s∈S

ws · s[pi] (5)

where S is as defined in (4), ws is as defined in (2), and s[pi] denotes the reputation score of
participant pi returned by trust signal s; that reputation score equals 0 whenever that signal s
cannot provide such a value. We recall that you may use different forms of weighted sums such
as those listed in Figure 5 when combining the s[pi] in (5).

Let us next introduce the staking function f , a non-linear function that is also a linear function
of the current total supply C of tokens:

f(x) = 0.15 · C · (1− x2) (6)
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This function describes the effort that participants have to make to join whitelist W . This par-
ticular staking function has an important property, an invariant3:

The area under the curve of f always equals ten percent of the current total supply.

Figure 6 shows the graph of f when C equals 1,000,000,000.
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Figure 6: Graph of the staking function f in (6) for the case in which the current total supply C
equals 1,000,000,000.

Participants are required to improve their reputation score whenever it falls below the median
value of all reputation scores on the whitelist W by staking FROST Tokens. The required stake
has a minimum required value, depicted in Figure 7 as the shaded area with an assumed
reputation score of 0.75.

Example 5.2 Let the median of all reputation scores on W be 0.8, the dotted vertical line in
Figure 7, and let participant p2 have reputation score 0.75 where the current total supply is
C = 1,000,000,000. Then participant p2 must stake the filled blue area, which amounts to
8,593,750 FROST tokens.

Accordingly, we can compute the formula for the minimum required stake to enter the whitelist
W as a definite integral:

0.15C ·
∫ 1

R

(1− x2) dx = 0.05C · (2 +R3 −R) (7)

If a network participant pi has staked enough based upon their reputation score R and for-
mula (7) or if their reputation score R exceeds the median of all reputation scores from W ,

3This invariant is easily verified from the formula in (7) for the case of R = 0.
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Figure 7: Illustration of the minimal required stake in the case that the median of all reputation
scores from the whitelist W equals 0.8: it is the value of the shaded area, which is expressible
as a definite integral specified in (7) where R is the current reputation score of the agent who
computes its minimal required stake.

then pi becomes part of that whitelist W . This proposed solution exhibits a set of incentive
mechanisms which we think make the network thrive well:

• Spinning up nodes without the network trusting you is no longer possible, as this requires
stake inversely proportional to one’s reputation score.
• Each member of W contributes equally to weights, so introducing many signal providers

dilutes the contribution instead of boosting it to the desired outcome.
• Members of W want to increase their reputation score to push the median towards 1, thus

removing under-performing participants and increasing the probability of being in C.
• Signal providers and members of the whitelist are discouraged from colluding, as this

would raise the value of the median – resulting in higher stakes for everyone.
• Signal providers are incentivized to have ample resources as it gives them more cus-

tomers.
• Generally speaking, being on the white-list is advantageous as a pre-condition for partak-

ing in mining races. Collusion endangers token value and the motivation for mining.

5.5 Token Distribution

The FROST Token will have a fixed supply of 4, 000, 000, 000 tokens, generated at once within
the token generation event. 4

• 25% of the total supply will be sold in the token sale
4All numbers in this “Token Distribution” section are subject to change and to be finalized in the future.
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Figure 8: Overview of the token distribution

• 10% will be allocated to a reserve fund for the XAIN Foundation

• the Team will receive 15%, tied to a vesting period and to enable sustained and committed
development of the core technology

• Advisors and First-Day-Supporters of the project will receive 10%

• 15% are going into the minting pool to ensure a secure bootstrap of the network

• 25% of the supply are dedicated to supporting the FROST ecosystem such as fostering
open source development, community building, and foundation initiatives

6 Use Cases

To illustrate the value proposition of the FROST language, network and its token, we present
three use case categories and the services and products that they can enable.

6.1 Automotive

Together with Porsche, XAIN AG ran a pilot that brought blockchain technology and service-
enabling, user-centric access control into a modern luxury car – a Porsche Panamera. The
outcomes of this pilot may be found in Section 6 of [LJBH+18] and in this short video:

https://www.youtube.com/watch?v=KvyF78RTj18

The FROST Yellow Paper [CHK+18] describes the next and significant step in the development
of such technology and capabilities, with applications within the Automotive sector and well be-
yond. Car digitalization will create economic value for car manufacturers, insurers, passengers
and drivers, infrastructure providers, and other third parties. R&D in this space has huge mo-
mentum, meaning that commercial use cases will be integrated into production within the next
3-7 years. This momentum has huge commercial potential, considering that revenue increases
in Automotive Cybersecurity alone are predicted to be dramatic [Cul16].

22



6.1.1 The Car as a Delivery Box

We demonstrated the utilization of a car’s trunk as a package delivery point in the PoC built
for Porsche by XAIN AG. The vehicle’s owner creates a policy stating that the delivery service
company has one-time access to the vehicle’s trunk within a predefined time frame. The policy
is broadcast to the network and subsequently stored on the related vehicle. The necessary data
can be distributed to the responsible parcel carrier, who approaches the vehicle and requests
access to the car.

If the embedded client within the vehicle proves validity of the policy, the function gets executed,
the trunk opens, the transaction is logged, and the policy gets updated to prevent the parcel
carrier from accessing the car a second time.

This access feature offers significant advantages to the package recepient since he no longer
has to rely on vague, time-consuming delivery times that may not even be fulfilled. This can
potentially result in a substantial increase in delivery efficiency for the logistics company that
provides this service. It can feed its route-planning optimization tools with constraints stemming
from FROST policies of customers, to integrate this feature in its existing cost and time-saving
tools.

The FROST token functions as the native currency to pay for the delivery service and enables
new, more customer-friendly business models. One possible scenario is the transaction of the
postage fee upon arrival of the package in the trunk of the vehicle.

Furthermore, this functionality does not only allow for package delivery but also for more sophis-
ticated use cases such as using the vehicle as a cloth exchange point with a local launderette.

The FROST token functions as a native currency allowing secure and seamless payments for
any goods. The owner of a vehicle or indeed of any lockable storage compartment may be
incentivized to offer such storage temporarily to third parties.

6.1.2 Flexible Car Sharing Networks

FROST and its embedded client within vehicles allows for the seamless on and off boarding of
an individual’s vehicle to a car-sharing network. The vehicle owner creates a policy stating the
time, cost, and area of usage as well as other attributes such as the required minimum rating
of the requester. This would reduce the demand for parking spots in urban spaces as privately
owned cars are then used more frequently, while simultaneously lowering the cost of vehicle
ownership. Other parties can use this on/off-boarding feature, e.g., repair shops which pick up
and drop off cars for seamless maintenance works as an extra service.

6.1.3 Telematics Insurance

Currently, insurance companies have only crude instruments at their hands to determine actual
usage time of a vehicle as well as the driving style of an individual. This situation often results in
unfair pricing for safety-conscious drivers and an unfair advantage for more precarious drivers,
since median pricing distributed over all insurance takers has to cover the risk. The idea of
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telematics insurance aims to change that fundamentally. With an embedded client sitting within
a vehicle, the transmission of real and unaltered data and driving behaviour becomes a reality.

Companies can use this data to detect actual movement of the vehicle and create driving
profiles connected to a user. With FROST, the owner of the vehicle stays in control of such
data and would only release access to it or its statistical properties if incentivized to do so, e.g.,
to get a lower insurance price.

6.2 Access to IoT-Devices

The economic and social value of IoT will in part be realized through paid services that provide
access to data, data-driven insights or physical resources – in FROST, the resource owners
are in ultimate control of their resources and the data they generate.

These value-creation activities benefit from the ability of FROST to control device access and
functionalities, as well as the unprecedented ability to tie payments with the FROST token,
stand to be the technical enabler for a new ecosystem. We illustrate this with two brief use
cases.

6.2.1 Shared Parcel Boxes

At the moment, many delivery companies host and maintain their network of distributed parcel
boxes across a city. Since every delivery service is building their infrastructure, this results in
additional costs as well as volatile availability and distance to pick-up points for end consumers.
We could address these issues by effectively nudging current players to open up their empty
delivery boxes for competitors. Using the FROST language, network, and token, companies
may ensure that all the service-required data fields are shared with an infrastructure provider
while also being compliant with privacy regulations such as GDPR. Logistics companies can
use the FROST token as the native currency to buy access rights for available parcel boxes
in real-time. This sharing service also decreases delivery times of packages, as it allows for a
much denser distribution of parcel boxes amongst urban areas. Besides commercially owned
package boxes FROST could also inspire individuals to rent out privately owned package boxes
within a neighbourhood and thereby commercialise access.

6.2.2 Smart Door Locks

Modern households or commercial property can also use FROST. Anyone who ever rented or
let a room, apartment or house (e.g., by using Airbnb) had to deal with the key transfer, which
is a hassle at best and misery at worst. Even pin-protected locks that store keys are subject to
frustration, abuse, and compromise.

Combining the FROST language, token, and network with a Smart Door lock makes such
challenges a thing of the past, while still allowing for personal interactions of owners and users
of properties if desired. The owner could create a new, or choose an existing, policy that
details the tenant agreement (including the predefined time frame, payment schedule, minimum
required reputation of a tenant). Using the FROST language, the owner can gain sufficient
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transparency of property usage while respecting individual privacy; e.g., the policy may limit
the number of guests that can receive initial access to the property within the period of the
rental agreement. Physical keys don’t allow such control.

6.3 Big-Data Marketplaces

Over the past decades, it has become more and more evident that enterprises have a general
interest in sharing or selling their data to other parties but that they refrain from doing so due
to insufficient trust. This lack of trust stems in part from the fact that one of the participating or
third parties has to provide a data-sharing platform, and users have to trust that platform.

In both scenarios, enterprises would have to trust the integrity of another entity. In contrast,
the FROST language, network, and the token sit on top of a decentralized big-data platform to
control access to data and associated resources, governed by the XAIN Foundation. FROST
is consistent with having other technology run alongside it. For example, an AI framework may
sit next to it and run distributed machine learning over the big-data platform, e.g. to facilitate
learning across organizational boundaries in a privacy-preserving manner. FROST can articu-
late and enforce the controls for data access, data viewing rights as well as knowledge sharing
across the big-data and AI platforms, while also generating trustworthy and immutable audit
trails hosted on a bespoke blockchain.

This general use case of a big-data marketplace is currently in development and implemented
by XAIN AG for a variety of concrete business cases and within different industry verticals.
While the underlying business models differ in detail, they share the idea of giving enterprises
the opportunity to leverage the value of gathered data. Such data is either connected to an
individual or a resource of a company, but the technology for regulating access to data is the
same for both types of agents.

Many enterprises have an interest in selling parts of their data to the highest bidder or another
company of their choice, and they may want to buy data from other enterprises for many differ-
ent reasons. The use of the FROST language, token, and blockchain network in conjunction
with the Big-Data Full Node Architecture of XAIN AG can instill the missing trust that prevents
this exchange. With our approach, all data stays with its owner, who can create policies that
regulate and monetize read access to specific data sets and data fields. The currency of choice
for this value transfer is the FROST token.

6.3.1 Real-Time Data for Advertising

As infrastructure for vehicle charging stations will rapidly grow in the coming years, its operators
face challenges in covering operational costs and may do so through finance mechanisms
such as advertising within vehicles, but consistent with user-centric controls. The flexibility of
FROST enables an individual to choose whether he or she wants to prevent any third-party
access to their data or allow access when sufficiently incentivized. Figure 9 illustrates how
token-facilitated monetary circulation could work in this use case.

Together with Chargerlink, one of the biggest providers of EV-charging stations on the Asian
market operating more than 100.000 charging sockets as of 2018, XAIN AG is at present
building such a solution.
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An advertising company may buy real-time location data, generated when individuals select
charging stations, and may use this dataset for highly-personalized target marketing, e.g., an
advertisement could pop up on the screen of the user’s vehicle or mobile. The advertising
company would purchase the data with the FROST token and transfer it to the user. The
user can pay for the charging operation with the FROST token. The individual can create
or choose attribute-based policies that match his personal preferences, only allowing access
to advertising companies that fit his or her purchase and service interests, thus making the
advertisement experience more worthwhile.

Charging Station Provider

Advertisers User

Charging Station

Real data

Delivers ad Views ad

Grants access to Advertisers

XAIN VAULT

Figure 9: Token Flow for advertisement use case

6.3.2 Predictive Maintenance

At present, IoT device end-points gather substantial amounts of data. The value residing in
these data sets is significant, yet can only be leveraged by having seamless interoperability
between data generation, aggregation, and analysis engines. While the entire IoT market is
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expected to grow to a multi-trillion dollar market by 2025, experts predict that enabling interop-
erability is the key to unlock up to 40% of the entire market [MCB+15].

Together with one of the largest industrial manufacturing companies in Europe and one of the
largest railway operators and infrastructure owners in Europe, XAIN AG is currently building
a Big-Data Marketplace that provides such interoperability to enable use cases for seamless
predictive maintenance. We will build the first use case around point machines, devices that
operate railway turnouts. These devices are responsible for the mechanical execution of a
switch change and are operated out of centralized command centers sometimes hundreds of
kilometers away from the switches.

While the railway owner is in charge of device operation, an industrial manufacturer controls
device production and maintenance. At present, the railway company has to manually extract
and share specific data fields about the use of these devices with third parties. This exercise
is costly, error-prone and is also subject to potential unintentional or malicious data theft or
manipulation. However, connecting third parties directly to such data fields with conventional
database APIs poses particular security risks.

The FROST language, token, and network provide fine-grained data access control that ad-
dresses such risks, increases automation and thus cuts cost, and integrates well with the Big-
Data architecture of XAIN AG.

6.3.3 Milestone-Informed Payment Streaming

For large manufacturing contracts in the aviation and railway industry, the time frame of a
single order may span three to ten years, leaving payments released in multiple installments.
When the manufacturing company fulfills certain quality gates, payments are released when
an auditor who represents the client approves completion of these milestones. The entire
payment is usually split into 3 to 4 tranches over the entire life-span of the project. This results
in enormous, sometimes business-threatening prepayments on the manufacturer’s side, and in
significant capital commitment costs on the customer’s side, given that these contracts usually
have multi-billion dollar volumes.

To overcome these payment issues in large and complex projects, you can use the FROST
language to grant the client real-time access to selected and unaltered data sets – enabling a
revolution in payment solutions for the manufacturing sector. Payment installments no longer
have to cover the progress of multiple years but rather can turn into payment streaming coupled
to the actual production progress, thus considerably de-risking payment schedules for both
clients and manufacturers. XAIN AG is presently developing such a solution with a mobility
manufacturing company that operates globally.

6.3.4 Training Access for Federated Machine Learning

FROST will enable use cases in the area of distributed machine learning and makes thus a
significant step towards the eXpandable AI Network, the strategic vision behind XAIN AG – as
shown in Figure 10. Federated Learning is a recent development which enables training of
advanced AI models without being able to read the data. An example of this is companies who
want to train an AI model to predict if an invoice they received is fraudulent or not. A model,
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trained on just the invoice data from a sole company, is inferior to a model trained on the invoice
data of many companies.

Train

Read/
Write

Train

Read/
Write

Federated Machine Learning

Date Exchange

Figure 10: Architecture Overview of Federated Machine Learning Approach Using FROST.

Understandably, no company would grant read-access to all their invoices to another company.
On the surface, training a model that contains insights from all invoices thus seems impossible.
Fortunately, we may use FROST and Federated Learning to train a model without requiring
read-access to the underlying datasets. Moreover, FROST can enable this access: a new
access modality “train access” would refine the familiar “read” access modality. Its intuitive
meaning would be that the data owner “would not let anyone read this data, but that training on
this data would be OK as long as the data owner gets benefits from such training”.

This overall approach can lead to previously unthinkable business cases. For example, a com-
pany might sell training access without having to disclose any data. Alternatively, several com-
panies might collaborate and train a model, with clear benefits to all of them. Overall, these
possibilities resonate strongly with the mission of XAIN AG, to enable meaningful collaboration
via an eXpandable AI Network.

7 About XAIN AG and the XAIN Foundation

The people of XAIN AG5 bring an interdisciplinary approach to the company that aims to re-
define the usage of today’s cutting-edge information technologies: Cybersecurity, Artificial In-
telligence (AI), blockchain technology, and IoT. The quality of these people and their shared
aspiration make up the DNA of XAIN AG.

5“AG” is a German legal form of a joint-stock company.
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XAIN AG was spun off in Berlin, in early 2017, as a result of research and development con-
ducted on a novel, energy-efficient and scalable consensus mechanism Proof of Kernel Work
(PoKW) [LBH+18] at Oxford University and Imperial College London in conjunction with various
industry partners since 2014. XAIN AG leveraged existing relationships with German partners
from the automotive and manufacturing industry in the heart of the European tech scene to
bootstrap its initial business. In its first year of business, XAIN AG used multiple pilot projects
with leading blue-chip companies to understand how to move towards a privacy-preserving
eXpandable AI Network (XAIN), enabling its vision to build distributed intelligent systems that
enable meaningful collaboration and trust.

A missing piece in the realization of concepts such as distributed machine learning are dis-
tributed consensus technologies, e.g. blockchain, that can securely verify, attest, and eventu-
ally monetize data generated by machines through digital tokens. Due to the current immaturity
of scalable, real-time ready blockchains and other layers of the decentralized web, XAIN AG
eventually focused a lot of its R&D on another vital but missing piece: technology that facilitates
the secure exchange and delegation of access-control rights.

Such technology is also meant to bridge between the established and proven information tech-
nology and the emerging decentralized web. Given that and the above vision and engineering
DNA of XAIN AG, it became necessary to move all technological inventions made by XAIN AG
into open source within a neutral, free, and open legal entity – the XAIN Foundation. The latter
can provide genuine technical and legal governance to create the bridges and foundational
technology layers for shared ecosystems as exemplified in the use cases of Section 6.

XAIN Foundation will manage – amongst others – the open-source software associated with
the FROST language, network, and token as well as the embedded IoT clients that use the
PoKW consensus and distributed machine-learning algorithms.

The XAIN Foundation will act as an independent entity. We do think that it is important for an
evolving industry standard to not only be open source but as well to be under management by
an entity without conflicting industry interest towards the companies using the FROST protocol.

The XAIN Foundation will include members that want to use this open-source technology on
actual industry use cases or products in their implementations. XAIN Foundation members
will be part of the decision-making process for technology and strategy. This participation will
be transparent. Thus it will prove contributions made by its members – which earns members
technologically provable and generally acknowledged reputation.

7.1 Team

7.1.1 Leif-Nissen Lundbæk (CEO)

Academically trained as a mathematician and cryptographer, Leif-Nissen Lundbæk founded
XAIN AG as result of working on his computer science PhD thesis at Imperial College Lon-
don and his M.Sc. in Software Engineering at the University of Oxford. He previously studied
Economics, Computer Science, and Applied Mathematics at two elite German Universities:
Humboldt University Berlin and Heidelberg University.

His visionary work focused mainly on trusted distributed computing through Reinforcement
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Learning in cryptographic systems such as Blockchains. During his studies, he worked as a
Cryptography and Analytics Engineer at Mercedes-Benz, IBM, and UniCredit.

7.1.2 Felix Hahmann (COO)

Felix Hahmann has started his career in the IT of E.ON and IBM. As such, he continued his
career as an IT Project Manager at Mercedes-Benz, while graduating in Computer Science.
Further, he led various startup projects where he received his first experience in Blockchain
technology and, thus, co-founded the XAIN AG as a member of the Executive Board and as
the Chief Operation Officer.

7.1.3 Michael Huth (CTO)

Michael Huth is a Professor of Computer Science at Imperial College London. Michael began
advising XAIN AG in 2017 and served on its Supervisory Board. In September 2018, Michael
decided to join XAIN AG officially, as its CTO.

As a Diplom-Mathematiker (TU Darmstadt, Germany), he obtained his Ph.D. in 1991 (Tulane
University of Louisiana, USA), was an Assistant Professor at Kansas State University from
1996-2001, and completed several postdoctoral studies in the US, Germany, and the UK on
programming language semantics and design, access control, formal verification, and prob-
abilistic modeling. His present research focuses on cybersecurity, particularly modeling and
reasoning about the interplay of trust, security, risk, and economics. Currently funded projects
of his include work on blockchain technology for intelligent transportation systems and machine
learning and optimization applied to cybersecurity. He is the Technical Lead of the Theme Har-
nessing Economic Value in the UK PETRAS Cybersecurity in IoT Research Hub and serves
on the editorial board of the International Journal on Software Tools for Technology Transfer.
Professor Huth is also active as a research and product advisor in the London Cybersecurity
startup scene.

7.1.4 Laurence Kirk (Director of Protocol Engineering)

After a successful career writing low latency financial applications for J.P. Morgan and Merill
Lynch in the City of London, Laurence was captivated by the potential of Blockchain Technol-
ogy, and in particular smart contracts. While heading the protocol engineering team at XAIN,
Laurence moved to Oxford to set up an education consultancy developing applications on the
Ethereum platform and to take an M.Sc. in Software Engineering at Oxford University. In addi-
tion to giving talks, mentoring at hackathons, and running groups about Blockchain Technology,
Laurence also organizes Artificial Intelligence groups in Oxford.

7.1.5 Simon Schwerin (Director of Investor Relations and BusDev)

Simon is an accomplished professional in matters of blockchain and privacy who has worked
in the blockchain-for-industries space for more than three years. Having written his Master’s
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thesis with particular attention to the General Data Protection Regulation (GDPR), he holds an
M.Sc. in Business Intelligence and Process Management from Berlin School of Economics and
Law.

He is a founding member of the German blockchain lobbying group Bundesblock. He previously
worked in business strategy and project management at BigchainDB. He also has experience
in the financial and IT-consulting sector.

7.1.6 Jesse William Steele (Director of Communications and Marketing)

Jesse Steele is an accomplished marketing professional with passion for organizational devel-
opment and facilitation. He has experience in conducting research for international marketing
campaigns and has consulted both large corporates and SMEs in matters of branding, con-
tent creation and digital strategy. Jesse speaks 5 languages and holds an M.Sc. in Marketing
& Creativity from ESCP Europe Business School as well as a B.A. in Political Science and
International Development from McGill University.

As Director of Marketing, Jesse was instrumental in defining and formulating XAIN’s mission
and vision, and actively contributes to translating the company’s technological breakthroughs
into tangible value propositions for its stakeholders.

7.1.7 Trinh Le-Fiedler (Executive Director XAIN Foundation)

Trinh Le-Fiedler is Executive Director of the independent XAIN Foundation. She is responsible
for implementing and safeguarding the Foundation’s governance and ecosystem.

Prior to joining XAIN, Trinh was a member of the Leadership Team of Wayfair Europe, a Prin-
cipal at The Boston Consulting Group and a lawyer at the New York and London Office of
Simpson Thacher and Bartlett. Due to a professional background of 15+ years, she is highly
experienced in deal and governance structuring, strategy development and operational imple-
mentation as well as business and team build-up. She holds a master degree from Harvard
Law School, a diploma from the Sorbonne-Pantheon, and is a fully qualified lawyer in Germany.
She received for her studies, among others, a Fulbright Scholarship.
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