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Security model 
 
Security is the top priority for Voucherify. We understand that your account may contain sensitive data 
regarding your marketing campaigns and we’re very protective of it. 
 

Network Security 
Most Voucherify services operate on Amazon Web Services. Amazon’s data centers employ a set of 
advanced physical, network and software security measures to ensure the integrity and safety of 
customers’ data. Among others, these measures include: secure SSL protected access, multi-factor 
authentication, encryption at rest using an AES256 algorithm. All production components used by 
Voucherify run within a secure AWS VPC. The network layer provides significant protection against 
traditional network security issues, such as MITM attacks, IP spoofing, port scanning, packet sniffing, 
etc. 
 
A part of our infrastructure is hosted on Heroku Private Spaces (HPS). This platform provides a 
network-level isolated platform with additional trust controls for high compliance: keystroke logging for 
production access auditing, logging at the space level, encryption at rest for ephemeral data, and 
strict TLS enforcement. 
 
Services hosted on AWS and HPS operate on private networks. The instances are placed in the same 
region as the AWS cluster and are connected via an encrypted tunnel, so your data is not transferred 
over public Internet at any time. 
 
All our infrastructure is within our virtual private cloud (VPC) with production access restricted to 
operations support staff only. We offer an option to set up a dedicated and isolated virtual private 
cloud for Enterprise tenants. This allows us to leverage complete firewall protection, private IP 
addresses, and other security features. 
 
Access to the system is available only from closed VPN which is available only to the limited list of 
support staff and administrators. Voucherify team uses single-host-to-server VPN model for getting a 
connection with secured IT system. Support staff and administrators use secured computers and 
follow policies for rotating private access keys to VPN. They use Mac OS operating system and 
installed antivirus software. Moreover, they follow internal security policy and leverage disk 
encryption. 
 

Role based access 
To ensure compliance with internal and external data security standards of our organization, with 
user-level data security, we add protective layers. Our cloud service vendors provide role-based 
access control (RBAC) features, allowing you to set user-specific access and editing permissions for 
tenants’ data. This system enables an access control-based, fine-grained, enforced segregation of 
duties within an organization. The access to data centers is limited with granular roles provided by 
AWS IAM (and a Heroku counterpart). Two-factor authentication provides an extra layer of security to 
both identity access managers. 
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Security Development Lifecycle 
We treat security as part of the product development lifecycle. At each phase of development 
(architecture, design, coding), a security review is performed. This helps with faster identification of 
any security issues and lower rework costs for any security fixes that need to be implemented. The 
coding and testing guidelines are similarly revised while keeping security considerations in 
perspective. All changes to the code and infrastructure are reviewed to ensure they follow best 
practices and security guidelines (such as OWASP). 
 
Voucherify is SaaS platform which is highly focused on empowering developers with a robust, secure, 
and well-document infrastructure. We have a culture of continuous integration and continuous 
deployment. The process of deploying code to production is very simple and takes about 5 minutes 
total. This results in a life cycle in which we deploy code to production approximately 10 times per 
day. For ensuring high availability and no downtimes we use Kubernates for managing our clusters. 
 
As part of our culture of trust, we place a significant emphasis on transparency and availability. We 
keep our discussions in an open forum, we host weekly office hours for anyone who wants to stop by 
and chat about security, and we offer security training during employee onboarding. All of these serve 
to foster mutual trust and collaboration. Moreover, our software development lifecycle contains four 
crucial steps to improve the security posture of whatever team is working on. Those are as follows: 

● Initial Risk Assessment 
● Testing based on the Checklist specific to the type of developed component 
● Regular Penetration Testing 
● Incident response - Our dedicated infrastructure and development team is on a rotating 

on-call schedule to respond to any security or availability incidents immediately. 

Audits 
Voucherify platform is regularly a subject of penetration tests performed by the third-party vendor. In 
the course of the audit, particular emphasis is placed on the tests that had or could have had a 
negative impact on confidentiality, integrity or availability of the data. The security tests are conducted 
in accordance with the best practices including OWASP Top 10 as well as internal methodologies of 
security testing prepared by the third-party vendor. The approach for tests includes manual tests 
based on methods listed previously and auditors’ experience as well as automatic tests using various 
tools, including Burp Suite Pro. 
 
We run a PCI scan every month to maintain ongoing PCI compliance, adhering to stringent industry 
standards for storing, processing and transmitting credit card information online. In addition to 
encrypting customer payment information. Any uncovered vulnerability is prioritized, resolved and 
deployed as soon as possible following discovery. 
 

Encryption Key Management 
All customer data is encrypted at rest including: user email addresses, user passwords, API keys, 
including 3rd party keys stored by micro-services and apps within the boundaries of Voucherify IT 
systems. Thanks to proper key encryption we make sure that crucial resources’ credentials are not 
visible for unauthorised team members. 
 
Managing encryption keys effectively is vital. Therefore, we leverage the Key Management Service 
(KMS) from Amazon Web Services. AWS KMS is integrated with most other AWS services that 
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encrypt our data with encryption keys that we manage. AWS KMS is also integrated with AWS 
CloudTrail to provide encryption key usage logs to help meet our auditing, regulatory and compliance 
needs. 
 
Application Level Security 

● All communications with Voucherify via our web application or APIs are transmitted over TLS 
(v1.2) connections. 

● All customer data is encrypted at rest including: user email addresses, user passwords, and 
API keys. 

● For all customers, data is isolated from each other in separate applications, preventing any 
leakage or exchange of information. 

● Login pages and logins via the Voucherify API have brute force protection. Voucherify will 
automatically block access after three unsuccessful attempts. 

● Voucherify logs important events in the system for audit and forensic analysis purposes. Audit 
logs are separate from system logs that track performance and network metrics. Complete 
audit logs of your Voucherify account may be browsed in the dashboard by users with 
administrative rights. 

● In our API, we support OAuth authentication and a UI for revoking tokens. 
 

Policy Enforcement 
Voucherify team access is controlled by a carefully managed and audited security policy. The access 
rules strictly define which team members can access respective parts of the platform - the access is 
based on the principle of least privilege. Every access endeavor requires two-factor authentication 
and is tracked by the system. Additionally, our authentication mechanism requires a password policy 
compliant with PCI, access tokens rotation, and encrypted access keys stored in a password manager 
or Amazon KMS. All employees receive tools and training for handling sensitive data (including 
credentials) and for avoiding social engineering and other non-technical attacks. Employees who 
violate Voucherify standards or protocols are investigated and appropriate disciplinary action (e.g. 
warning, performance plan, suspension, and/or termination) is followed. 
 

Monitoring and Incidents Management 
We strive for a 99.99% uptime across all our products and to support that, we host a part of our 
monitoring and logging systems outside of AWS and employ a variety of tools to accurately monitor 
and report on any anomaly that could impact the delivery of our services. We leverage the following 
tools to get the highest possible service level: Prometheus, Grafana, NewRelic, Logentries, Pager 
Duty, AWS CloudWatch. 
 
To make sure that we track all unwanted incidents, tenants can submit a ticket through support form. 
Our support engineers are online, reading and answering submitted tickets, from 8 am to  5 pm CET, 
Monday through Friday, excluding Polish holidays. Our platform status page is always up to date and 
shows the current platform status. 
 
Our engineering team is continuously monitoring the Voucherify platform. In the event of any issue 
affecting the health and operation of Voucherify infrastructure, core systems, or tools, our dedicated 
operations team is notified and will work to diagnose immediately and correct any issues. 
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Dedicated Infrastructure - Virtual Private Cloud 
Rather than leveraging a multi-tenant instance, we can facilitate a cloud environment meant only for a 
tenant, in which the tenant has an isolated set of services and databases. This is referred to as a 
virtual private cloud (VPC) by Amazon Web Services (AWS). These dedicated clusters are managed 
by Voucherify team, however, they can be highly customized to cover tenant's needs. 
 

Sensitive data handling 
 
Regarding sensitive data like consumers’ data, there is no need of storing them in Voucherify. This is 
optional and not required for using the vast majority of features. As a minimum set of customer 
information, you can push to Voucherify unique IDs identifying individual people. However, if you want 
to leverage coupons distribution function, you will have to store in Voucherify database either email 
addresses or phone numbers. Or if you're going to leverage discount validation rules based on 
address information, you will have to send through API corresponding data. 
 
The enterprise data is stored outside the enterprise boundary, at the Voucherify end. Consequently, 
we adopt additional security checks to ensure data security and prevent breaches due to security 
vulnerabilities in the application or through malicious employees. This involves the use of strong 
encryption techniques for data security and fine-grained authorization to control access to data. 
 
Voucherify is GDPR compliant Data Processor. To find detailed security and data protection 
measures we have implemented, visit our legal section. Below is an overview of what we have done 
to meet the regulation requirements. 

● Data Processing Addendum - we offer a data processing addendum (DPA) for our customers 
who collect data from folks in the EU. Our DPA offers contractual terms that meet GDPR 
requirements and that reflect our data privacy and security commitments to our customers. 

● GDPR-ready contracts with third-party vendors - Voucherify uses only trusted and reliable 
vendors. We have signed data processing agreements with all partners which subprocess 
any of your sensitive data. This approach makes our platform fully GDPR compliant, so you 
can be certain that your data are neither stored or processed in a non-secure environment. 

● Email consent - you can control which information you want to receive from Voucherify. The 
contact preference center provides fine-grained controls to activate and deactivate various 
notification for you and your team. 

● Employee training -  Data Protection Officer ensures that all employees receive tools and 
training for handling sensitive data (including credentials) and for avoiding social engineering 
and other non-technical attacks. Moreover, Voucherify team access is controlled by a 
carefully managed and audited security policy. 

● Updates to our Terms and Privacy - we’ve introduced updates to our Terms of Service and 
Privacy Policy to ensure we are fully compliant with the GDPR. We openly describe what 
personal data we are collecting, processing, why, how we use it, who we share it with and 
how long we store it. 

● Risk Assessment - Data Protection Impact Assessment process guarantees that Voucherify 
team considers data protection risks identification and minimization its priority. Every change 
to the software, organizational procedures, or tooling triggers privacy due diligence. If any risk 
is identified, the team collaborates on a solution to mitigate the consequences for our clients 
and their end-customers. 
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● Data Access, Portability and Deletion - new features have been introduced to stay in line with 
data regulations for the right of portability, to be forgotten, and to rectification, see the section 
below for details and tutorials. 

 

API’s availability, RAS (reliability, availability, 
scalability) 
 
Voucherify ensures that enterprises are provided with service around the clock. This involves making 
architectural changes at the application and infrastructural levels to add scalability and high 
availability. Our multi-tier architecture is adopted, supported by a load-balanced farm of application 
instances, running on a variable number of servers. Resiliency to hardware/software failures, as well 
as to denial of service attacks, is built from the ground up within the application. 
 
At the same time, an appropriate action plan for business continuity and disaster recovery is 
considered for any unplanned emergencies. This is essential to ensure the safety of the enterprise 
data and minimal downtime for enterprises. 
 
With AWS our services are hosted on the Internet-scale, world-class infrastructure. Standard 
Distributed Denial of Service mitigation techniques such as syn cookies and connection limiting are 
used. To further mitigate the effect of potential DDoS attacks, Voucherify maintains internal bandwidth 
by implementing proper rate limiters. 
 
Voucherify ensures that all sensitive enterprise data is regularly backed up to facilitate quick recovery 
in case of disasters. Also the use of strong encryption schemes to protect the backup data is 
recommended to prevent accidental leakage of sensitive information. 
 

Performance characteristics 
 
As developers ourselves, we get how important is to have performant 3rd party APIs. Especially when 
it comes to sales funnel process. That's why we put effort to make sure that Voucherify responds fast. 
Here are average response rates from our recent tests. 

● Validate Voucher: 180 ms 
● Redeem Voucher: 200 ms 
● Create Campaign of 100 000: 4 sec 

 

Hosting model, Cost model 
 
We offer services in two models: self-service and enterprise tier. As a self-service user, you will get 
access to shared infrastructure and minimal support from Voucherify team.  All Voucherify's 
customers get supported through: 

● standard web support (email, support beacon), 
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● digital onboarding guide, 
● knowledge base, 
● community Slack channel, 
● technical documentation, 
● API reference, 
● email. 

To support mission-critical and organization-wide applications, we offer the Enterprise platform. It is 
designed emerging as the dominant delivery model for meeting the needs of enterprise IT services. 
As an Enterprise customer, you can request a cloud environment meant only for you, in which you 
have an isolated set of services and databases. Voucherify team manages this dedicated clusters. 
However, it can be highly customized to cover your needs. Moreover, each Enterprise tenant gets: 

● premium support (on the phone, live chat), 
● uptime and response SLAs, 
● employee training & onboarding, 
● dedicated Customer Success Manager. 

The cost of the Enterprise plan is evaluated individually based on the customer's needs. 
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