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1 Introduction

FROST leverages blockchain technology to grant individuals and organizations
the opportunity to control and capitalize on access to their data and resources.

FROST intends to turn access rights into a tradable asset, driving diverse
streams of income and producing new markets in various industries.

In this paper, we explain the drivers behind the need for FROST, the three
core pillars that constitute the FROST infrastructure and explore current use
cases which illustrate the value proposition of the FROST language, network,
and token, including an ongoing use case with German automobile manufacturer
Porsche AG.

2 Why FROST?

To understand the need for FROST, it is important to quickly cover the past,
present, and future of network protocols.

The foundations of the internet were built upon protocols to enable devices to
communicate smoothly and efficiently. The TCP/IP reference model created a
concrete foundation for all communication tasks on the Internet, promising that
anyone could build on top of these protocols while assuring continuity. Later,
Hypertext Transfer Protocol (HTTP) was created as a foundation for modern
communication on top of TCP/IP, enabling the development of a scalable and
resilient public Internet that we depend on today.

These open protocols were inherently stateless by design (we now think of
state as user data). In a stateless protocol, no information about the transaction
is maintained after processing a transaction.

Blockchain enables us to build stateful protocols, where state information is
kept even after processing a transaction. In turn, apps that rely on state (storing
user activity or data) no longer have to build on top of stateless protocols. These
small but important changes enables the user to take back control of who can
access his or her data.
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3 Introducing FROST

FROST gives owners of resources precise control over their usage, including
the extraordinary ability to trade and delegate access rights. FROST does this
through the intersection of three supporting pillars: the FROST language, the
FROST Network, and the FROST token. Additionally, FROST introduces an
innovative, eco-friendly consensus algorithm – the Proof of Kernel Work – that
cuts down on energy usage.

3.1 The FROST Language

Users may express policies and grant granular access in an extensible, attribute-
based policy domain specific language (DSL) called FROST. We created FROST
with the proper syntax and semantics to address specific use cases and appli-
cations that require domain-specific attributes. A well-designed DSL improves
programmer productivity, enhances the ease of use, and ensures that the com-
pany can focus on solving use cases, not wrangling code.

3.2 The FROST Network

The FROST language runs on a dedicated, decentralized and open network,
powered by a blockchain architecture. The primary purpose of the FROST
network is to manage and facilitate access rights as defined within the FROST
language. FROST network is optimized for policy execution and integrates an
innovative consensus algorithm called Proof of Kernel Work (PoKW).

3.2.1 Proof of Kernel Work Consensus Mechanism

PoKW is an ecological optimization on the widely-used Proof of Work (PoW)
protocol. PoW uses enormous amounts of electricity, in 2017, global Bitcoin
mining used about as much energy as the Czech Republic.

To mitigate excessive electrical spending, XAIN created PoKW in efforts
to reduce excessive energy usage and democratize the mining process, allowing
for small devices like sensors, smartphones, and engine control units in cars to
participate in the consensus process.

3.3 The FROST Token

Any database or ledger system must have its own unit of account to be able to
account for items and interactions within the ecosystem. The FROST Token is
the native currency of the network, living on-chain and facilitates access rights
functioning as a tradable asset. Enabling tradable access rights without a central
authority creates a whole new world of data and resource exchanges. We explain
in further use cases below.
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4 Use Cases

To illustrate the value proposition of the FROST language, network and its
token, we present three use cases and the services and products that they can
enable.

4.1 Utilizing a Car’s Trunk as a Delivery Point with Porsche

Porsche approched XAIN The ongoing PoC built for Porsche by XAIN AG
demonstrates the utilization of a car’s trunk as a package delivery point.

The vehicle’s owner creates a policy stating that the delivery service company
has one-time access to the vehicle’s trunk within a predefined time frame. The
policy is then broadcasted to the network and subsequently stored on the related
vehicle. The necessary data is distributed to the responsible parcel carrier, who
then approaches the vehicle and requests access to the car.

Once the embedded client within the vehicle proves the validity of the policy,
the function is executed, a FROST token exchange takes place, the trunk opens,
the transaction is logged, and the policy is updated to prevent the parcel carrier
from accessing the car a second time.

This basic functionality offers significant advantages for both the parcel ser-
vice and the client, while establishing the basis for more sophisticated use cases.

4.2 Milestone-Informed Payment Streaming

For large and complex manufacturing contracts in the aviation and railway
industry, the time frame of a single order may span three to ten years, leaving
payments released in multiple installments. Currently, when a manufacturing
company fulfills specific parameters, an auditor representing the client approves
completion, and the client releases payment. The full payment is split into 3
to 4 segments over the entire life-span of the project, resulting in enormous,
sometimes business-threatening prepayments on the manufacturer’s side and in
significant capital commitment costs on the customer’s side, given that these
contracts usually have multi-billion dollar volumes.

Manufactures and clients can use the FROST language to formulate a smart
contract agreement that grants the client access to real-time unaltered data
sets, validating the work and releasing payments in real time. This data-driven
payment streaming model reduces risk considerably for both clients and manu-
facturers, speeds up time of delivery, and enhances client-manufacture relation-
ship while simultaneously cutting out the costly middleman. FROST network
The database acts a third entity that automates audits, replacing the costly
middleman.

XAIN AG is presently developing such a solution with a global mobility
manufacturing company.
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4.3 Smart Door Locks

Modern households and commercial properties may leverage the FROST lan-
guage, token, and network with a Smart Door lock to facilitate easy key trans-
fers. The property owner could create a policy that details the tenant agreement
(including the predefined time frame, payment schedule, minimum required rep-
utation of a tenant, etc.) using the FROST language. From there, the owner
gains sufficient transparency of property usage while respecting individual pri-
vacy. For example, the policy may limit the number of guests that can receive
initial access to the property within the period of the rental agreement.

For more in-depth examination of FROST implementation and use cases,
please refer to the XAIN white paper.

5 Token Distribution

The FROST Token will have a fixed supply of 4, 000, 000, 000 tokens, generated
at once within the token generation event. 1

• 25% of the total supply will be sold in the token sale

• 9.5% will be allocated to a reserve fund for the XAIN Foundation

• the Team will receive 15%, tied to a vesting period and to enable sustained
and committed development of the core technology

• Advisors and First-Day-Supporters of the project will receive 5%

• 15% are going into the minting pool to ensure a secure bootstrap of the
network

• 20% of the supply are dedicated to supporting the FROST ecosystem such
as fostering open source development, community building, and founda-
tion initiatives

• 10.5% are reserved for early backers of the project

1All numbers in this “Token Distribution” section are subject to change and to be finalized
in the future.
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