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Abstract: In this paper, we present a novel security solution 
known as Global Public Key Algorithm based on bilinear pairing 
cryptography concept, for location service in Vehicular Ad-hoc 
Networks (VANETs). Indeed, many geographic routing protocols 
used in VANET need location service for obtaining destination 
position. The location service makes way for major security 
concern in VANETs. We design an efficient security solution to 
digitally sign and encrypt all the location service packets 
including network layer packets without affecting the basic 
operation of location service. The public key is called global as 
every vehicle possesses the same public key. Hence, there is no 
overhead of digital certificates and certificate path verification. 
Also, we achieve reduced signature size without compromising on 
authenticity of the message. 

Keywords: geographic routing, location service, signature, 
encryption, security. 

I.  INTRODUCTION  
Vehicular Ad-Hoc Networks (VANETs) have recently 

received considerable attention for their low cost of deployment 
and broad area of application. By leveraging low cost and a 
high bandwidth interface, VANETs can be deployed quickly 
and economically. They offer high data rates and a more cost-
effective than Cellular Networks. VANETs provide vehicle-
vehicle communication and vehicle-to-Infrastructure 
communication enabling transfer of data such as warning 
messages pertaining to road conditions, traffic status indication, 
or messages to indicate drivers about the driving condition on 
road. To provide unicast communication between vehicles or 
between vehicles and infrastructures, in VANET, is a major 
challenge as the vehicles are highly mobile due to which the 
topology of the network changes very frequently. Studies in [1] 
have shown that position based routing algorithm can route 
messages efficiently to destination vehicle with minimum 
overhead on the network. As a prerequisite for position-based 
routing algorithm in [1], each vehicle in the network must 
obtain the geographical position of the target vehicle with 
which it wants to communicate. The task of determining the 
position of a mobile node is accomplished by the location 
service [2-5]. Generally, location service contains two 
components: location update and location request components. 
Location update is responsible for publishing a node D’s 
current position at an anonymous nodes called location server 
of D. The location request is sent when a source node S wants 

to discover node D, which is routed through the network 
towards the location server of D. Location server can send a 
direct reply to node S or can forward it to D to answer. With 
this, the location service makes way for a major problem i.e. 
security of location information. Location information of 
vehicle D stored in an anonymous vehicle L, which is a location 
server for the vehicle D, can be abused as described in the 
following paragraph. 

An eavesdropper M can send a location record to vehicle 
D’s location server by spoofing vehicle D’s ID. The location 
record sent by adversary contains vehicle D’s ID but position of 
adversary M. Hence all the data packets meant for vehicle D, 
gets diverted to M due to geographical routing. Next, location 
information of a vehicle D can be retrieved by any vehicle M 
just by sending a location request to vehicle D’s location server. 
The location server will then reply by sending a location record 
to the querying vehicle M.  Vehicle D is not aware of this 
communication between its location server and vehicle M. The 
received location information contains D’s position, speed, 
direction and timestamp. M can now send location request at 
frequent interval and integrate all the received location 
information with respect to time and can trace/monitor vehicle 
D’s itinerary. As a result, vehicle D’s privacy is compromised.  

The rest of the paper is organized as follows; the section II 
provides an overview of related work, section III describes the 
various existing and expected security threats in VANETs, 
section IV illustrates the proposed solution. In section V we 
introduce the simulation and performance of the proposed 
solution and finally we end the paper with conclusion and 
future work in section VI. 

II. RELATED WORK 
A pioneering work was done to tackle the security and privacy 
issues in VANETs in [6] by Xiadong Lin et al. The authors 
dealt with issues on both security and conditional privacy in 
VANETs through cryptographic approach. A secure and 
privacy preserving protocol for VANETs by integrating the 
techniques of Group Signature and Identity based Signature 
called GSIS was introduced. In this paper, the security 
problems where divided into two aspects, security and privacy 
preservation between On-board Units (OBUs) and OBUs and 
as well as between OBUs and Road Side Units (RSUs). In the 
first aspect, group signature is used to secure the 
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communication between OBUs and OBUs, where the 
messages can be securely and anonymously signed by the 
senders, while the identities of the sender can be recovered by 
the authorities. In the second aspect, Identity-based 
cryptography (IBC) is adopted by the RSUs to digitally sign 
the message sent by it, to ensure its authenticity. Also, the 
signature overhead can be greatly reduced.  

The studies in [7] describes the authentication being 
achieved using a public-private key pair along with digital 
certificate to verify the originality of the public key and the 
integrity of the message. The author in [7], assumes that the 
vehicle is assigned a pair of public-private key with digital 
certificate issued from a trusted authority known as Certificate 
Authority (CA). The certificate includes vehicle’s public key 
and digital signature of CA, signed using CA’s private key. 
The message is signed using sending vehicle’s private key and 
sent to the receiver along with the certificate of the sender, in 
order for receiver to verify the signature. Hence each message 
must be accompanied by full certificate of the sender provided 
by the CA. This leads to severe overhead on the network 
bandwidth.  

While work done in [8] emphasizes on authenticating and 
access control between a) vehicle and service provider, b) 
vehicle and vehicle c) between vehicle and Access point by 
employing the Advanced Encryption Standard (AES). The 
author also considers Kerberos model in 802.11i WLAN 
environment for authenticating vehicles at the entry point of 
the network and authorizing them to the services. In addition, 
to achieve a reliable data transfer between clients and services, 
the authors propose a routing approach based on the Optimized 
Link State Routing (OLSR) protocol which is expected to 
provide a hybrid scalable wireless environment. The limitation 
of this scheme is the mobility management in highly dynamic 
environment like VANET. 

Study in [9] outlines the several security threats encountered 
in Inter-Vehicular Communication (IVC). Then the author 
presents the obstacles needed to overcome these threats. The 
paper also describes several tools like Electronic license Plates, 
which is a unique cryptographically verifiable numbers that 
will be used as equivalent of traditional license plates, Event 
Data Recording and Tamper Proof Hardware that will be 
helpful in building secure IVC networks.  A Vehicular PKI 
(VPKI) concept and its architecture are also introduced. In a 
VPKI, each vehicle will be equipped with one or more private 
/public key pairs certified by a Certification Authority (CA), 
whereby a message sender will use the private key to generate 
digital signature on the messages that need to be certified and 
the message receiver will use the corresponding public key to 
verify the validity of the message. Although this architecture 
seems very convenient for vehicular networks, some problem 
still exits, like the key distribution and certificate revocation in 
highly dynamic network like VANETs. 

The fundamentals of bilinear pairing and Identity-based 
cryptography are explained in [10, 11].  

III. OVERVIEW OF SECURITY THREATS IN VANETS 
The wireless ad hoc network such as vehicular network is very 
vulnerable to attacks as anonymous nodes in the network are 

used for forwarding the messages. It is also crucial that 
transmitted messages are originated from the actual vehicles 
and not from virtual nodes. Otherwise, this would cause Sybil 
attack, where an adversary can transmit an arbitrary number of 
messages from non-existent nodes, spreading false information 
to the vehicular networks. In the following describes the 
various attacks possible on vehicular networks. 

1. False Information Attack: The attacker generates false 
messages and injects into the network to alter the 
traffic movement to suit to his benefits. E.g. an 
attacker can send a false message of traffic 
congestion, so that the vehicles ahead of him will take 
a different route, giving him a smooth passage to 
drive. 

2. Denial of Service attack: The main objective of this 
attack is to prevent the normal operation of the 
network from sending safety related messages. This 
can be done either by jamming the wireless channel 
or by flooding the network with spam messages. 

3. Identity spoofing: An adversary may spoof the 
identity of an authorized vehicle to send location 
updates to the authorized vehicle’s location server. 
So, a location server stores position information of 
adversary with respect to identity of an authorized 
vehicle. Therefore when any node which wants to 
query a the position information of the given vehicle 
with which it wants to communicate, will obtain the 
position of adversary. Due to position based routing 
in VANETs, all the messages will be routed to the 
adversary. 

4. Vehicle Tracing: The adversary can eavesdrop the 
messages sent by the vehicle to trace the itinerary of 
the vehicle and discover its real identity. After 
sniffing the messages for certain period of time, the 
adversary can correlate all the messages with a non-
mutable part of the message like a unique identity 
with the positions to trace the activity and route of the 
target vehicle. Also, an adversary can trace the 
itinerary of target vehicle by sending location query 
request at regular intervals to the location server of 
target vehicle and obtain the query reply which 
contains location records of the target vehicle. 

In this paper we will focus on providing a novel and efficient 
security solution for the location service which is an essential 
part of the position-based routing in VANETs. As explained 
above the location service is very vulnerable to attacks and will 
cause a serious security threat to VANETs if left unaddressed. 
Therefore, it is fundamentally important to design an efficient 
and robust security solution for location service in VANET 
without incurring significant overhead on operation of location 
service in VANETs. 

IV. PROPOSED SECURITY PROTOCOL 
In most of the location service design [2, 5], a location 

information is sent by source node to a region where a single 
or set of anonymous nodes becomes the location sever. Hence, 
existing public key Infrastructure (PKI) scheme is not suitable 
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when the source is not aware of location server node’s ID and 
public key. Also, the location information stored in location 
server of target vehicle should be available for any source 
vehicle, which intends to communicate with the target vehicle. 
Hence, the security mechanism for location service must 
secure the location information without affecting the normal 
operation of location service. Therefore, it is fundamentally 
important to design an efficient and robust security solution for 
location service in VANET. 

The proposed algorithm is known as Global Public Key 
Algorithm (GPKA) based on bilinear pair-based cryptography 
[6, 10, and 11] concept. In this algorithm, every vehicle has an 
individual private key and a global public key issued from a 
Trusted Authority (TA). Every outbound network layer 
packets including location service packets are digitally signed 
using vehicle’s unique private key and encrypted using the 
global public key. The public key is called global as every 
vehicle possesses the same public key. Hence there is no 
overhead of digital certificates and path verifications which are 
severe overheads in highly mobile environment. The proposed 
solution suits well for VANET environment, where nodes 
(vehicles) are highly mobile and move in restricted direction. 
Every vehicle in the network is capable of decrypting the 
location information obtained from the location server using 
their private key, for routing the packets. Therefore we assume 
that, cryptographic credentials, encryption and decryption 
operations, vehicle’s ID and geographical routing operations, 
takes place inside a Tamper Proof Hardware (TPH) [9] which 
provides security against illegal access of sensitive information 
or spoofing of vehicle’s ID, by the user. This ensures that the 
private parameters and decrypted location information are not 
accessible from outside the hardware by any applications. The 
following section describes the various elements of our 
security protocol 

A. Global Public Key Algorithm 
The security procedure consists of four steps: Signing, 
Encryption, Decryption and Verification. All outbound 
network packets are signed using private key and encrypted 
using global public key. Signing ensures the authenticity and 
encryption provides information security. Studies in [6, 10 and 
11] are the basic building block for the development of our 
algorithm.  

B. Initial setup and Public-Private key generation 
Let (G1, ×), (G2, ×), and (GT, ×) be three multiplicative cyclic 
groups of order p and element bitlenght of 168 bits. Let g1 and 
g2 be the generators of group G1 and G2 respectively. An 
admissible bilinear map [6, 10] is a map e: G1 × G2  GT, 
satisfying the following properties [6]. 

1. Bilinearity:  (U,V)  G1 × G2, and  a, b  Zp
* ;  

    e(Ua, Ub) = e(U, V)ab. 

2. Non-degeneracy: e(g1, g2)  1GT 

3. Computability: 
G1 × G2. 

Let H1 : {0,1}*  Zp
* and H2 : GT  {0,1}l, where l is the 

bitlenght, be two cryptographic hash functions. The TA 
randomly selects two elements ga  G1 \ {1} and gb  G2 \ 
{1} and computes its private key c = gc  e(ga , gb)  GT. To 
generate vehicle A’s private key, TA first computes              
QA = H1(IDA), where IDA is vehicle A’s unique Identity, and 
generates A  g1

( C* QA)  G1. 

TA then publishes public parameter (public key) g1, g2, g and 
w  g2

c  G2. 

C. Signing and Encryption process 
When a vehicle A sends a packet, it should be signed for 
authentication and to preserve message integrity. Finally, the 
data along with signature is encrypted, to achieve information 
security. To accomplish this, vehicle executes the following 
computations. 

a. Randomly select gx  G1 and gy  G2 and compute 
gxy = e(gx , gy)  GT 

b. Compute R  g
2
 gxy  G2 

c. Compute h  H1(M)  Zp
*; M = Message (Non-

Mutable fields of the packet). 

d. Compute the signature S  A
(g

xy * h)
  G1 

e. Obtain the encrypted data E = Ms  H2(e(g
1

g
xy , w)), 

where Ms  M + S. 

f. Node then sends the cipher <E, R>. 

D. Decryption and Signature verification process 
The security mechanism provides hop-by-hop authentication 
and end-to-end protection. Every intermediate node verifies the 
signature in the received packet before forwarding it to next 
hop. The end receiver B checks the sequence number of the 
received packet to be greater than the sequence number in the 
earlier received packet. It also checks the timestamp to be 
within the allowable time window to ensure freshness of the 
packet. If the above criteria are satisfied, the receiver B verifies 
the signature by following computations.  

a. Compute QB = H1(IDB) and QA = H1(IDA)  

b. Compute V  e(B , R)1/Q
B; B is vehicle B’s private 

key. 

c. Obtain the decrypted data Ms  E  H2(V) 

d. Compute h'  H1(M) 

e. Compute V'  e(S, g2
(1/(h'* QA)) ) 

The vehicle B finally checks if V = V'. If so, the packet is 
accepted considering it as valid, unaltered and sent by genuine 
source vehicle. Otherwise the receiver will drop the packet 
considering it to be invalid and fake. 
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V. SIMULATION AND PERFORMANCE ANALYSIS 
The proposed security solution for location service is 
simulated with Map-Based Location Service (MBLS) [2] in 
Ns2 [12] to analyze its efficiency. For simulation, we use real 
world city traffic scenario, as shown in Figure 1, which 
corresponds to westunivplace Houston, Texas obtained from 
TIGER database from the U.S. Census Bureau. The security 
algorithm is embedded with the MBLS for signing, encrypting, 
decrypting and verifying the location service packets. The 
vehicle uses its private key for signing the location updates or 
request packets and encrypts it using the global public key. 

 

 
Figure 1: Ns2 City scenario 

The parameters chosen for the simulation are presented in 
Table 1.  

Table 1: Parameters for simulation 
Number of nodes 150,  200, 250, 300 

Radio range (m) 250 

Ns2 MAC layer IEEE 802.11b 11Mbps 

Area size (m x m) 2500 x2500 

Max speed (m/s) 10, 20, 30, 40, 50, 60 

Simulation Time (s) 200 

 

The table 2 describes the performance of GPKA operations. As 
given in table 2, the signature and encryption delay is found to 
be 7 ms, whereas the decryption and signature verification 
delay is 3 ms. The length of the signature is greatly reduced to 
84 bytes compared to work in [6], which is 192 bytes. By 
using bilinear pairing concept for generating the private keys, 
we have analyzed the time complexity to replicate the private 
key by a adversary will be O(p2), where p is the order of the 
cyclic group. 

 

 

 

Table 2: Performance of GPKA 

Properties Value

Signature & Encryption 
Delay 

7 ms

Decryption & Verification 
Delay 

3 ms

Signature Size 84 bytes

Time complexity for Private 
Key replication 

O(p2)

 

 
Figure 2: Query Success ratio for node velocity 

 

To evaluate the latency of the security solution GPKA on the 
location service MBLS, query success ratio under different 
speed and traffic load are studied with and without security 
protocol. Figure 2 above, shows the Query Success ratio 
comparison of MBLS and S-MBLS (MBLS with security) 
with varying node velocity. In Figure 2, the query success ratio 
of MBLS varies from 86% to 58.92% without security solution 
GPKA and varies from 84.9% to 65.46% for MBLS with 
GPKA (S-MBLS), at velocity varying from 10 m/s to 60 m/s 
respectively for 200 nodes.  

The second criterion used in the evaluation of effect of security 
overhead is the query success ratio for different node density. 
The results obtained by the simulation are presented in Figure 
3. As shown in figure 3, the performance of MBLS does not 
change drastically with the inclusion of security solution 
GPKA with location service. 
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Figure 3: Query Success ratio for node density 

VI. CONCLUSION 
The overhead due to the size of signature and encryption is 84 
bytes, compared to the signature size in [7] which is 192 bytes 
for V2V communication. By using bilinear pairing concept to 
generate private key and public parameters, the time 
complexity of breaking a private key is O(p2) when compared 
to [6] which is O(p), where p is the order of cyclic group. The 
unique feature of the algorithm is the use of global public key, 
due to which there is no overhead of certificate path 
verification. The major strength of the security algorithm also 
lies on the strength of the TPH [9], with a strong assumption 
that private parameters and decrypted information are not 
accessible for any user. As part of future work, we are 
researching on efficient mechanism to detect compromised 
nodes and revocation of private keys. 
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