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UNIT -V 

                             Presentation and Application Layer 

 

5.1 Encryption and Decryption 

 
Encryption is the process of transforming information so it is unintelligible to anyone but the 

intended recipient. Decryption is the process of transforming encrypted information so that it is 

intelligible again. A cryptographic algorithm, also called a cipher, is a mathematical function 

used for encryption or decryption. In most cases, two related functions are employed, one for 

encryption and the other for decryption. 

 

With most modern cryptography, the ability to keep encrypted information secret is based not on 

the cryptographic algorithm, which is widely known, but on a number called a key that must be 

used with the algorithm to produce an encrypted result or to decrypt previously encrypted 

information. Decryption with the correct key is simple. Decryption without the correct key is 

very difficult, and in some cases impossible for all practical purposes. 

 

Two types of Keys are used for encryption and decryption:  

 

(1) Symmetric-Key Encryption   
 

With symmetric-key encryption, the encryption key can be calculated from the decryption key 

and vice versa. With most symmetric algorithms, the same key is used for both encryption and 

decryption, as shown in Figure 1. 

 

 
Figure 1. Symmetric-Key Encryption 

 

Implementations of symmetric-key encryption can be highly efficient, so that users do not 

experience any significant time delay as a result of the encryption and decryption. Symmetric-

key encryption also provides a degree of authentication, since information encrypted with one 

symmetric key cannot be decrypted with any other symmetric key. Thus, as long as the 

symmetric key is kept secret by the two parties using it to encrypt communications, each party 

can be sure that it is communicating with the other as long as the decrypted messages continue to 

make sense. 

 

Symmetric-key encryption is effective only if the symmetric key is kept secret by the two parties 

involved. If anyone else discovers the key, it affects both confidentiality and authentication. A 

person with an unauthorized symmetric key not only can decrypt messages sent with that key, 

but can encrypt new messages and send them as if they came from one of the two parties who 
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were originally using the key. Symmetric-key encryption plays an important role in the SSL 

protocol, which is widely used for authentication, tamper detection, and encryption over TCP/IP 

networks.  

 

(2) Public-Key Encryption  

 
The most commonly used implementations of public-key encryption are based on algorithms 

patented by RSA Data Security. Therefore, this section describes the RSA approach to public-

key encryption. 

 

Public-key encryption (also called asymmetric encryption) involves a pair of keys-a public key 

and a private key-associated with an entity that needs to authenticate its identity electronically or 

to sign or encrypt data. Each public key is published, and the corresponding private key is kept 

secret. Data encrypted with your public key can be decrypted only with your private key. Figure 

2 shows a simplified view of the way public-key encryption works. 

 

 
 

Figure 2. Public-Key Encryption 

 

The scheme shown in Figure 2 lets you freely distribute a public key, and only you will be able 

to read data encrypted using this key. In general, to send encrypted data to someone, you encrypt 

the data with that person's public key, and the person receiving the encrypted data decrypts it 

with the corresponding private key. 

 

Compared with symmetric-key encryption, public-key encryption requires more computation and 

is therefore not always appropriate for large amounts of data. However, it's possible to use 

public-key encryption to send a symmetric key, which can then be used to encrypt additional 

data. This is the approach used by the SSL protocol. 

 

 

5.2 Data Compression  

 

Data compression is the function of presentation layer in OSI reference model. Compression is 

often used to maximize the use of bandwidth across a network or to optimize disk space when 

saving data. 

There are two general types of compression algorithms: 

 1. Lossless compression 

 2. Lossy compression 
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1. Lossless Compression 

Lossless compression compresses the data in such a way that when data is decompressed it is 

exactly the same as it was before compression i.e. there is no loss of data. 

A lossless compression is used to compress file data such as executable code, text files, and 

numeric data, because programs that process such file data cannot tolerate mistakes in the data. 

Lossless compression will typically not compress file as much as lossy compression techniques 

and may take more processing power to accomplish the compression. 

The various algorithms used to implement lossless data compression are : 

(a)Run length encoding 

• This method replaces the consecutive occurrences of a given symbol with only one copy of the 
symbol along with a count of how many times that symbol occurs. Hence the names ‘run length'.  
• For example, the string AAABBCDDDD would be encoded as 3A2BIC4D. 

• A real life example where run-length encoding is quite effective is the fax machine. Most faxes 

are white sheets with the occasional black text. So, a run-length encoding scheme can take each 

line and transmit a code for while then the number of pixels, then the code for black and the 

number of pixels and so on. 

• This method of compression must be used carefully. If there is not a lot of repetition in the data 
then it is possible the run length encoding scheme would actually increase the size of a file. 

(b) Differential pulse code modulation 

• In this method first a reference symbol is placed. Then for each symbol in the data, we place 
the difference between that symbol and the reference symbol used. 

• For example, using symbol A as reference symbol, the string AAABBC DDDD would be 

encoded as AOOOl123333, since A is the same as reference symbol, B has a difference of 1 

from the reference symbol and so on. 

2. Lossy Compression 

Lossy compression is the one that does not promise that the data received is exactly the same as 

data send i.e. the data may be lost.This is because a lossy algorithm removes information that it 

cannot later restore. 
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Lossy algorithms are used to compress still images, video and audio. 

Lossy algorithms typically achieve much better compression ratios than the lossless algorithms. 

 

5.3  FTP ( File Transfer Protocol)  

FTP is a widely used network protocol for transferring files between computers over a TCP/IP-

based network, such as the Internet. FTP lets people and applications exchange and share data 

within their offices and across the Internet. FTP was one of the first technologies developed to 

solve this common need, and it remains, with several generations of enhancements, the second 

most popular protocol used today (after HTTP or the "World Wide Web"). 

FTP works in a client-server model where an FTP server and FTP client perform the file transfer 

operation. An FTP server is configured in the network, and a specific file storage location 

(folder/system) is identified to become the shared storage, which will host the files you want to 

share. The end-users will access this file server via FTP to start copying the files to their local 

folder/system. 

FTP requires a TCP/IP network to function, and relies on the use of one or more FTP clients. The 

FTP client acts as the communication agent to interact with the server to download or upload 

files. In other words, the FTP client sends out connections to the FTP server. Upon listening to 

the request from the client to either upload or download a file, the FTP server performs the file 

transfer operation. 

FTP Client 

FTP clients were just command line interface (CLI) applications a few decades ago. They now 

come in easy-to-use, intuitive interfaces to facilitate and simplify file transfers. FTP clients are 

used for desktops, servers, and mobile devices, and are available as standalone apps, Web 

clients, and simple extensions to Web browsers.. 

FTP Server 

The FTP server can support both active and passive connections with the FTP client. In an active 

FTP connection, the client opens a port and listens while the server actively connects to it. 

Whereas, in a passive connection, the server opens a port and listens passively, which allows 

clients to connect to it? A passive connection is more secure and also preferred by IT admins 

because data connections are made from the FTP client to the FTP server. This is a more reliable 
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method, and it avoids inbound connections from the Internet back into individual clients. In 

firewalled deployments, all connections are made from the Internet to the server, not from the 

server back to the Internet. Passive mode is also known as "firewall-friendly" mode. The more 

secure file transfer protocols (such as SFTP, FTPS) that the FTP client supports, the more secure 

it becomes. 

Applications of FTP 

FTP finds application in many day-to-day business operations that span business-to-business and 

peer-to-peer data transfer use cases, including: 

 Organizations use FTP to allow employees to share files across different locations and 

branch offices. 

 Employees use FTP to securely share files with coworkers and external business partners. 

 IT teams use FTP to transfer data back to DR (disaster recovery) sites. 

 Webmaster teams use FTP to transfer Web pages, Web application files, and images to 

their Web server. 

 

5.4 TFTP ( Trivial file transfer Protocol) 

TFTP stands for Trivial File Transfer Protocol. It's a technology for transferring files between 

network devices and is a simplified version of File Transfer Protocol. 

TFTP was developed in the 1970s for computers lacking sufficient memory or disk space to 

provide full FTP support. Today, TFTP is also found on both consumer  broadband routers and 

commercial network  

How TFTP Works 

Like FTP, TFTP uses client and server software to make connections between two devices. From 

a TFTP client, individual files can be copied (uploaded) to or downloaded from the server. In 

other words, the server hosts the files while the client requests or sends them.TFTP can also be 

used to remotely start a computer and back up network or router configuration files. 

TFTP relies on UDP for transporting data. 

TFTP vs. FTP 

Trivial File Transfer Protocol differs from FTP in these key respects: 
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 Original versions of TFTP only allowed transferring files up to 32 MB in size. Some 

newer TFTP servers remove this restriction or might cap it out at 4 GB. 

 Unlike FTP, TFTP has no login feature, so it doesn't prompt for a username and 

password. Avoid using TFTP to share sensitive files — you can't protect them or audit 

their access. 

 Listing, renaming, and deleting files over TFTP is usually not allowed. 

 TFTP uses UDP port 69 to establish network connections while FTP uses TCPports 20 

and 21. 

Because TFTP is implemented using UDP, it generally works only on local area networks. 

5.5 RPC ( Remote Procedural Call) 

Remote Procedure Call (RPC) is a protocol that one program can use to request a service from a 

program located in another computer on a network without having to understand the network's 

details. A procedure call is also sometimes known as a function call or a subroutine call. 

RPC uses the client-server model. The requesting program is a client and the service providing 

program is the server. Like a regular or local procedure call, an RPC is a synchronous operation 

requiring the requesting program to be suspended until the results of the remote procedure are 

returned. However, the use of lightweight processes or threads that share the same address space 

allows multiple RPCs to be performed concurrently. 

RPC message procedure 

When program statements that use RPC framework are compiled into an executable program, 

a stub is included in the compiled code that acts as the representative of the remote procedure 

code. When the program is run and the procedure call is issued, the stub receives the request and 

forwards it to a client runtime program in the local computer. 

 The client runtime program has the knowledge of how to address the remote computer and 

server application and sends the message across the network that requests the remote procedure. 

Similarly, the server includes a runtime program and stub that interface with the remote 

procedure itself. Response-request protocols are returned the same way. 

5.6 Telnet ( Remote Login Protocol) 

Telnet is a user command and an underlying TCP/IP protocol for accessing remote computers. 

Through Telnet, an administrator or another user can access someone else's computer remotely. 
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On the Web, HTTP and FTP protocols allow you to request specific files from remote 

computers, but not to actually be logged on as a user of that computer. With Telnet, you log on 

as a regular user with whatever privileges you may have been granted to the 

specific application and data on that computer. A Telnet command request looks like this (the 

computer name is made-up): telnet the.libraryat.whatis.edu 

The result of this request would be an invitation to log on with a user id and a prompt for a 

password. If accepted, you would be logged on like any user who used this computer every day. 

Telnet is most likely to be used by program developers and anyone who has a need to use 

specific applications or data located at a particular host computer. 

5.7  DNS (Domain Name System) 

The domain name system (DNS) is the way that internet domain names are located and 

translated into internet protocol (IP) addresses. The domain name system maps the name people 

use to locate a website to the IP address that a computer uses to locate a website. For example, if 

someone types google.com into a web browser, a server behind the scenes will map that name to 

the IP address 206.19.49.149. 

Web browsing and most other internet activity rely on DNS to quickly provide the information 

necessary to connect users to remote hosts. DNS mapping is distributed throughout the internet 

in a hierarchy of authority. Access providers and enterprises, as well as governments, universities 

and other organizations, typically have their own assigned ranges of IP addresses and an 

assigned domain name; they also typically run DNS servers to manage the mapping of those 

names to those addresses. Most URLs are built around the domain name of the web server that 

takes clientrequests.  

How does DNS work? 

DNS servers answer questions from both inside and outside their own domains. When a server 

receives a request from outside the domain for information about a name or address inside the 

domain, it provides the authoritative answer. When a server receives a request from inside its 

own domain for information about a name or address outside that domain, it passes the request 
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out to another server -- usually one managed by its internet service provider. If that server does 

not know the answer or the authoritative source for the answer, it will reach out to the DNS 

servers for the top-level domain -- e.g., for all of .com or .edu. Then, it will pass the request 

down to the authoritative server for the specific domain -- e.g., techtarget.com or stkate.edu; the 

answer flows back along the same path. 

How does DNS increase web performance? 

To promote efficiency, servers can cache the answers they receive for a set amount of time. This 

allows them to respond more quickly the next time a request for the same lookup comes in. For 

example, if everyone in an office needs to access the same training video on a particular website 

on the same day, the local DNS server will ordinarily only have to resolve the name once, and 

then it can serve all the other requests out of its cache. The length of time the record is held -- 

the time to live -- is configurable; longer values decrease the load on servers, shorter values 

ensure the most accurate responses. 

5.8 SMTP ( Simple Mail Transfer Protocol) 

Email is emerging as the one of the most valuable service in internet today. Most of the internet 

systems use SMTP as a method to transfer mail from one user to another. SMTP is a push 

protocol and is used to send the mail whereas POP (post office protocol) or IMAP (internet 

message access protocol) are used to retrieve those mails at the receiver’s side. 
SMTP is an application layer protocol. The client who wants to send the mail opens a TCP 

connection to the SMTP server and then sends the mail across the connection. The SMTP server 

is always on listening mode. As soon as it listens for a TCP connection from any client, the 

SMTP process initiates a connection on that port (25). After successfully establishing the TCP 

connection the client process sends the mail instantly. 

 

SMTP Protocol 

The SMTP model is of two type : 

1. End-to- end method 

 

2. Store-and- forward method 

 

The end to end model is used to communicate between different organizations whereas the store 

and forward method is used within an organization. A SMTP client who wants to send the mail 

will contact the destination’s host SMTP directly in order to send the mail to the destination. The 
SMTP server will keep the mail to itself until it is successfully copied to the receiver’s SMTP. 
The client SMTP is the one which initiates the session let us call it as client- SMTP and the 

server SMTP is the one which responds to the session request and let us call it as receiver-SMTP. 
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The client- SMTP will start the session and the receiver-SMTP will respond to the request. 

 

5.9 SNMP( Simple Network Management Protocol) 

Simple Network Management Protocol (SNMP) is an application-layer protocol used to manage 

and monitor network devices and their functions. SNMP provides a common language for 

network devices to relay management information within single- and multivendor environments 

in a local area network (LAN) or wide area network (WAN). One of the most widely used 

protocols, SNMP is supported on an extensive range of hardware from conventional network 

equipment like routers, switches and wireless access points to endpoints like printers, scanners 

and internet of things (IoT) devices. In addition to hardware, SNMP can be used to monitor 

services such as Dynamic Host Configuration Protocol (DHCP). Software agents on these 

devices and services communicate with a network management system (NMS), also referred to 

as an SNMP manager, via SNMP to relay status information and configuration changes.While 

SNMP can be used in a network of any size, its greatest value is evident in large networks  

 
Components of SNMP 

There are four main components in an SNMP-managed network: 
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1. SNMP agent: This program runs on the hardware or service being monitored, collecting 

data about various metrics like bandwidth use or disk space. When queried by the SNMP 

manager, the agent sends this information back to the management system. An agent may 

also proactively notify the NMS if an error occurs. Most devices come with an SNMP agent 

preinstalled; it typically just needs to be turned on and configured. 

2. SNMP-managed devices and resources: These are the nodes on which an agent runs. 

3. SNMP manager (NMS): This software platform functions as a centralized console to which 

agents feed information. It will actively request agents send updates via SNMP at regular 

intervals. What a network manager can do with that information depends heavily on how 

feature-rich the NMS is. There are several free SNMP managers available, but they are 

typically limited in their capabilities or the number of nodes they can support. At the other 

end of the spectrum, enterprise-grade platforms offer advanced features for more complex 

networks, with some products supporting up to tens of thousands of nodes. 

4. Management information base (MIB): This database is a text file (.mib) that itemizes and 

describes all objects used by a particular device that can be queried or controlled using 

SNMP. This database must be loaded into the NMS so that it can identify and monitor the 

status of these properties. Each MIB item is assigned an object identifier (OID). 

How SNMP works 

SNMP performs a multitude of functions, relying on a blend of push and pull communications 

between network devices and the management system. It can issue read or write commands, such 

as resetting a password or changing a configuration setting. It can report back how much 

bandwidth, CPU and memory are in use, with some SNMP managers automatically sending the 

administrator an email or text message alert if a predefined threshold is exceeded. In most cases, 

SNMP functions in a synchronous model, with communication initiated by the SNMP manager 

and the agent sending a response. These commands and messages, typically transported over 

User Datagram Protocol (UDP) or Transmission Control Protocol/Internet Protocol (TCP/IP), are 

known as protocol data units (PDUs) 
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