
CYBER OPPORTUNITIES  
AND THREATS

THE DUTCH CYBER POSTURE

The Dutch population remains one of the most technological 
savvy and connected in the world, an asset that both the 
government and businesses are making good use of. The 
Netherlands considers itself one of the leading ICT countries, 
promotes itself as ‘a safe place to do business’ and aspires to 
be the digital gateway of Europe. But are we investing in the 
right places to match these ambitions and counter the risks? 
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CYBERCRIME  
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(2014)

U.S. 1 87% 29,8% n/a 0,3209% 0,321% 0,64%

U.K. 2 92% 20,2% 0,10% 0,0107% 0,111% 0,16%

Netherlands 3 93% 22,1% 0,08% 0,0015% 0,082% 1,50%

Australia 4 = 85% 16,2% n/a 0,0020% 0,002% 0,08%

Canada 4 = 87% 23,4% n/a 0,0014% 0,002% 0,17%

Germany 4 = 86% 35,2% 0,08% n/a 0,075% 1,60%

Finland 7 92% 14,6% 0,14% n/a 0,135% n/a

France 8 84% 28,1% 0,09% 0,0090% 0,094% 0,11%

Denmark 9 96% 39,0% n/a 0,0073% 0,007% n/a

A BIRDS EYE VIEW OF AN  
EVER-CHANGING ICT LANDSCAPE 

In 2015, the digital economy accounted for 22,5% (€17.644bn) 
of the global economy (€78.418bn), and is expected to reach 
25% (€22.669bn) by 2020. The Dutch digital economy shows 
similar growth: in 2015, its digital economy accounted for 
22,9% (€158,4bn) of the total Dutch economy and is expected 
to reach 25% (€190,6bn) by 2020.1 See Figure 1 for a cross-
country comparison.

At the same time, vulnerabilities exploited by criminals,  
governments, and hacktivists increase in similar fashion,  
leading to severe financial loss and a decrease of trust in  
ICT services and infrastructures. McAfee and CSIS report  
that the Netherlands loses 1.5% of its total GDP to cyber - 
  crime2 on a yearly basis, while recent research estimates  
that the Dutch economy loses €10bn through cyber risks.3 
 The rapid development of technology, such as the Internet  
of Things connecting over 50bil devices by 20204, brings  
enormous opportunities for social and economic growth,  
but at the same time raises new challenges and concerns 
about crime prevention, privacy and national security.
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Figure 1. Country-by-country digital share of gross domestic product (2015 
and 2020) showing Compound Annual Growth Rate under optimized scenario* 
(right hand axis) 

Source: ACCENTURE STRATEGY and OXFORD ECONOMICS
*The growth rate resulting from an optimal 10-point improvement to digital skills, digital 
technologies and digital accelerators.

1 

25%
ICT(-usage) contributes  
at least 25% to economic 
growth for business.

7.800 new ICT-companies in 
2015, arriving at a total of 

70.0005

€ 23.000.000.000
Annually, the Netherlands spends  

€23bn on ICT INVESTMENTS, 
such as software, new media, cloud 
services and gaming.5

DIPLOMACY 
The Netherlands promotes a 
strong international legal order  
in cyberspace from privacy and 
strong encryption to international 
peace and security. The Hague 
also houses many cybersecurity 
initiatives such as the EC3, the 
GFCE, NCIA-Cyber, and GCSC. 

We IMPORT €50 BN 
worth of ICT goods, and 
EXPORT €28.5 BN5

€ 47.000.000.000 
In 2015, the Netherlands’ 

ICT EXPENSES reached €47bn  

(€12bn for ICT goods/hardware,  

and €35bn for related services)5 The Netherlands’ recent DROP in  
the WEF ranking FROM 4 TO 6  
is attributed to the fact that other 
countries are simply moving ahead 
faster, and more specifically, because 
of the relatively high Dutch mobile 
tariffs and rising broadband prices.6

Figure 1: Country-by-country digital share of gross domestic product  

(2015-2020) showing Compound Annual Growth Rate under optimized  

scenario (right hand axis). Source: Accenture Strategy and Oxford Economics. 

Figure 2: cross-country overview of the 

resilience ranking and internet penetration, 

as well as the average contribution of ICT to 

GDP growth from 2000 to 2009, private and 

government investments in cybersecurity  

and the costs of cybercrime as a percentage  

of the national GDP.
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Image 2. MOTIVATIONS BEHIND CYBER ATTACKS
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WHO ARE THE ATTACKERS? 

Figure 3 depicts the threat actors on a global scale. 
Categorization of the actors differs widely across various 
organizations and reports. We use a similar taxonomy as  
the annual reports of the Dutch National Cybersecurity  
Centre (NCSC) and AIVD7, and reach comparable results: 
cybercriminals are considered the biggest threat actor, 
accounting for the majority of the attacks and costs. It must  
be noted that Gamalto analyzes data breaches, and therefore 
distinguishes between malicious insiders and outsiders 
instead. Our results show that state actors only account for 
the smallest share of all attacks, but the NCSC and AIVD 
express concerns on the growing offensive cyber capabilities 
of states (see strategic and military domain below). Gamalto, 
the NCSC and AIVD consider the magnitude of hacktivism  
or ideologically driven hacking (including terrorist use of ICT) 
marginal at best. According to Hackmageddon data,  
hacktivism accounts for a greater share of all attacks.

Figure 4 shows a record number of discovered zero-day  
vulner abilities in 2015. On average, they were exposed in  
seven days and patched in one day.8 

Increased cyberhygiene is raising the threshold for 
unsophisticated attacks, such as phishing, forcing perpetrators 
to invest more in technology or social engineering.9

We see an overall decrease in detected cyberespionage.  
This does not necessarily mean it has actually decreased.  
Assuming it has, this decrease can be attributed to the overall 
decline in suspected China-based intrusions since mid-201410, 
especially since most economic espionage originated from 
China, and targeted the U.S.11 This decrease can be attributed 
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Figure 4: Cross-company and multi-annual comparison of incidents, tools and techniques. 

Sources: Hackmageddon, Kaspersky, Verizon annual reports from 2013 to 2015.

Figure 3: Threat actors behind attacks. Source: Verizon, 2016 Data Breach 

Investigations Report; Gamalto Breach level Index Annual Report 2015; 

Hackmageddon January 2015 to December 2015.

to the chang ing Chinese landscape where the line between 
state actors, contractors or proxies, patriotic hackers, and 
cybercrime is increasingly blurred, making detection even more 
difficult. Both the decrease in espionage and the changing 
Chinese landscape can also be attributed to intensified legal 
and eco nomic U.S. counter measures, such as:

•	 May 2014: indictments of five PLA officers and Chinese 
businessman Su Bin.12

•	 April 2015: Executive Order that allows property of 
individuals engaging in malicious cyber-enabled activities  
to be frozen.13 

•	 September 2015: threat of sanctions and the US-China 
agreement limiting economic cyber espionage.14 15

INCIDENTS, TOOLS AND TECHNIQUES



While measuring the costs of cybercrime is difficult, evaluating 
the threat of state conflict in cyberspace is even more difficult to 
quantify. However, since 2011, the proliferation of cyber-events 
with significant political or military relevance has been obvious: 
the discovery of the Stuxnet attack on the Iranian nuclear 
program, North Korea’s cyberattack on Sony Pictures in 2014, 
attacks against a steel mill in Germany in 2015, and the media 
(France TV5) in 2015, and most recently Russian attacks on the 
Ukrainian power grid20, as well as the use of the Great Cannon  
by China (a DDoS tool). Nearly all developed countries, including 
the Netherlands, have established cyber command centers 
within their military branch. Governments are also becoming 
more transparent about their interest in acquiring offensive cyber 
capabilities. Further more, at the Warsaw Summit, NATO declared 
cyber space an operational domain and confirmed that a cyber-
attack can trigger Article 5 and call for a (cyber or kinetic) 
response of the alliance.21

CYBER 
ENVIRONMENT

CYBER 
TOOLS

CYBER 
OPERATIONS

Dualistic:  
dual-use technology and 
infrastructure (govern-
ment, military vs. private)

Perishable:  
can be infinitely re-used, 
but expire once patched

Indiscriminate: fiber 
cables used by military 
and civilians can be valid 
target in an armed conflict

Non-severable: domestic 
and international threats 
are not clearly separated

Specific:  
the outcomes are 
dependent on the 
victim’s network 

Clandestine:  
problem of attribution

Multipolar:  
multitude of states and 
non-state actors 

Immediate:  
upends conventional 
ways of response

Unpredictable:  
lack of reliable data and 
precedents 
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Image 6. CYBER SECURITY INCIDENTS per industry sector 2016(Q1)
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Figure 5 shows widely different results for reported data breaches on a 
global scale. This can be explained by Risk Based Security’s data-rich CISO 
network, and the fact that Verizon incorporates findings from many cyber-
security companies and government CERTs, while the other three organi-
zations focus only on breaches that they themselves detect. Besides the 
overall growing trend of reported data breaches, the main takeaways include:
• The healthcare sector was increasingly targeted in 2015 – according  

to Verizon it was the second most affected industry, while Symantec 
believed it to be the top breached sector, exposing 78mil patient records.16 

• This correlates well to Symantec’s findings that identity information  
was the number one breached data type (50%), followed by loss of 
financial credentials (over 20%), and confidential or intellectual  
property (over 10%).17 

• Although there is a clear lack of country-specific data on medical data 
breaches, this risk remains low for the Netherlands as only 25% of all 
Dutch hospitals have online medical portals. It must be noted that the  
digitalization of medical records in the Netherlands is accelerating.18

• Many companies and organizations are limiting the information they 
release about the extent of their breaches. In 2015, the number of 
reported breaches that did not include a figure for identities exposed 
increased by 85%.19

Figure 6 shows the most targeted sectors in the first quarter of 
2016. It appears perpetrators are more interested in ‘who you are’ 
than ‘what you have’: 
• It should be noted that Verizon differentiates between inci-

dents, a security event that compromises the confidentiality, 
integrity, or availability of an information asset, and breaches, 
an incident that results in the confirmed disclosure of data to 
an unauthorized party. When we zoom in on the confirmed 
breaches, the numbers are less astronomical.

• Of all sectors, an incident in the financial sector is most likely 
to be a data breach, disclosing (financial) information to an 
unauthorized (criminal) actor.

• The public sector has the highest share of total incidents, but 
only a small share ends up being a data breach. This can be 
explained by the many different kind of attacks against the 
public sector, and in particular governments, in contrast to 
financial institutes.

CYBER IN THE STRATEGIC AND 
MILITARY DOMAIN 
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Figure 5. NUMBER OF DATA BREACHES, 
as measured by private companies
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Figure 5: Cross-company and multi-annual comparison of the number of 

data breaches. Source: III, Risk Based Security, Symantec, Trustwave, and  

Verizon annual reports from 2011 to 2015. 

Figure 6: Cyber security incidents per industry sector (2016 Q1).  

Source: Verizon and Akamai annual report.

WHICH SECTORS ARE BEING TARGETED?



The Hague Centre for Strategic Studies

Lange Voorhout 16  info@hcss.nl
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The Netherlands

• We know very little about the threat actors, their 
motivations, and their tools due to three factors: firstly, the 
problem of attribution, secondly, the increasingly com plex 
threat landscape with blurred boundaries between different 
actors and between cybercrime, –espionage, and –attacks, 
and thirdly, the inconsistent reporting that emanates from  
a lack of commonly agreed-upon definitions.  

• The forecasted annual growth of the Dutch digital economy  
is promising. 

• The potential risk of cyber incidents for the Netherlands is 
rela tively high and is likely to increase due to the high costs 
of cybercrime and the proliferation of offensive cyber 
capabilities by states. This can damage the confidentiality, 
availability and integrity of information, thereby affecting 
decision-making and reducing trust in ICT systems. 

• Dutch ambitions of becoming the digital gateway to Europe 
as well as the potential annual growth of its digital 
economy demand a high level of trust and reliability in ICT 
systems. It remains to be seen if this is at all realistic given 
the current level of investment in cybersecurity, the digital 
economy and education. 

• This demands a more holistic whole-of-government and 
even whole-of-nation approach, such as a national digital 
cybersecurity investment plan that involves both the public 
and private sector. This would allow for strategic invest-
ments that incorporate security and privacy by design.  
In the case of education, a good starting point would be 
the setup of the Task Force Cyber Security Education, 
which the Cabinet set out to do in the NCSS 2.0 of 2013. 

• Besides its traditional diplomatic efforts on digital rights 
(i.e. pri vacy), capacity building and international peace and 
security, the Dutch government can engage in economic 
diplomacy, highlight ing the strengths and opportunities of 
the Dutch ICT sector, especially its growing cybersecurity 
sector and PPPs. 

CYBERSECURITY SPENDING

Figure 7 shows government cybersecurity spending over time 
as a percentage of its national GDP. This is limited to the publicly 
available budgets allocated to civilian and military cybersecurity. 
Some governments have started publicizing their budgets only 
recently, might disclose only parts of their budget, or may not 
specify exactly what it will cover. This holistic overview shows 
that the government of the Netherlands spends considerably 
less as a portion of its GDP compared to other countries.  
Taking into account the 1.5% loss of its national GDP to cyber-
crime, the Dutch government could consider investing more  
in cyber security – despite that it is the private sector that ends 
up covering most of these losses. It comes as no surprise that 
the U.S. is the top spender, considering its authoritative role  
in cybersecurity as well as its unparalleled military budget.

THE CYBERSECURITY MARKET

Global estimates for cybersecurity spending differ widely  
– reaching €69bn in 2015, and running up to €157bn by 2020.23  
The private cybersecurity market is currently the fastest growing 
sector in ICT and is estimated to grow at a compound annual 
growth rate of 9.8% from 2015 to 2020.24  The Dutch cyber-
security market is growing relatively quickly considering the 
nation’s size, with turnover from 2010 to 2014 increasing annually 
by 14.5%.25 The estimated total turnover for the Dutch cyber-
security market ranges between €0,4bn and €7,5bn.26 The private 
sector is often the first line of defense and plays an increasingly 
important role in detection, attribution and digital forensics.  
The cybersecurity insurance market is also considered one  
of the fastest growing insurance sectors, and is estimated to 
reach €7bn in annual sales by 2020, up from €2.3bn this year.27

CONCLUSIONS 

These events indicate that kinetic-equivalent cyberattacks are 
rapidly becoming the new normal. Behind this backdrop lies  
the concern that a catastrophic cyber-exchange between nation 
states could occur. Both bilateral and multilateral interstate 
discussions have attempted to address some of the risks 
involved. Nonetheless, most experts would contend that  
the situation is not improving.22 While this dire outlook is at  
least partially connected to the over all context and level of 
geopolitical tensions, there is a significant and wide spread 
concern that the ability of governments to proactively manage 
the threat of major conflict in cyberspace is hampered by  
three factors: firstly, the thorny issue of attributing cyberat tacks, 
secondly the dominance of the role of non-state actors in all 
aspects (attacker, victim, owner of ICT infrastructures) as well 
as the unclear relationships of all these actors with the govern-
ment, and thirdly the rapid development of the technology 
itself, which creates unanticipated future shocks (such as  
social media, but also the Internet of Things) that will have  
a significant impact on national security concerns.
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Image 8. GOVERNMENTAL CYBER SECURITY SPENDING: 
a cross-country comparison over time
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Figure 7: Government cybersecurity spending: a cross country comparison 

over time (2008-2020). Many countries did not openly share (parts of) their 

cybersecurity budgets, making it difficult to have a complete overview of their 

budgets. Due to the differences in national government structures and budget 

allocation, we mainly focused on the military cybersecurity budget and the 

budget allocated to national cybersecurity, but also includes other categories, 

such as law enforcement, provided it was made was publicly available.
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