
Michael Rosenberg
Website: https://mrosenberg.pub
Email: michael@mrosenberg.pub
Code: https://github.com/rozbb

I am an active open source software contributor, a Mozilla Rust enthusiast, and I have a deep passion for all things
security. I like to think on my feet and use the right tools for the job.

Education
University of Maryland (College Park, MD) aug 2019–
Ph.D. student
College of Math and Natural Sciences: Computer Science with Cryptography focus

University of Michigan (Ann Arbor, MI) sep 2015–dec 2018
Undergraduate, B.Sc., GPA 3.81
School of Literature, Science, and the Arts: Honors Mathematics Major, Linguistics Minor.

Recent Experience
Trail of Bits (New York, NY) jan–aug 2019
Cryptography Services Intern

• Contributed to the IETF specification for the Message Layer Security (MLS) end-to-end encrypted group messaging protocol
(https://datatracker.ietf.org/wg/mls/about/). Listed as official contributor on the specification.

• Developed a Rust implementation of theMLS protocol (https://github.com/trailofbits/molasses/). Wrote up the details
of and motivation for end-to-end encrypted group messaging on the Trail of Bits blog: https://blog.trailofbits.com/2019/
08/06/better-encrypted-group-chat/

• Developed a tool used to find unsafety in a Rust crate’s dependency graph and identify fruitful fuzzing targets
(https://github.com/trailofbits/siderophile/)

Cryptography Research@University of Michigan (Ann Arbor, MI) aug 2017–aug 2018
Researcher under Prof. Chris Peikert

• Significantly refactored Λ◦λ, a lattice cryptography library written in Haskell and C++ (https://github.com/cpeikert/Lol),
to be more mathematically correct while improving performance

• Updated example usages of Λ◦λ in symmetric-key homomorphic encryption, key-homomorphic pseudorandom functions, and
in publishing Search-RLWE challenge instances

NCCGroup (New York, NY) may–jul 2017
Cryptography Services Intern

• Participated in security & cryptography audits of clients’ software with codebases exceeding 4M lines of code
• Conducted research on the use of confidential transactions in cryptocurrencies. Written up as post on NCC’s Crypto Services
blog: https://cryptoservices.github.io/cryptography/2017/07/21/Sigs.html

Notable Projects and Awards
National Defense Science and Engineering Graduate (NDSEG) Fellowship sep 2019–sep 2021

Received for future work in Information Assurance and Cybersecurity

rust-hpke jan 2020–
An early implementation of the IETF’s HPKE hybrid encryption standard (https://datatracker.ietf.org/doc/
draft-irtf-cfrg-hpke/). HPKE is an ECIES-based public key encryption standard that is used in the Message Layer
Security (MLS) end-to-end encrypted group messaging protocol.

strobe-rs jun 2018–
An implementation of Mike Hamburg’s strobe protocol framework (https://strobe.sourceforge.io). The framework’s goal
is to facilitate the implementation of secure protocols for embedded devices using a small number of cryptographic primitives.

DudeCT Bencher jun 2017–aug 2017
A benchmarking framework for Rust that uses statistical methods to determine whether a given function’s runtime is dependent on
the function’s input. This has applications in timing side-channel attacks on cryptographic protocols.

Skills
Concepts: Cryptography, Code security auditing, Network infrastructure, Distributed systems
Programming Languages: C, C++, Python, Go, Rust, Lua, Haskell, Scheme, Java, Bash, Perl, LATEX
Spoken Languages: English, Spanish, Hebrew, German
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