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Unit-4 
Coding Standard and Guidelines 
Practice of coding style varies with organizations, operating systems and language of coding itself.  
The following coding elements may be defined under coding guidelines of an organization: 
 Naming conventions - This section defines how to name functions, variables, constants and global 

variables. 
 Indenting - This is the space left at the beginning of line, usually 2-8 whitespace or single tab. 
 Whitespace - It is generally omitted at the end of line. 
 Operators - Defines the rules of writing mathematical, assignment and logical operators. For example, 

assignment operator ‘=’ should have space before and after it, as in “x = 2”. 
 Control Structures - The rules of writing if-then-else, case-switch, while-until and for control flow 

statements solely and in nested fashion. 
 Line length and wrapping - Defines how many characters should be there in one line, mostly a line is 

80 characters long. Wrapping defines how a line should be wrapped, if is too long. 
 Functions - This defines how functions should be declared and invoked, with and without parameters. 
 Variables - This mentions how variables of different data types are declared and defined. 
 Comments - This is one of the important coding components, as the comments included in the code 

describe what the code actually does and all other associated descriptions. This section also helps 
creating help documentations for other developers. 
 

Programming style 
Programming style is set of coding rules followed by all the programmers to write the code. When multiple 
programmers work on the same software project, they frequently need to work with the program code written 
by some other developer. This becomes tedious or at times impossible, if all developers do not follow some 
standard programming style to code the program. 
An appropriate programming style includes using function and variable names relevant to the intended task, 
using well-placed indentation, commenting code for the convenience of reader and overall presentation of 
code. This makes the program code readable and understandable by all, which in turn makes debugging and 
error solving easier. Also, proper coding style helps ease the documentation and updating.  
 
Code Sharing 
Programming interfaces of present-day languages are very sophisticated and are equipped huge library 
functions. Still, to bring the cost down of end product, the organization management prefers to re-use the 
code, which was created earlier for some other software. There are huge issues faced by programmers for 
compatibility checks and deciding how much code to re-use. 
 

Code Review 

A code review is a process where two or more developers visually inspect a set of program code, typically, 
several times. The code can be a method, a class, or an entire program. The main code-review objectives are: 

1. Best Practice -A more efficient, less error-prone, or more elegant way to accomplish a given task. 
2. Error Detection -Discovering logical or transitional errors. 
3. Vulnerability Exposure -Identifying and averting common vulnerabilities like Cross-Site Scripting 

[XSS], Injection, Buffer Overflow, Excessive Disclosure, etc.  
4. Malware Discovery -This often-overlooked and very special code-review objective looks for 

segments of code that appear extraneous, questionable, or flat-out weird. The intent is to discover 
back doors, Trojans, and time bombs. In today’s world malevolent code is a very real threat and 
should not be overlooked, especially by Government agencies. 

 

 
Rapid Prototyping 
It is also called close-ended prototyping. Throwaway or Rapid Prototyping refers to the creation of a model 
that will eventually be discarded rather than becoming part of the final delivered software. After preliminary 
requirements gathering is accomplished, a simple working model of the system is constructed to visually show 
the users what their requirements may look like when they are implemented into a finished system.  
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Specialization 
Specialization learns to solve complex software engineering problems combining analysis, design, 
implementation and testing techniques and user interface engineering. Program Learning Outcomes:- 

 Evaluate design methodologies of hardware/software integration, networking and graphical user 
interface for software projects. 

 Develop and evaluate comprehensive software test plans at both the software module and the systems 
level. 

 Analyze and manage software configuration to ensure conformance to Total Quality Assurance 
standards. 

 Design and implement a user interface for a software system in order to maximize its usability.  
 
Construction 
Software construction is a software engineering discipline. It is the detailed creation of working meaningful 
software through a combination of coding, verification, unit testing, integration testing, and debugging. It is 
linked to all the other software engineering disciplines, most strongly to software design and software testing. 
 

Intelligent Software agents 
A software agent is a computer program that acts for a user or other program in a relationship of agency, which 
derives from the Latin agree (to do): an agreement to act on one's behalf. Such "action on behalf of" implies 
the authority to decide which, if any, action is appropriate. Agents are colloquially known as bots, from robot. 
Software Agents may be autonomous or work together with other agents or people. Software agents interacting 
with people (e.g. human-robot interaction environments) may possess human-like qualities such as natural 
language understanding and speech, personality. 
The term "agent" describes a software abstraction, an idea, or a concept, similar to OOP terms such as methods, 
functions, and objects. The concept of an agent provides a convenient and powerful way to describe a complex 
software entity that is capable of acting with a certain degree of autonomy in order to accomplish tasks on 
behalf of its host.  
 

Reuse Performance Improvement 
Two kinds of method can be adopted: either by keeping requirements same and adjusting components or by 
keeping components same and modifying requirements. 

 Requirement Specification - The functional and non-functional requirements are specified, which a 
software product must comply to, with the help of existing system, user input or both. 

 Design - This is also a standard SDLC process step, where requirements are defined in terms of 
software parlance. Basic architecture of system as a whole and its sub-systems are created. 

 Specify Components - By studying the software design, the designers segregate the entire system 
into smaller components or sub-systems. One complete software design turns into a collection of a 
huge set of components working together. 
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Fig:-4.1- Reuse Performance Improvement 

 
 Search Suitable Components - The software component repository is referred by designers to search 

for the matching component, on the basis of functionality and intended software requirements.. 
 Incorporate Components - All matched components are packed together to shape them as complete 

software. 
 

Debugging 
It is a systematic process of spotting and fixing the number of bugs, or defects, in a piece of software so that 
the software is behaving as expected. Debugging is harder for complex systems in particular when various 
subsystems are tightly coupled as changes in one system or interface may cause bugs to emerge in another. 
Debugging is a developer activity and effective debugging is very important before testing begins to increase 
the quality of the system. Debugging will not give confidence that the system meets its requirements 
completely but testing gives confidence. 
 

Software Testing Strategies: - 
Testing is a process rather than a single activity. This process starts from test planning then designing test 
cases, preparing for execution and evaluating status till the test closure. So, we can divide the activities within 
the fundamental test process into the following basic steps: 
 Planning and Control 
 Analysis and Design 

 Implementation and Execution 

 Evaluating exit criteria and Reporting 

 Test Closure activities 
 

1) Planning and Control: 
Test planning has following major tasks: 
a) To determine the scope and risks and identify the objectives of testing. 
b) To determine the test approach. 
c) To implement the test policy and/or the test strategy.  
d) To determine the required test resources like people, test environments, PCs, etc. 
e) To schedule test analysis and design tasks, test implementation, execution and evaluation. 

 
Test control has the following major tasks: 
 To measure and analyze the results of reviews and testing. 
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 To monitor and document progress, test coverage and exit criteria. 
 To provide information on testing. 
 To initiate corrective actions. 
 To make decisions. 

 
2) Analysis and Design: 

Test analysis and Test Design has the following major tasks: 
a) To review the test basis. (The test basis is the information we need in order to start the test analysis 

and create our own test cases. Basically, it’s a documentation on which test cases are based, such as 
requirements, design specifications, product risk analysis, architecture and interfaces. We can use the 
test basis documents to understand what the system should do once built.) 

b) To identify test conditions. 
c) To design the tests. 
d) To evaluate testability of the requirements and system. 
e) To design the test environment set-up and identify and required infrastructure and tools. 

 
3) Implementation and Execution: 
During test implementation and execution, we take the test conditions into test cases and procedures and other 
test ware such as scripts for automation, the test environment and any other test infrastructure. (Test cases are 
a set of conditions under which a tester will determine whether an application is working correctly or not.) 

(Test ware is a term for all utilities that serve in combination for testing software like scripts, the test 
environment and any other test infrastructure for later reuse.) 
 
Test execution has the following major task: 

 To execute test suites and individual test cases following the test procedures. 
 To re-execute the tests that previously failed in order to confirm a fix. This is known as confirmation 

testing or Re-testing. 
 
4) Evaluating Exit criteria and Reporting: 
Based on the risk assessment of the project we will set the criteria for each test level against which we will 
measure the “enough testing”. These criteria vary from project to project and are known as exit criteria. 
Exit criteria come into picture, when: 

 Maximum test cases are executed with certain pass percentage. 
 Bug rate falls below certain level. 
 When achieved the deadlines. 

 
Evaluating exit criteria has the following major tasks: 

 To check the test logs against the exit criteria specified in test planning. 
 To assess if more test is needed or if the exit criteria specified should be changed. 
 To write a test summary report for stakeholders. 

 

5) Test Closure activities: 
Test closure activities are done when software is delivered. The testing can be closed for the other reasons also 
like: 

 When all the information has been gathered which are needed for the testing. 
 When a project is canceled. 
 When some target is achieved. 
 When a maintenance release or update is done. 

 

Test closure activities have the following major tasks: 
a) To check which planned deliverables are actually delivered and to ensure that all incident reports have been 

resolved. 
b) To finalize and archive test ware such as scripts, test environments, etc. for later reuse. 
c) To handover the test ware to the maintenance organization. They will give support to the software. 
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d) To evaluate how the testing went and learn lessons for future releases and projects. 
 
Strategic Issues 
• Specify product requirements in a quantifiable manner before testing starts. 
• Specify testing objectives explicitly. 
• Identify categories of users for the software and develop a profile for each. 
• Develop a test plan that emphasizes rapid cycle testing. 
• Build robust software that is designed to test itself. 
• Use effective formal reviews as a filter prior to testing. 
• Conduct formal technical reviews to assess the test strategy and test cases. 
• Develop a continuous improvement approach for the testing process. 
 

Verification & Validation: 
These two terms are very confusing for most people, who use them interchangeably. The following table 
highlights the differences between verification and validation. 

S.N. Verification Validation 

1 Verification addresses the concern: "Are 
you building it right?" 

Validation addresses the concern: “Are you 
building the right thing?" 

2 

Ensures that the software system meets all 
the functionality. 

Ensures that the functionalities meet the intended 
behavior. 

3 

Verification takes place first and includes 

the checking for documentation, code, etc. 
Validation occurs after verification and mainly 
involves the checking of the overall product. 

4 Done by developers. Done by testers. 
5 

It has static activities, as it includes 
collecting reviews, walkthroughs, and 
inspections to verify software. 

It has dynamic activities, as it includes executing 
the software against the requirements. 

6 It is an objective process and no subjective 
decision should be needed to verify 
software. 

It is a subjective process and involves subjective 
decisions on how well a software works. 

 
Test Plan: - 
A Software Test Plan is a document describing the testing scope and activities. It is the basis for formally 
testing any software/product in a project. Test planning, the most important activity to ensure that there is 
initially a list of tasks and milestones in a baseline plan to track the progress of the project. It also defines the 
size of the test effort. 
 

S.No. Parameter Description 

1. Test plan identifier Unique identifying reference. 
2. Testing Process In this section various phases of testing process are described. 
3. Test items A test item is a software item that is the application under test. 
4. Features to be tested A feature that needs to tested on the test ware. 

5. 
Features not to be 
tested Identify the features and the reasons for not including as part of testing. 

6. Approach Details about the overall approach to testing. 
7. Item pass/fail criteria Documented whether a software item has passed or failed its test. 

8. Test deliverables 

The deliverables that are delivered as part of the testing process, such as 
test plans, test specifications and test summary reports. 
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9. Testing tasks All tasks for planning and executing the testing. 

10. Environmental needs 

Defining the environmental requirements such as hardware, software, OS, 
network configurations, tools required. 

 

TEST TECHNIQUES: -   
White Box Testing 

White box testing is a testing technique that examines the program structure and derives test data from the 
program logic/code. The other names of glass box testing are clear box testing, open box testing, logic driven 
testing or path driven testing or structural testing. 
 
White Box Testing Techniques: 

 Statement Coverage - This technique is aimed at exercising all programming statements with minimal 
tests. 

 Branch Coverage - This technique is running a series of tests to ensure that all branches are tested at 
least once. 

 Path Coverage - This technique corresponds to testing all possible paths which means that each 
statement and branch is covered. 

 
Advantages of White Box Testing: 

 Forces test developer to reason carefully about implementation. 
 Reveals errors in "hidden" code. 
 Spots the Dead Code or other issues with respect to best programming practices. 

 
Disadvantages of White Box Testing: 

 Expensive as one has to spend both time and money to perform white box testing. 
 Every possibility that few lines of code are missed accidentally. 
 In-depth knowledge about the programming language is necessary to perform white box testing. 

Black box Testing: 
Black-box testing is a method of software testing that examines the functionality of an application based on 
the specifications. It is also known as Specifications based testing. Independent Testing Team usually performs 
this type of testing during the software testing life cycle. 
This method of test can be applied to each and every level of software testing such as unit, integration, system 
and acceptance testing. 
Behavioral Testing Techniques: 
There are different techniques involved in Black Box testing. 
 Equivalence Class 

 Boundary Value Analysis 

 Domain Tests 

 Orthogonal Arrays 

 Decision Tables 

 State Models 

 Exploratory Testing 

 All-pairs testing 

Black box testing treats the system as a “black-box”, so it doesn’t explicitly use Knowledge of the internal 
structure or code. Or in other words the Test engineer need not know the internal working of the “Black box” 
or application. 
Tools used for Black Box testing: 
Black box testing tools are mainly record and playback tools. These tools are used for regression testing that 
to check whether new build has created any bug in previous working application functionality. These record 
and playback tools records test cases in the form of some scripts like TSL, VB script, Java script, Perl. 
 
Advantages of Black Box Testing 

o Tester can be non-technical. 
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o Used to verify contradictions in actual system and the specifications. 
o Test cases can be designed as soon as the functional specifications are complete. 

 

Disadvantages of Black Box Testing 

o The test inputs need to be from large sample space. 
o It is difficult to identify all possible inputs in limited testing time. So, writing test cases is slow and 

difficult. 
o Chances of having unidentified paths during this testing. 

 

Unit Testing 
Unit testing is a level of software testing where individual units/ components of a software are tested. The 
purpose is to validate that each unit of the software performs as designed. A unit is the smallest testable part 
of software. It usually has one or a few inputs and usually a single output. In procedural programming a unit 
may be an individual program, function, procedure, etc. 
 
Limitations of Unit Testing: 
Testing cannot catch each and every bug in an application. It is impossible to evaluate every execution path in 
every software application. The same is the case with unit testing. 
There is a limit to the number of scenarios and test data that a developer can use to verify a source code. After 
having exhausted all the options, there is no choice but to stop unit testing and merge the code segment with 
other units. 
 

Integration Testing 
Integration Testing is a level of software testing where individual units are combined and tested as a group. 
The purpose of this level of testing is to expose faults in the interaction between integrated units. 
Integration testing is defined as the testing of combined parts of an application to determine if they function 
correctly. Integration testing can be done in two ways: Bottom-up integration testing and Top-down integration 
testing. 
 

Types of Integration testing: 
There are two types of integration testing: 
1. Incremental Integration Testing 

2. Non Incremental Integration Testing 

 
1. Incremental Integration testing: 
Whenever there is clear relationship between modules then we go for Incremental Integration Testing. 
Incremental Integration testing is of two types: 

a) Top down Incremental Integration Testing: 
In this type of testing add the modules one by one from top to bottom and check the data flow in the 
same order. 

 

b) Bottom up Incremental Integration Testing: 
In this type of testing add the modules one by one from bottom to up and check the data flow in the same 
order. 

 

2. Non Incremental Integration Testing: 
This testing occurs whenever we don’t have clear relationship between the modules. This type of testing is 
also known as Big Bang method. In these cases we create the data in one module and bang on all other 
modules and check for the data flow. Hence it is known as Big Bang Method. 

 
System Testing Test case design 

System testing tests the system as a whole. Once all the components are integrated, the application as a whole 
is tested rigorously to see that it meets the specified Quality Standards. This type of testing is performed by a 
specialized testing team. 
System testing is important because of the following reasons: 
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 System testing is the first step in the Software Development Life Cycle, where the application is tested 
as a whole. 

 The application is tested thoroughly to verify that it meets the functional and technical specifications. 
 The application is tested in an environment that is very close to the production environment where the 

application will be deployed. 
 System testing enables us to test, verify, and validate both the business requirements as well as the 

application architecture. 
 
System Testing: -It is a black box testing technique performed to evaluate the complete system the system's 
compliance against specified requirements. In System testing, the functionalities of the system are tested from 
an end-to-end perspective. 
System Testing is usually carried out by a team that is independent of the development team in order to 
measure the quality of the system unbiased. It includes both functional and Non-Functional testing. The fig.-
4.2 is shown as:- 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Fig:-4.2-System Testing 
Acceptance Testing 

When the software is ready to hand over to the customer it has to go through last phase of testing where it is 
tested for user-interaction and response. This is important because even if the software matches all user 
requirements and if user does not like the way it appears or works, it may be rejected. 

 Alpha testing - The team of developer themselves perform alpha testing by using the system as if it 
is being used in work environment. They try to find out how user would react to some action in 
software and how the system should respond to inputs. 

 Beta testing - After the software is tested internally, it is handed over to the users to use it under their 
production environment only for testing purpose. This is not as yet the delivered product. Developers 
expect that users at this stage will bring minute problems, which were skipped to attend. 

 

Maintenance Activities 
IEEE provides a framework for sequential maintenance process activities. It can be used in iterative manner 
and can be extended so that customized items and processes can be included. The fig.-4.3 is shown as:- 
These activities go hand-in-hand with each of the following phase: 

 Identification & Tracing - It involves activities pertaining to identification of requirement of 
modification or maintenance. It is generated by user or system may itself report via logs or error 
messages. Here, the maintenance type is classified also. 

Performance 

Scalability 

Stress 

Load and Stability 

Reliability 

Regression 

System Test Types 
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 Analysis - The modification is analyzed for its impact on the system including safety and security 
implications. If probable impact is severe, alternative solution is looked for. A set of required 
modifications is then materialized into requirement specifications. The cost of 
modification/maintenance is analyzed and estimation is concluded. 

 Design - New modules, which need to be replaced or modified, are designed against requirement 
specifications set in the previous stage. Test cases are created for validation and verification. 

 Implementation - The new modules are coded with the help of structured design created in the design 
step. Every programmer is expected to do unit testing in parallel. 

 System Testing - Integration testing is done among newly created modules. Integration testing is also 
carried out between new modules and the system. Finally the system is tested as a whole, following 
regressive testing procedures. 

 

 
 

Fig:-4.3- Maintenance Activities 
 Acceptance Testing - After testing the system internally, it is tested for acceptance with the help of 

users. If at this state, user complaints some issues they are addressed or noted to address in next 
iteration. 

 Delivery - After acceptance test, the system is deployed all over the organization either by small 
update package or fresh installation of the system. The final testing takes place at client end after the 
software is delivered. 
Training facility is provided if required, in addition to the hard copy of user manual.  

Maintenance management - Configuration management is an essential part of system maintenance. It is 
aided with version control tools to control versions, semi-version or patch management. 
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