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This eBook helps you get the best out of RDS for remote application delivery, 
on-premises, or in the cloud.
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INTRODUCTION
In today's time, every organization requires access to the cloud, 
virtualization, and containerization. Remote Desktop Services (RDS), 
formerly known as Terminal Services, is an advanced platform businesses 
use to meet their virtualization and cloud requirements. It allows users to 
set up and virtualize applications and access mobile and desktops from 
the cloud on a secured network. Organizations get the advantage of 
cost-efficiency, flexibility, and extensibility by using RDS.
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What are
Remote Desktop Licenses?
If you need to increase your server capabilities beyond a local area 
network, the Microsoft Remote Desktop CAL is the best solution. Remote 
desktop CAL is not a software product but a license that unlocks the ability 
of devices/users to access the central server. So even if you are not in town, 
you can still perform your work from anywhere. They are an add-on to 
Microsoft Windows Server. Having them allows remote users to get more 
done for their personal use, small business, and 
enterprises that want to exploit the modern 
cloud capabilities. 

Remote desktop licensing is necessary 
for organizations with users working away 
from the local network. By purchasing 
remote desktop user CALs, you can add 
as many remote users as you want to your 
existing server.
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Remote Desktop Server
Architecture : An overview
Remote Desktop Server Architecture consists of multiple components. They 
are:

Any User or Device connecting to a Remote Desktop Session Host requires 
a Remote Desktop CAL. The Host server decides whether an RDS CAL is 
required when you connect to an RD Session Host. The Session Host server 
then sends a request to the RD license server for an RDS CAL. If a CAL is 
available from a license server, it is issued to the client, allowing access to 
the Host server and any desktop or programs utilized. Local client licensing 
is nearly equivalent to the RDS CAL scheme.

Server component- It is called the RDS or Terminal Server.

RD Gateway- The Remote Desktop Service Gateway is used to tunnel 
the RDP session. It connects authenticated users to virtual desktops and 
apps.

Remote Desktop Connection Broker- It is used to connect users to 
existing virtual desktops and apps.

Remote Desktop Session Host- Its job is to host RemoteApp programs 
as session desktops.

Remote Desktop Web Access- Enables users to connect to server 
resources using a web browser.

Remote Desktop License Server- Virtually handles the RDS Client Access 
Licenses (CALs) for client devices to connect to the RD session host.
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How does
Remote Desktop Service licensing work?
RDS is a server role assigned to windows server 2008 R2 and above 
versions. It gives the users a virtual identification experience while 
sitting at their desks from anywhere. It is like working on a virtual PC 
because all the applications and files get managed over a cloud 
environment. So through a web portal or RD client application, you 
can connect to the host RDS server. With a Remote Desktop Session 
Host (RDSH), a Windows Server user can gain access to a remote 
machine through a network connection. The RD Session Host 
Servers can be customized and provide specific applications, 
depending on the user's need. RDSH enables to get remote 
access privileges and even access software through a 
device that is otherwise not supported by them.

Any user must obtain additional licenses requiring 
complete access to RDS. For every user or device, a 
Client Access License 
(CAL) is required to 
connect to a 
Remote Desktop 
Session Host 
Server. CAL is a 
key that allows users to enter 
a remote desktop connection. 
Organizations can choose from different types of licenses 
available, depending on their requirements. This license plays an essential 
role in setting up a virtualized environment for a business.



www.directdeals.com

Understanding
the RDS CAL model
All client devices require a Remote Desktop Service Client Access License 
(RDS CAL) to access server resources. When clients connect to the server 
using the RDP protocol, the server determines whether the client requires an 
RDS CAL. The server then contacts the Remote Desktop License Server on 
behalf of the client device connecting to the RDSH and seeks a CAL. The 
relevant CAL (user or device Cals) is obtained from the licensing server and 
supplied to the client device, after which the connection gets activated. 
The RD licensing service installs and manages these CALs on the RD license 
server. There should be at least one RD license server in your network, 
regardless of the size of your RDS deployment.

Choosing the Per Device model will issue a temporary license that connects 
the device to the RD Session Host for the first time. The second time the 
device connects, the client is given a permanent RDS Device CAL.

RDS CALs are available in two types:

It is physically assigned to each 
device.

They are tracked and enforced 
by the license server.

Can be followed regardless of 
Active Directory membership.

Temporary CALs are valid for 
50-90 days.

CALs cannot be overallocated.

RDS per-device CALs
RDS per user CALs

Per Device
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Here, the licensing is not enforced, and each user is issued a license to 
connect to an RD Session Host from any number of devices. The server 
issues licenses from the available CAL pool or the Over-Used CAL pool. 

Before buying these CALs, users (small-mid-sized to large 
organizations)should determine the maximum number of simultaneous 
remote sessions required for your business. Small networks can have both 
the licensing service and RDSH on the same server. But, for large 
organizations, deployments need to be installed on separate servers.

It is assigned to a user in Active 
Directory.

Can be tracked but not enforced 
by the server.

Cannot be tracked within a 
workgroup.

Temporary CALs are not 
available.

They can be overallocated.

Per User
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RDS CAL and RD
Session Host versions compatibility 
Your users' or devices' RDS CALs must be compatible with the version of the 
Windows Server you want to connect. Notably, RDS CALs for previous 
versions of Windows Server cannot be used to access later versions of 
Windows Server. In contrast, RDS CALs of later versions can be used to 
access earlier versions of Windows Server. 

For example, connecting to a Windows Server 2016 RD Session Host requires 
an RDS 2016 CAL or higher, but linking to a Windows Server 2012 R2 RD 
Session Host requires an RDS 2012 CAL or higher.

RDS 2008 R2 and earlier
CAL

2008, 2008 R2 session
host

2012 session host

2012 R2 session host

2016 session host

2019 session host

2022 session host

RDS 2012
CAL

RDS 2016
CAL

RDS 2019
CAL

RDS 2022
CAL

Yes Yes Yes Yes Yes

No Yes Yes Yes Yes

No Yes Yes Yes Yes

No No Yes Yes Yes

No No No Yes Yes

No No No No Yes
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RDS CAL and
license server versions compatibility
Your RDS CAL must be installed on an RD licensing compliant server. All 
earlier versions of Remote Desktop Services and the current version of 
Remote Desktop Services can be hosted on any RDS licensing server. 

For example, A Windows Server 2016 RDS license server can host licenses 
from all prior RDS versions. In contrast, a Windows Server 2012 R2 RDS 
license server can only host licenses compatible with Windows Server 2012 
R2.

RDS 2008 R2 and earlier
CAL

2008, 2008 R2 license
server

2012 license server

2012 R2 license server

2016 license server 

2019 license server 

2022 license server 

RDS 2012
CAL

RDS 2016
CAL

RDS 2019
CAL

RDS 2022
CAL

Yes No No No No

No No No

No No No

Yes Yes

Yes Yes

Yes Yes Yes No No

Yes Yes Yes Yes

Yes Yes Yes Yes

No

Yes
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Challenges that businesses confront
while implementing the RDS include:
RDS is the first choice for many firms that still use Windows as their primary 
operating system. However, many people find the difficulty of setting up 
these services to be a strict limitation.

First, multiple components must be set up, configured, and managed 
continuously, which requires help from experts or technical skills.

Second, enterprises face financial hardship while obtaining RDS CALs. 
Businesses require App-V CALs in addition to standard CALs to utilize 
application virtualization. Purchasing and managing CALs is a difficult task.

Third, RDS environments support a restricted number of platforms, limiting 
enterprises' ability to add new client devices.

Many small and mid-sized businesses (SMBs) ask if they need RDS? There is 
a thought that RDS is used for enterprises with heavy workloads and 
applications. But this is not true, and RDS can benefit organizations of all 
sizes. Let us explore these in detail below:

Small and mid-sized businesses can support employees to work from 
home. RDS provides employees access from anywhere and does not let 
their productivity get affected. A company saves the cost of installing and 
upgrading devices as employees can access software and applications 
with RDS effortlessly. It is an easy-to-manage IT solution that comes with 
protection for their information. It enables you to get better insights and 
make better decisions. Employees can increase their productivity with this 
advanced and robust service.

Where exactly is RDS used?

Small and Mid-sized Business



Big companies benefit from the RDS to access the company data, which 
helps them maintain- business integrity and data protection. It gives 
employees a reason to work while maintaining a productive balance 
consistently. Likewise, multi-factor authentication saves your organization 
from cyber risks and financial uncertainties. It also helps protect 
mission-critical database apps because the 
company data remains on the server at all times. 
It maintains tighter security as the databases 
do not download on the user's device. Thus, 
saving device storage and internet data pack 
for people with slow internet connections.

Enterprises

Employees that work from home, hot desking, or 
traveling around also find it easy to work with 
remote desktop services. They need not 
worry about searching the files they 
were working on some other devices. 
Employees can access documents by 
utilizing the shared resources on a 
shared network. RDS does not 
download databases on the user's 
device but works like a virtual 
desktop. It is also 
bandwidth-efficient, not taking 
time or space to download 
unnecessary documents. So users 
can easily manage the accounting 
practices, CRM, and file services, 
promoting collaboration to different 
teams and locations.

Employees
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In this technologically advanced world, students must access all the 
available resources, even if they are on campus or not. RDS allows 
students to connect remotely to on-campus computers and access the 
resources when required. It keeps their data secured and protects against 
threats. With the customization available in RDS, the Institutes can provide 
them with the specific applications they need for their courses.

Education sector

RDS gives a significant advantage to the IT pros to efficiently deploy 
software programs in the cloud environment. It is also helpful for the IT 
department to install applications on a central server instead of multiple 
computers. In both cases, users can easily upgrade and maintain software 
apps as it is hosted essentially on the server and not the physical 
computer. From heavy applications that require a lot of storage to 
cost-efficient software, RDS gives users a great platform to work on. You 
just need to have the correct RDS editions, and you are good to go.

A worldwide need is prompting many companies to further the scope of 
RDS and equip cloud resources. This move is towards remote work that 
stands at the time of pandemic or any economic crisis. DirectDeals 
understand the urgency for business to undergo digital transformation 
with tighter security. Our specialist can take you through this 
transformation journey to the cloud and enable remote access and 
secure services. We ensure that our customers don’t overspend. Thus, 
providing an affordable means for people to shop. We strive to ensure our 
customers are 100% satisfied with our products and support. Still not sure? 
Reach out to our contact number to know more about bulk orders.

IT department / IT pros
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DirectDeals was founded in 1999 as a service-disabled 
veteran-owned business. We are a proud participant of 
Microsoft Partner Network and Certified Solution 
Partner(CSP). As a Microsoft Certified Provider, our 
mission is to work towards selling software products at 
the best and competitive rates. Over the past 23 years, 
we have transformed into the focused leader in software 
and electronics. We share the same passion to build an IT 
infrastructure with innovative technology and 
post-delivery support.
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