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ABSTRACT 

 The rapidly expanding capabilities of modern smartphones now enable the creation of 

new classes of applications for health, wellness, and entertainment.  Data collected from on-

board sensors, web services, social media and external biosensors can be integrated to determine 

the context of the device, user, and environment. These combined contexts allow the device to 

achieve a new level of awareness of the user and surroundings, thereby enabling the creation of 

rich, biologically driven applications.  

 This thesis introduces ContextProvider, which stores collected and derived context and 

offers a unified, query-able interface for all contextual data on the device.  Unlike other context-

based frameworks, ContextProvider offers interactive user feedback, self-adaptive sensor 

polling, and minimal reliance on third-party infrastructure.  ContextProvider also allows for rapid 

development of new context and bio-aware applications.  

 Through its design, implementation, and evaluation on the Android platform, 

ContextProvider has demonstrated the possibility of incorporating new monitoring sensors with 

fewer than 100 lines of Java code per sensor.  With adaptive sensor monitoring, power 

consumption per active sensor can be reduced down to 1% overhead.  Finally, with the use of 

context, accuracy of data interpretation can be improved by up to 80%. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Motivation 

Smartphones and mobile computing are becoming ubiquitous.  Over 1.3 billion mobile 

devices are sold annually and almost 20% of these are smartphones [30].  More notable, the sales 

of smartphones are increasing at almost 100% per year [31].  This sales volume is projected to 

eclipse global PC sales by 2012 [32], and smartphones will be a trillion dollar industry by 2014 

[30].   

These new mobile devices are equipped with a growing collection of on-device sensors, 

with diverse abilities for detecting GPS positions, directional accelerations, rotational vectors, 

device proximities, temperatures, ambient light conditions, etc.  Collectively, these sensors 

provide a new level of contextual awareness, and enable the creation of novel applications in 

health, wellness, and entertainment.  With their on-board sensors, web services, social media, 

and external biosensors, smartphones can offer context-rich hints to guide application behaviors.  

This work presents ContextProvider, a new framework for integrating contextual data 

streams collected from smartphones.  The ContextProvider framework provides a unified, query-

able interface to all contextual data on a smartphone device. 

1.2 Research Questions 

While this thesis explores multiple subjects and disciplines, its aim is to answer the 

following research questions: 

Can user contexts and surroundings be determined automatically on a mobile system 

using the device’s on-board and external sensors, web services, and social media?  

Can the system utilize an open and generic mobile platform to provide extensibility for 

new sensors and contexts, while minimizing power and storage overhead?  

What new context and bio-aware applications can be created from an extensible interface 

to this contextual data? 
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1.3 Context and Context Awareness Defined 

Context is that which surrounds us and provides meaning to something else. For example, 

factors such as location, movement, ambient light and sound conditions, and even social 

situations can provide contextual clues to human interactions.  The depth of human 

communication and interaction can be attributed in part to this notion of context.  As our 

interactions with computers become increasingly mobile, the context in which we interact is 

becoming increasingly important.  Through the use of sensors that detect the local environment, 

infrastructure, and physical conditions surrounding the user, the system is able to present the user 

with different experiences for different situations.  In brief, the use of additional contextual 

information can help increase the communication bandwidth between users and computing 

systems.  

Since the birth of context computing two decades ago [1, 2], context awareness has made 

many advancements.  Early context-aware systems lacked sufficient on-device sensors for 

significant context prediction.  The limited computing power of the devices also necessitated the 

use of external processing to analyze and classify contextual data.  However, the proliferation of 

ubiquitous computing and the advancements in power efficiency and miniaturization of sensors 

have now made possible the creation of a standalone context-aware system. 

1.4 The Usefulness of Context Awareness 

Context itself can be understood as the supplementary information of surroundings, 

activity, and how it relates the user and a device.  The primary purposes of this contextualization 

are to disambiguate scenarios and guide system automation.  For instance, context can optimize 

searching with localized and situational heuristics, or it can prevent/delay notifications in unsafe 

and improper situations.  It allows systems to act autonomously and to respond with initiatives to 

situational factors.  Successful utilization of contextual data requires an understanding of both 

the contexts themselves, as well as specific application scenarios for these data, in order to 

provide benefit. 

Context and context awareness offer benefits to multiple industries.  For medicine and 

healthcare, context can assist in the interpretation of data obtained from monitoring systems.  For 

media and advertising, context can filter advertisements based on context.  Context can also be 
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used to enhance security and to provide environmental and situational awareness for law 

enforcement. 

1.5 Problems with Existing Approaches 

Prior to the introduction of context awareness, user interaction with systems was largely 

one-dimensional.  The mechanical interactions of the user with the device were unable to 

incorporate information about the manner in which the user was interacting with the system.  

This observation prompted the creation of many new context-aware systems.  While these 

systems have met with various levels of success, most are specialized and limited to operation in 

primary care facilities, workplaces, or other establishments [1, 6, 7, 10, 24].  In many cases, these 

systems also rely on vendor-specific hardware, software, or third-party infrastructure [5-8, 10, 

24].  

Many systems also do not easily extend to support new hardware and software [5, 7].  In 

general, these systems tend not to provide an extensible interface for new applications, and they 

limit the use of context to the original application.  Furthermore, many systems do not 

incorporate user interactions into context-awareness detection [6, 9, 10].  The few systems that 

do provide such interactivity rely on external processing, which hinders effective use of the 

context for other purposes, such as self control of the sensor-collection rates and states, or 

responding to emergency conditions.  

Finally, most systems provide limited evaluation data, such as the power and storage 

overheads, needed for practical deployment.   

1.6 Introducing ContextProvider 

ContextProvider is an extensible, user-interactive, open, efficient, context-aware mobile 

framework, which can fuse data from embedded sensors, web services, and external monitors. 

ContextProvider provides benefits across a diverse spectrum of tasks.  For medical 

monitoring applications, ContextProvider provides the short-term information needed by users 

and caregivers to provide real time reaction to, or even prevention of life-threatening events.  It 

also provides the long-term information needed by healthcare providers for making lifestyle and 

medication recommendations.   

ContextProvider also offers benefits in the marketing industry, by promoting a new 

generation of context-driven advertising media.  The extensibility of the ContextProvider allows 
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development of context-aware applications and combining data from multiple sensors into 

creative new applications, such as TempoTrainer, a heart-rate driven music recommendation 

system. 

ContextProvider can be tailored to the individual, providing customizable thresholds, 

contextual response, and the ability to integrate additional sensors.  In combination, these 

benefits will afford the user more independence and a higher quality of life. 

  



5 
 

CHAPTER TWO 

BACKGROUND AND EXISTING APPROACHES 

2.1 Sensor Fusion 

Many concepts within the ContextProvider have origins in sensor fusion, which combines 

data streams from multiple sensors to form data streams with higher-level semantics.  These are 

derived into more generalized constructs called soft or virtual sensors.  The virtual sensors can 

then be further merged into even more generalized sensors.  Continually, higher-level 

information will be developed as more soft sensors are merged.  This not only results in more 

useful information, but it also helps to improve storage overhead efficiency. With more 

generalized information, less data storage is required.   

Soft sensors and sensor fusion can also help to improve sensor collection accuracy. 

Often, individual data points collected from sensors contain an inherent amount of Gaussian 

noise.  The data fusion process can help smooth out this noise.  

An example of on-device sensor fusion is location triangulation. Rather than relying on 

GPS alone or cellular network-based location triangulation, the system instead combines both 

methods to determine location.  The on-board magnetometers also help by providing orientation 

information from the Earth’s magnetic field.  Thus, when GPS satellite signals are unavailable, 

the system can determine generalized vicinity from the network-based method and provide that 

information immediately for use by the system.  Once the GPS receiver is again able to detect 

satellite signals, the device can then provide this more accurate location to the system. 

The use of sensor fusion can further aggregate and consolidate data into a central 

location.  ContextProvider is a natural extension of this concept and lends itself as a unified 

repository for context information.  The context can be thought of as a fusion of all possible 

sensors and services available to the device. 

2.2 Medical Monitoring 

Personal health-monitoring systems have historically relied on sensors connected to some 

type of external storage.  If analysis of data collected from the biosensors is required, the data is 

uploaded to a computer for processing.  While some newer systems have ventured into the 

mobile computing realm (e.g., cell phones), most systems lack interactivity [10].  The lack of 
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online feedback misses critical opportunities for users to help disambiguate collected data.  Other 

monitoring services require third-party support for storage and processing and impose 

deployment restrictions. 

2.2.1 Wireless Body-area Networks 

Wireless body-area networks are intended to be composed of sensors, actuators, and a 

wireless personal device [27].  The sensors collect data (accelerometer, heart rate, etc.), whereas 

the actuators perform operations (dispense medicine, release insulin, etc.).  Both communicate 

with a personal device for more complex operations.  However, the recent focus has been on 

system architecture and service platforms for extra-body communication [28].  The larger 

challenges revolve around how to engage patients in a dialog about their health, and how to 

simplify management of chronic care by patients themselves [29].  

2.2.2 m-Health 

The MobiHealth system has introduced a way to transmit vital signals to healthcare 

providers over public wireless networks.  This system relies mostly on an m-health platform that 

connects medical professionals with end users [6, 10, 24].  The use of third-party monitoring 

services may be problematic due to the lack of bandwidth and coverage in the current network. 

The high power consumption required for wireless transmission of large data files also highlights 

the need for data processing on the mobile device itself whenever possible. 

2.2.3 Fitness 

The fitness industry has also adopted personal monitoring systems that track weight [12, 

13] and physical activity levels [14].  Numerous devices have been created that use 

accelerometers as pedometers or that use wristwatch-like devices to display heart rate.  Several 

of these systems operate with an external personal device for storage, additional processing, user 

inputs, and other communication. 

2.3 Context-aware Systems 

One feature shared by these mentioned medical monitoring systems is a general lack of 

availability of context-based information.  Unfortunately, without this information, a monitoring 

system will be unable to discern normal activities that result in biological response (e.g., 

increased heart rate due to exercise) from those requiring immediate medical assistance (e.g., 
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increased heart rate due to fibrillation).   This observation motivates the incorporation of context 

awareness in these types of monitoring systems. 

2.3.1 External Context Processing 

Several context-aware systems have been developed.  Some systems have developed 

supporting supervised learning algorithms.  For example, the systems presented in [5, 8] uses 

Bayesian methods to derive higher-level constructs.  However, these systems require external 

processing, and thus limit the utility of the context and the opportunity to interact with the user. 

2.3.2 Industry-specific Context-aware Systems 

Most existing context-aware systems are not designed for general-purpose context 

detection.  The system presented in [7] provides context-mediated social awareness, but is 

limited to primary care facilities.  The system in [6] moves away from the hospital environment, 

but still relies on the healthcare provider for making decisions.  

2.3.3 Lack of Extensibility and Evaluation 

Many context-aware systems cannot be easily extended [5, 7]; the gathered context is 

typically limited to the original context types as well as sensor gathering methods and hardware. 

Many such systems also do not address the associated power and storage overheads [5-9].  Since 

these systems are deployed on devices with limited battery capacity, these overheads translate to 

the difference between a concept model and a practical, deployable system. 

Platform 
Independence 

User 
Feedback 

Minimal 
External 
Support Extensibility 

Characterized 
Power and Storage 
Overheads 

Mobile Sync: Life Logging 
& High Level Context [5] 
Context-aware Health 
Monitoring System [6] 
SPL for Mobile and 
Context-aware Apps  [9]   
SenSay: Wearable Sensory 
Array [8]   
AWARE: Context-mediated 
Social Awareness [7]  
ContextProvider     

Table 2.1: Existing Context-aware Systems. 
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Table 2.1 summarizes the difference between ContextProvider and existing context-

aware systems.  ContextProvider is designed to provide the interactivity, feedback, and 

extensibility missing from these systems.  The system does not require specialized hardware or 

infrastructure, and fully quantifies the incurred power and storage overhead. 
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CHAPTER THREE 

DESIGN 

3.1 Overview 

ContextProvider is a framework that collects, analyzes, and archives the daily context 

extracted from on-device sensors, web services, and social media.  ContextProvider inserts itself 

as a layer between underlying sensors and various applications (Figure 3.1).  It consists of an 

online supervised context-learning component, an adaptive-frequency polling module, a long-

term data repository, the capability to offload analyses for less time-sensitive data trends, a 

graphical user interface for user feedback and configurations, and context-aware medical 

applications.   

 

Figure 3.1: ContextProvider System Architecture. 
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ContextProvider categorizes events based on the current state and patterns of biological 

and environmental sensors.  With the rapidly advancing capabilities of modern smartphones, data 

can be processed and analyzed locally, to alleviate network bandwidth overhead [15].  This 

approach not only saves power, but provides the capability for online interactions with the user, 

and the feedback can be used to fine-tune system behaviors.  Furthermore, performing analyses 

locally on the mobile device significantly reduces dependency on third-party services. 

3.2 User Interface 

In general, user interactions with the ContextProvider occur through context-aware 

applications, which, in turn, interact with the ContextProvider.  The ContextProvider drives these 

applications using collected and derived contextual data. 

 ContextProvider does, however, provide a direct interface, which allows the user to view 

the current contexts and export them as desired.  In addition, this enables a consistent application 

entry point for all configuration, administration, and customization.  

3.3 Adaptive Context Monitoring 

One inherent challenge in the use of smartphones for continuous monitoring is the 

efficient use of battery power.  Currently, high-frequency polling is the default method for 

acquiring data from the external and on device sensors.  Given that context detection of 

movement of the user requires a sampling rate in the range of 20 Hz, sustaining this rate for a 

few hours will readily deplete the charge in standard smartphone batteries.  ContextProvider 

utilizes an approach that throttles the sampling rate depending upon use.  In general, sampling is 

performed infrequently for most of the day, as a coarse signature is sought to indicate that the 

individual is in motion.   

This goal can be achieved with a sampling rate of once every 10 seconds.  When motion 

is detected, the sampling rate is increased to verify the signature of a stride and continues for a 

period to capture the stride characteristics.  User-tunable parameters can also help reduce the 

polling frequency if verbose data are not required. The user can also specify a lower update rate 

(to the extent that it is safe for sensors such as heart monitors) for each sensor in order to 

conserve power.  Sensors such as GPS can be deactivated and, instead, a less accurate position 

triangulated by cellular and WiFi networks can be used.  
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In addition to conserving power, self-adaptive polling reduces the amount of data 

acquired and the associated storage required.  Furthermore, having fewer sensor polls reduces the 

number of system wakeups, which also consume a significant amount of power. 

3.4 Data Fusion and Supervised Learning 

Based on the current state and patterns of the biological and environmental sensors, the 

system can prompt users for feedback and confirmations [16].  For example, if the heart-rate 

monitor encounters an increase in pulse rate with unfamiliar data patterns from other sensors, 

ContextProvider will prompt the user to verify whether the user needs medical attention.  If 

medical attention is not required, the user is prompted to identify the current activity (e.g., 

exercising), so that various sensor readings and user feedback can be correlated to build a new 

context.  Thus, the next time the heart-rate monitor detects an increase in pulse rate with similar 

data patterns from other sensors, it will infer the user-supplied context (e.g., exercising). 

Threshold parameters are adjusted automatically to reduce the rate of user confirmations. 

This feedback is stored for use in machine-learning algorithms to guide future 

interactions and ultimately to reduce false alarms and unnecessary interactions [18].  This design 

is comparable to systems such as automated wandering detection for dementia patients [11].  For 

such cases, the data set can be flagged for further analysis by medical professionals.  

Incorporation of feedback into the system engages users in a dialog about their activities.  

This approach makes it easier for them to better manage their health. 

3.5 Storage and Data Upload 

Despite multiple monitoring scenarios, applications, and device configurations, the 

storage component can be generalized into two categories: data to be offloaded to a medical 

professional, and data stored locally for context prediction and personal use.  The compression 

algorithm selection for sensor data storage depends upon the mode of operation and the nature of 

the sensor data collected. 

For data that will be exported to a medical care provider, all data points are retained via a 

lossless compression algorithm. To exploit the similarity of the collected data within short 

monitoring intervals, context is stored using differential encoding.  This allows efficient 

communication of verbose client data to medical professionals with low transmission overhead. 
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For locally stored, long-term sensor data, patterns and trends can be more useful than raw 

data.  They allow the use of lossy compression algorithms for even greater levels of storage 

efficiency.  For example, the cyclical nature of both strides and daily movement periods, such as 

exercise and sleep can be efficiently modeled in this way.  A history of every single stride, 

location, and other vital readings in a person's lifetime can be compressed into only a few 

gigabytes of storage space.  This granularity of context storage is sufficient for the 

ContextProvider to derive all normally derived contexts. 

Unfortunately, offloading of sensor data to medical care providers also influences the 

power overhead of the system.  While data compression algorithms can help to limit the power 

required to transmit the data, the compression process itself requires power.  To sidestep this 

constraint, compression, analysis, and transmission can be deferred until the device is connected 

to an external power supply.  Nevertheless, given the increasing size of current flash memories in 

smartphones, data collection can continue for many months before offloading is required. 

In addition to online information, patterns and trends can be extracted from incremental 

checkpoints over time, thereby enabling early detection of an emerging condition.  With the 

user’s permission, health history and analysis can be uploaded from the device to health 

professionals, either periodically or on demand. 

3.6 Extensibility 

The ContextProvider is designed to be extensible.  As new on-device sensors are 

incorporated and deployed with future devices, they too can be fused into the ContextProvider.  

Other external sensors can also be incorporated to gather vital readings such as blood pressure, 

glucose levels, and weight.  These biosensors add a new dimension to the ContextProvider and 

enable new classes of applications to be developed to interact with these data.  

To ease the incorporation of new sensors from diverse vendors, ContextProvider uses 

existing APIs and standards wherever possible.  The synthesis of each context can be based on 

multiple sensors in a one-to-many fashion.  Sensor reading requests from multiple sources of 

context synthesis are coordinated and consolidated for better efficiency.  Contexts can also be 

derived from other contexts and structured in a general graph to make more complete use of 

sensor and contextual information. 
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CHAPTER FOUR 

IMPLEMENTATION 

4.1 Overview 

By leveraging Google’s open-source Android platform, ContextProvider extends the 

Android ContentProvider [22] to acquire data, process contexts, and facilitate the sharing 

of contextual information.  ContextProvider was developed on the Android 2.2 platform, with 

additional support from Smart-Entity Object Relational Manager [33], to store context objects in 

SQLite.  Current supervised learning mechanisms remain primitive and rely heavily on 

empirically derived rules to guide context fusion.  ContextProvider consists of 1,200 lines for 

monitoring 6 hardware sensors (e.g., accelerometer) and 4 data sources (e.g., website services); 

1,100 lines for deriving the 30 context subcategories; 700 lines for communication services; and 

the remaining for the user interface.  Combined, the framework consists of 4,627 lines of Java 

code and 712 lines of XML.   

ContextProvider is an always-on application and consists of multiple system services and 

Android BroadcastReceivers (event handlers), coordinated primarily through Android 

intents (an asynchronous mechanism that allows data sharing between processes) [22]. 

4.2 Implementation Environment 

The choice of operating system (OS) is critical when designing an open framework that 

will be deployed on multiple device types.  Common mobile platforms include Symbian, 

Research in Motion (RIM), Windows Mobile, iPhone OS, or Google Android as the embedded 

OS.  According to Gartner research [20], Symbian and RIM devices continue to dominate the 

global smartphone market.  However, their market shares, along with Windows Mobile, have 

experienced declines, while Android and iPhone are gaining rapidly.  Android and iPhone have 

sophisticated application marketplaces, which provide easy access to both software distribution 

and maintenance channels.  In terms of application development, the iPhone platform is more 

mature, boasting a more extensive collection of programs available for download. However, 

Android has been gaining considerable momentum, with 70,000 applications and over 1 billion 

downloads in July of 2010 [21].  
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A major distinction exists between the two promising OS options.  In contrast to Apple’s 

proprietary source code, Google’s Android is open-source, which provides developers access to 

the OS code. This paradigm enables rapid development of prototypes that can utilize system 

resources.  Programming the device at both the application and OS levels provides superior 

customization and functionality over the iPhone OS.  Android also utilizes the Java programming 

language at the application layer, where applications run in Dalvik, a process virtual machine 

similar to the Java Virtual Machine.  This allows applications to behave consistently on every 

device, reducing platform dependencies and backwards compatibility problems [22]. 

4.3 Operating System and Version 

ContextProvider was developed using the Android Framework API level 6, targeting 

device platform versions 2.0 and newer.  The Linux kernel versions varied between devices 

tested, ranging from 2.6.29 to 2.6.35.  Initial prototypes of the system required customized kernel 

builds; however, with the Android 2.0/2.1 release (API level 5), this requirement was removed.  

The release featured official Bluetooth support based on GPL Bluez 4.47, which makes the 

Bluetooth sub-system accessible to user applications through the android.bluetooth 

package.  This provides native access to the Java Bluetooth API, enabling enhanced functionality 

such as service discovery and the ability to create the necessary Bluetooth serial (RFCOMM) 

channel with the Zephyr device.  Removal of the custom kernel requirement allows deployment 

of the ContextProvider system on any existing Android device 2.0 and newer. 

4.4 Context Monitors 

ContextProvider centers around six context categories (Table 4.1).  Each category is 

managed by a construct called a monitor, which is either a static timer task running periodically 

to monitor context or an extension of the Android BroadcastReceiver. The monitors 

themselves can handle multiple sensors and can fuse information.  

The location monitor tracks the GPS and network-based positions of the user and 

translates them into context though location proximity.  The location context is aware of user-

entered places such as home and work, as well as reverse geo-coded address and establishment 

lookup.  The movement monitor utilizes bearing and speed calculated from GPS data, as well as 

accelerometer motion and magnetic orientation to determine the movement of the user.  The 

weather monitor uses the position determined from the location monitor to query web services 
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for localized conditions and forecasts.  The social monitor tracks the phone and SMS usage and 

also follows user interactions with social networking.  The system monitor receives all 

transmissions broadcast from the Android system including power, service states, and 

user/device interactions.  Finally, the derived monitor fuses the data gathered from the other 

sensors, as well as additional external sensors, to predict more subjective contexts including 

device location relative to user, activity, and mood. 

Location Movement Weather Social System Derived 
Latitude & Longitude State Temperature Contact State Place 
Address Speed Condition Last Comm. BatteryLevel Activity 
Neighborhood Bearing Humidity Message LastPlugged Shelter 
Zip Code Step Count Wind LastIn LastPresent OnPerson
Altitude LastStep HazardLevel LastOut WiFi SSID Mood 

 

The system and social monitors are implemented as BroadcastReceivers.  Rather 

than polling at periodic intervals, these monitors are event-driven.  They are listeners for 

intents and various handlers responding to specific broadcasts.  System messages, power 

state changes, user/device interaction, and phone state changes are examples of intents 

received by these listeners. 

The ContextProvider framework can be extended to integrate new polling-based devices 

and services through the static timer task method.   

4.5 Sensors and Web Services 

Sensor information is received through Android using asynchronous callbacks, abstracted 

as sensor-event listeners.  A function can be registered to be executed when a particular sensor’s 

state changes.  Read sensor values are passed to the called function. Parameters such as event-

trigger rate, accuracy, and type can be configured for the sensor.  

Data streams are not only obtained from sensors, but also from the web and social 

networking.  Information like harsh weather conditions, combined with location and time of day, 

can be useful in determining if a dementia patient is wandering [11].  External data require a 

different access method than sensor data but with the same goal: to provide an up-to-date view of 

Table 4.1: Partial Enumeration of Contexts. 
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the world.  Instead of receiving notification of data changes, we need to poll outside data sources 

to detect changes. 

4.6 Data Acquisition and Context Processing 

The data-acquisition code translates data from on-board sensors, web services, social 

media, and external biosensors into a low-level state for building a higher-level context. Android 

sensor-event listeners are used to gather data from accelerometers, GPS, network, and light 

sensors, which are then stored as local objects and logged to a database for future processing.  

Higher-level context is constructed from the states provided to the monitors from the 

sensors and web data acquisition.  For example, GPS and network provide location awareness, 

while accelerometer, GPS, and network combined together are used to derive movement.  The 

location provider builds a higher-level context that includes: current address, city, zip code, 

proximity to requested businesses or addresses, and whether the user is indoors or outdoors.  The 

movement context can derive the current action being performed, such as walking, running, or 

driving, as well as the current speed at which the user is traveling. 

4.7 Context Storage 

Multiple storage methods are supported by ContextProvider.  Initial implementations 

used simple text-file storage.  This choice allowed easy debugging of the system and external 

processing of acquired data.  For more elaborate context collection and analysis requirements, 

this data encoding scheme remains a configurable option in the system.  A motivating example 

for this external processing is gait analysis.  Long-term deviations in the gait patterns of an 

individual have been shown to allow pre-clinical diagnosis of cognitive drift for Alzheimer's 

patients. 

The current storage method of ContextProvider is the Object Relational Manager, which 

acts as an abstraction between context objects and the underlying SQLite database structure.  The 

context objects are created as the system determines context, such as movement.  These context 

objects are essentially snapshots of the respective categories of context at a specific time.  The 

ContextProvider operates directly on and with these objects, using recently collected and derived 

context objects to derive additional contexts. 
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4.8 Context Sharing 

ContextProvider is most useful when utilized by outside applications.  Therefore, it must 

provide an interface for context-aware applications. ContextProvider supports the use of Android 

intents to provide a query-able always-on interface.  Upon receipt of intent, 

ContextProvider extracts the user's request and gathers the needed information to service that 

request from the processing unit. 

4.9 Context Extensibility 

ContextProvider is designed to be extensible.  Implementation of new sensors into the 

ContextProvider framework is simple and efficient. As new hardware monitoring devices and 

web services are created, they too can be incorporated into the ContextProvider framework. The 

process to add these supplemental monitors is as follows: 

A new monitor must be created that extends from the AbstractMonitor class. This 

class is itself derived from java.util.TimerTask.  The developer must implement the 

StartThread, StopThread, and run methods.  The StartThread(int interval) 

method will initialize variables and the target monitor.  The integer parameter passed to the 

function will be the polling delay in milliseconds.  StopThread() is called when the monitor 

is disabled, and it should contain necessary cleanup code.  The run() method should contain 

code to be run during each periodic polling period.  Finally, the monitor initiation should be 

added to the StartMonitors() and StopMonitors() functions, similarly to this: 

NewMonitor.StartThread(long monitorCalcFreq)), where 

monitorCalcFreq is the polling/calculation period in milliseconds. 

Additional monitors must also define their fields to be stored in the database by the object 

manager.  This is performed through creation of a new class extending from the 

AbstractEntity class.  For this case, five methods must be implemented: 

createNewInstance(), getBelongsToRelations(), getFields(), 

getHasManyRelations(), and getSchemaName(). Of the five methods, however, only 

the createNewInstance() and getFields() must perform any actual task.  The 

remaining ones exist to define relationships between other context objects.  The fields for the 

entity should be created as public final members within the entity class.  For example, to 
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create a new context field string, the entry should appear as public final ContextName 

Title = new StringField("ContextName").  This should be repeated for each field 

that the new context monitor will store in the database.  Finally, the new context monitor should 

be added to the EntityConfiguration.xml file.  The fully qualified name of the class 

containing the context should be enclosed within <Entity> tags. 

4.10 Bio-context Extensibility 

Context alone is useful for many disciplines and industries.  However, the addition of 

external biological sensors to the context framework allows use of the system as a personal 

medical monitoring system.  Combined, these sensors can create an entirely new class of 

applications in health, wellness, and entertainment. 

4.11 External Bluetooth Bio-sensors 

An example of an external bio-sensor is the Zephyr Bluetooth HxM heart-rate monitor—

a small, lightweight sensor with embedded power supply that is worn across the chest.  The 

monitor utilizes the conductive Zephyr Smart Fabric strap and embedded ECG electronics to 

perform heart-rate calculations. 

The HxM monitor provides ~24 hours use per battery charge, with a Bluetooth operating 

radius of ~30 ft.. In addition to ECG electronics, the monitor is equipped with a 3-axis solid-state 

accelerometer, which can additionally calculate strides, distance covered, and speed data. The 

monitor operates in Bluetooth slave mode.  Once a connection is established with an Android 

device, the monitor will continually broadcast transmissions throughout the duration of the 

connection.  

Incorporation of the heart-rate sensor in the ContextProvider is discussed further in the 

context-aware applications section of this document.  The HxM monitor is used to demonstrate 

the medical monitoring and emergency response capabilities of the system with the Context 

Alert extension. 

4.12 User Interface 

4.12.1 Context Browser 

While most interactions with the ContextProvider are indirect, through context-aware 

applications, the ContextProvider offers a direct user interface with the context browser activity. 
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The context browser (Figure 4.1)  is a view of the device’s perception of the current context.  It 

is implemented as an expandable list view with each context category as a header.  Clicking on 

the header will expand the view and display all contexts within that category.  Context entries, 

such as nearest reverse geo-coded address, for example, can be copied by pressing and holding 

for a given context. 

 

  

The menu contains a link to the context preferences activity as well as a button to refresh 

all the contexts and a button to share the context using the implicit Google share intent.  It 

also contains links to separate activities that can set home and work locations.   

Accurate prediction of context requires provision of some additional information to 

ContextProvider.  The most important information is home and work locations.  Many contexts 

are derived from the proximity to these places and cannot be accurate without this information.  

ContextProvider contains map activities for selection of these places using Google Maps.   

Figure 4.1: Context List Activity and Menu Screen. 
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The user is presented with a scrollable, zoom-able map that centers on their current 

location.  They navigate to the specified location on the map and tap it to select the location.  

After confirmation in the dialog box, an overlay is drawn on the map, denoting the recently 

added location. Additional options allow the user to switch between the drawn map and satellite 

overlays.  The interface can be viewed in Figure 4.2 below. 

 

  

4.12.2 Context Configuration 

Since the ContextProvider largely runs as background services and 

BroadcastReceivers, the single most important activity is the preference activity.  From 

the preferences screen, the user can configure every aspect of the ContextProvider system, 

including polling rates for the calculation frequency for each category of context. The frequency 

and granularity with which to store the contextual data can also be configured. 

Figure 4.2: Home and Work Selection Map Activity. 



21 
 

In addition, within each category, the individual polling frequencies for each sensor can 

also be scaled for the needs of the user.  Figure 4.3 shows preference selection entries for the 

accelerometer service.  These are the available polling frequencies that can be set with 

ContextProvider.  If only step detection is desired, the slowest polling frequency of 

SENSOR_DELAY_UI is sufficient.  

 

  

The ContextProvider preference screen also has configurable parameters for accuracy 

pop-up testing.  These popups can be used to configure threshold values and evaluate the 

effectiveness of the context prediction. 

Figure 4.3: Context Preferences and Polling Frequency Selection. 
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CHAPTER FIVE 

CONTEXT-AWARE APPLICATIONS 

5.1 Context Alert 

5.1.1 Design 

Context Alert provides the online information needed for users and caregivers to react 

quickly to life-threatening events.  It also provides long-term information needed by healthcare 

providers to make lifestyle and medication recommendations.  It can be tailored to the individual, 

providing customizable thresholds, contextual response, and the ability to integrate additional 

sensors.  In combination, these benefits afford the user more independence and a higher quality 

of life. 

 

  

Figure 5.1: Emergency Popup and Alert Preferences. 
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Context Alert takes advantage of the emergency-alert plug-in extension that is integrated 

into ContextProvider.  The user is able to tune conditions regarded as emergencies from the 

configuration menus. The configuration screen also offers configurable parameters for 

emergency contact(s), as well as timeouts durations, and sound and vibration options. 

In the event of an emergency, the Context Alert will display a popup to the user, as 

shown in Figure 5.1.  If the user does not respond within the configured time window, the system 

will initiate speakerphone, set the volume to maximum, and call the primary emergency social 

contact.  The service utilizes Google Voice, which allows multiple emergency users to be 

specified, with alerts cascading from one contact to the next in the event that any are 

unreachable. 

 

 

Figure 5.2: Context-aware Alert Escalation. 
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5.1.2 Tiered Emergency Response 

When ContextProvider suspects a potential emergency (e.g., a person falling on the 

ground), the system checks for context to filter out obvious false alarms (e.g., an accidental drop 

of a phone, followed by an immediate pickup of the phone, and continuation of a phone call).  If 

no such condition is met, notifications are then issued to the user, who may identify additional 

false positives (e.g., monitoring strap adjustment).  If there no response is received within a 

defined time, communication to the user’s pre-specified social contacts is attempted.  If contact 

is made, these individuals can evaluate the situation further and take appropriate action, such as 

alerting emergency personnel.  If no contact is made with the user’s social contacts, the system 

further escalates the alert and directly contacts the user-specified emergency services.  This 

escalation process reduces the number of false alerts.  All threshold values can be customized 

based on individual needs. 

5.1.3 Implementation 

The Context Alert framework consists of a set of interoperating applications including a 

system service, a data viewer, a data logger, and emergency response. Communication among 

the separate entities is achieved through the use of the ContextProvider and through intents, 

which are messaging structures used to launch Activities (user interactions), initiate services, or 

broadcast communications.  Modular components register BroadcastReceivers that 

respond when specific intents occur.   

At system initialization, ContextProvider first connects the phone with the heart-

monitoring device.  A dedicated user Activity allows the phone to scan, pair, and connect with 

the device using the Android Bluetooth API.  The Bluez kernel subsystem utilizes the 

hciattach daemon to connect to the hardware-specific UART driver.  When the system is 

initialized, the Bluetooth Generic Access Profile is used to negotiate a connection with the 

Zephyr monitor.  Once paired with an Android device, a RFCOMM channel is established, and 

prior to Activity termination, a dedicated management thread is spawned to maintain this 

communication channel. 

When the thread detects an incoming packet, it first performs a CRC check to ensure data 

integrity.  Data packets that fail the check are discarded.  Acceptable packets are parsed and 
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packaged into an intent object. The intent is assigned a HEART_BEAT action and is 

broadcast to the system.   

Upon receipt of a HEART_BEAT intent, the live data viewer application updates its 

values to reflect the latest received heart-rate data.  The gathered data can be viewed both 

numerically and in time-series graphs within this interface. ContextProvider also contains a 

BroadcastReceiver that is registered to listen for the same HEART_BEAT intent. Once 

received, ContextProvider stores the data from the intent in an internal buffer.  A user 

configurable parameter (default to be 60 seconds/write) determines the frequency of writes from 

this temporary storage into the ContextProvider and underlying SQLite database. 

If Context Alert identifies that the heart rate exceeds a predetermined threshold, it 

initiates the Alert process by broadcasting an intent of ALERT action.  This intent starts a 

dedicated Alert Activity that waits for user feedback for dismissal of a false positive.  This time 

window was selected as 10 seconds (configurable).  If a response is not made within this interval, 

the alert Activity retrieves emergency contact information from the ContextProvider and issues a 

CALL intent and enables the speakerphone via the system’s AudioManager. 

5.2 TempoTrainer 

5.2.1 Design 

TempoTrainer is another example application that uses contextual information from the 

ContextProvider in new and creative ways.  TempoTrainer is an alternate music player and 

recommendation system that utilizes the biological data collected from the ContextProvider 

framework.   

At a high level, the system will provide a song recommendation and will automatically 

generate a playlist for the user based on their current and desired heart rate.  If the user's current 

heart rate is below their target threshold, TempoTrainer will make recommendations of faster 

songs, based on the difference in current and desired heart rate.  This action helps to inform the 

user indirectly regarding their pace respective to their goal.  Studies have confirmed a correlation 

between music and heart rate [40]. 
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The basic interface to TempoTrainer is an extension of the open-source MusicQueue 

project.  This player takes a minimalistic approach to music listening on the mobile device 

compared to standard Android media players.  Instead of including cover art and graphics like its 

counterparts do, the simple drag-and-drop list interface displays the currently playing track as 

well as the next five in sequence.  It also allows user re-ordering and gesture dismissal of 

upcoming tracks. 

Upon initial install, the TempoTrainer application searches the local media provider on 

the device for accessible audio files.  For each audio track located, the system calculates and 

stores the beats per minute (BPMs) for each song.  Once the audio preprocessing has been 

completed, the user pairs the Android device with a Zephyr HXM sensor.  Subsequently, the user 

provides the system with their lower and upper target heart-rate thresholds.  TempoTrainer will 

then continually re-populate the upcoming songs with those whose BPMs are aligned with the 

motivational goal. 

Figure 5.3: TempoTrainer Player Screen and Bluetooth Pairing Activity. 
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5.2.2 Implementation 

TempoTrainer has used multiple methods for calculating audio beats per minute 

throughout its development.  The earliest implementation relied on manual entry and utilized 

external tools such as BpmDJ [39] to process the BPMs.  Later implementations ported other 

BPM calculation algorithms to Android, eliminating the need for external pre-processing.  This, 

however, required an unacceptable amount of processing overhead and time for completion.  

Other creative alternatives were also attempted, including development of a game where users 

would tap along to the beat of the songs to determine BPMs.  The most recent implementation 

has moved to web services to provide BPM calculation. 

 

  

The EchoNest [36] developer API provides the solution for BPM calculation.  It is a web-

based service with methods that responds in JSON or XML.  The application locally performs a 

hash of each MP3 on the device and queries the web service for the BPMs of the song.  Methods 

Figure 5.4: TempoTrainer Preferences and Threshold Dialog Box. 
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are called using HTTP GET along with method specific arguments to return the specified 

information about a given song. 

Because audio information is acquired from EchoNest via the web, TempoTrainer is 

limited to that existing dataset.  While the system boasts an impressive library of 30 million 

songs, some songs cannot be matched by the system.  This is more frequently an issue with live 

recordings, lesser known artists, and encoding errors, but it can also result from songs that are 

too new to be available.  In any of these cases, options are available to the user to perform local 

BPM calculations by the TempoTrainer system or enter the BPM data manually. 

5.3 Context Advertising 

Advertising is yet another area where ContextProvider can provide benefits.  The 

advertising banner bar is a nearly ubiquitous feature of smartphone applications.  Typically, 

instead of charging for the full version of an application, developers will offer a light version 

supported by advertising.  This is a shared revenue system between the developers and the 

advertisers; the developers receive a portion of the profits generated through the associated 

advertising.   

A more recent trend is the addition of localized and content-based advertising media into 

the mix.  Developers can query web services for specific kinds of media targeted to the 

demographic of their software users.  In addition, GPS coordinates can be used for reverse geo-

coding to deliver location-based advertising media.  Combined, this process largely works to 

streamline advertising and to provide a more targeted advertising campaign. 

Many competing advertising service providers now exist, such as Adsense, Admob, 

Doubleclick, Admarvel, Mojiva, and Smaato.  Fortunately, for developers, these all provide a 

common access methodology.  The standard operation with these services is to through a 

bundled .jar archive from the advertising service.  This library is then exported with the 

released application.  The responsibility then falls upon the developer to create a layout that 

incorporates the advertising space into their applications.  When the application is initialized, 

refreshed, etc. it will internally make calls getAd() within the .jar to populate the views.  

For most providers, extra data such as age, gender, and keywords, and location are passed as 

parameters. 
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ContextProvider provides the next logical step for both of these advertising trends.  

Advertising content can itself be derived from the context of the device and the user.  For 

example, instead of providing merely location-based ads, the ContextProvider can utilize context 

to deliver ads based on location and activity; instead of just content-based ads, ContextProvider 

allows for the development of conditional content, derived through context.  In addition, the 

utilization of the ContextProvider framework and existing set of services removes the overhead 

from redundant location calculations. 
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CHAPTER SIX 

EVALUATION 

6.1 Evaluation Goals 

ContextProvider is an extensible, power- and space-efficient, context-aware system.  The 

goals of the ContextProvider evaluation are to validate this claim through four sets of 

evaluations.  

The primary goal of evaluation is to show that the ContextProvider framework is able to 

derive context with an acceptable power and storage overhead.  The next evaluation goal is to 

demonstrate the extensibility of ContextProvider.  The final evaluation goal demonstrates the 

accuracy of the system for a sample context usage scenario. 

The evaluation also demonstrates how contextual information is sensitive to different 

sensors and polling rates.  Furthermore, tradeoffs between accuracy and power are displayed and 

the lowest polling rate that can still yield accurate context prediction is determined. 

6.2 Evaluation Techniques 

To demonstrate that ContextProvider incurs an acceptable overhead, power and storage 

requirements are calculated.  This is achieved through observation of the system at various levels 

of operation. Subsequently, the evaluation demonstrates the extensibility of the system.  This test 

involves determination of the effort required to integrate an additional sensor into the framework.  

Finally, the evaluation demonstrates the accuracy for a sample context usage.  The accuracy test 

confirms the ability of ContextProvider to use an ambient-light sensor and accelerometer to 

deduce the number of footsteps taken (and the implicitly traveled distance indoors).  Together, 

this combination of methodologies demonstrates that ContextProvider is efficient, extensible, 

and accurate. 

6.3 Experimental Settings 

The equipment used for the experiment was three identical HTC G1/Dream Android 

devices.  All devices ran a minimal build of Android 2.2.1 (Froyo) with Linux Kernel 2.6.35.9, 

installed immediately prior to testing to ensure identical testing conditions amongst the different 

devices.  Between experiments, each phone was reset to the factory preset setting with a freshly 
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installed system image.  Cellular radios were disabled.  The embedded batteries all had 1,300 

mA and 3.7 V rating. 

6.4 Overhead Analysis 

Overhead evaluation of the ContextProvider framework was performed by measurement 

of the storage consumption rate of logging data from multiple sensors, and power consumption 

due to local data analyses, sensor polling, and context storage.  

6.4.1 Power Consumption 

PowerTutor [23] was used to measure the power overhead of the ContextProvider 

system.  The testing was performed to demonstrate the effect of a naive polling implementation 

utilizing WAKE_LOCKs in the Android system, and to compare this efficient implementation 

utilizing self-adaptive sensor polling.   

 

 

The experiment was performed using three fully charged HTC G1 devices (previously 

discussed) with testing periods lasting one hour each.  In between tests, the batteries were 

recharged and devices reset to ensure consistent testing conditions.  The test was repeated on 

each device three times.  The polling rate of the accelerometer was varied between 50 Hz (the 

upper bound of the hardware) and 0.1 Hz (the range allowed by ContextProvider’s adaptive 
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Figure 6.1: Comparison of Power Consumption with various WAKE_LOCKs. 
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polling mechanism denoted by PERIODIC_POLLING).  For the 50 Hz case, the experimental 

setting was further divided into one setting that performed continuous polling (denoted by 

WAKE_LOCK), and the default energy-efficient polling (denoted by PARTIAL_WAKE_LOCK). 

Figure 6.1 shows the power comparison between of the two levels of WAKE_LOCK, as 

well as the implementation of periodic polling.  The resulting power requirement varied from 

964 to 45 mW per hour.  Thus, during periods of idle intervals (e.g., phone placed on table), the 

overhead imposed by ContextProvider per sensor was within 1% (based on the battery's 4.25 

Whr rating).  (Of course, if a sensor is chosen to be disabled, the overhead will be zero). 

Integration with additional external sensors unfortunately has quite a significant influence 

on the overhead.  At present, the most efficient Bluetooth polling requires an additional 550 

mW/hour for operation; this remains a major issue for external sensor integration. 

While a significant power savings can be realized through the use of context self-

throttling, this is not always applicable.  Certain monitoring conditions require substantially more 

accurate data.  Gait analysis, for instance, would not be acceptable if measured using this 

method.  The most extreme power saving mode has the potential to miss contexts due to the 

infrequency of polling. 

6.4.2 Storage Requirements 

While short-term monitoring and archiving of data may require a trivial amount of 

storage space, long-term storage necessitates additional design considerations.  Figures 6.2 and 

6.3 show the storage requirements at two storage granularities, along with their respective 90% 

confidence intervals.  The first graph shows the requirements for retaining all accelerometer data 

points.  The second graph shows the requirements for the system using the adaptive polling 

protocol.  In the latter case, only the derived steps are retained; the accelerometer data points 

used to acquire it are discarded. 

This experiment demonstrates that the storage requirements also vary depending on the 

desired context storage granularity.  For low-resolution tracking, the system requires 11 KB/hour 

(1.1KB/hour with compression).  For high-resolution tracking, such as performing gait analysis, 

the system requires 1 MB/hour (700 KB/hour compressed). 
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Storage at the maximum granularity is well within the range of today’s devices, even 

without employing filtering techniques or data compression.  The graphs also show the data as 

compressed by Gzip and Bzip2 compression algorithms.  In addition to requiring less space on 

the device itself, this method also helps limit the required traffic over the network for uploading 

of stored data. 
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Figure 6.2: Mean Maximum Storage Requirements for Retaining All Accelerometer Data Points.

Figure 6.3: Mean Storage Requirements for Derived Steps using Adaptive Polling Rates. 
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6.4.3 Extensibility Analysis 

To illustrate the extensibility of ContextProvider, analysis was performed with respect to 

the difficulty of incorporating new monitors into ContextProvider.  Due to the modular, object-

oriented organization of ContextProvider, this process requires relatively little effort on the part 

of the end developer when adding new contexts and monitors.  To demonstrate, an automotive 

Bluetooth OBD II connector [41] was incorporated into ContextProvider.  The additional sensor 

was integrated into the ContextProvider framework using the method outlined in the extensibility 

subsection of the implementation portion of this document.  This required fewer than 100 lines of 

code to incorporate this supplemental sensor into the framework. 

6.5 Example Context Usage: Footstep Accuracy Analysis 

6.5.1 Experimental Setup 

The goal of this portion of the evaluation was to determine the appropriate sensitivity 

thresholds for accurate step calculation, based on the location of the device on the individual's 

body.  Both a walking test and staircase ascension experiment were performed to evaluate the 

effectiveness of the step detection in the ContextProvider system.  The walking test was 

performed by walking 100 paces on flat paved ground, and the stairs test consisted of ascending 

and descending a flight of 40 steps.  Both tests were performed as two factor full factorial 

experiments.  The parameters under study for both tests are the device location relative to the 

user and the sensitivity threshold level.  The three locations on the body under test are pocket, in-

hand, and in backpack.  Low, medium, and high sensitivity settings (60, 100, and 140 m/s2) were 

then tested for the footstep detection algorithm [34] against these three phone locations. 

Each respective location was tested under the same three polling threshold levels and 

replicated six times resulting in two sets of 326 factorial models (one for the walk test and one for 

the stair test) [17].  The statistical model for this design is:  

 

	 	μ	 	 	 	 	 	 	 

 

Where µ is the mean response, αj is effect of factor A at level j, βi is effect of factor B at 

level i, and eij is error term. 
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 In both the backpack and pocket scenarios, the ambient light in the background would be 

substantially less than would occur if the device was being held in the hand of the user. This fact 

allows a simple threshold-based algorithm on the ambient-light level in lumens and can have the 

movement algorithms scale in its sensitivity based on this level. 

6.5.2 Results 

Table 6.1 shows the percent error under each experimental setting.  The 90% confidence 

intervals for the walking and stair tests were within 16% and 36%, respectively.  The results 

show that by exploiting context (location of the phone relative to the body) and by using the 

appropriate sensitivity setting within the context (low for pocket, high for hand, and middle for 

backpack), footstep prediction accuracy can be improved by 3% to 80%.  Combined with user 

orientation information, this improvement can subsequently improve prediction of the user’s 

indoor location and activity. 

 

  Walk test (100 steps) Stair test (40 steps) 

  Low Middle High Low Middle High 

Back-pack 43.5 0.33 8.17 85 5.42 105.4 
Hand 84.33 55.17 3.5 72.5 50.42 24.17 

Pocket 37.17 40 115.3 12.5 40.42 136.7 

Table 6.1: Percent Error in Predicting the Number of Footsteps. 
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CHAPTER SEVEN 

CONCLUSION 

7.1 Broader Implications 

ContextProvider is designed to be extensible.  Additional sensors can be incorporated to 

gather other vital readings such as blood pressure, glucose level, and weight [19]. Biosensors 

capable of monitoring these variables can be paired via Bluetooth radio and integrated into the 

ContextProvider monitoring framework.  

The large volume of data collected by the ContextProvider system from multiple 

individuals can also be of importance to medical researchers.  ContextProvider has the potential 

for use in correlation studies, for identification of new early warning signs for life-threatening 

conditions, and for providing detailed feedback in large-scale clinical trials of new treatments or 

medications. 

7.2 Future Work 

While an initial implementation of a context and bio-aware framework is relatively 

straightforward, large-scale deployment necessitates more elaborate security mechanisms.  A 

variety of methods are available to achieve data privacy when dealing with mobile systems that 

store sensitive data and transmit them to a server.  These methods provide privacy guarantees 

even if phones are lost or stolen, or if data center access is compromised.  

The Android Development API includes package javax.crypto, which provides 

support for asymmetric, symmetric, stream and block ciphers.  The API also supports a class 

called SealedObject, essentially a cryptographic cipher wrapper for object instances.   

Authentication can be performed using MAC (Message Authentication Codes) such as HMAC 

(Hash MAC, i.e. with a SHA-1 hash function).  These libraries provide storage of sensitive 

medical data at data file granularity.  For more complete cryptographic solutions, the recent 

release of Android 3.0 'Honeycomb' offers device level encryption for smart phones and tablets. 

Since data will also be offloaded from the device, data transmissions should also be 

encrypted.  Implementations of OpenSSH and OpenSSL have been ported to Android, providing 

support for cryptographic algorithms including AES, 3DES, MD5, and SHA, which are among 
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the most widely used and studied standards in existence.  With these libraries, the device and 

medical provider can establish a SSH tunnel: a cryptographically secure connection through 

which sensitive data can be 'tunneled'. 

7.3 Summary of Contributions 

Through the work contained in this thesis, a context-aware bio-monitoring framework has 

been designed, implemented, and evaluated.  It has the properties:   

 Generic, open platform leveraging existing APIs to ease adaptation to new 

applications 

 Independence from external and third-party infrastructure 

 User interactive feedback for improved context prediction  

 Self-adaptive sensor polling for low power and storage overheads 

In addition, multiple context-aware applications that demonstrate the extensibility of the 

ContextProvider framework have been designed and implemented.  Those presented are:  

 Context Alert, a medical monitoring and emergency response system 

 TempoTrainer, a heart-rate driven personal music recommendation system 

 Context Advertising, a context-based ad filter system 

7.4 Conclusion 

Technological advancements have made possible smartphones with incredible 

computing, sensing, and communication capabilities.  Integrated with web services, social media 

and external biosensors, the potential for these devices become even greater.   ContextProvider 

offers this integration to create contexts for a new level of awareness of the user.  These contexts 

can serve as the basis for the creation of rich, biologically driven applications.  Applications in 

the medical, entertainment, and advertising fields are presented here, but the possibilities for this 

technology are limited on by our imagination.   
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