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CHAPTER - 2 

 Introduction to Cyber Security 

Cyber security or information technology security (IT security) is the protection 

of computer systems and networks from the theft of or damage to 

their hardware, software, or electronic data, as well as from the disruption 

or misdirection of the services they provide. 

The field is becoming more important due to increased reliance on computer 

systems, the Internet and wireless network standards such as Bluetooth and Wi-Fi, 

and due to the growth of "smart" devices, including smart phones, televisions, and 

the various devices that constitute the "Internet of things". Owing to its complexity, 

both in terms of politics and technology, cyber security is also one of the major 

challenges in the contemporary world. 

 

 Cyber Security Goals 

The objective of Cyber security is to protect information from being stolen, 

compromised or attacked. Cyber security can be measured by at least one of three 

goals- 

1. Protect the confidentiality of data. 

2. Preserve the integrity of data. 

3. Promote the availability of data for authorized users. 

These goals form the confidentiality, integrity, availability (CIA) triad, the 

basis of all security programs. The CIA triad is a security model that is 

designed to guide policies for information security within the premises of an 

organization or company. This model is also referred to as the AIC 

(Availability, Integrity, and Confidentiality) triad to avoid the confusion 

with the Central Intelligence Agency. The elements of the triad are 

considered the three most crucial components of security. 

The CIA criteria are one that most of the organizations and companies use 

when they have installed a new application, creates a database or when 

guaranteeing access to some data. For data to be completely secure, all of 
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these security goals must come into effect. These are security policies that 

all work together, and therefore it can be wrong to overlook one policy. 

   The CIA triad are - 

 

1. Confidentiality 

Confidentiality is roughly equivalent to privacy and avoids the unauthorized 

disclosure of information. It involves the protection of data, providing access 

for those who are allowed to see it while disallowing others from learning 

anything about its content. It prevents essential information from reaching 

the wrong people while making sure that the right people can get it. Data 

encryption is a good example to ensure confidentiality. 

 Tools for Confidentiality 
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 Encryption 

Encryption is a method of transforming information to make it unreadable 

for unauthorized users by using an algorithm. The transformation of data 

uses a secret key (an encryption key) so that the transformed data can only 

be read by using another secret key (decryption key). It protects sensitive 

data such as credit card numbers by encoding and transforming data into 

unreadable cipher text. This encrypted data can only be read by decrypting 

it. Asymmetric-key and symmetric-key are the two primary types of 

encryption. 

 Access control 

Access control defines rules and policies for limiting access to a system or to 

physical or virtual resources. It is a process by which users are granted 

access and certain privileges to systems, resources or information. In access 

control systems, users need to present credentials before they can be granted 

access such as a person's name or a computer's serial number. In physical 

systems, these credentials may come in many forms, but credentials that 

can't be transferred provide the most security. 

 Authentication 

An authentication is a process that ensures and confirms a user's identity or 

role that someone has. It can be done in a number of different ways, but it is 

usually based on a combination of- 

o something the person has (like a smart card or a radio key for storing 

secret keys), 

o something the person knows (like a password), 

o something the person is (like a human with a fingerprint). 

Authentication is the necessity of every organizations because it enables 

organizations to keep their networks secure by permitting only authenticated 

users to access its protected resources. These resources may include 

computer systems, networks, databases, websites and other network-based 

applications or services. 
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 Authorization 

Authorization is a security mechanism which gives permission to do or have 

something. It is used to determine a person or system is allowed access to 

resources, based on an access control policy, including computer programs, 

files, services, data and application features. It is normally preceded by 

authentication for user identity verification. System administrators are 

typically assigned permission levels covering all system and user resources. 

During authorization, a system verifies an authenticated user's access rules 

and either grants or refuses resource access. 

 Physical Security 

Physical security describes measures designed to deny the unauthorized 

access of IT assets like facilities, equipment, personnel, resources and other 

properties from damage. It protects these assets from physical threats 

including theft, vandalism, fire and natural disasters. 

 

2. Integrity 

Integrity refers to the methods for ensuring that data is real, accurate and 

safeguarded from unauthorized user modification. It is the property that 

information has not be altered in an unauthorized way, and that source of the 

information is genuine. 

 Tools for Integrity 
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 Backups 

Backup is the periodic archiving of data. It is a process of making copies of 

data or data files to use in the event when the original data or data files are 

lost or destroyed. It is also used to make copies for historical purposes, such 

as for longitudinal studies, statistics or for historical records or to meet the 

requirements of a data retention policy. Many applications especially in a 

Windows environment, produce backup files using the .BAK file extension. 

 Checksums 

A checksum is a numerical value used to verify the integrity of a file or a 

data transfer. In other words, it is the computation of a function that maps 

the contents of a file to a numerical value. They are typically used to 

compare two sets of data to make sure that they are the same. A checksum 

function depends on the entire contents of a file. It is designed in a way that 

even a small change to the input file (such as flipping a single bit) likely to 

results in different output value. 

 Data Correcting Codes 

It is a method for storing data in such a way that small changes can be easily 

detected and automatically corrected. 

 

3. Availability 

Availability is the property in which information is accessible and 

modifiable in a timely fashion by those authorized to do so. It is the 

guarantee of reliable and constant access to our sensitive data by authorized 

people. 

 Tools for Availability 

o Physical Protections 

o Computational Redundancies 
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 Physical Protections 

Physical safeguard means to keep information available even in the event of 

physical challenges. It ensure sensitive information and critical information 

technology are housed in secure areas. 

 Computational redundancies 

It is applied as fault tolerant against accidental faults. It protects computers 

and storage devices that serve as fallbacks in the case of failures. 

 

 Cyber Security policy 

Security policies are a formal set of rules which is issued by an organization to 

ensure that the user who are authorized to access company technology and 

information assets comply with rules and guidelines related to the security of 

information. It is a written document in the organization which is responsible for 

how to protect the organizations from threats and how to handles them when they 

will occur. A security policy also considered to be a "living document" which 

means that the document is never finished, but it is continuously updated as 

requirements of the technology and employee changes. 

Need of Security policies- 

1) It increases efficiency. 

The best thing about having a policy is being able to increase the level of 

consistency which saves time, money and resources. The policy should inform the 

employees about their individual duties, and telling them what they can do and 

what they cannot do with the organization sensitive information. 

2) It upholds discipline and accountability. 

When any human mistake will occur, and system security is compromised, then the 

security policy of the organization will back up any disciplinary action and also 

supporting a case in a court of law. The organization policies act as a contract 

which proves that an organization has taken steps to protect its intellectual 

property, as well as its customers and clients. 
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3) It can make or break a business deal 

It is not necessary for companies to provide a copy of their information security 

policy to other vendors during a business deal that involves the transference of 

their sensitive information. It is true in a case of bigger businesses which ensures 

their own security interests are protected when dealing with smaller businesses 

which have less high-end security systems in place. 

 

 Domain of Cyber security policy 

A domain security policy is a security policy that is specifically applied to a given 

domain or set of computers or drives in a given system. System administrators use 

a domain security policy to set security protocols for part of a network, including 

password protocols, access levels and much more. 

Some technology users confuse domain security policy and domain controller 

security policy. Experts describe the difference this way: While a domain 

controller security policy only applies to the specific hardware designated as the 

domain controller, the domain security policy governs the entire domain. An 

administrator can, for example, control the required password strength within the 

domain, change encryption or alter other aspects of domain security by using the 

domain security policy settings. 

Those using Microsoft operating systems (OS) and other OS types can often 

change domain security policy settings through provided controls. Users can 

change items like password policy, account lockout policy and other aspects of 

domain security. In other cases, users may have to use more advanced controls to 

customize a domain security policy. 

 

 Elements 

Cyber security is a way of preventing and protecting a system, networks, and 

technologies from unauthorized access. In this era of technology, it has been 

essential for an organization to have a proper cyber security team who can look-

over cyber threat and plan to deal with them on time. 

Strong cyber security on a systematic approach include the following 
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 Application security 

Applications play an essential role in business ventures; that is why every firm 

needs to focus on web application security. Having a secure web application is 

required to protect customers, their interests and their assets. Web application 

weakness or vulnerabilities is a common point of interference for a cyber thief. 

 Information security 

Information includes business records, personal data, customer’s data, and 
intellectual property. For an organization, it is vital to have strong cyber security 

for information as it is the heart of every organization. 

There are three main principle of Information Security commonly known as CIA – 

Confidentiality, Integrity, and Availability. 

 Network Security 

Network security consists of protecting the usability and reliability of network and 

data. A network penetration test is conducted to assess the vulnerabilities in a 

system and other security issues which occur in servers, hosts, devices and network 

services. 

 Business continuity planning 

Business continuity planning (BCP) is all about being prepared for interference or 

cyber threat by identifying threats to the organization on time and analyzing how 

operations may be affected and how to overcome that. 

 Operational security 

Operations security (OPSEC) is used to protect organization functions. It tracks critical 
information and assets to identify vulnerabilities that exist in the functional method. 

 End-user education 

One of the standard errors that lead to data breaches is human error. Organization 

cyber security is kept as strong as the weakest link. It is vital for an organization to 

train their employees about cyber security. Every employee should be aware of the 

phishing attacks through emails and links and should have the potential to deal 

with cyber threats they may face. The employee should share their device 

password with their co-workers and should not use an insecure network. 
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 Leadership commitment 

To have a successful cyber security project, it is vital to have leadership 

commitment. Without having the leadership in the team it is complicated to 

develop, implement and maintain the processes. 

The top leaders or management team an organization should invest in the cyber 

security measures to make it useful and successful. With the support of leadership 

for cyber security, an organization can improve investment in technology, 

resources, and skills. 

 

 Cyber Security Evolution 

With threats becoming more complex, moving from basic attacks against one 

device to complicated attacks against every device on an organizations network, 

traditional security simply isn’t enough in the age of digitalization. 

Thinking back 30 years, heads of IT had a comparatively enviable task when it 

came to cyber security. Although the job was by no means a walk in the park, at 

least there was a certain simplicity given the relatively small number of devices 

they needed to protect. 

Today, with the sharp increase in in use of digital technologies in the workplace, 

driven by the need for businesses to become more agile and adaptable, there has 

been a surge in the number of endpoints and potential ways for cybercriminals to 

gain access to enterprise networks. As a result, the entire cyber battlefield has 

evolved and become far more complex. 

Today’s security teams have to come up with new tactics to fend off the advanced 
threats being levelled against their increasingly interconnected enterprise networks. 

In the past, the battle against cyber criminals was regarded as a concern for the IT 

department, but the widely documented breach at Sony in 2014 put cybercrime at 

the top of the business agenda. Organizations realised that a breach, compromise or 

attack could have a major impact on business performance, brand perception and – 

most importantly – the financial bottom line. 
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Security became an enterprise-wide issue that needed addressing, and managing 

risk, a business priority. However, even after the Sony attack, security hadn’t 
necessarily become the board-level concern that it is today. 

More recent attacks such as the crippling WannaCry and more recent NotPetya 

ransomware outbreaks have highlighted that an attack doesn’t need to be against a 
specific organisation to create chaos and cost millions. In WannaCry’s case, this 
attack affected huge organisations, such as the NHS, Telefonica and other large 

multinational enterprises, to devastating effect. 

Thus, The evolution of cyber security has been as a result of evolving threats. For a 

long time, cyber threats were limited to basic attacks that target one computer 

device. In recent years though, the threats have become more advanced and they 

now target multiple devices and networks too. 

 

 Implementing Hardware based security 

 
Modern applications, like connected industrial systems, smart grids, connected cars 

and autonomous driving widely summarised under the term IoT have a high 

demand for reliable security. There are some typical use-cases such as 

authentication of components and their unique identity, monitoring and 

safeguarding of system integrity and protection of data and communication. To 

build trust in new services and technologies, IP protection is key and data security 

and system integrity are a prerequisite for the successful implementation of new 

services and applications. To establish new solutions we need integrated system 

solutions based on secured hardware which protects infrastructure and components 

from attacks, fraud and sabotage. In brief, hardware which enables software to be 

stored, run and updated in a protected way. 

 

A typical embedded control architecture with a standard MCU on which a real-

time operating system and the applications are running can currently be found in 

the majority of installed systems. Usually the security functionality is implemented 

using software-based encryption mechanisms. What is missing is an efficient, 

secured trust anchor (Hardware Root of Trust (HRoT)) with dedicated encryption 

functionality for increased security. 

This is why modern MCUs are an ideal solution to respond to increasing security 

demands. On the one hand, available standalone security controllers are usually 

Downloaded from www.rgpvnotes.in

Page no: 10 Get real-time updates from RGPV

https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

implemented with MCUs. On the other hand there are application-optimised 

MCUs with integrated security functions. 

The use of a standalone security element (security processor or co-processor) that 

acts as an HRoT has proven itself for years in other industries such as personal 

computers, servers, chip cards and identity documents. The concept is also 

recommended for industrial applications. 

 

 Software Based Firewalls 

A software firewall is a product that is installed on your computer, phone, or tablet. 

Since it is installed locally on the device it has much better access and control over 

what your device can and cannot do. 

While hardware firewalls block traffic that attempts to leave your network software 

firewalls block traffic that attempts to leave your device. This means that software 

firewalls can be used to prevent certain users or devices from accessing devices on 

your network, not just devices on the internet. If you want to limit access to a 

printer then a software firewall might be the best choice. 

Windows 7 and later and Mac OS X all contain a built in software firewall that is 

very capable of blocking software from accessing the internet based on time of 

day, which user is logged in, or which application program is attempting to talk on 

the network. These built in firewalls lack many of the advanced features that 

people need for managing their home network so it is common to supplement or 

replace them with aftermarket solutions. 

More advanced, and usually expensive, software firewalls are able to offer a 

significantly greater granularity of control over what kind of access a device or 

user is allowed. Since they are located on the device they are able to inspect all 

traffic, including encrypted HTTPS traffic, and filter which data is allowed through 

based on content. Where a hardware firewall is only capable of blocking by 

website or domain name, a software firewall can block offending content based on 

keywords contained in that content. 

If your primary concern for a firewall is cyber security for yourself or your kids 

then a software firewall makes an excellent choice. They almost always come with 

a subscription service that renews either monthly or annually, and many of them 
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come with a family pack option that allows you to install them on up 10 or more 

computers. 

Software Firewalls - The Good 

 Much greater granularity of control because it is installed on each 

device. 

 Has ability to block based on not only site name but also content. 

 Usually has excellent reporting and alerts. 

 Much better for cyber security with kids. 

Software Firewalls - The Bad 

 Needs to be installed on every single device you own. 

 May not be supported on every device. 

 Not available for gaming consoles, Smart TV, or other network 

devices. 

 Can make your computer or device run slower, sometimes much 

slower. 

 Tend to be more costly in the long run. 

 Security Standards 

Cyber security standards (also styled cyber security standards) are techniques 

generally set forth in published materials that attempt to protect the cyber 

environment of a user or organization. This environment includes users 

themselves, networks, devices, all software, processes, information in storage or 

transit, applications, services, and systems that can be connected directly or 

indirectly to networks. 

The principal objective is to reduce the risks, including prevention or mitigation 

of cyber-attacks. These published materials consist of collections of tools, policies, 

security concepts, security safeguards, guidelines, risk management approaches, 

actions, training, best practices, assurance and technologies. 

Security standards are generally provided for all organizations regardless of their 

size or the industry and sector in which they operate. This section includes 

information about each standard that is usually recognized as an essential 

component of any cyber security strategy. 
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1. ISO 

ISO stands for International Organization for Standardization. International 

Standards make things to work. These standards provide a world-class 

specification for products, services and computers, to ensure quality, safety and 

efficiency. They are instrumental in facilitating international trade. 

ISO 27000 Series 

It is the family of information security standards which is developed by the 

International Organization for Standardization and the International Electro 

technical Commission to provide a globally recognized framework for best 

information security management. It helps the organization to keep their 

information assets secure such as employee details, financial information, and 

intellectual property. 

The need of ISO 27000 series arises because of the risk of cyber-attacks which the 

organization face. The cyber-attacks are growing day by day making hackers a 

constant threat to any industry that uses technology. 

The ISO 27000 series can be categorized into many types. They are- 

ISO 27001- This standard allows us to prove the clients and stakeholders of any 

organization to managing the best security of their confidential data and 

information. This standard involves a process-based approach for establishing, 

implementing, operating, monitoring, maintaining, and improving our ISMS. 

ISO 27000- This standard provides an explanation of terminologies used in ISO 

27001. 

ISO 27002- This standard provides guidelines for organizational information 

security standards and information security management practices. It includes the 

selection, implementation, operating and management of controls taking into 

consideration the organization's information security risk environment(s). 

ISO 27005- This standard supports the general concepts specified in 27001. It is 

designed to provide the guidelines for implementation of information security 

based on a risk management approach. To completely understand the ISO/IEC 

27005, the knowledge of the concepts, models, processes, and terminologies 

described in ISO/IEC 27001 and ISO/IEC 27002 is required. This standard is 
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capable for all kind of organizations such as non-government organization, 

government agencies, and commercial enterprises. 

ISO 27032- It is the international Standard which focuses explicitly on cyber 

security. This Standard includes guidelines for protecting the information beyond 

the borders of an organization such as in collaborations, partnerships or other 

information sharing arrangements with clients and suppliers. 

2.  IT Act 

The Information Technology Act also known as ITA-2000, or the IT Act main 

aims is to provide the legal infrastructure in India which deal with cybercrime and 

e-commerce. The IT Act is based on the United Nations Model Law on E-

Commerce 1996 recommended by the General Assembly of United Nations. This 

act is also used to check misuse of cyber network and computer in India. It was 

officially passed in 2000 and amended in 2008. It has been designed to give the 

boost to Electronic commerce, e-transactions and related activities associated with 

commerce and trade. It also facilitates electronic governance by means of reliable 

electronic records. 

IT Act 2000 has 13 chapters, 94 sections and 4 schedules. The first 14 sections 

concerning digital signatures and other sections deal with the certifying authorities 

who are licensed to issue digital signature certificates, sections 43 to 47 provides 

penalties and compensation, section 48 to 64 deal with appeal to high court, 

sections 65 to 79 deal with offences, and the remaining section 80 to 94 deal with 

miscellaneous of the act. 

3. Copyright Act 

The Copyright Act 1957 amended by the Copyright Amendment Act 2012 governs 

the subject of copyright law in India. This Act is applicable from 21 January 1958. 

Copyright is a legal term which describes the ownership of control of the rights to 

the authors of "original works of authorship" that are fixed in a tangible form of 

expression. An original work of authorship is a distribution of certain works of 

creative expression including books, video, movies, music, and computer 

programs. The copyright law has been enacted to balance the use and reuse of 

creative works against the desire of the creators of art, literature, music and 

monetize their work by controlling who can make and sell copies of the work. 

The copyright act covers the following- 
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o Rights of copyright owners 

o Works eligible for protection 

o Duration of copyright 

o Who can claim copyright 

The copyright act does not covers the following- 

o Ideas, procedures, methods, processes, concepts, systems, principles, or 

discoveries 

o Works that are not fixed in a tangible form (such as a choreographic work 

that has not been notated or recorded or an improvisational speech that has 

not been written down) 

o Familiar symbols or designs 

o Titles, names, short phrases, and slogans 

o Mere variations of typographic ornamentation, lettering, or coloring 

4. Patent Law 

Patent law is a law that deals with new inventions. Traditional patent law protect 

tangible scientific inventions, such as circuit boards, heating coils, car engines, or 

zippers. As time increases patent law have been used to protect a broader variety of 

inventions such as business practices, coding algorithms, or genetically modified 

organisms. It is the right to exclude others from making, using, selling, importing, 

inducing others to infringe, and offering a product specially adapted for practice of 

the patent. 

In general, a patent is a right that can be granted if an invention is: 

o Not a natural object or process 

o New 

o Useful 

o Not obvious. 

5. IPR 

Intellectual property rights is a right that allow creators, or owners of patents, 

trademarks or copyrighted works to benefit from their own plans, ideas, or other 

intangible assets or investment in a creation. These IPR rights are outlined in the 

Article 27 of the Universal Declaration of Human Rights. It provides for the right 
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to benefit from the protection of moral and material interests resulting from 

authorship of scientific, literary or artistic productions. These property rights allow 

the holder to exercise a monopoly on the use of the item for a specified period. 

 

 Assessing Threat Levels 

A Cyber security Risk Assessment is a strategic tool that aligns a company's 

priorities and budgets within the organization's high-level threat landscape. It is 

often confused with other tools like cyber security  audits, 

vulnerability  assessments, and  penetration  tests. 

 

 

3 Types of Cyber security Assessments 

 Cyber security audits – evaluate and demonstrate compliance with 

some narrow, specific regulatory requirement.   

 PCI-DSS and HIPAA are common examples where a cyber security audit 

is employed   

 Tactical in the sense that they offer very specific guidelines for 

implementing solutions that meet compliance goals 

 Strategic in the sense that being compliant is a succinct way to monitor 

internal security efforts 
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 Vulnerability assessments are an evaluation of an organization’s 
hardware, software, and procedures against a list of known 

vulnerabilities and best practices as set by the manufacturer.   

 Penetration testing is a special kind of vulnerability assessment that 

involves active assessment as opposed to passive inventories.   

Both vulnerability assessments and penetration tests culminate in a large list of 

technical weaknesses to be addressed. These lists offer tactical guidance, but they 

are not suitable for strategic planning. 

Audits, vulnerability assessments, and penetration tests are all designed to evaluate 

the strength or weakness of the software, hardware, processes, and channels over 

which valuable company information flows. While each server and network a 

company uses have costs associated with them, those are the costs of the vessels, 

or containers, and not the value of the information which these vessels contain. In 

contrast, the value of the information itself is the value of client records, or the 

value of a trade secret. This is where audits, vulnerability assessments and 

penetration tests fall short. 

Cyber Security 
Tool 

Business 
Level 

Expertise Monitoring Evaluates 

Risk 
Assessment 

Strategic Business Strategic 

Information 

Value & Cost 

Vulnerability 
Assessment 

Tactical Technical Tactical Container 

Audit Tactical 
Business / 
Technical 

Strategic Container 

Penetration Test Tactical Technical Tactical Container 
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 Forming an Incident Response Team 

A computer security incident response team (CSIRT) can help mitigate the impact 

of security threats to any organization. As cyber threats grow in number and 

sophistication, building a security team dedicated to incident response (IR) is a 

necessary reality. 

In this blog we discuss how to organize and manage a CSIRT and offer tips to 

make your incident response team more effective. First, let’s define the role and 
scope of your CSIRT team, consider beginning by following a four-step process to 

help organize and manage your team. 

 

Figure 1: This four-step process helps to organize and manage a computer security incident 

response team (CSIRT). 

A CSIRT is a group that responds to security incidents when they occur. Key 

responsibilities of a CSIRT include: 

 Creating and maintaining an incident response plan (IRP) 

 Investigating and analyzing incidents 

 Managing internal communications and updates during or 

immediately after incidents 

 Communicating with employees, shareholders, customers, and the 

press about incidents as needed 

 Remediating incidents 

 Recommending technology, policy, governance, and training changes 

after security incidents 

 

Examples: 

i) Darknet Intelligence.                                   ii) ATM & POS Monitoring. 

iii) Security Device Management.                  iv) File Integrity Monitoring. 
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 Reporting Cybercrime 

 

Before an investigation begins, a cybercrime must be observed and reported. While 

this seems like a straightforward first step in a cybercrime investigation, the reality 

is that cybercrime is largely underreported worldwide (UNODC, 2013). 

The underreporting of crime can be explained by economist Gary Becker's 

(1968) expected utility theory, which holds that people engage in actions when the 

expected utility (i.e., gains) from these actions are higher than the expected utility 

of engaging in other actions. Applying this theory to cybercrime, victims of 

cybercrime will not report cybercrimes if the expected utility from this reporting is 

low. 

However, a person or organization's willingness to report cybercrime depends on 

the type of cybercrime. Existing research identifies several reasons why 

cybercrime is underreported, including the shame and embarrassment associated 

with being a victim of certain cybercrimes (e.g., romance scams); reputational risks 

associated with publicizing cybercrime (e.g., if the victim of the cybercrime is a 

business, loss of consumer confidence); being unaware that victimization occurred; 

low confidence or expectations that law enforcement can assist them; too much 

time and effort to report cybercrime; and lack of awareness on where to report 

cybercrime. 

In response to the underreporting of cybercrime, governments and non-

governmental organizations have implemented initiatives designed to increase 

reporting by streamlining the cybercrime reporting process, which can normally 

involve numerous agencies depending on the type of cybercrime committed (e.g., 

online financial fraud can involve police, banks and other financial institutions, as 

well as government agencies involved in the investigation of financial 

cybercrimes), and drawing attention to cybercrime reporting mechanisms, such as 

websites or hotlines. 

 

The transnational nature of cybercrime and the interdependency of systems and 

Internet-connected digital devices within and outside of countries' territories 

requires the sharing of information about cybercrime across borders. Beyond that, 

the sharing of knowledge about good practices regarding cybercrime investigations 

is needed. The dizzying array of stakeholders involved in cybercrime 

investigations warrants a coordinated response to cybercrime and the sharing of 

explicit and tacit knowledge between stakeholders. The approaches to cybercrime 

investigations and the knowledge about investigations varies by stakeholders and 
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the country the stakeholders reside and/or operate in. The management of this 

knowledge within and across borders is needed to ensure the effective 

investigations of cybercrimes nationally and internationally. Measures that include 

information and communication technology to facilitate knowledge management 

sharing are of paramount importance as they enable the sharing of explicit and tacit 

knowledge irrespective of the geographic location of knowledge sharers and 

receivers. 

 

 Difference between cyber forensics and cyber security 

 
Cyber forensics deals with analyzing, preserving, extracting and submitting 

evidence in an permissible format. Cyber forensics extensively deals with 

investigation of cybercrimes and frauds that happen using technology. 

Cyber security is a vast field. It deals with finding vulnerabilities (loop holes). 

Patching those loopholes which might be present in websites, operating system, 

software etc and thereby improving the entire security so that hacking attempts can 

be reduced. 

Cyber Security is an umbrella which encompasses various verticals such as Data 

Security, Application Security, OS Security, Hardware Security, Network Security, 

Physical Security and Personnel Security. It is a defensive act. By carrying out 

cyber security audits you can implement cyber security. 

Where is Cyber Forensics is about analysis and investigation of digital crimes. It 

involves Identification, Sezuire, Analysis, Preservation, Documentation and 

Presentation (in the court of Law). 

Cyber Forensics is always carried out after the incident has occurred while cyber 

security is done to prevent such in incidents. 

Say you have a business that gets robbed frequently. You hire a security company 

and a forensics company. The security company will send you a few scary people 

with guns to stand outside and put cameras in your business, while the forensics 

company will try to find out who robbed your business. 

Same with cyber security and cyber forensics. It's the difference between “how to 
not get hacked” and “who hacked me?” . 

 

Downloaded from www.rgpvnotes.in

Page no: 20 Get real-time updates from RGPV

https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


 

We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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