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GUIアプリケーションに依存しない汎用的な機能に対して， 
蓄積されたセマンティクスな知識から自動的にテストケースを生成する

要旨



GUIを用いた対話型アプリケーションの自動テスト技術において， 
意味的に関連のあるインタラクションをカバーする能力の限界により 
意味的に関連のあるテストを作成できない 
● 実行空間の非効率的な探索(faultがあるシナリオを作成できない) 
● Oracleの欠如(間違ったシステムの応答を失敗だと解釈しない)

概要
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● 意味的に関連のあるテストケースを生成 
● セマンティックに依存する失敗を検出 
● 汎用的な機能をAIFとして定義 
(Application Independent Functionalities)

Augusto
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AIFアーカイブを作成

GUIに関する 
モデルを作成

具体的な値を用いて完全マッチング，
意味属性を検出

無条件 
エッジ

条件付き 
エッジ

作成したモデルとパターンを 
部分マッチング テストケースと 

それに対応した 
Oracleを作成， 
テストする

出典: Figure 1 of “Augusto: Exploiting Popular Functionalities for the Generation of Semantic GUI Tests with Oracles”



● 実在する7つのアプリ中の合計17個のAIFから15個を特定 
● 自動生成されたテストケースにより合計7つのfaultを検出 
（既存のテスト生成技術では2つのみを検出）

結果・所感
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結果

所感

githubでの実装公開

AIFに依存しすぎている印象 
Augustoのビルドには，IBM Rational Functional Testerの 
インストールが必要(1番安くて年間$3610)
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Figure 2: MDP with cost Model

For the example shown in Figure 1, Pr(SE(13),{1, 3, 5} )
is 4

5 , i.e., by symbolically execute path 1 and 3, we have
probability 4

5 of covering state 1, 3, and 5. For another
example, Pr(SE(13),{1, 5} ) is 0 since we must cover 3.

In this work, we assume that the choice can be made
depending on whether certain states have been covered or
not. This makes sense intuitively since if all states along a
path have been covered, it is a good idea not to apply symbolic
execution to that path. A strategy is thus a function which
takes as input information on whether each control location
in P has been covered or not, and returns a choice of test case
generation methods. To compare different concolic testing
strategies systematically, we build the following model in the
form of a Markov Decision Process (MDP) with Costs.

Definition 3.5. Let Ma
P = (S, Pr, µ) be the data-abstract

DTMC interpretation of a program P. We define DP =
(Covered,Act,φ, T, C) be an MDP with Costs such that

• Covered ⊆ PS, where PS is the power set of S, i.e.,
each member of PS is a set of states in S (i.e., those
which have been covered);

• Act = {RT } ∪ {SE(p)|p ∈ path(P)} ;
• φ ∈ Covered is the initial state which is ∅;
• T is defined such that T (M,a) where M ∈ Covered
and a ∈ Act is a probability distribution β defined as
follows:β(N) = ΣX:PS. X∪M=NPr(a,X) for all N ∈
Covered. Pr(a,X) is defined by (1) and (2) above.

• C associates a cost for each a ∈ Act as defined by
function cost.

For instance, given the following simple program,

void myfunc2(int x) {

1. if (x >= 0) {

2. x++;}

3. else {x--;}

4. return x;

}

we can obtain the data-abstract Markov Chain model shown
on the left of Figure 2, and the corresponding DP shown
on the right. The initial state of DP is ∅, i.e., none of the
states have been covered. Applying RT at the initial state,

we have a distribution such that with probability 0.5 we reach
state {1, 2, 4} (i.e., state 1, 2, and 4 are covered) and with
probability 0.5 we reach state {1, 3, 4} . If instead symbolic
execution on path ⟨1, 2⟩ is applied (i.e., SE(12)), we have
probability 1 of reaching state {1, 2, 4} . Note that if we ap-
ply symbolic execution on path ⟨1, 2⟩ at state {1, 2, 4} , we
reach {1, 2, 4} again with probability 1, which is represented
by the self-looping transition at state {1, 2, 4} . Assuming
that cost(RT ) = 1, cost(SE(12)) = cost(SE(13)) = 2 and
cost(SE(124)) = cost(SE(134)) = 3, we can then compute
the expected cost of a concolic testing strategy based on the
accumulated cost of each choice. For instance, the expected
cost of always applying RT is 2, whereas the expected cost
of applying SE(12) and then SE(13) is 4.

With Definition 3.5, we can see that a strategy for concolic
testing is equivalent to a policy of DP , i.e., a function from
S′ to Act. The following then answers RQ1.

Answer to RQ1: The optimal strategy is the policy of DP
which has the minimum expected cost.

For instance, in the example shown in Figure 2, the opti-
mal strategy is the one which applies RT always (with an
expected cost 2). The problem of finding the optimal strategy
is thus reduced to the problem of finding the policy with the
minimum expected cost, which can be solved using existing
methods [27] like value iteration, policy iteration or solving
a linear programming problem. The computational complex-
ity of finding the optimal strategy is thus bounded by the
complexity of identifying the optimal policy.

Answer to RQ2: The complexity of identifying the op-
timal strategy is strongly polynomial in the number of
states in DP , which in turn is exponential in the number
of control locations in P.

3.3 Evaluating Existing Heuristics
In the following, we conduct experiments to answer RQ3
empirically. That is, we compare the performance of the
optimal strategy with that of the heuristics-based ones [6, 7,
23, 33, 38, 42]. The goal is to see whether existing heuristics
are reasonably effective.

We randomly generate a set of Markov Chain models
(with no unreachable states) which we take as abstractions
of programs. Due to the high complexity in computing the
optimal strategy, we generate models containing 5 to 20
states only using the method in [46]. For every state, with
probability 0.5, we generate a branch, i.e., the expected
branch density is 0.5. We randomly generate a transition
probability for each transition. To mimic low-probability
program paths, we generate transitions of probability as low
as 1e-4 with probability 0.8 for 5-states models (to avoid
not having low-probability transitions) and 0.2 (to avoid not
having too many low-probability transitions) for 10, 15, or 20-
states models. In order to simplify the experiments, instead
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transition probability. A path ofM is a sequence of states π =
⟨s0 , s1 , s2 , · · · ⟩. We write states(π) to denote the set of states
in π. Let Path(M) denote all paths of M. The probability
of π, written as Pr(π), is the product of all the one-step
transition probability, i.e., Pr(π) = µ(s0 ) × ΠiPr(si, si+1 ).
Given a finite path π, we write last(π) to denote the ending
state in the sequence; and 2last(π) to denote the second last
state. We say that a finite path π is maximal if last(π) is a
sink state. We write Pathmax(M) denote all maximal paths
of M. We write Pathmax(s,M) denote all maximal paths
of M starting with s. Furthermore, we say that π is non-
repeating if every state in π appears at most once. We write
Path(M, s) to denote all finite paths which end with state s.
The accumulated probability of all paths in Path(M, s) is
the probability of reaching s, written as PrM(reach(s)) for
simplicity. Similarly, we write Path(M, s, s′) to denote all
finite paths which start with state s and end with state s′ and
PrM(reach(s, s′)) to denote the accumulated probability of
all paths in Path(M, s, s′).

In the following, we develop a DTMC interpretation of a
program, which forms the basis of subsequent discussion.

Definition 3.2. Let P = (C, init, V,φ, T ) be a program
and µ be a prior probability distribution of the test inputs.
The DTMC interpretation of P is a DTMC MP = (S, Pr, µ)
such that a state in S is a pair (v, l) where v is a valuation
of V and l is a control location in C; and Pr is defined as
follows: Pr((v, l), (v′, l′)) = 1 if and only if there exists a
guarded command gc = [g]f such that T (l, gc) = l′ and v ! g
and v′ = f(v); otherwise Pr((v, l), (v′, l′)) = 0.

Note that in the above definition, each one-step transition
has probability 1 or 0 except the initial probability distribu-
tion µ. Our optimal concolic testing strategy is defined based
on one particular abstraction of MP , i.e., the one which
abstracts away the variable valuation, defined as follows.

Definition 3.3. Let P = (C, init, V,φ, T ) be a program
and MP = (S, Pr, µ) be its DTMC interpretation. The data-
abstract DTMC interpretation of P is a DTMC Ma

P =
(Sa, P ra, µa) such that Sa = C. It is useful since we focus on
statement coverage in this work.

• µa(l) = 1 if l is init; and 0 otherwise;
• and Pra is defined as follows: for all l ∈ C and l′ ∈ C,
Pra(l, l

′) is

Σ{Pr(π)|∃s, s′. π ∈ Path(MP , (s
′, l′)) ∧ 2last(π) = (s, l)}

Σ{Pr(π)|∃s. π ∈ Path(MP , (s, l))}
Intuitively, Pra(l, l

′) is the probability of visiting l and
immediately followed by l′, over the probability of reaching l.
For instance, the DTMC shown on the right of Figure 1 is the
data-abstract DTMC interpretation of the program on the
left, where each control location in the program becomes a
state in the DTMC and each control flow between two control
locations is associated with the corresponding conditional
probability. For instance, the probability 1

232
labeled with

the transition from state 1 to 2 states that the probability of
visiting state 2 after state 1 is 1

232
(if we assume a uniform

distribution among all test inputs).

The following proposition states that the probability of
reaching a control location l is preserved in Ma

P .

Proposition 3.4. Let P = (C, init, V,φ, T ) be a program
and µ be a prior probability distribution of the test inputs. For
all l ∈ C, PrMa

P
(reach(l)) = Σv∈ V alV {PrMP (reach((l, v)))}

where V alV is the set of all possible valuations of V . "
The correctness of the proposition can be established by

showing the probability of reaching any l′ is

Σl∈ C(PrMa
P
(reach(l))× Pra(l, l

′))

A test execution of P can be naturally mapped to a path of
Ma

P . For instance, the test execution with input x = y = 0
given the program shown in Figure 1 is mapped to the path
composed of state 1, 2, 3, 5, and 8. We say that a test
execution covers a state of Ma

P if it covers the corresponding
control location of P. Furthermore, a path in Ma

P uniquely
corresponds to a program path in P.

3.2 Optimal Strategy
Recall that a concolic testing strategy is a sequence of choices
among different test case generation methods. In this work,
we define the space for the choice to be:

{RT } ∪ {SE(p)|p ∈ path(P)}
where RT denotes random testing and SE(p) denotes sym-
bolic execution by solving the path condition associated with
path p. To compare the cost of different choices, we need a
way of measuring them. We focus on time cost in this work.
Let cost be a function which, given a ∈ {RT } ∪ {SE(p)|p ∈
path(P)} returns its time cost. For simplicity, the time cost
of generating a random test case is set to be 1 unit. The time
cost of SE(p) includes the time cost of encoding/solving the
path condition.

We measure the effectiveness of a choice in terms of the
probability of covering a set of states in P. Given a choice
a ∈ {RT } ∪ {SE(p)|p ∈ path(P)} and a set of states X of
Ma

P , we can compute the probability of covering exactly the
set of states X with random testing as follows.

Pr(RT,X) = Σπ∈ Pathmax(Ma
P )∧ states(π)=XPr(π) (1)

For the example shown in Figure 1, Pr(RT, {1, 3} ) is 1− 1
232

and Pr(RT, {1, 4, 5} ) is 0 since there is no test case which
covers 1, 4, and 5 at the same time.

If the choice is symbolically executing program path p,
i.e., SE(p), we know that all states in the path p, written
as states(p), must be covered. Let Π = {π|s = last(p) ∧ π ∈
Pathmax(s,Ma

P) ∧ states(π) ∪ states(p) = X} be the set of
all maximal paths which start with the last state of path p
and, together with p, cover all and only states in X. The
probability of covering all and only states X with SE(p),
written as Pr(SE(p), X), is defined as follows.

Pr(SE(p), X) =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

0 if states(p) ̸⊆ X

0 if Π = {} ∧ states(p) ̸= X

1 if Π = {} ∧ states(p) = X

Σπ∈ ΠPr(π) else

(2)
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of associating a cost of symbolic execution for each path, we
associate each transition in the model with a positive integer
cost4 within 1000. We construct the corresponding MDP with
Cost models for each Markov Chain and use PRISM [32] to
compute the optimal strategy.

The results are shown in Table 1, where first column shows
the strategy and the rest shows the results obtained with 50
random 5-state Markov Chains, 50 random 10-state Markov
Chains, etc. Row optimal is the expected cost of the optimal
strategy, which has been normalized to 1. The rest of the
rows are the result of random testing (RT), the four strategies
in KLEE [7]: the default random-cover new (RCN), random
state search (RSS), random path selection (RPS), and depth
first search (DFS), the directed automated random testing in
DART [22], generational search (GS) in SAGE [23], context
guided search (CGS) in [42], and sub-path guided search
(SGS) in [33]. The length of sub-path in SGS is set to be 20%
of the the total number of states in the model. The last row
is to be ignored for now.

We use Java to implement all approaches. For each Markov
Chain model, we repeat each strategy 1000 times and obtain
the mean cost (to cover all the states). Note that for random
testing, it may take an extremely long time to cover all states,
thus we set a limit of 1000000 (test cases). From the results,
we observe that all existing heuristics result in significantly
higher costs than the optimal cost. Even the best performance
heuristics has a cost which is one order of magnitude higher
than the optimal one. Among all strategies, the strategy
which adopts random testing every time performs the worst
when there are 20 states. The results show that existing
heuristics have much room to improve. Note that the results
show in Table 1 should be taken with a grain of salt since
they are based randomly generated Markov Chain models,
which may not be representative of real programs.

Answer to RQ3: Existing heuristics could be improved.

4 APPROXIMATING OPTIMALITY
Based on the discussion in Section 3, it is clear that identify-
ing the optimal strategy in practice is infeasible due to its
high complexity, as well as difficulties in identify the proba-
bility of program paths and the cost of symbolic execution.
In the following, we propose a method to approximate the
optimal strategy in practice. Our proposal includes a way of
approximating Ma

P , a way of approximating function cost,
and a greedy algorithm for identifying optimal policy.

4.1 EstimatingMa
P and Function cost

In the following, we present an approach to estimate Ma
P =

(S, Pr, µ). Note that this is the subject of a recent line of re-
search known as probabilistic symbolic execution [15, 18, 21].
However, probabilistic symbolic execution has a high com-
plexity (due to the underlying model counting techniques [9]).

4This effectively assumes solving a constraint φ takes less time than
solving φ ∧ α, which may not be always true.

5 states 10 states 15 states 20 states

Optimal 1 1 1 1
RT 138.9 11.3 44.2 114.7
RCN 1.7 14.4 15.1 12.7
RSS 12.8 50.7 64.0 68.1
RPS 12.8 50.6 63.9 68.5
DFS 7.1 27.4 21.8 18.6
DART 1.8 13.0 12.8 13.0
GS 1.9 13.5 13.9 13.3
CGS 1.8 12.6 13.6 13.8
SGS 11.2 32.4 29.4 25.5
G 2.1 4.8 3.1 4.8

Table 1: Simulated experiments

We thus apply a lightweight approach, i.e., we estimate Pr
based on the test cases which have been obtained. The es-
sential problem that we would like to address is: if we have
observed certain events (i.e., test cases which cover certain
program paths), how do we estimate the probability of the
seen events and those unseen events (i.e., test cases which cov-
er other program paths)? This problem has been studied for
decades and a number of methods have been proposed, e.g.,
the Laplace estimation [13] and Good-Turing estimation [19].
We refer the readers to [19] for comprehensive discussion on
when different estimations are effective. In the following, we
show how to estimate Ma

P based on the Laplace estimation.
Assume that we have obtained a set of test executions X,

we can estimate Pr as follows.

Definition 4.1. Given any state s ∈ S, let #s be the
number of times state s is visited by samples in X. For any
t ∈ S, let #(s, t) be the number of one-step transition from
state s to t in X. For any state s, if it is impossible for s
to reach another control location t in P, we set Pr(s, t) to
be 0; otherwise, the Laplace estimation sets Pr(s, t) to be
#(s,t)+1
#s+n , where n is the total number of states s can reach

with one step.

Intuitively, if a transition (i.e., a control flow) from state s
to t is not observed in X because Pr(s, t) is small, the Laplace
estimation sets the transition probability to be 1

#s+n . It is
easy to see that the estimated Pr converges to the actual Pr
with an unbounded number of samples. In the following, we
write estimate(P, X) to denote the estimated Ma

P .
Estimating function cost, i.e., the cost of constraint solving,

is highly nontrivial due to the sophisticated constraint solving
techniques adopted by constraint solvers like Z3 [14]. It is
itself a research topic [29, 31]. In this work, we adopt the
approach in [29], which works as follows. Firstly, the authors
of [29] collected the time costs of solving constraints generated
from analyzing a set of real-world programs through symbolic
execution. Assuming the cost of constraint solving is the
weighted sum of the primitive operations (e.g., the Add and
Mul operation) in the constraint, they then estimate the
weight of each primitive operation type through function
fitting. Afterwards, given a constraint c, its solving cost is
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Figure 4: Average coverage w.r.t. analysis time.

Programs
5 Minutes 15 Minutes 30 Minutes
SE RT SE RT SE RT

FG0_ser 0 3 3 2 3 4
FGmhalf_series 9 2 16 1 4 1
dilog_xge0 145 22 214 27 260 20
Chi_e 89 1 77 25 49 33
bessel_Inu 28 3 52 10 47 30
bessel_JY_mu 19 1 0 7 40 7
bessel_Knu 22 9 62 23 76 37
bessel_cos 23 3 57 7 51 5
bessel_sin 23 3 57 6 42 5
coupling_6j 23 34722 23 103926 23 137164
elljac_e 64 47 50 55 143 44
exprel_n_e 36 2 84 1 302 3
hyperg_U 9 19 12 28 9 11
lngamma_e 5 111 6 272 11 155
lnpoch_sgn 42 2 133 6 249 7
lnpoch_pos 24 6 54 16 52 17
cyc_tridiag 0 7676 0 20989 0 32337
cyc_tridiag_non 0 8203 0 21204 0 31134
tridiag 0 7731 0 20901 0 30088
tridiag_non 0 7672 0 20553 0 30281

Table 4: Number of times of RT and SE

conditions which are hard to solve or generating random test
cases. In general, other strategies gain slightly more coverage
after the first minute too, although not always. In a few cases,
e.g., dilog_xge0, a boost in the coverage is observed with the
RPS strategy at 15 minutes timeout. This is likely because
the strategy switches to solving a different path, which leads
to many uncovered instructions.

In order to get a view on the choice of test case gener-
ation methods by our strategy, we summarize in Table 4
the number of times random testing and symbolic execution
are applied. Note that each entry in the table corresponds
to a different run with different timeout and thus it is not
guaranteed that the numbers in the 30 minutes’ column are
the largest. It can be observed that our strategy does not
always favor one method over another. Furthermore, the ratio

between the number of times random testing is chosen and
that of symbolic execution varies significantly from function
to function. For instance, for the last four functions, due to
the complex path conditions, random testing is consistently
the choice, which turns out to be effective in achieving high
coverage. Function exprel_n_e shows another extreme, i.e.,
symbolic execution is often the choice due to its simple con-
straints. This suggests that our strategy adapts to different
functions.

Answer to RQ5: Our greedy algorithm outperforms ex-
isting heuristics in KLEE.

Threats to Validity. Our test subjects are all numeric func-
tions and thus the results could be biased. We plan to apply
the proposed approach to other programs (e.g., programs
operating on non-trivial data structures) to further validate
its effectiveness in general.

6 RELATED WORK
This work is closely related to many existing searching s-
trategies for concolic testing. Besides those mentioned in
previous sections, there are other search heuristics. In [14],
Liu et al. proposed to empirically predict the cost of solving
a path constraint and prioritizes those paths with smaller
solving cost. In [38], Park et al. proposed the CarFast strate-
gy, which always selects a branch whose opposite branch is
not yet covered, and has the highest number of statements
control-dependent on that branch. Xie et al. [48] introduced
a fitness guided path exploration technique, which calculates
fitness values of execution paths and branches to guide the
next execution towards a specific branch. The fitness function
measures how close a discovered path is to a not-yet-covered
branch. Marinescu et al. [36] guides symbolic execution to-
wards the software patches. It exploits a provided test suite
to identify a good test case and uses symbolic execution with
several heuristics to generate more related inputs to test the
patches. In [42], Seo et al. proposed the context-guided search
strategy which selects a branch under a new context (i.e., a lo-
cal sequence of branch choices) for the next input generation.
In [8], Cadar et al. applies a Best-First Search strategy, which
checks all execution states and forces symbolic execution to-
wards dangerous operations (e.g., a pointer de-reference).
Compared with the above-mentioned approaches, ours is the
first one to formally define what is the optimal strategy and
subsequently develop a practical algorithm. We provide a
framework for systematically comparing the effectiveness of
random testing and symbolic execution.

This work is related to work on combining random test-
ing and symbolic execution. Besides [3, 4] which have been
discussed in Section 1, Kong et al. [31] discussed different
strategies on combining random testing and symbolic ex-
ecution in the setting of verifying hybrid automata. They
too make use of transition probability and cost in choosing
where to apply symbolic execution. However, their approach
remains a heuristics (i.e., choosing a branch with low cost,
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Table 1 and Figure 4 are imported from the Original Paper “Towards Optimal Concolic Testing,” ICSE2018.
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DeepTest: Automated Testing of 
Deep-Neural-Network-driven 

Autonomous Cars

9-3

Yuchi Tian, Kexin Pei, Suman Jana, Baishakhi Ray 

舟山 優（京都工芸繊維大学 B4） 

DNN駆動自動運転車の自動テストツール”DeepTest”を
提案し，DNNのニューロンカバレッジを改善，多くの
誤動作を検出した．

　著者:

紹介者:

　要旨:



概要
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● 目的 
○ 自動運転車のDNNをテスト
する効率的なテストケース
の自動生成

DNN駆動自動運転車の仕組み

● DeepTest 
○ 画像変換（例: 歪み，霧の効果）
を適用して入力をたくさん作る

出典: fig.2 and fig.7 of “DeepTest: Automated Testing of Deep-Neural-Network-driven Autonomous Cars”

誤動作の例

　ニューロンカバレッジを 
効率的に増加させる



アイデア・結果

!3

9-3

● アイデア 
○ 画像変換を組み合わせることでカバレッジの増加量をアップ！ 
○ より高いカバレッジをもたらす画像変換の組み合わせを効率的
に見つけるために貪欲法を利用した探索技術の提案． 

○ テスト結果の判定にメタモーフィック関係を活用． 

● 結果 
○ 画像変換を組み合わせることにより，ニューロンカバレッジを
約100%にまで改善することができた． 

○ 3つのDNNモデルで，1000個以上の誤動作を検出した．



所感
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人生で初めて読んだ論文だったが，例が多くてわ
かりやすかった． 

画像変換の技術についてもそこそこ詳しく述べら
れていた． 

計算時間について言及が無かった．



Precise Concolic Unit 
Testing of C Programs using 

Extended Units and 
Symbolic Alarm Filtering

Original Authors 
Yunho Kim (KAIST) 

Yunja Choi (Kyungpook National University) 
Moonzoo Kim (KAIST) 

紹介者 
京都工芸繊維大学大学院 ソフトウェア工学研究室 M1 
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● System testでの関数呼び出しの関係から動的にユニットテストドライバに含
める関数を決定してConcolic実行し，その呼び出しの文脈を考慮してfalse alarm
の排除を行うフレームワークCONBRIOを開発した 

● 高いバグ検出能力（91.0%）と精度（true/false alarm比が1:4.5）を達成した

概要・背景

!2
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● 本来起こりえない状況のテストケース
が自動生成されることにより，false 
alarmが起き得る 

● 全てのalarmの中からtrue alarmを探
し出す作業は大変 
○ false alarmを削減したい

● そのターゲット関数の呼び出
し文脈と制約をSMTソルバー
で解いて実行可能かどうか判
定しフィルタリングする

概要

背景 アプローチ



1. System testから関数の呼び出しプロファイ
ルを取得（ターゲット関数：f） 

2. それを元に依存度　　　を計算し，fを呼び出
すまでの一定以上の閾値を持つ文脈を特定し
て制約を取得（制約： 　　　） 

3. 一定の閾値を下回った依存度の低い関数をス
タブに置き換えConcolic testを実行  
（制約：　　 ） 

4. 得られた制約　　 　　　　　をSMTソルバー
で解き，実行可能でなければfalse alarmとし
て排除

手法

!3
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p( f |g) =
n1

nf

n1 : fがgを呼んだ数
nf : テストケース数

p( f |g)

σfvi
σfvi

∧ Σctx( f,k)

Σctx( f,k)

main : 1.00

a1 : 0.66 a2 : 0.33

b : 1.00

f

g : 1.00 h : 0.33

fの呼び出し 
文脈

fのユニットテストドライバ

※関数名：依存度

テストケース数：3
1. main → a1 → b → f → g 
2. main → a2 → b → f → g 
3. main → a1 → b → f → g & h



● 従来手法と比較し，同等以上の検出力及び精度 
● false alarmのフィルタリングは有効 

○ 行わない場合その数は5倍以上となった 

● ドライバに含める関数を依存度から動的に選択する手法も有効 
○ 同等の実行時間・サイズのドライバを生成した従来手法と比較してもより高い検出力・
精度を得られた

結果
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● バグ数が未知のプログラムにおいても7つのプログラムから14の新規のバグ（手動で
検証）を発見し開発者に報告した

Static call-graph distance techniques
CONBRIO

0 (SUT) 3 6 9

# of 
false 
alarms

F/T 
alarm 
ratio

# of 
false 
alarms

F/T 
alarm 
ratio

# of 
false 
alarms

F/T 
alarm 
ratio

# of 
false 
alarms

F/T 
alarm 
ratio

# of 
false 
alarms

F/T 
alarm 
ratio

Ave. 412.0 82.7 97.6 22.9 44.3 14.6 33.3 11.5 20.5 4.5



✓理論として考案するだけでなく実際に実装し， 
実プログラムで評価している点が良かった 
○ ソースコードを公開してくれるともっと良かった 

× 実用性は疑問 
○ i5-4670K, 8GB RAMのマシン100台並列で数時間 
○ System testが上手く分岐を網羅している必要があり，
適用して効果を見込めるプロダクトはそう多くないの
では無いか

所感
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