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Abstract. Access control within a ubiquitous networking environment is a crit-
ical issue. Traditional access control methods have mainly relied on the authen-
tication of registered users or devices, and security issues arise if visitors are
permitted to use networked resources in an office and have accessibility to other
resources. We propose a new access control method that uses frequently chang-
ing passwords which are displayed beside the resource. This method provides
real-world-oriented access control over an internet without any need for special
hardware such as sensors.

1 Introduction

Network infrastructure has been extensively developed and now provides a convenient
computing environment. In particular, flexible network access is available through wire-
less network devices such as those based on IEEE802.11a/b/g or mobile phones. We can
access the Internet from almost anywhere in our offices or homes, or even outdoors.

The extensive use of various wireless network devices has also created a complex
network environment. The geographical proximity of computing devices is not always
consistent with the network proximity. Somebody connecting to the Internet through
a PC via an office LAN can also access the Internet through a mobile phone via a
completely different network at the same time. Logical network topology can also be
complicated. One’s home PC can virtually participate in an office LAN over the Internet
with Virtual Private Network (VPN) technology. Some VPN tools isolate a PC connect-
ing to a remote LAN from other computing devices in its own LAN. We call such an
environment an intertwined network environment.

Our need to be careful about security and access control can lead to some strange
sources of inconvenience in an intertwined environment. For example, we do not want
visitors to have access to all resources on our office LAN, though we may allow a
visitor to print out a document with a local network printer. Typically, the visitor must
ask someone in the office to print the data stored on his mobile PC, and this data needs
to be printed from removable media such as a memory card, even if the visitor’s PC is
equipped with a network device or can access the Internet via a mobile phone. Another
example is that sombody using a VPN tool to log-in to his/her office LAN from home
has to close the connection to print out a document with a home network printer.

This inconvenience can be easily eliminated with a low-maintenance method that
gives a user, especially a visitor, temporary permission to use the resource over the
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Fig. 1. Concept of ShownPass

global network. However, traditional access control methods are based on registration or
network topology. Registration-based methods incur high-maintenance costs in the case
of visitors since the system administrator must add and remove the user’s account and
password, or the MAC address of the user’s terminal when the visitor arrives and leaves.
Similarly, topology-based methods are not an effective means of providing visitors with
partial access to network resources.

We propose a paradigm where access permission is given only to users who are
physically near the resource. With visitors, we can usually assume that someone who is
allowed to approach the resource should also be allowed to use it. This application of
real-world context can be achieved without special hardware such as sensors.

We introduce a new low-cost location-based method of access control — called
ShownPass — that uses a randomly generated and regularly changing password which
is displayed near or on the resource. Any user who can see the current password can
use the resource, even from outside the LAN. After a user leaves the resource’s imme-
diate vicinity, he/she cannot use the resource anymore because the password frequently
changes. This paper describes the details of this method and its application. We discuss
the method’s characteristics, relation to existing methods, and extension.

2 ShownPass

Traditional access control methods on a network have mainly focused on authenticating
the registered user or device. Another approach has been based on network topology.
Both approaches have ignored the real-world context. However, this context can be
utilized to impose natural restrictions on use of a resource, especially for temporary use
in an intertwined network environment. In most situations, we can assume that anyone
who is allowed to approach a resource should also be allowed to use it.

The use of information that cannot be accessed remotely, but can easily be accessed
at the resource’s immediate location allows us to verify that the user is near the resource.



We can install a local display that shows a randomly generated and regularly changing
password on or near the resource. Any user who can see the current password can use
the resource. He or she sends a request with the password to the resource, and the
resource will process the request if it is accompanied by the correct password.

Note that the path used to transmit the request does not matter. A user can use a
resource even from outside the LAN. When the user leaves the resource’s immediate
location, he/she cannot use it anymore because the password is frequently changed.
Of particular interest is that the password, which would normally be hidden in other
situations, is publicly shown and that is why we call it ShownPass.

ShownPass only requires a small area for the resource to display the password. Nei-
ther the resource nor the user’s terminal needs any special devices such as sensors; thus
many existing resources and terminals can benefit from ShownPass without having to
be modified. Passwords are generated for each resource, so that access for one resource
is independent of other resources. It is an easy and secure way to allow visitors to use
limited resources in an office.

Password Long passwords are tedious for users to input. In addition, as passwords
change frequently, they do not need to be long. Four to eight alphanumeric characters
are sufficient for most situations. While an attacker may try all possible passwords after
a password has changed, such an attack will be easily detected because the receipt of
many requests within a short period will be exceptional for a resource with ShownPass.
Moreover, to tighten security even more, a password can be invalidated unless the user
physically operates the resource (e.g., pushes a button).

The user’s terminal issues a request to the resource with the password. The password
can be used in the authentication phase in the protocol, or be attached to the request as
additional data. When the resource (or the server that manages the resource) receives
the request, it checks the password. If the password is valid the request is processed,
otherwise it is deleted. For added convenience, it is best to accept the previous pass-
word as well as the current password, because the password might change during the
transaction.

Any error messages will appear on the resource and not on the user’s terminal. This
prevents an attacker from knowing whether the attack has been successful. Of course, a
valid user at the resource can easily see the messages.

Application Area ShownPass is not an alternative to traditional authentication methods,
but an additional option. ShownPass is a suitable way to provide a visitor with access
for a limited time, allowing one-time access for tasks such as printing data or displaying
a presentation document on a screen. A system administrator can easily allow visitors
(who can access the Internet with their own terminals via a mobile phone or a guest
segment) in a meeting room to access resources in that room, but without giving them
access to resources outside the room. Traditional mechanisms to control such location-
based access are costly. Our method also allows users to temporarily bridge networks
which are logically separated because of use of a VPN tool.

Other access control or authentication methods can be used with ShownPass. Reg-
istered users may be allowed to use resources in the office without passwords through



Fig. 2. Printer with ShownPass
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Fig. 3. Sending a Request with a Password (a) and the ShownPass Display Showing an Error (b)

terminals connected to a LAN. However, an administrator can also provide a resource
that requires both registration and the ShownPass password.

Because ShownPass is based on the physical security around the resource it should
not be used where anyone can approach it or have an unrestricted view of it. If a resource
is highly protected to control physical access, ShownPass, especially when combined
with other access control methods, provides a higher level of security. In such a case,
the request itself should be protected by encryption.

3 Implementation

We implemented an e-mail-based ShownPass system. The system generates a password
and shows it on a display. The user sees it and sends a request by e-mail with the pass-
word included in the subject field. The system checks the subject field in the received
e-mail and if a correct password (either the current password or the previous password)
is given, the system processes the request.

3.1 Printer Operation with ShownPass

Figure 2 shows a normal network printer with ShownPass (available in usual manner to
other PCs on LAN), and the password is being displayed on an affixed PDA (PocketPC).
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Fig. 4. Architecture for a Printer with ShownPass.

The display also shows the e-mail address to which requests should be sent.
A user can print a PDF (Portable Document Format) document by sending an e-mail

with the document as an attached file and the password on the display (Figure 3(a)).
This password consists of six digits and is changed every three minutes. Error messages
appear only on the display (Figure 3(b)), so that anyone trying to access the printer from
a remote location cannot see the responses.

Figure 4 shows the architecture for the system. A mail server (qmail on a PC with
Linux) invokes a password authentication program for every request that arrives. The
authentication program communicates with the password manager, checks valid pass-
words, and then executes a printing program if the request is accepted. The password
manager sends the current password to the display besides the printer. It also sends
status messages (including error messages), if there are any.

3.2 Bulletin Board with ShownPass

Figure 5 shows another example application with ShownPass. It is a networked bulletin
board, called ChatScape[1], which is installed in our office. Staff can post messages
with still images from the ChatScape terminal on their PCs, and we also allow visitors to
our office to leave messages with their mobile phones (the rightmost photo in Figure 5)
or PCs if they are in front of the ChatScape wall display.

In this implementation, a user has to engage in a physical act to see the current
password, while an e-mail address to send the request is always displayed. A set of
vibration sensors is installed on the wall to detect and locate knocks on the wall[3].
When a knock is detected at a specified place, a password composed of four digits or
an asterisk (*) or a hash mark (#) is briefly shown.

Figure 6 shows the architecture for this system. It is simpler than that for a printer,
because ChatScape itslef manages the password. The user sends a message including a
photograph as an attached file. ChatScape checks its mail spool at a specified interval
(shorter than the password alternation interval). A request with a valid password is
accepted and displayed by the ChatScape terminal. A request with an invalid password
is simply deleted.



Fig. 5. Networked Bulletin Board with ShownPass, and a Mobile Phone Posting a Message to It
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Fig. 6. Architecture for a Bulletin Board with ShownPass

3.3 Other Possible Applications

A networked display directly connected to an Ethernet or a wireless LAN would be a
good application for ShownPass. A display in a meeting room can be used only by users
in the room, without providing a separate subnet. The base station of a wireless LAN,
such as an IEEE802.11a/b/g device, is another example. Transient wireless services for
customers in shops can be easily enabled with ShownPass.

4 Discussion and Comparison

Separated Communication Line for Authentication One of the key advantages of
ShownPass is that a password can be transmitted to the user via a separate channel
from the normal communication channel on which the request is sent. Such a combi-
nation of different channels produces a useful, intuitive, and secure user interface in a
ubiquitous network environment or an intertwined network environment.

Figure 7 shows the new communication model we are proposing that ensures both
usability and security[6]. An important feature of thie model is that the authentication
channel has physical restrictions representative of real-world conditions; e.g., device



Communication Channel

Authentication Channel

Device
A

Device
B

Fig. 7. Communication Channel and Authentication Channel

proximity. In other words, the authentication channel takes into account human factors.
ShownPass is one application of this model where the authentication channel is highly
dependent on the user.

The idea of transmitting a password or some identifying information via a separate
channel has been used unconsciously by many people for a long time. For example, a
reservation number is given when one uses an automatic telephone reservation system.
Prize competitions on television programs that rely on conventional mail or telephone
communication may require keywords that are announced during the programs. When
strangers plan to meet for the first time in a public place, they often give each other some
identifying information (brown hair, very tall, wearing a blue shirt, and so on) over the
phone. Our model is a formalization of these traditional methods, and ShownPass is a
new computerized application of these methods.

Encryption Our first prototype system did not use encryption so that it could work with
existing terminals without the need for special software. In practice, if a request needs to
be protected the user should use encryption techniques in addition to ShownPass. This
is because ShownPass is not a data protection method, but an access control method for
a resource. The password given by ShownPass, however, could be used as an encryption
key. Of course, the password in such a case would then have to be sufficiently long to
prevent cracking.

Automatic Password Alternation Some commercial one-time password generator pads
(e.g., RSA SecurID tokens) provide passwords that periodically change. In this case,
the pad and server are synchronized to generate the same password at the same time,
so that the server can authenticate a user who has a valid pad. It can be considered a
kind of virtual authentication channel established by sharing an algorithm to generate
passwords, a seed of random numbers, a time, and so on.

ShownPass can be simulated with a one-time password generator pad system, by
placing the pad besides the resource. The pad then represents the user’s location, rather
than the user who owns it.

Comparison with a Near-field Wireless Network An ad hoc network using near-field
wireless communication media such as Bluetooth[4] or IrDA[5] can be used as a
location-restricted channel for a resource. However, there are various problems with
the solution.

First, it is usually difficult to control and recognize the range because radio waves
are invisible and can go through walls. A user issuing an inquiry message may find
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many devices in addition to the one which he/she wants to use. With IrDA, the available
range is quite limited so it is inconvenient for sending large amount of data. Second,
there is still a registration problem because the user must be allowed to use the wireless
infrastructure, and may not be allowed to use all the resources with near-field wireless
communication media. A Bluetooth device would require a PIN (Personal Identification
Number) code for security reasons. Third, both the terminal and resource have to be
equipped for the same near-field wireless communication medium. This is possible, but
in reality is often not the case. In addition, a near-field network itself is one of elements
that compose an intertwined network environment.

However, ShownPass makes it relatively easy to control the area where visitors are
allowed access, because it is based on visibility. A visitor can easily distinguish the
resource that he/she is allowed to use, as there is a password display nearby. It can be
used for many existing networking terminals and resources without the need for new or
additional hardware. It is interesting that such location-restricted access can be achieved
without a near-field network.

Moreover, the area can be flexibly extended via audio, video, or other media. For
example, a user can allow another person who is talking with him/her on the telephone
or through a video conference system (using dedicated communication lines) to print a
document from his/her printer by revealing a password and an e-mail address.

This extendibility enables a secure remote maintenance service. A customer (who
may be a novice user) can pass on the current password of his/her home network device
to the customer support center by telephone (Figure 8). The support staff can remotely
connect to the device with the password to service it. The support staff can be given
only the limited access needed for maintenance, rather than full access. After the ses-
sion, the staff cannot connect again unless the customer gives them a new password,
because the password is automatically changed. Another important point here is that
the ShownPass authentication process is easy for users to understand, so even novices
users can confidently give such temporary permission.

On the other hand, a near-field wireless network can also be utilized as an authen-
tication channel if its range is very limited. We have also developed a user interface
system that selects a target to connect to based on device proximity[10]. We use an RF
tag system to detect the proximity. Security related issues regarding this interface are



discussed in another paper[6].

Control Related to Visibility Access control based on visibility is easy for an admin-
istrator to control and check, and it is intuitively recognizable by the user. An admin-
istrator can stop resource use by simply ceasing password generation or, more simply,
hiding the password display. It is also easy to check the ShownPass status.

Interaction based on visibility also enables other intuitive user interfaces. For ex-
ample, we have developed the Gaze-Link interface to enable intuitive selection of a
connection target on network[2]. Gaze-Link uses a camera on a mobile terminal and a
visual marker called CyberCode[9] on the connection target. A user wanting to connect
his/her mobile device to a nearby device aims the camera at the target to see it on the
mobile terminal. The target address is then retrieved from the ID of the CyberCode. In
this process, the user does not need to know the network address or name of the target.

Physically Restricted Access The SpaceTag system[12] introduces access control based
on the user’s global location. That is, it allows access to local information related to a
specified area only if the user is within that area. Commercial location-based informa-
tion services utilizing mobile phones are also now in operation. These systems detect
the user’s global position by GPS (Global Positioning System) or the ID of the base
station to which the user is currently connected. A ShownPass-like mechanism can be
implemented on these systems. However, a global server will have to manage all loca-
tion information to ensure the user’s location is close to the resource.

Beacons carried by users[14] or installed in environments [11, 7] and their receivers
can be used to make up indoor positioning system. In this case a ShownPass-like system
can be implemented by adding a password to the data to be transmitted.

Some real-world-oriented user interfaces, e.g., Pick-and-Drop[8] and mediaBlocks[13],
enable us to handle virtual data as physical objects. Such interfaces inherently control
access through physical restrictions. Unfortunately, they cannot be applied to traditional
terminals and resources without hardware modifications, and we have to consider the
security issue when we want to transfer data between LANs.

Other Physical Restrictions A special device called a hardware key, or a dongle, is
used to protect programs or data from illegal access. Lending a dongle to a visitor
to access a specified resource is one way to place physical restrictions on temporary
access. However, physically managing these dongles is difficult and costly. In addition,
a dongle is designed for a specific platform and has a specific connector. For example,
one for a parallel port on a PC cannot be connected to a PDA. A virtual rather than a
physical key is used in the ShownPass system, so management costs are low and keys
are adaptable to many kinds of terminal.

Variation of ShownPass There are many possible variations of ShownPass itself. For
example, a password can be generated by a user or a user’s terminal instead of a re-
source. In this case, a user has to input the password directly to a resource to be used,
and send request data with the password via the network. While the physical condition
is more restricted than in the case of normal ShownPass (because it requires not only
proximity but also physical contact with the resource), a major drawback of this idea is
that it requires every resource to have some sort of input device like a keypad.



5 Conclusion

The ShownPass system utilizes a real-world context to control access to a networked
resource in an intertwined network environment without special hardware such as sen-
sors. In this system, a locally viewable display for the resource shows a password, which
is frequently changed, so that any user who can see the current password can use the
resource, even from a (possibly mobile) terminal connected to a different network.

We have done a sample implementation using e-mail where even mobile phones
could be used to operate the system without additional hardware. We have also tested
the use of ShownPass in printer and networked bulletin board applications. As the use of
networked electronic appliances continues to spread, the potential area of application
for ShownPass will grow. We plan to develop other applications using ShownPass to
further verify its effectiveness.
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