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Introduction 

The cloud represents a new business model; a true paradigm shift in the value of Information 
Technology.  For service providers the cloud provides the ability to deliver economies of scale while 
serving multiple client organizations from a single instance of software; for subscribers the cloud 
affords them the ability to economically store digital assets, on-demand, without the need for 
significant capital outlay or management expense. 

The goal of this paper is to examine in-depth the concepts of both cloud computing and the data 
cloud, discuss the differences between traditional and modern cloud storage architectures, 
examine the modern cloud storage infrastructure, and introduce Basho Technologies’ new cloud 
storage platform, Riak CS. 

State of the Cloud 

The cloud is having an undeniable and significant impact on our world. Because of the cloud, 
virtually anyone anywhere has access to enormous computing power.  In our society, the cloud 
represents democratization and equality-- leveling playing fields, and providing individuals and 
organizations a voice and capability to make things happen faster and better at an individual level.  

In our computing ecosystem, the cloud represents a disruptive IT delivery model that uses key 
concepts like SaaS, utility computing, and grid computing to more effectively deliver IT capability. 
The cloud has reshaped how we think about computing, how we access information, how an 
organization functions, and how much we pay for technology and services.   

 For end-users, albeit transparent, the cloud is quickly becoming the standard way people 
take advantage of web based products and services.   

 For cloud service subscribers, the cloud’s on-demand access to a shared pool of computing 
resources, online storage, and services provides compelling advantages in cost, speed, 
accessibility, efficiency, and agility.  

 For cloud service providers, the ability to pool resources, virtualize them, and then 
dynamically provision from the resource pool provides significant advantages in resource 
management, utilization, and ultimately return on investment. 

Based on a March 2012 study commissioned by SAP, companies selling cloud services (compute and 
storage) are projected to grow revenues by an average of $20 billion per year for the next five 
years, with the potential to generate as many as 472,000 jobs in the U.S. and globally over the next 
five years.  It is estimated that companies purchasing cloud services will save as much as $625 
billion over the next five years by moving legacy operations into clouds.  Investments in cloud 
service companies are projected to top $30 billion over the next five years, which could add an 
additional 213,000 jobs to the U.S. workforce. (1) 

It is estimated that over 85% of the data being generated today is unstructured-- ideal for cloud 
storage.  With the world’s volume of data doubling every 24 months, it is evident that the 
popularity of and demand for cloud storage will only continue to rise. (2)  
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Characteristics of Modern 
Cloud Storage Systems 

 Ability to achieve massive scale 

 Elastic (can scale up or down on-
demand) 

 Agile 

 Multi-tenant 

 Not geographically constrained 

 Inexpensive – comprised of low-
cost nodes with directly attached 
commodity drives 

 Billed on a usage basis 

 Application agnostic 

 Highly available – continuity of 
service 

Cloud Storage 

Originally envisioned in the 1960’s, the genesis of the modern cloud wasn’t until 1999 when 
Salesforce launched the world’s first large scale enterprise SaaS (Software as a Service) application 
over the Internet using a web browser.  Salesforce CRM was such a resounding success that from 
2006 to 2011 its CRM market share grew from 8% to 46%, bumping the top contender 
Oracle/Siebel/Peoplesoft down from 33% to a 14% market share. (3) 

It was 2006 however, that marked the beginning of widespread acceptance and adoption of ‘The 
Cloud’ with Amazon’s introduction of AWS (Amazon 
Web Services), the world’s first publicly available cloud 
service: EC2 (compute cloud service) and S3 (cloud 
storage service) built on Amazon’s Dynamo distributed 
database.  Amazon effectively ushered in the modern 
cloud movement with three key concepts: (4)    

1. Elasticity--use as little or as much as you want or 
need 

2. Utility billing--pay for what you use. 
3. Transparency—fully-managed.  

AWS brought significant credibility to the cloud market, 
and proved the viability of the cloud business model.  
Industry analyst, Doug Anmuth from J.P. Morgan, 
believes that revenues from Amazon cloud services will 
reach as high as $2.6 billion by 2015.  (5) 

The primary benefits of cloud storage are: reduced 
storage costs, optimized storage utilization, reduced 
management overhead and increased operational flexibility.  From the end-user’s perspective, 
cloud storage systems are expected to provide complete transparency for costly, time consuming 
services like provisioning, scaling, backup, maintenance, redundancy, and management.   Use cases 
for cloud storage include applications with unstructured and unpredictable storage demands, a 
need for a lower-cost storage tier, or a long-term archive.  It should be noted that cloud storage is 
not optimal for transaction databases or temporary storage.   

Today there are three primary cloud storage service types or models: 

● Public Cloud Storage is a multi-tenant storage environment for unstructured data available 
to the general public over the Internet. Public cloud services may be free or offered on a 
pay-per-usage model. 

● Private Cloud Storage is a multi-tenant storage environment for unstructured data 
available behind an organization’s firewall, providing a dedicated storage environment, 
more control over data, higher performance, and customization.  Private cloud storage 
services offer many of the same benefits of public storage clouds, but are limited in scale 
and constrained to a particular organization.  In addition, on-premise private cloud storage 
services are more costly as they require the overhead of IT operations management, data 
center space, hardware, software, power, cooling, etc. 
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● Hybrid cloud storage is an infrastructure comprised of both public and private clouds, 
giving subscribers the ability to balance security needs and specialized requirements with 
lower-cost publicly accessible storage systems. 

Cloud Storage vs. Traditional Storage  

For years the cloud had been loosely defined as a general term for anything that involves delivering 
hosted services over the Internet.  This allowed traditional storage vendors to ‘cloud wash’-- a term 
used when vendors put ‘cloud’ or ‘cloud-enabled’ labels on products they’ve sold for years.  When 
considering the move to or building out cloud architectures, it is important to understand the 
differences between traditional cloud-enabled storage and modern cloud storage architectures.   

Traditional Storage Architectures 

Some cloud storage service providers use traditional, file-based, ‘cloud-enabled’ architectures as 
their backend storage solution.  Traditional cloud-enabled storage architectures consist of 
technologies like Storage Area Networks (SANs) and Network Attached Storage (NAS) appliances.  
These architectures create efficiency primarily through storage sharing-- pooling storage across 
local area networks.   The rise of unstructured data from both human and machine-generated 
sources is quickly overwhelming traditional architectures while pushing bottlenecks deeper into the 
network.  Increasing storage demands tax IT departments with an ever-increasing need for 
provisioning as well as the continuous coordination of data migration across networks.    

Traditional storage systems have many drawbacks including the fact that the fundamental design of 
these systems suffer from single points of failure.  To mitigate these risks, traditional storage 
architectures are layered with redundant components and expensive clustering/failover software 
add-ons, resulting in costly, vertical scale systems that are complex to manage.  (5)   

Cloud Storage Architectures 

In 2004, at the height of the holiday shopping season, Amazon experienced multiple outages. The 
two-tier monolithic storage system Amazon was using was no longer a viable option for the type, 
volume, and speed of data they were collecting.  In 2006, out of the need for a highly reliable, ultra-
scalable data storage system, Amazon announced the Dynamo distributed key/value database and 
launched the S3 (Simple Storage System) cloud storage service powered by Dynamo.  The era of 
modern cloud storage was born. (6)   

The cloud storage model is a close derivative of the cloud computing model, sharing the same 
characteristics in terms of agility, scalability, and multi-tenancy, however applied to storage rather 
than computing. (7)  When compared to traditional cloud-enabled storage architectures, three 
features in particular differentiate cloud storage architectures:  cloud storage is sold ‘on-demand’; 
cloud storage is elastic (you can have as much or as little as you need or want); cloud storage 
provides complete transparency (cloud services are fully managed by the service provider).  

The basic requirement of any cloud storage infrastructure is to deliver high scale, on-demand 
storage that has the ability to support very large numbers of subscribers or tenants.  The very best 
of these architectures are based on the principles of distributed systems like Amazon’s Dynamo 
storage system.  True cloud storage architectures are those that deliver on the promise of multi-
tenancy, no single point of failure, horizontal scalability, and low-cost manageability to achieve the 
economies of scale and availability required in the world of fast growing, unstructured data.  
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Examining the Cloud Storage Infrastructure   

According to George Crump at Information Week magazine, “Cloud storage infrastructures are the 
hardware and software (or both) that are either assembled or delivered turnkey to physically store 
data, either for an organization building a private cloud storage system or a provider that offers 
public cloud storage services.” (8)  There are several key capabilities that have to be taken into 
consideration when moving to or building out a cloud storage infrastructure:  cost management, 
access, performance, multi-tenancy, scalability, availability, consistency, and buy vs build.   

Cost Management 

Cost management is one of the most vital considerations for cloud service providers in order to be 
and remain competitive.  Since system management and maintenance is transparent to the 
subscriber but a long-term cost to the cloud service provider, the cloud storage system architecture 
should inherently minimize management overhead, or to a large extent be self-managing and self-
healing as errors occur.  The underlying architecture should be economically scalable -- scaling 
should be linear, and provisioning new nodes for increased capacity should be simple and seamless.  
Ultimately the management and maintenance costs associated with the cloud storage platform 
should be nominal.   

Access 

A cloud storage Application Programming Interface (API) is a method for accessing a cloud storage 
system.  Cloud storage can be accessed in a myriad of ways, including Web service APIs 
(REST/HTTP, SOAP, etc.), block based protocols (iSCSI), file based protocols (NFS, CIFS, FTP), as well 
as other protocols like Web-based Authoring and Versioning (WebDAV).  (9)   

REST/HTTP is the preferred access method for public and private clouds because it is stateless and 
not prone to internet related latency.  Traditional storage file access protocols (NFS, CIFS, FTP, etc.) 
can be used but require low-latency local (close-proximity) storage. 

Performance 

According to Brewer’s CAP Theorem (Consistency, Availability and Partition-tolerance), sacrifices 
have to be made to some extent to get the required blend of performance, scalability, and high 
availability.  One of the key tradeoffs with cloud storage systems is performance and availability-- 
the more durable the data, the lower the performance.  Because requirements between systems 
may vary, the key is to make certain that these attributes are tunable. (10)   

Multi-tenancy  

Multi-tenancy is a concept in which a single instance of software supports multiple clients, 
subscribers or tenants-- an absolute requirement in any cloud storage system.  It is primarily 
because of multi-tenancy that cloud service providers can achieve high cost efficiencies for a low 
cost of service.   

Scalability 

Scaling should be horizontal and linear, ultimately taking advantage of nodes comprised of low-
cost, commodity servers and drives.  Adding capacity to a cloud infrastructure should be as simple 
as adding nodes to a ring or cluster.  Cloud infrastructures would ideally auto-provision, or at 
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minimum significantly reduce the burden of provisioning new nodes.  Economic scalability is one of 
the keys to a cost effective cloud storage system. 

Availability 

Near-continuous read and write availability is one of the most critical requirements for any cloud 
storage service.  Availability in modern cloud storage systems should be inherent in the underlying 
fabric of the cloud storage platform, not an afterthought.  Replication and redundancy are at the 
very core of any highly available storage system.  The cloud storage system would by-design have 
no single point of failure and would ultimately be comprised of distributed autonomous, or semi-
autonomous nodes that replicate data objects not only within their own local cluster, but across 
data centers to ensure the availability of data in the event of system downtime or a catastrophic 
event.  (11)   

Consistency 

Cloud storage solutions promise high scalability and low cost.  The CAP Theorem, developed by Dr. 
Eric Brewer, states that a database cannot guarantee consistency, availability, and partition-
tolerance at the same time.  To scale you have to partition.  Therefore, the tradeoff for any 
particular system is between high consistency and high availability.  If the choice is availability over 
consistency, the best a system can guarantee is eventual consistency.  If the choice is consistency, 
then the system cannot guarantee that the database will always be available.  Most modern cloud 
storage systems choose to deliver higher availability and eventual consistency.  Ideally the system 
of choice would be one in which availability and consistency can be tuned.  (10)   

Buy vs. Build 

With the accelerating growth and popularity of cloud storage, time to market is absolutely critical.  
The market share that would be lost building, launching, and hardening a robust, proprietary cloud 
storage platform would be a cost prohibitive show-stopper for the cloud storage service provider.  
Ultimately what is needed is a readily available, cost-effective, off-the-shelf cloud storage platform 
built on a proven, distributed data store that delivers all of the tenets of modern cloud storage.  

Riak CS - Basho Technologies’ Cloud Storage Platform 

Riak CS is a robust, multi-tenant cloud storage platform built on top of Basho Technologies’ Riak-- 
an ultra-scalable, highly-available, open-source distributed database based on the Amazon Dynamo 
model.  Riak CS enables hosting companies and service providers to quickly build their own reliable 
and affordable Amazon S3-compatible hosted storage service, implemented as public, private, or 
hybrid clouds. 

Key Benefits 

● Reduced time to market – Riak CS is a platform that enables cloud storage solutions to be 
launched quickly and effectively to capture valuable market share and revenue. 

● Lower total cost of ownership (TCO) – Riak CS delivers on the promise of cloud storage 
with a multi-tenant, ultra-scalable, highly-available, cost-effective platform.  Once 
operational, Riak CS requires negligible management, further reducing the total cost of 
ownership.  
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● Built on top of a distributed database made for the cloud – Riak CS is built on top of Riak, a 
distributed open-source database that has been hardened by some of the world’s most 
demanding applications, serving millions of users and billions of operations. 

Key Features 

 Multi-Tenant – Riak CS provides enterprises, telcos, hosting providers and IaaS companies 
with the foundation for their cloud storage offerings. 

 Amazon S3-API Compatibility – Riak CS has a built-in S3 interface with support for S3 ACL 
so enterprises can use existing S3 tools and frameworks or import and extract Amazon 
data. The HTTP REST API supports service, bucket and object-level operations to easily store 
and retrieve data. 

 Per-Tenant Visibility – With the Riak CS Reporting API, enterprises get per-tenant usage 
data and statistics on network I/O.  This reporting functionality supports use cases including 
accounting, subscription, chargebacks, and plugins with billing systems or efficient multi-
department utilization. 

 Supports Objects of Arbitrary Content Type Up to 5GB, Plus Metadata – Store images, 
text, video, documents, database backups, software binaries and other content up to 5GB 
as a single, easily retrievable object.   

 Pluggable Authentication/Authorization for Integration with Existing Infrastructure – Riak 
CS provides an extensible authentication system, enabling integration with existing 
directory services (LDAP, ActiveDirectory, NIS, PAM).    

 Dynamo-based – a faithful adaptation of Amazon's highly successful Dynamo model 

 Elastic Architecture – clusters can grow dynamically without downtime 

 Master-less – no single point of failure 

 Fault Tolerant – the system can survive outages with no data loss 

 Multi-Data Center – write-available, master-less replication 

 Linearly Scalable – adding 10% more nodes means 10% more capacity 

 Dynamic Data Distribution – Riak CS is made to distribute your data among many servers 
automatically and with little configuration 

Riak CS Use Cases 

Storage for Cloud Computing 

Cloud environments have the same storage issues as other virtualization-based use cases, but with 
even greater intensity.  Because of its characteristics of ultra-high scale, high-availability, high 
reliability, and low cost of operations, Riak CS is the obvious choice as a storage platform for cloud 
computing.   

S3 without AWS 

The downside of Amazon Web Services is that at high scale it becomes expensive, even cost 
prohibitive.  In addition, Amazon’s service level agreement for its customers promises something 
called “commercially reasonable efforts” for S3 availability at 99.9% or 8.76 hours per year – which 
by industry standards is considered to be loose.  For enterprises and service providers looking for a 
more cost effective S3 type of service with the advantages of ultra-high economies of scale, high 
availability, and more control over uptime and quality of service, Riak CS is an obvious choice. 
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Cloud Drive 

The explosive popularity with applications like Drop Box has prompted the release of similar 
product offerings by alternative vendors.  With Riak CS, enterprises and cloud service providers can 
now develop their own cost effective, ultra-high scale, extremely durable and reliable cloud drive 
services, offered as public-facing to consumers or behind a firewall to employees. 

Backup-as-a-Service 

Riak CS is ideal for the development of Backup-as-a-Service solutions. Riak's ability to economically 
scale coupled with a low cost of operations enables service providers to generate additional 
revenue streams by offering virtually unlimited, transparent, highly durable and reliable backup 
services for their customers. 

Archival and Presentation 

Since the introduction of services like Yahoo's Flickr and Google's Picasa, the popularity of media 
archival and presentation services has exploded.  Archival and presentation services place 
enormous demands on storage services because of the high volume of media and metadata 
information they have to manage.  Riak CS is a perfect match for such services because it can work 
with enormous volumes of unstructured data while continuing to scale linearly and economically.  
Hallmark features like extreme durability and low cost of operations give service providers 
confidence that they've made the right choice. 
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