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Search Options in FTK 

 

 
 

In FTK, you have two types of searches: 

 Live Search 

 Index Search 

 

Live Search 
 

A live search is a time-consuming process involving an item-by-item comparison with a 

search term. A live search is flexible because it supports pattern searches using regular 

expressions.  The Live Search tab includes three sub-tabs from which you can run different 

kinds of live searches: 

• Pattern runs pattern-based, live, or linear searches such as regular expression 

searches.  

• Hex runs linear, hexadecimal-based live searches. 

• Text runs text-based live searches. 
 

Index Search 
 

FTK uses the dtSearch search engine to perform all index searches.  An index search uses the 

index file to find a search term. The index file is generated during the creation of a case; 

however, an evidence item can actually be indexed at any time.  The index file contains all 

discrete words or number strings found in both the allocated and unallocated space in the 

case evidence. By default, it does not capture spaces or symbols, including the following: 

. , : ; " ’ ~ ! @ # $ % ^ & * = + 
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dtSearch Indexing Options 
 

 
 

By default, any characters from the indexable alphabet (letters A-Z), the underscore (‘_’), 

and numbers 0-9 are indexed.   

 

Other foreign characters including the following accented characters are also indexed by 

default (both upper and lower cases):    

 

Accent Character 

Grave à è ì ò ù  

Acute á é í ó ú ý 

Circumflex â ê î ô û  

Tilde ã ñ  õ    

Umlaut ä ë ï ö ü ÿ 

 

Non-Indexed words and characters 

 

Noise Words 

 

Noise words are extremely common words such as “it” and “and”, and not added to the 

index.  A list of noise words can be found in the Indexing Options window.  If you know 

when starting a case that you will need to search for terms that may contain noise words, 

you can remove those terms from the list.   

 

Hyphens 

 

By default, the hyphen (dash) is treated as a space, but can be set to be ignored or treated 

as a hyphen.  If you choose to treat hyphens as hyphens rather than as spaces, the hyphen 

becomes part of the indexable alphabet. 
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Spaces 

 

 The following characters are treated as spaces by default: 

 

Single Quote ‘  Back Slash \  Tilde  ~ 

Exclamation Mark !  Colon :  Plus + 

Double Quotes “  Semicolon ;  Equals = 

Pound Sign #  At Symbol @  Less Than < 

Dollar Sign $  Left Bracket [  Greater Than > 

Percent %  Right Bracket ]  Carriage Return  

Ampersand &  Carrot  ^  Form Feed  

Left Parenthesis (  Tick Mark `  Line Feed  

Right Parenthesis )  Left Brace {  Space  

Asterisk *  Right Brace }  Tab  

Comma ,  Question Mark ?    

Forward Slash  /  Bar |    

 

Ignore Characters 

 

Ignorable characters are control characters.  These characters are special non-printing 

characters that; begins, modifies, or ends a function, event, operation or control 

operations.  

 

Max Word Length 

 

Allows you to set a maximum word length to be indexed.  

 

Index Binary Files  

 

Specify how binary files will be indexed. Options are:  

 Index all 

 Skip 

 Index all (Unicode)  
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Enable Date Recognition  

 

Date recognition looks for anything that appears to be a date, using English-language 

months (including common abbreviations) and numerical formats. If date recognition is 

enabled, specify how ambiguous dates should be formatted when encountered during 

indexing. Options are:  

 MM/DD/YY 

 DD/MM/YY 

 YY/MM/DD  

 

Examples of date formats that are recognized include: 

 January 15, 2006 

 15 Jan 06 

 2006/01/15 

 1/15/06 

 1-15-06 

 The fifteenth of January, two thousand six 

 

Set Max Memory  

 

Allows you to set a maximum size for the index.  

 

Auto-Commit Interval (MB)  

 

Allows you to specify an Auto-Commit Interval while indexing the case. When the index 

reaches the specified size, the indexed data is saved to the index. The size resets, and 

indexing continues until it reaches the maximum size, and saves again, and so forth. 

 

Important:  Any custom settings selected will be case specific unless you select Save as 

Defaults in the Detailed Options window. 
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Merging Case Index 
 

 
 

Indexing is multi-threaded and each thread creates its own index. Because multiple files 

will usually contain the same words, the words in each index will overlap each other (eg. 

one index tracked the word “berries” in 55 different files, and another index tracked the 

word “berries” in another 100 files). Merging indexes will merge all the indexes into one, 

eliminating this overlap and resulting in faster index searches. However, the process of 

merging indexes can take as long as the original indexing process, so you will need to 

determine based on the size of your case if the trade off is worth it. 

 

Before merge: 

 
 

After merge: 
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Conducting an Index Search 
 

 
 

The dtSearch Index Search tab uses the index to find the search term. Evidence items 

may be indexed when they are first added to the case or at a later time. Whenever 

possible, AccessData recommends indexing a case before beginning analysis. 

 

Index searches are instantaneous. In addition, in the Index Search Results List, the offset 

of the data in the hit is no longer listed in the hit. You will see it when you look at the hit 

file in Hex view. 

 

The Search Criteria pane shows a cumulative total of all listed or all selected terms, based 

on the And or the Or operator. The cumulative total displays at the bottom of the Search 

Terms list. This functionality has been added to match the way the Search Terms list 

functioned in previous versions. 

 

Select none, one, several, or all search terms from the list, click either And or Or, then 

click either All or Selected to see cumulative results.  

 

The Index contains all discrete words or number strings found in both the allocated and 

unallocated space in the case evidence. 

 

In addition to performing searches within the case, you can also use the index to export a 

word list to use as a source file for custom dictionaries to improve the likelihood of and 

speed of password recovery related to case files when using the Password Recovery 

Toolkit (PRTK). You can export the index by selecting File > Export Word List. 
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Importing and Exporting Search Terms 
 

 
 

You can export a list of search terms you have added to the list of search terms to save 

for later use. 

 

To export a set of search terms  

1. Highlight the search terms to export to a file.  

2. Click Export.  

3. Provide a filename and location for the file (the TXT extension is added 

automatically).  

4. Click Save.  

 

To import a saved search terms file  

1. Click Import to import a set of search terms.  

2. Select the search terms file (This file must be at text file).  

3. Click Open.  

 

Note: An imported term cannot be edited, except to delete a term and re-add it to your 

satisfaction.   
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Search Operators 
 

 
 

Special characters that can be included in search terms: 

 

Character Description Result 

? Matches any single character “appl?” matches “apple” and “apply” 

* Matches any number of 

characters 

“appl*” matches “apple” and 

“application” 

~ Stemming “apply~” matches “apply”, “applies”, 

“applied” 

% Fuzzy search “ba%ana” matches “banana” and 

“bannana” 

# Phonic search “#smith” matches “smith” and 

“smythe” 

& Synonym search “fast&” matches “quick” 

~~ Numeric range “12~~24” matches any number 

between 12 to 24 

And Operator Apple AND pear matches files 

containing both “apple” and “pear” 

Or Operator Apple OR pear matches files 

containing either “apple” or “pear” 

Within Operator Apple w/4 pear matches files where 

“apple” is within 4 words of “pear” 

Not Operator Apple And NOT pear matches files 

containing “apple” but not “pear” 

Contains Operator Name CONTAINS Adam matches 

files whose metadata “name” field 

contains “adam” 
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Search Operators (Continued) 
 

AND Connector 

 

Use “and” in a search request to connect two expressions, both of which must be found in 

any document retrieved. The following table includes two examples: 

 

Example Result 

Apple pie and poached pear Retrieves all items containing both phrases. 
 

(apple or banana) and (pear 

w/5 grape) 

Retrieves all items containing (1) either 

“apple” or “banana”, and (2) containing 

“pear” within five words of “grape.” 
 

 

OR Connector 

 

Use “or” in a search request to connect two expressions, at least one of which must be 

found in any document retrieved. For example, “apple pie or poached pear” retrieves all 

documents containing “apple pie”, “poached pear”, or both.  

 

W/N Connector  

 

Use “w/n” in a search request to specify that one word or phrase must occur within n 

words of the other. For example: 

 

 apple w/5 pear (retrieves all documents containing “apple” within five words of 

“pear”) 

 (apple or pear) w/5 banana 

 (apple w/5 banana) w/10 pear 

 (apple and banana) w/10 pear  

 

Some types of complex expressions using “w/n” produce ambiguous results and should 

not be used. For example:  

 

 (apple and banana) w/10 (pear and grape) 

 (apple w/10 banana) w/10 (pear and grape)  

 

In general, at least one of the two expressions connected by “w/n” must be a single word 

or phrase or a group of words and phrases connected by “or”. For example:  

 

 (apple and banana) w/10 (pear or grape) 

 (apple and banana) w/10 orange tree  

 

dtSearch uses two built-in search words to mark the beginning and end of a file: 

“xfirstword” and “xlastword”. The terms are useful if you want to limit a search to the  
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Search Operators (Continued) 
 

beginning or end of a file. For example, “apple w/10 xlastword” retrieves all documents 

containing “apple” within 10 words of the end of a document.  

 

NOT AND NOT W/N  

 

Use “not” before any search expression to reverse its meaning. This allows you to 

exclude documents from a search—for example, “apple sauce and not pear”.  

 

“Not” standing alone can start a search request. For example, “not pear” retrieves all 

documents that do not contain “pear”.  

 

If “not” is not the first connector in a request, you need to use either “and” or “or” with 

it—for example, “apple or not pear” and “not (apple w/5 pear)”.  

 

The “not w/n” (not within) operator allows you to search for a word or phrase not in 

association with another word or phrase, for example, “apple not w/20 pear”.  
 

Important:  Unlike “w/n”, “not w/n” is not symmetrical. That is, “apple not w/20 pear” 

is not the same as “pear not w/20 apple”. In “apple not w/20 pear”, dtSearch searches for 

“apple” and excludes cases where “apple” is too close to “pear”. In “pear not w/20 

apple”, dtSearch searches for “pear” and excludes cases where “pear” is too close to 

“apple”. 

 

Numeric Range Searching  

 

A numeric range search looks for numbers within a range. To perform a numeric range 

search, enter the upper and lower bounds of the range separated by two consecutive tildes 

(~~), like this: “apple w/5 12~~17”.  

 

This search would retrieve all documents containing “apple” within five words of a 

number between 12 and 17. Numeric range searches include the upper and lower bounds, 

so in this example, “12” and “17” would be retrieved.  

 

Numeric range searches work only with positive integers. Decimal points and commas 

are treated as spaces, and minus signs are ignored. For example, “123,456.78”78” would 

be interpreted as “123”, “456”, and “78” (three numbers).  

 

Using alphabet customizing, the interpretation of punctuation characters can be changed. 

For example, if you change the comma and period from space to ignore, then 

“123,456.78” would be interpreted as “12345678”.  
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Searching for a Phrase 
 

 
 

You do not need to use any special punctuation or commands to search for a phrase. 

Simply enter the phrase the way it ordinarily appears. The most reliable way to search for 

a phrase is to enter it without quotes.   

 

For examples, if you want to search for the phrase “angry brown fox” you would enter 

the phrase unquoted into the Terms box. 

 

You can use a phrase anywhere in a search request. For example, “apple w/5 fruit salad”. 

 

If a phrase contains a noise word, dtSearch skips it. For example, a search for “statue of 

liberty” would retrieve any document containing “statue”, any intervening word, and 

“liberty”.  

 

Punctuation inside of a search word is treated as a space; thus, “can't” would be treated as 

a phrase consisting of two words, “can” and “t”. In this example, “1843(c)(8)(ii)” would 

become “1843”, “c”, “8”, and “ii” (four words). 
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Boolean Searches 
 

 

 

Refine a search even more by using the Boolean operators AND and OR. You can 

specify the terms to use in an index search by selecting specific entries, or by searching 

against all entries. 

You can also use the NOT operator to force the search criteria to exclude terms. To do 

this, in the Index Search tab, in the Terms field, type NOT before the term that you want 

to exclude from the search criteria and then click Add. 

For example, if you do not want to include files with the term “apple” in your search, 

enter NOT apple into the search criteria. 

The Search Terms list now shows you a cumulative total for the search terms, 

individually, combined, or total. You can use the operators All and Selected to see more 

specific results. This is helpful when refining lists and terms to limit the results to a 

manageable number. 

You can import a list of search terms to save having to type them multiple times. This is 

especially helpful when the list is long, or the terms are complex. When you create a 

search terms document, each term begins on a new line, and is followed immediately by a 

hard return. Save the file in TXT format in any text editor and save it for future use.  

 

Important: When creating your search criteria, try to focus your search to bring up the 

smallest number of meaningful hits per search. 
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Example Result 

apple and pear Both words must be present 

apple or pear Either word can be present 

apple w/5 pear “Apple” must occur within five words of “pear” 

apple not w/5 pear “Apple” must not occur within five words of “pear”  

apple and not pear Only “apple” must be present, not “pear”  

name contains smith The field “name” must contain “smith” 

 

If you have more than one connector, use parentheses. For example, “apple and pear or 

orange” could mean “(apple and pear) or orange” or “apple and (pear or orange)”. Noise 

words like “if” and “the” are ignored in searches unless they have been removed from the 

Noise Words list. 
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dtSearch Searching Options 
 

 

 

To refine an index search, from the Index Search tab, in the Search Criteria area click 

Options.  

 

Important: The Search Options, Stemming, Phonic, Synonym, and Fuzzy cannot be 

combined. You may choose only one at a time. 

 

Option Result 

Stemming Stemming extends a search to cover grammatical variations 

on a word.  

Phonic Phonic searching looks for a word that sounds like the word 

you are searching for and begins with the same letter.  

Synonym Synonym searching finds synonyms of a word in a search 

request.  

Fuzzy Fuzzy searching can find a word even if it is misspelled.  

All Files Searches all the files in the case. 

File Name Pattern Limits the search to files that match the filename pattern. 

Operand characters can be used to fill-in for unknown 

characters. The asterisk (*) and question-mark (?) operands 

are the only special characters allowed in an index search. 

For example, if you set the filename pattern to “d?ugl*”, the 

search could return results from files named douglas, 

douglass, or druglord. To enter a filename pattern:  

 Check the File Name Pattern box.  

 In the field, enter the filename pattern.  

Note: Search by date range is limited to be between Jan 1, 

1970 and Dec 31, 3000.  
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Files Saved Between Beginning and ending dates for the time frame of the last 

time a file was saved.  

 Check the Files Saved Between box.  

 In the date fields, type the beginning and ending 

dates that you want to search between.  

Note: Search by date range is limited to be between Jan 1, 

1970 and Dec 31, 3000. 

Files Created Between Beginning and ending dates for the time frame of the 

creation Files 

Created Between box.  

 In the date fields, enter the beginning and ending 

dates that you want to search between.  

Note: Search by date range is now limited to be between Jan 

1, 1970 and Dec 31, 3000. 

File Size Between Minimum and maximum file sizes, specified in bytes.  

 Check the File Size Between box.  

 In the size fields, enter the minimum and maximum 

file size in bytes that you want to search between. 

Save as Default Check this box to make your settings apply to all index 

searches. 

  

Index Result Options  

Option Result 

Max Files to List Maximum number of files with hits that are to be listed in 

the results field. You can change this maximum number in 

the field. Searches limited in this way will be indicated by an 

asterisk (*) and the text “(files may be limited by “Max files 

to list” option)” which may be cut off if the file name 

exceeds the allowed line length. The maximum number of 

possible files with hits per search is 65,535. If you exceed 

this limit, the remaining hits will be truncated, and your 

search results will be unreliable. Narrow your search to limit 

the number of files with hits.  

Note: Limiting the number of files to display does not work 

with some images. This is caused by dtSearch counting the 

chunks of files as individual files that are coming from the 

breaking of large unallocated space files into 10MB chunks. 

Since Those chunks are combined back into single files, the 

resulting file count will be less. 

Max Hits per File Maximum number of hits per file. You can change the 

maximum number in this field. Searches limited in this way 

will be indicated by an asterisk (*) and the text “(files may 

be limited by “Max hits per file” option)” which may be cut 

off if the file name and this text together exceed the allowed 

line length. The maximum number of possible hits per file is 

10,000.  



Advanced dtSearch 
 

Syntricate, Inc                                                              16 
 

dtSearch Searching Options (Continued) 

 
Stemming  

Stemming extends a search to cover grammatical variations on a word. For example, a 

search for “fish” would also find “fishing”. A search for “applied” would also find 

“applying”, “applies”, and “apply”. You can add stemming to your searches in two ways: 

 

 Select the Stemming option in the search form to enable stemming for all of the 

words in your search request. Stemming does not slow searches noticeably and 

usually helps you find what you want. 

 To use stemming selectively, add a tilde (~) after words that you want stemmed—

for example, “apply~”.  

 

Phonic Searching  

 

Phonic searching looks for a word that sounds like the word you are searching for and 

begins with the same letter. For example, a phonic search for “Smith” can also find 

“Smithe” and “Smythe”.  

 

To search for a word phonically, place a pound sign (#) before the word in your search 

request—for example, “#smith”.  

 

You can also select the Phonic option in the search form to enable phonic searching for 

all words in your search request. Phonic searching is somewhat slower than other types of 

searching and tends to make searches over-inclusive; therefore, consider performing 

selective phonic searches.  

 

Synonym Searching  

 

Synonym searching finds synonyms of a word in a search request. For example, a search 

for “fast” would also find “quick”. You can enable synonym searching for all words in a 

request, or you can enable synonym searching selectively by adding an ampersand (&) 

after certain words in a request. For instance, “fast& w/5 search”. 
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dtSearch Searching Options (Continued) 

 
Fuzzy Searching 

 

Fuzzy searching can find a word even if it is misspelled. For example, a fuzzy search for 

“apple” can find “appple”. Fuzzy searching is useful when you are searching text that 

might contain typographical errors. You can add fuzziness to searches in two ways: 

 

 Enable fuzziness for all of the words in your search request. You can adjust the 

level of fuzziness from 1 to 10. 

 You can add fuzziness selectively by using the percent sign (%). The number of 

% characters you add determines the number of differences dtSearch ignores 

when searching for a word. The position of the % determines how many letters at 

the start of the word have to match exactly. The following table includes some 

examples. 

 

Example Result 

ba%nana The word must begin with “ba” and have, at most, one 

difference between it and “banana”. 
 

b%%anana The word must begin with “b” and have, at most, two 

difference between it and “banana”. 
 

 

Note: Use this feature carefully; too many letter differences may make the search less 

useful. 
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Accumulate Results 
 

 
 

Accumulate Results shows you how many hits your search will yield.  This can give you 

a rough idea of how long it will take to perform your search (the more hits a search finds, 

the longer it may take to perform the search and populate the results.  
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Search Hit Relevancy 
 

 
 

When dtSearch sorts search results, all the words in a search count equally in determining 

hits. Hits are ranked more highly when the hits are near the top of a file, or otherwise 

clustered in a file. 
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Search Fields in XML and Other Documents 
 

 
 

When you index a database or other file containing fields, dtSearch saves the field 

information so that you can perform searches limited to a particular field. For example, 

suppose that you indexed an Access database with a Name field and a Description field. 

You could search for “apple” in the Name field like this: “Name contains apple”.  

You can also define a field at the time of a search by designating words that begin and 

end the field, like this: “(beginning to end) contains (something)”.  

“(Beginning to end)” defines the boundaries of the field. “Contains (something)” 

indicates the words or phrases you are searching for in the field. The only connector 

allowed in the beginning and end expressions in a field definition is “or”.  
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The dtSearch Engine automatically detects fields in the following file formats: 

 File format Fields 

Email files (Outlook Express, Eudora, 

MBOX, EML) 

To, CC, BCC, From, Sent Via, Sender, 

Recipient, Subject, Date, Attachments 

Outlook items and .MSG files To, CC, BCC, From, Sent Via, Sender, 

Recipient, Subject, Date, Sent Date, 

Delivered Date, Attachments, contact 

fields (StreetAddress, CompanyName, 

etc.) 

Microsoft Word, Excel, PowerPoint Document summary information fields 

OpenOffice/Open Document Format Document properties fields 

HTML META tags; <TITLE> is indexed as Html 

Title field; <H1>, <H2>, <H3> are 

indexed as HtmlH1, HtmlH2, HtmlH3, 

etc. 

XML All fields 

DBF All fields 

CSV All fields (CSV, or comma-separated 

values, files must have a .csv extension, a 

list of field names in the first line, and 

must use tab, comma, or semicolon 

delimiters) 

PDF files Document Properties 

WordPerfect Document summary information fields 

MP3 All metadata fields 

JPG, TIFF EXIF and IPTC metadata fields; XMP 

(Vista) metadata supported in version 7.40 

ASF, WMA, WMV All metadata fields 

Examples: 

 dtSearch automatically detects fields in supported file types: 

(author contains John Smith) and (subject contains turbine generators)  

 A query can combine a full-text component with a fielded data components:  

(author contains John Smith) and turbine generators  

 dtSearch field searching fully supports the hierarchical nature of XML data  

 (name to address) contains (john smith) 

 (name to (address or xlastword)) contains (oak w/10 lane)  

The field boundaries are not considered hits in a search. Only the words being searched 

for (“john smith”, “oak”, and “lane”) are marked as hits. 
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Field searches can be combined using AND, OR, and NOT, like this:  

 

(City contains (Portland or Seattle)) and (Address contains (Washington)) 

 
The parenthesis is necessary to ensure that dtSearch interprets the search request correctly. 
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Custom Search Strings 
 

 
 

Date Recognition 

 

Date recognition looks for anything that appears to be a date, using English-language 

months (including common abbreviations) and numerical formats. If date recognition is 

enabled, specify how ambiguous dates should be formatted when encountered during 

indexing. Options are:  

 MM/DD/YY 

 DD/MM/YY 

 YY/MM/DD  

 

Examples of date formats that are recognized include: 

 January 15, 2006 

 15 Jan 06 

 2006/01/15 

 1/15/06 

 1-15-06 

 The fifteenth of January, two thousand six 

 

To search for dates, you must first have selected Enable Date Recognition from the 

Indexing Options window during the pre-processing phase of the case.  This cannot be 

completed in Additional Analysis after the case has been processed. 

 

To search for a specific date you would type date(), with the date inside of the 

parenthesis.  Example: date(January 1, 2013). 

 

 Example to search for a range of dates:  date(January 1, 2013 to January 15, 2013).  
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Custom Search Strings (Continued) 
 

 
 

Searching for Email Addresses 

 

Email addresses contain the special characters of the @ symbol and the . (period), i.e. 

tjone@anywhere.com.   

 

There are two ways to address the issue of locating email addresses.   

 

The first option is completed during the Pre-Processing phase of the case: 

1. Go to Indexing Options 

2. Remove the @ symbol from the Spaces box. 

3. Remove the “.” (period) from the Spaces box. 

4. In the Letters box, click Add. 

5. In all four boxes, (Letter, Lowercase, Uppercase, Unaccented) enter the @ symbol 

and click OK. 

6. Repeat for the period. 

7. Once the case has completed processing, you can now enter the term 

tjones@anywhere.com. 

 

The second option is to utilize the option where the characters are marked as spaces and 

type “tjones anywhere com” (without the quotes).   

 

Note:  There is a space between the name and domain and domain type. 
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 Custom Search Strings (Continued) 

 
 

Searching for Numeric Strings 

 

For numeric string searching, the normal dtSearch wildcard string can be utilized as long 

as the hyphen and period are set to be indexed as spaces.  The hyphen and period are 

ignored and dtSearch looks for any sets of numbers based on your search pattern. 

 

Note: This search will yield a large amount of false positive hits.   

 

 Examples: 

 

 Social Security Numbers - === == ==== 

  Returns:  

123-45-6789 

  123 45 6789 

  123.45.6789 

 

 Credit Card Numbers (16 digits) - ==== ==== ==== ==== 

  Returns: 

1234-1234-1234-1234 

  1234 1234 1234 1234 

  1234.1234.1234.1234 

 

 The credit card pattern will also have the result of:  
::::3333 3333)))) ))))3333 3333))) 

 
The use of TR1 Regular Expressions is recommended for any numeric of custom 

expressions. 
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TR1 Regular Expressions 
 

 
 

In FTK we can incorporate regular expression searching capabilities in the dtSearch 

index search tab.  This new functionality does not use RegEx++ that we are accustomed 

to in the live search tab.  dtSearch utilizes the TR1 (Technical Report 1) regular 

expressions.    

 

Regular expressions in dtSearch provide a powerful syntax for searching for complicated 

patterns in text, such as one of several possible sequences of letters followed by a 

sequence of numbers. Regular expressions can also be used to express spelling variations 

of individual words.  Regular expression patterns are arbitrary (i.e., supplied by the user 

dynamically) and cannot be pre-indexed.   

 

NOTE:  Advanced searching for Social Security Numbers and Credit Card Numbers and 

other number patterns can be achieved; however modifications to the Searching Options 

must be made prior processing the case.   

 

A TR1 Regular Expression that is run in the dtSearch box must be quoted and must begin 

with ##. An example of this is: 

 

"##199[0-9]" – will find 1990 through 1999 

 

 A TR1 Regular Expression can also be run in conjunction with Boolean search: 

 

 Apple and "##199[0-9]" – will find Apple and 1990 through 1999 
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TR1 Regular Expressions Elements 
 

 
 

Element Terms 

Characters and target sequences are referred to as Elements.  The most common can be 

one of the following: 

 

 A literal character typed as the actual letter or number (a or 1). 

 A period - . - is any single character. 

 An asterisk - * - is a wildcard character. 

 The parenthesis - ( ) - is a capture group. 

 \d is a decimal character. 

 For hex searches, \xhh matches a hex entry (ie – \x0f). 

 Curly brackets - { } - is a repetition character. 

 A comma - , - is a minimum character. 

 The pipe symbol – | - is an alternation character - ‘this|that’. 

 A bracket [  ] – is a range expression which matches a value or a range, similar to 

a “set” in the Live Pattern Search.   

 A question mark symbol - ? – matches a character. 

 A leading carrot “^” indicates characters that must not be present. 

 A plus “+” must follow another regular expression and means 1 or more of 

something. 

 

Several examples: 

 

 "##." matches a single character such as "a", "b", and "c"…etc. 

 "##sal*" matches the target ‘sale’ and the target “salt’ and so on. 

 "##(a)" capture group, matches the target sequence "a" but does not match the 

target sequences "b", or "c"…etc. 

  “##\d\d\d\d” matches the target sequence of four digits “1234”. 
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 “##aa?” or {0,1} matches the target sequence of “aa” and the target sequence of 

“aaa”. 

 “##ab” matches the target sequence “ab.” 

 "##[b-f]" or range, matches the target sequences "b" through “f” but does not 

match the target sequences "a" or “g” through “z”. 

 “##tom|jerry” matches the target sequence of ‘tom’ or ‘jerry’. 

  “##\d{4}” or repetition, matches the target sequence of four digits “1234”. 

 “##appl[^y]” will find “apple” but not “apply” 

 “##app.+” matches “apps”, “apple”, or “applied”, but not “app”. 
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TR1 Regular Expressions Elements (Continued) 
 

Ordinary Character  

By entering actual ASCII characters, the search will return that set of characters after the 

element(s) are entered.  By entering ordinary characters, “##david”, you would find the 

string “david.”  However, if you wanted to look for David Thomas, you could not use 

“##david thomas” since this is two words.  To look for two separate words, you must join 

two regular expressions – “##david” AND “##thomas”. 

 

Single “Any” Character and Wildcard 

The use of the any character element can be used if a letter or letters may be different, 

such as difference in spelling (example ‘marijuana’ and ‘marihuana’).  The wildcard is 

used to find any combination of characters after an element is entered. 

Examples: 

 "##(a*)" matches the target sequence "a", the target sequence "aa", and so on.  

 "##a*" matches the target sequence "a", the target sequence "aa", and so on.  

 "##(a.)" matches the target sequence "aa", the target sequence "ab", but will not 

find the target sequence the target sequence “aaa”.  

 "##a." matches the target sequence "aa", the target sequence "ab", but will not 

find the target sequence the target sequence “aaa”.  

 “##.*ick” matches the target sequence “nick”, the target sequence “click”, and so 

on. 

 “##mari.uana” matches the target sequence “marijuana” and the target sequence 

“marihuana”. 

 

Capture Group 

A capture group marks its contents as a single unit in the regular expression and labels 

the target text that matches its contents.  The label that is associated with each capture 

group is a number, which is determined by counting the opening parentheses that mark 

capture groups up to and including the opening parenthesis.  You can combine capture 

groups for continuous patterns. 

Example: 

 “##(ab)*” matches the target sequence “ab”, the target sequence ‘abab”, and so 

on. 

  “##(\d\d\d\d)" matches the target sequence 4 digits such as "1234”. 

 “##(a+)(b+)” matches the target sequence “ab, the target sequence “aab”, the 

target sequence “abb”, and so on. 

  “##ab+” matches the target sequence “abb” but does not match the target 

sequence “abab.” 

 “##(ab)+” matches the target sequence “abab” but does not match the target 

sequence “abb.” 

 “##((a+)(b+))(c+)" matches the target sequence "aabbbc" and associates capture 

group 1 with the subsequence "aabbb", capture group 2 with the subsequence 

"aa", capture group 3 with "bbb", and capture group 4 with the subsequence "c". 
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TR1 Regular Expressions Elements (Continued) 
 

Decimal Character  

You can locate any set of decimals by using the ‘\d” character element in the expression.   

Examples: 

 "##\d\d\d\d" matches the target sequence "1234". 

 “##\d[3} matches the target sequence “123”. 

 “##\d{3}\d\d\d\d” matches the target sequence ‘1234567”. 

 Visa and “##\d{4}” will match any files that contain the word ‘visa’ and any four 

digits.  

 

Repetition 

Any element can be followed by a repetition count.  

Examples: 

 "##(a{2})" matches the target sequence "aa" but not the target sequence "a" or the 

target sequence "aaa". 

 "##(a{2,})" matches the target sequence "aa", the target sequence "aaa", and so 

on, but does not match the target sequence "a". 

 

A repetition count can also take the following form of a question mark “?" which relates 

to the character, element, or set immediately to the left of the “?”, which is the equivalent 

to "{0,1}".   

Examples: 

 "##a?" matches the target sequence "" and the target sequence "a", but not the 

target sequence "aa". 

 "##add?" matches the target sequence "ad" or “add”, but not the target sequence 

"addd". 

 “##(/d/d/d/d)(/d/d/d/d)?” matches the target sequence “1234” or “12341234”. 

 

 

Alternation 

A concatenated regular expression can be followed by the character '|' and another 

concatenated regular expression. Any number of concatenated regular expressions can be 

combined in this manner. The resulting expression matches any target sequence that 

matches one or more of the concatenated regular expressions.  

Example: 

 "##(nick|houston)" matches the target sequence "nick", or the target sequence 

“houston”. 
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TR1 Regular Expressions Elements (Continued) 
 

Concatenation 

Regular expression elements, with or without repetition counts, can be concatenated to 

form longer regular expressions. The resulting expression matches a target sequence that 

is a concatenation of the sequences that are matched by the individual elements.  

Examples: 

 "##(a){2}(b){2}(c)" matches the target sequence "aabbc".   

 "##(a){2,3}(b){2,3}(c)" matches the target sequence "aabbc", the target sequence 

“aaabbbc”.  

 “##(\d{4}){4}” matches the target sequence of “1234123412341234” (16 digits – 

no spaces). 

 

Bracket or Character Range 

A character range in a bracket expression adds all the characters in the range to the 

character set that is defined by the bracket expression. To create a character range, put the 

character '-' between the first and last characters in the range. Doing this puts into the set 

all characters that have a numeric value that is more than or equal to the numeric value of 

the first character, and less than or equal to the numeric value of the last character.  

Examples: 

 "[0-7]" represents the set of characters  '0', '1', '2', '3', '4', '5', '6', '7'. It matches the 

target "0" or "1", and so on, but not "a". 

 "[h-k]" represents the set of characters 'h', 'i', 'j', 'k'.  It matches the target “h”, “I”, 

“j” or “k”.   

 "[0-24]" represents the set of characters '0', '1', '2', '4'.  It matches the target “0”, 

“1”, “2” or “4”. 

 

An individual character in a bracket expression adds that character to the character set as 

defined by the expression. If the bracket expression begins with a “^” then the expression 

will consider all characters except for those listed. 

Examples: 

 "[abc]" matches the target sequences "a", "b", or "c", but not the sequence "d". 

 "[^abc]" matches the target sequence "d", but not the target sequences "a", "b", or 

"c". 

 "[a^bc]" matches the target sequences "a", "b", "c", or "^", but not the target 

sequence "d". 
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TR1 Regular Expressions Advanced Searching 
 

If order to achieve dtSearch capability in FTK for search strings such as Social Security 

Numbers, Credit Card Numbers, Employee Identification Numbers, Telephone Numbers, 

and etc. where a period or hyphen is present, certain steps must be done during the pre-

processing phase of the case. 

 

Pre-Processing Options for Number Patterns 

 

Pre-processing options: 

   

1. Start a new case 

2. Select Detailed Options 

3. Click Indexing Options next to dtSearch Text Index 

4. On the Indexing Options dialog window 

 For Hyphen Treatments – set to Hyphen 

 In the Spaces section – remove the period 

 In the Spaces section – remove the left and right parenthesis   

 In the Letters section – click Add and in all 4 spaces, type a “.” period and 

the left and right parenthesis, then click OK 

5. Process the case 

 

Note:  By default, these settings are case specific and will need to be reset each 

time as needed.  If you want to keep these search options permanently, you can 

make the necessary changes and elect Save as Defaults in the Detailed Options 

window. 
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Examples of TR1 Regular Expressions for Numeric Patterns 

 

For Credit Card Numbers -  

"##(\d{4}[\.\-])(\d{4}[\.\-])(\d{4}[\.\-])(\d{4})" 

 

The first three groups are composed of (\d{4}[\s\.\-]).  The expression is looking for 

four digits followed by a space, period, or hyphen.  This group is repeated three times 

and followed by the group looking for the ending 4 digits. 

 

We can shorten that expression by writing it "##(\d{4}[\.\-]){3}(\d{4})" 

 

This will find: 

 1234-5678-1234-5678 

 1234.5678.1234.5678 

 

For Social Security Numbers – 

"##(\d{3}[\.\-])(\d{2}[\.\-])(\d{4})" 

 

This will find: 

 123-45-6789 

 123.45.6789 

 

For U.S. Telephone Numbers – 

"##(\d[\-\.])?(\(?\d{3}[\-\.\)])?([\-\.]?\d{3}[\-\.])(\d{4})" 

This will find:   

 1-234-567-8901 

 1.234.567.8901 

 (234)567-8901 

 (234)-567-8901 

 (234)567.8901 

 (234).567.8901 

 234-567-8901 

 234.567.8901 

 567-8901 

 567.8901 

 

    

 

 


