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5.1 Intruders and intrusion detection systems 

An Intruder is a person who attempts to gain unauthorized access to a system, to damage 

that system, or to disturb data on that system. In summary, this person attempts to 

violate Security by interfering with system Availability, data Integrity or 

data Confidentiality. 

An intrusion detection system (IDS) is a system that monitors network traffic for suspicious 

activity and issues alerts when such activity is discovered. While anomaly detection and 

reporting is the primary function, some intrusion detection systems are capable of taking 

actions when malicious activity or anomalous traffic is detected, including blocking traffic 

sent from suspicious IP addresses. 

Although intrusion detection systems monitor networks for potentially malicious activity, 

they are also prone to false alarms (false positives). Consequently, organizations need to 

fine-tune their IDS products when they first install them. That means properly configuring 

their intrusion detection systems to recognize what normal traffic on their network looks 

like compared to potentially malicious activity. 

An intrusion prevention system (IPS) also monitors network packets for potentially 

damaging network traffic. But where an intrusion detection system responds to potentially 

malicious traffic by logging the traffic and issuing warning notifications, intrusion 

prevention systems respond to such traffic by rejecting the potentially malicious packets. 

Different types of intrusion detection systems 

Intrusion detection systems come in different flavours and detect suspicious activities using 

different methods, including the following: 

 A network intrusion detection system (NIDS) is deployed at a strategic point or 

points within the network, where it can monitor inbound and outbound traffic to 

and from all the devices on the network. 

 Host intrusion detection systems (HIDS) run on all computers or devices in the 

network with direct access to both the internet and the enterprise internal network. 

HIDS have an advantage over NIDS in that they may be able to detect anomalous 

network packets that originate from inside the organization or malicious traffic that 

a NIDS has failed to detect. HIDS may also be able to identify malicious traffic that 

originates from the host itself, as when the host has been infected with malware 

and is attempting to spread to other systems. 

 Signature-based intrusion detection systems monitor all the packets traversing the 

network and compare them against a database of signatures or attributes of known 

malicious threats, much like antivirus software. 
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 Anomaly-based intrusion detection systems monitor network traffic and compare it 

against an established baseline, to determine what is considered normal for the 

network with respect to bandwidth, protocols, ports and other devices. This type of 

IDS alerts administrators to potentially malicious activity. 

Capabilities of intrusion detection systems 

Intrusion detection systems monitor network traffic in order to detect when an intrusion is 

being carried out by unauthorized entities. IDSes do this by providing some or all of these 

functions to security professionals: 

 monitoring the operation of routers, firewalls, key management servers and files 

that are needed by other security controls aimed at detecting, preventing or 

recovering from cyberattacks; 

 providing administrators a way to tune, organize and understand relevant operating 

system audit trails and other logs that are often otherwise difficult to track or parse; 

 providing a user-friendly interface so non-expert staff members can assist with 

managing system security; 

 including an extensive attack signature database against which information from the 

system can be matched; 

 recognizing and reporting when the IDS detects that data files have been altered; 

 generating an alarm and notifying  that security has been breached; and 

 reacting to intruders by blocking them or blocking the server. 

An intrusion detection system may be implemented as a software application running on 

customer hardware, or as a network security appliance; cloud-based intrusion detection 

systems are also available to protect data and systems in cloud deployments. 

5.2 Password Management 

There are several forms of software used to help users or organizations better 

manage passwords: 

Intended for use by a single user: 

 Password manager software is used by individuals to organize and encrypt many 

personal passwords using a single login. This often involves the use of an encryption 

key as well. Password managers are also referred to as password wallets. 

Intended for use by a multiple users/groups of users: 

 Password synchronization software is used by organizations to arrange for different 

passwords, on different systems, to have the same value when they belong to the 

same person. 

 Self-service password reset software enables users who forgot their password or 

triggered an intruder lockout to authenticate using another mechanism and resolve 

their own problem, without calling an IT help desk. 

 Enterprise Single signon software monitors applications launched by a user and 

automatically populates login IDs and passwords. 
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 Web single signon software intercepts user access to web applications and either 

inserts authentication information into the HTTP(S) stream or redirects the user to a 

separate page, where the user is authenticated and directed back to the original URL. 

 Privileged password management (used to secure access to shared, privileged 

accounts). 

5.3 Viruses and related threats 

A mobile phone virus is a computer virus specifically adapted for the cellular environment 

and designed to spread from one vulnerable phone to another. Although mobile phone virus 

hoaxes have been around for years, the so-called Cabir virus is the first verified example. 

Cabir was developed for mobile phones running the Symbian and Series 60 software, and 

using Bluetooth. The virus searches within Bluetooth's range (about 30 meters) for mobile 

phones running in discoverable mode and sends itself, disguised as a security file, to any 

vulnerable devices. The virus only becomes active if the recipient accepts the file and then 

installs it. Once installed, the virus displays the word "Caribe" on the device's display. Each 

time an infected phone is turned on, the virus launches itself and scans the area for other 

devices to send itself to. The scanning process is likely to drain the phone's batteries. Cabir 

can be thought of as a hybrid virus/worm: its mode of distribution qualifies it as a 

network worm, but it requires user interaction like a traditional virus. 

Virus 

A  virus attaches itself to a program or file enabling it to spread from one computer to 

another, leaving infections as it travels. Like a human virus, a computer virus can range in 

severity: some may cause only mildly annoying effects while others can damage 

your hardware, software or files. Almost all viruses are attached to an executable file, which 

means the virus may exist on your computer but it actually cannot infect your computer 

unless you run or open the malicious program.It is important to note that a virus cannot be 

spread without a human action, (such as running an infected program) to keep it 

going. Because a virus is spread by human action people will unknowingly continue the 

spread of a computer virus by sharing infecting files or sending emails with viruses 

as attachments in the email. 

Attaches to an executable file, requires human action to spread. 

 

5.4 Worm and Trojan horse  

Worm 

A worm is similar to a virus by design and is considered to be a sub-class of a virus. Worms 

spread from computer to computer, but unlike a virus, it has the capability to travel without 

any human action. A worm takes advantage of file or information transport features on your 

system, which is what allows it to travel unaided.The biggest danger with a worm is its 

capability to replicate itself on your system, so rather than your computer sending out a 

single worm, it could send out hundreds or thousands of copies of itself, creating a huge 

devastating effect. One example would be for a worm to send a copy of itself to everyone 

listed in your e-mail address book. Then, the worm replicates and sends itself out to 

everyone listed in each of the receiver's address book, and the manifest continues on down 

the line. Due to the copying nature of a worm and its capability to travel across networks the 

end result in most cases is that the worm consumes too much system 

memory (or network bandwidth), causing Web servers, network servers and individual 

computers to stop responding. In recent worm attacks such as the much-talked-about 

Blaster Worm, the worm has been designed to tunnel into your system and allow malicious 
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users to control your computer remotely. 

Can replicate itself on system, does not require human action to spread. 

Trojan horse 

A Trojan Horse is full of as much trickery as the mythological Trojan Horse it was named 

after. The Trojan Horse, at first glance will appear to be useful software but will actually do 

damage once installed or run on your computer.  Those on the receiving end of a Trojan 

Horse are usually tricked into opening them because they appear to be receiving legitimate 

software or files from a legitimate source.  

When a Trojan is activated on your computer, the results can vary. Some Trojans are 

designed to be more annoying than malicious (like changing your desktop, adding silly active 

desktop icons) or they can cause serious damage by deleting files and destroying 

information on your system. Trojans are also known to create a backdooron your computer 

that gives malicious users access to your system, possibly allowing confidential or personal 

information to be compromised. Unlike viruses and worms,  

Trojans do not reproduce by infecting other files nor do they self-replicate. 

 

5.5 Different biometric and authentication system 

Everyone grew up hearing the words, "It's better to be safe than sorry." It is a kid's right to 

ignore this advice, but when it comes to mobile devices, failing to heed such a warning could 

be detrimental for organizations. Passwords and PIN codes are not enough to protect mobile 

devices from attacks. One of the best defences IT can implement is biometric authentication, 

which uses specific genetic markers to identify and grant device access to users.  

Mobile devices play a significant role in everyday life, not only for communicating with 

others but also used for entertainments and social relationships. Along with the increase in 

the usage of mobile devices like smart phones, tablet PCs, laptops, and other portable 

devices, the growth of confidential data like (bank accounts, personal and official e-mails, 

photographs, video) that these mobile devices store is also increasing. 

 

Currently, biometric security is one of the best authentication solutions to raise security 

within the mobile environment and there are plenty of examples of integrating biometric 

technology via Mobile App Development that includes; mobile voting, banking, and 

performing online transactions. There are four main biometric authentication methods: 

fingerprint, facial, iris and voice authentication. 

  

The mobile device will make a copy of the user's genetic marking and save it in a back-end 

database. Each time a user attempts to access the device, it will compare the current image 

taken to the one stored. If it is a match, the user is granted passage; if not, he or she is 

denied access .There are a few concerns surrounding mobile biometric authentication 

technology. The software has been known to cause false positive and negative matches. If a 

user's device is compromised, there is no way to change or edit the biometric, unlike a 

simple password reset. A scratch or smudge on the device camera or tracking pad could also 

compromise accessibility to the device. Mobile biometric authentication methods also tend 

to be on the pricey side, although they are growing more advanced by the day. 

 

5.6 Firewall Design Principles 

 Firewall is a security barrier between two networks that screens traffic coming in and 

out of the gate of one network to accept or reject connections and services 

according to a set of rules. 

 For a firewall to be effective the design of the firewalls should be efficient.  
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The various principles that should be adopted while designing a firewall are as follows: 

Firewall Characteristics: 

i. All traffic from inside to outside and vice versa must pass through the firewall. This is 

achieved by physically blocking all access to the local network except via the firewall. The 

configurations used for this are screened Host Firewall (Single and Dual) and Screened 

Subnet Firewall. 

ii. Only authorized traffic as defined by the local security policy will be allowed to pass. 

Various types of firewalls that can be used are Packet-Filters, Stateful Filters and Application 

Proxy Filters. 

iii. The firewall itself is immune to penetration. This implies that use of a trusted system with 

a secure operating system. 

Techniques for Control: 

Four general techniques that firewalls use to control access and enforce security policy are 

as follows 

i. Service Control- This determines the types of internet services that can be accessed 

inbound or outbound. 

ii. Direction Control: This determines the direction in which particular service requests may 

be initiated and allowed to flow through the firewall. 

iii. User Control: Control access to a service according to which user is attempting to access 

it. This feature is typically applied to users inside the firewall perimeter. 

iv. Behaviour Control: Controls how particular services are used. 

Capabilities of Firewalls:  

The expectations from a firewall are as follows 

i. A firewall defines a single choke point that keeps unauthorized users out of the protected 

network, prohibits vulnerability and provides protection from spoofing and routing attacks. 

ii. A firewall provides a location for monitoring security-related events. Audits and alarms 

can be implemented on the firewall system. 

iii. A firewall is a convenient platform for several internet functions that are not security 

related which include network address translator and a network management function. 

iv. A firewall can serve as the platform for IPsec. Using the tunnel mode capability, the 

firewall can be used to implement virtual private networks. 

Limitations of Firewalls: 

i. The firewall cannot protect against attacks that bypass the firewall. Internal systems may 

have dial-out capability to connect to an ISP. An internal LAN may support a modern pool 

that provides dial-in capability for traveling employees and telecommuters. 

ii. The firewall does not protect against internal threats, such as a disgruntled employee or 

an employee who unwittingly cooperates with an external attacker. 

iii. The firewall cannot protect against the transfer of virus-infected programs or files. 

Because of the variety of operating systems and applications supported inside the perimeter 

it would be impractical and impossible for the firewall to scan all incoming files for viruses. 
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