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Unit-V Cyber Forensics Investigation 

Introduction to IT laws & Cyber Crimes, Cyber Laws, IPR, Legal System of Information Technology, Social 

Engineering. 

 

Cyber Crime is not defined in the Information Technology Act 2000 nor the I.T. Amendment Act 2008 nor in 

any other legislation in India. It cannot be too. Offense or crime has been dealt with elaborately listing various 

acts and the punishments for each, under the Indian Penal Code, 1860 and quite a few other legislation too. 

Hence, to define cybercrime, we can say, it is just a combination of crime and computer. To put it in simple 

terms ‘any offense or crime in which a computer is used is a cybercrime’. Interestingly even a petty offense 

like stealing or pick-pocket can be brought within the broader purview of cybercrime if the basic data or aid to 

such an offense is a computer or information stored in a computer used (or misused) by the fraudster. The I.T. 

Act defines a computer, computer network, data, information and all other necessary ingredients that form 

part of a cybercrime. 

Cybercrime: - 

We can define “Cyber Crime” as any malefactor or other offenses where electronic communications or 

information systems, including any device or the Internet or both or more of them,are involved.  

Table-1:EvolutionofCyberCrime 
 

Years TypesofAttacks 

1997 Cybercrimesandvirusesinitiated,that includesMorrisCodewormandother. 

2004 Malicious code, Trojan,Advanced worm,etc. 

2007 Identifyingthief,Phishing,etc. 

2010 DNS  Attack, Riseof  Botnets, SQL, attacks,etc 

2013 Social     Engineering, DOSAttack, Botnets,Malicious Emails, Ransomwareattack,etc. 

Present BankingMalware,Keylogger, Bitcoin wallet, Phone hijacking,Android hack, Cyberwarfare,etc. 

 

Cyber Law: - 

We can define “Cyber law” as the legal issues that are related to utilizing communications technology, 

concretely "cyberspace,"i.e., the Internet. It is an endeavor to integrate the challenges presented by human 

action on the Internet with a legacy system of laws applicable to the physical world. 
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Afewimportantsectionsoneshouldknow 

Offense Sec.underITAct,2000 

Damage toComputer, ComputerSystemsetc. Section43 

Powertoissuedirection for blocking frompublicaccessof anyinformation 
throughany computer’sresources. Section69A 

 

The Information Technology Act of India, 2000 

According to Wikipedia “The Information Technology Act, 2000 (also known as ITA -2000, or the IT Act) is 

an act of the Indian Parliament (no 21 of 2000), it was notified on 17thOctober  2000.  It isthe most 

importantlaw inIndiathatdealswithdigitalcrimesorcybercrimesandelectroniccommerce.Itisbasedon 

theUnitedNations Model L a w o n ElectronicCommerce 1996 (UNCITRAL Model)recommended 

bytheGeneralAssemblyofthe UnitedNationsby aresolutiondated30 January1997”. 

Power t o authorize to collect traffic information or data andto monitor through any 

computer’s resources for cyber security. 

Section69B 

Un-authorized access to the protected system. Section70 

The penalty for misrepresentation. Section71 

Breach of confidentiality and privacy. Section72 

Publishing   False digital signature certificates. Section73 

Publicationfor a fraudulent purpose. Section74 

Act to apply for contravention or offense that is committed outside India. Section75 

Compensation, confiscation orpenalties for notto interfere with other punishment. Section77 

Compounding of Offences. Section77A 

The Offences by Companies. Section85 

Sending threatening messages by e-mail. Section503IPC 

Sending defamatory messages by e-mail. Section499IPC 

Bogus websites, Cyber Frauds. Section420IPC 

E-mail Spoofing. Section463IPC 

Web Jacking. Section383IPC 

E-mail Abuse. Section500IPC 

Criminal intimidationby anonymous communications. Section507IPC 

Online sale of Drugs. NDPSAct 

Online sale of Arms ArmAct 

Downloaded from www.rgpvnotes.in

Page no: 2 Get real-time updates from RGPV

https://www.rgpvnotes.in
https://alerts.rgpvnotes.in/
https://www.rgpvnotes.in/


Mission 

The following mission caters to cybersecurity − 

To safeguard information and information infrastructure in cyberspace. 

To build capabilities to prevent and respond to cyber threats. 

To reduce vulnerabilities and minimize damage from cyber incidents through a combination of institutional 

structures, people, processes, technology, and cooperation. 

 

 

Vision 

To build secure and resilient cyberspace for citizens, businesses, and Government. 

 

 

Some key points of the Information Technology (IT) Act 2000 are as follows: 

E-mail is now considered as a valid and legal form of communication. 

Digital signatures are given legal validity within the Act. 

The acthas given birthto new business to companies to issue digital certificates by becoming the Certifying 

Authorities. 

This Act allows the government to issue notices on the internet through e-governance. 

The communication between the companies or between the company and the government can be done 

through the internet. 

Addressing the issue of security is the most important feature of this Act. It introduced the construct of 

digital signatures that verify the identity of an individual on the internet. 

 In case of any harm or loss did to the company by criminals, the Act provides a remedy in the form of money 

to the company. 

Cyber Law in India 

 

Following are the sections under the IT Act, 2000 

 

1. Section 65- Temping with the computers source documents 
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Whoever intentionally or knowingly destroy, conceal or change any computer’s source code that is used for a 

computer, computer program, and computer system or computer network. 

Punishment: 

Any person who involves in such crimes could be sentenced up to 3 years imprisonment or with a fine of Rs.2 

lakhs or with both. 

2. Section 66- Hacking with a computer system, data alteration,etc. 

Whoever with the purpose or intention to cause any loss, damage or to destroy, delete or to alter any 

information that resides in public or any person’s   computer. Diminish its utility, values or affects it 

injuriously by any means, commits hacking. 

Punishment: 

Anyperson whoinvolves insuchcrimes couldbe sentenceduptothreeyearsimprisonment, orwithafinethat 

mayextenduptotwolakhsrupeesor both. 

 

3.  Section 66A- Sending offensive messages through any communication services 

Any information or message sent through any communication services this is offensive or has threatening 

characters. 

 Any information that is not true or is not valid and is sent with the end goal of annoying, inconvenience, 

danger, insult, obstruction, injury, criminal intention, enmity, hatred or ill will. 

 Any electronic mail or email sent with the end goal of causing anger, difficulty or mislead or to deceive the 

address about the origin of the messages. 

Punishment: 

Any individual found to commit such crimes under this section could be sentencedto 3years of imprisonment 

along with a fine. 

 

4.  Section 66B- Receiving stolen computer’s resourcesor communication devices dishonestly 

 

Receiving or retainingany stolen computer, computer’s resources or any communication devices knowingly 

or having the reason to believe the same. 

 

Punishment: 
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Any person who involves in such crimes could be sentenced either description for a term that may extend 

uptothree years of imprisonment or with a fine of rupee 1 lakh or both. 

 

5.  Section 66C- Identify theft 

Using one’s digital or electronic signature or one’s password or any other unique identification of any person 

is a crime. 

Punishment: 

Any person who involves in such crimes could be sentenced either with a description for a  term which may 

extenduptothree years of imprisonment along with a fine that may extend upto rupee 1 lakh. 

 

6.  Section 66D- Cheating by personation using computer’s resources 

Whoever tries to cheats someone by personating through any communication devices or computer’s 

resources shallbe sentenced either with a description for a term that may extend uptothree years of 

imprisonment along with a fine that may extend upto rupee 1 lakh. 

 

7.  Section 66E- Privacy or violation 

Whoever knowingly or withan intention of publishing, transmitting or capturing imagesof private areas or 

private parts of any individual without his/her consent, that violets the privacy of the individual shall be shall 

be sentenced to 3 years of imprisonment or with a fine not exceeding more than twolakhs rupees or both. 

8.  Section 66F- Cyber terrorism 

A.  Whoever intentionally threatened the integrity, unity, sovereignty or security or strike terror among the 

people or any group of people by- 

I.    Deny to any people to access computer’s resources. 

II.    Attempting to break in or access a computer resource without any authorization or to exceed authorized 

access. 

III.    Introducing any computer’s contaminant, and through 

B.  By intention or by knowingly tries to go through or tries to gain access to computer’s resources without 

the authorization or exceeding authorized access, and by such conducts obtains access to the data, 

information or computer’s database which is limited or restricted for certain reason because of the security 

of the state or foreign relations. 

Punishment: 
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Whoever conspires or commits such cybercrime or cyberterrorism shall be sentenced to lifetime 

imprisonment. 

 

 

9. Section 67- Transmitting or publishing obscene materials in electronic form 

Whoever transmits or publishes any obscene materials in electronic form.Any material that is vulgar or 

appeals to be lubricious or if its effect is for instance to tends to corrupt any individual who is likely to have 

regard to all relevant circumstances. 

 

10. Section    67A-    Transmitting    or    publishing    of materials that contains sexually explicit contents, 

acts,etc. in electronic form 

Whoever transmits or publishes materials that contain sexually explicit contents or acts shall be sentenced 

for either description for a term which may extend up to 5 years or imprisonment along with a fine that 

could extend to 10 lakhs rupees in the first convict. And in the event of the second convict criminal could be 

sentenced for either description for a term that could extend up to 7 years of imprisonment along with a fine 

that may extend up to 20 lakhs rupees. 

 

11. Section    67B-    Transmitting    or    publishing    of materials that depict children in sexually explicit act 

etc. in electronic form 

Whoever transmits or publishes any materials that depict children in the sexually explicit act or conduct in 

any electronics form shall be sentenced for either description for a term which may extend to 5 years of 

imprisonment with a fine that could extend to rupees 10 lakhs on the first conviction. And in the event of 

second conviction criminals could be sentenced for either description for a term that could extend to 7 years 

along with a fine that could extend to rupees 10 lakhs. 

 

12. Section    67C-    Retention    and    preservation   of information by intermediaries 

I. Intermediaries shallretain andpreserve such information that might specify for suchperiod and in such a 

format and manner that the Central Government may prescribe. 

II.  Any intermediaries knowinglyor intentionally contravene the provision of the sub-section. 

Punishment: 

Whoever commits such crimes shall be sentenced for a period that may extend up to 3 years of 

imprisonment and liable to fine. 
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13. Section 69- Power to issue direction for monitor, decryption or interception of any information 

through computer’s resources 

I.    Where the Central government’s or State government’s authorized officers, as the case may be in this 

behalf if fulfilled that it is required or expedient to do in the interest of the integrity. For reasons to be 

recorded writing, direct any agency of the appropriate government, by order, decrypt or monitor or cause to 

intercept any information that is generated or received or transmitted or is stored in any computer’s 

resources. 

II.    The safeguard and the procedure that is subjected 

to such decryption, monitoring or interception may carry out, shall be such as may be prescribed. 

III.   The intermediaries, the subscribers or any individual who is in charge of the computer’s resources shall 

call upon by any agencies referred to the   sub-section   (I),   extends   all   services   and technical assistances 

to: 

a) Providing safe access or access to computer’s resources receiving, transmitting, generating or to store 

such information or 

b) Decrypting, intercepting    or    monitoring    the information, as the case might be or 

c)  Providing information that is stored in the computer. IV.    The intermediaries, the subscribeor  any  

individual who fails to help the agency referred in the sub-section 

(III), shall be sentenced for a term that could extend to 7 years of imprisonment and also could be legally 

responsible to fine. 

 

Intellectual Property (IP) 

Intellectual property (IP) is a term referring to a brand, invention, design or another kind of creation, which 

a person or business has legal rights over. Almost all businesses own some form of IP, which could be a 

business asset. 

Common types of IP include: 

y Copyright – this protects written or published works such as books, songs, films, web content and 

artistic works; 

y Patents – this protects commercial inventions, for example, a new business product or process; 

y Designs – this protects designs, such as drawings or computer models; 

y Trade marks – this protects signs, symbols, logos, words or sounds that distinguish your products and 
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services from those of your competitors. 

IP can be either registered or unregistered. 

With unregistered IP, you automatically have legal rights over your creation. Unregistered forms of IP 

include copyright, unregistered design rights, common law trademarks and database rights, confidential 

information and trade secrets. 

With registered IP, you will have to apply to an authority, such as the Intellectual Property Office in the 

The UK, to have your rights recognized. If you do not do this, others are free to exploit your creations. 

Registered forms of IP include patents, registered trademarks,and registered design rights. Copyright 

is also registerable. 

IP Protection 

Types of protection 

of IP 

Subject matter Main fields of application 

Patents New, non-obvious, industrially applicable 

inventions 

All industries, e.g.chemicals, drugs, 

plastics, motors, turbines, 

electronics, scientific equipment, 

communication equipment, etc. 

Trademarks Signs or symbols to identify goods and services All industries 

Industrial designs Ornamental designs All industries, e.g.electronics, 

automobiles, kitchenware, etc. 

The topography of 

semiconductor 

products 

Original layout design Micro-electronics industry 

Copyright Original work of authorship Publications, videos, photos, 

broadcasting, etc. 

Neighboring rights Original work of authorship Performing artists, of producers of 

phonograms and broadcasting 

organizations, etc 

Protection against 

unfair competition 

All the above All industries 
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Trade secrets Secret business information All industries 

 

 

Copyright 

India is a signatory to the Berne Convention on copyright. However, it may be a good idea to register your 

copyright as doing so may help to prove ownership if there are criminal proceedings against infringers. 

In most cases though, registration is not necessary to maintain a copyright infringement claim in India. 

Registration is made, in person or via a representative, with the Copyright Office. Since 2016, copyright 

policy was moved to India’s Ministry of Commerce and Industry. All IPRs are now administered by the 

Department for Industrial Property and Promotion (DIPP). 

Internet piracy of films, music, games,and software is an issue in India, as is unauthorized copying of 

physical books. 

Patents 

India’s Patents Act of 1970, 2003 Patent Rules and the 2016 Patent Amendment Rules set out the law 

concerning patents. As in the UK, there is no provision for utility model patents. 

The regulatory authority for patents is the Patent Registrar under the office of the Controller General of 

Patents, Designs and Trade Marks, which is part of India’s Ministry of Commerce and Industry. Patents are 

valid for 20 years from the date of applying, subject to an annual renewal fee. 

India’s patent law operates under the ‘first to file’ principle – that is if two people apply for a patent on an 

the identical invention, the first one to apply will be awarded the patent. 

Designs 

The laws governing designs are the Designs Act 2000 and the Designs Rules 2001. Designs are valid for a 

maximum of ten years, renewable for a further five years. 

Trademarks 

India’s trademark laws consist of the 1999 Trade Marks Act and the Trade Marks Rules of 2002 and 2017. 

The regulatory authority for patents is the Controller General of Patents, Designs and Trade Marks under 

the Department of Industrial Policy and Promotion. The police now have more robust powers in enforcing 
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trademark law, including the ability to search premises and seize goods suspected of being counterfeitwithout 

a warrant. But these powers are tempered by the requirement for the police to seek the Trade Mark 

Registrar’s opinion on the registration of the mark before acting.  

 

Information technology law provides the legal framework for collecting, storing, and disseminating electronic 

information in the global marketplace. Attorneys practicing in this area of the law represent individuals and 

businesses from all different industries. They help structure information technology transactions in a way that 

maximizes the client's economic benefit while ensuring regulatory compliance. A great deal of emphasis is 

also placed on anticipating potential sources of dispute between the parties to a transaction and crafting 

agreements that address these concerns, thereby reducing the risk of litigation.  

When disputes arise in the field of information technology that cannot be resolved outside of the court 

system, a lawyer specializing in these types of cases can prove a powerful advocate compared to a general 

legal practitioner. Information technology law firms tend to hire lawyers with practical experience working in 

the industry before entering the legal profession  

 

Software Licensing Issues  

Businesses often change or update their operating software to keep pace with technology. Switching software 

programs can lead to greater profitability, but it can also present any number of legal pitfalls for unsuspecting 

business managers. For example, a typical software licensing contract will contain provisions relating to 

performance warranties, installation,and troubleshooting, user training, limited liability and indemnification of 

the vendor, infringement disclaimers, payment and finance terms, and more.  

Owners and managers who find themselves presented with a licensing agreement that they do not completely 

understand should resist pressure from the sales representative to sign the document with little or no time for 

meaningful review.  

Data Privacy and Security  

Much of the litigation that occurs in the field of information technology results from enterprises failing to 

keep customer and employee information secure. Now that it is primarily stored in digital format, sensitive 

information is susceptible to theft on a scale unimaginable in previous generations. Hackers and other cyber 

criminals routinely target financial institutions, e-commerce websites, and ordinary businesses, sometimes 

gaining access to thousands of customers' data all at once.  

 

Electronic Signature Laws  

Another growing area of concern for many businesses involves electronic signatures. Like digital storage, the 

electronic signature software has the potential to streamline operations for businesses willing to embrace 

new technology dramatically. At the same time, care must be taken to avoid compromising sensitive customer 
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data and violating government regulations on the subject. Concerning electronic signature laws, business 

owners should be aware of at least the following two pieces of legislation: The Uniform Electronic 

Transactions Act (UETA), and the Electronic Signatures in Global and National Commerce Act (ESIGN).  

 

Social Engineering: - 

Social engineering is the term used for a broad range of malicious activities accomplished through human 

interactions. It uses psychological manipulation to trick users into making security mistakes or giving away 

sensitive information. 

Social engineering attacks happen in one or more steps. A perpetrator first investigates the intended victim to 

gather necessary background information, such as potential points of entry and weak security protocols, 

needed to proceed with the attack. Then, the attacker moves to gain the victim’s trust and provide stimuli for 

subsequent actions that break security practices, such as revealing sensitive information or granting access to 

critical resources. 

 

Social engineering attack techniques: - 

Baiting 

As its name implies, baiting attacks use a false promise to pique a victim’s greed or curiosity. They lure users 

into a trap that steals their personal information or inflicts their systems with malware. 

Scareware 

Scareware involves victims being bombarded with false alarms and fictitious threats. Users are deceived to 

think their system is infected with malware, prompting them to install software that has no real benefit (other 

than for the perpetrator) or is malware itself. 

Pretexting 
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Here an attacker obtains information through a series of cleverly crafted lies. The scam is often initiated by a 

perpetrator pretending to need sensitive information from a victim to perform a critical task. 

Phishing 

As one of the most popular social engineering attack types, phishing scams are email and text message 

campaigns aimed at creating a sense of urgency, curiosity or fear in victims. 

 

Social engineering prevention 

 Don’t open emails and attachments from suspicious sources – 

 Use multifactor authentication – 

 Be wary of tempting offers – 

 Keep your antivirus/antimalware software updated – 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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