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Abstract—Internet was designed for network services without 

any intention for secure communication. Exponential growth of 

internet and its users have developed an era of global 

competition and rivalry. Denial of service attack by multiple 

nodes is capable of disturbing the services of rival servers. The 

attack can be for multiple reasons e. g. extortion or to beat the 

rivals. Peer to peer and cloud computing offer content services 

and content delivery networks and require reliable 

communication medium and servers for the clients. IBM, 

Amazon and Microsoft are offering peer to peer, cloud 

computing using port to port addressing and priority level 

identification and filtering mechanism by embedded Java and 

XML technologies. Cloud computing also involves various 

other technologies however analysis of every aspect of clouding 

is beyond scope of this paper. Oversim, OMNET, OPNET, 

ns2/ns3, GlomoSIM, Cisco packet tracer etc. are test bed 

simulation tools to analyze and generate reliable data. We have 

used Gia network within Oversim simulator to simulate a 

virtual overlay network DDoS attack based on work conducted 

by Srivatsa et. al. [9] and Naoumov et. al. [8]. 

Index Terms— P2P, DDOS, distributed computing, security 

1. INTRODUCTION 

The Peer to peer system is most widely used file sharing 
mechanism and offer content services and distribution 
network. Internet web services use java and xml 
technologies for interconnecting remote clients and servers. 
Web services can be used for music downloads, resource 
sharing and storage for data. Internet standards are highly 
interdependent and resource scarce. Heterogeneous 
operating platform and variation in security protocols and 
different authentication mechanisms make denial of service 
attack easier for malicious nodes. We have classified the 
DDoS attack as shown in Figure 1. The figure shows mainly 
all types of attacks that are found in literature [1]. 

 

 

Figure 1 Taxonomy of Distributed Denial-of-Service Attacks Mechanism 

We also formulate the line of defense against DDoS 

attack in Figure 2. The line of defense is proposed by the 

literature available. 

 

 

Figure 2 Taxonomy of Distributed Denial-of-Service Defense Mechanism 

2. RELATED WORK 

In P2P network the identification of node join cannot be 

hidden therefore P2P networks are vulnerable to all possible 

types of attacks like Id theft, IP spoofing, privacy, and man 

in the middle attack. 

In [2] Christin et al have considered tampering of 

copyright attack on P2P peers. The copies are unusable and 

are cause of frustration for the network user. Maniatis et al 

[3] have elaborated the resource choking attack on P2P file 

sharing schemes. Douceur [4] has discussed the reputation 

vulnerability of P2P network offering clients value added 

services like music and movies download. He has 

demonstrated a Sybil attack sacrificing the good will of 

network entities to its clients. Various types of attacks have 
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been discussed [13-14] on DDoS and remedies are 

suggested. 

Wierzbicki et al [5] work uses well known Merkle’s 

cryptographic protocol [6]. The protocol is a three step 

authentication process for logging and storage and retrieval 

of files. Author criticize the security key generation and 

assignment and it seems that their claim is right but the 

second claim for malicious node messaging cannot be 

verified and reviewers are doubtful about their claim. 

The paper by Tamassia et al [7] uses root tree 

authentication and storage mechanism for distributed data 

authentication. Tamassia et al have emphasized the research 

on cost factor in terms of storage, query and verification. 

Our selected DDoS work paper does not mention about the 

cost factor. Although their tree and root authentication 

analysis is right but they failed to give a critical comment on 

the drawbacks of the mechanism adapted by Tamassia et al. 

N. Naoumov et al [8] have analyzed the same type of 

attack in 2006 but they never come up with any solution for 

the problem. Paper [8] reviewed that problem in 2007 and 

also suggested a solution for that. 

M. Srivatsa et al [9] have reviewed two major 

challenges: application-level DoS attacks and client 

transparency. They have suggested two solutions to address 

the problem i.e. the admission control which embeds a 16-

bit authenticator in the port number field of TCP packets 

(port hiding) and congestion control filter (client’s priority 

level) which uses a similar client-transparent technique to 

embed a client’s priority level into all of its HTTP requests. 

 

Figure 3 Application Level Control Architecture [9] 

M. Srivatsa et al work was published in 2008 and remains 

state of the art work on P2P architecture at application level 

using standard java applets embedded virtual machine 

technologies. 

3. SIMULATION AND TESTING RESULTS 

We have selected Naoumov et. al. [8] and the state of the 

art work conducted by Srivatsa. et. al. [9] in July 2008 and is 

the most recent work suggested to control DDoS attack on 

web servers. The authors in [9] have suggested two remedial 

measures to control such attacks. Admission control is 

achieved by port hiding which acts as a camouflage for 

hiding the services to malicious clients. Congestion control 

is done by setting up a client’s priority level based on 

client’s behavior. They have used two different applications 

for their simulation and analysis i.e. Apache HTTPD and 

TPCW. DDoS attacks simulations show bottleneck in terms 

of CPU utilization and bandwidth capacity. 

Intensity of DDoS attack can be understood by example 

of WeakNees.com [10] by one of its rival company. 

Application level DoS attack emulates the requests of 

genuine client by malicious node and secondly DoS attacker 

can send resource consuming requests to bottleneck servers 

[11]. 

Client transparency can be effective against DoS attack 

but it requires no change in software or user privileges. 

IPSec and challenge response mechanism can prevent DDoS 

attack but at the cost of client transparency. Authors suggest 

a client side HHTP layer transparent java script asymmetric 

protocol and IP layer protocol on server. A 16 bit 

authenticator code embedded in port number of TCP packets 

for destination. Server filters the packets by network address 

translation (NAT). Congestion control is maintained by 

setting priority level for client. The priority level is defined 

by the number of authentic requests from client and type of 

requests for example client buy request sets high priority 

while resource consuming requests sets low priority. 

The authors have made certain assumptions for their 

attack model: The attacker has large pool of IP addresses 

and resources available to launch the attack. Authors assume 

an application level DDoS attack on a web server. In 

conventional DDoS attack the cost of filtering and cost of 

processing is high. 

3.1 Testing preparation  

Abundant network topologies are available in simulation 

suite, but for our research we have selected Gia network 

simulator within Oversim to simulate P2P network contents 

search. We started testing preparation by installing the 

required software tools and systems. We used Intel Pentium 

4, 2.5 GHz, with Linux (Ubuntu) version 8.10 downloaded 

from http://www.ubuntu.com. We installed OMNeT++ 

version 4 from http://www.omnetpp.org/omnetpp. We 

further installed Oversim software simulation system release 

20090908 by downloading the package from [12] and then 

following the combined instructions to complete the 

installation. 

Oversim is a dynamic system and it comes with 

parametric files (default.ini and omnetpp.ini) which can be 

changed in order to customize the simulation process 

according to required simulation scenarios. Therefore we 

made the following changes into default.ini file to simulate 

the DDoS attack as shown in Table 1. 

Table 1 Default.ini changes to simulate DDoS Attack 

Line No.: 40 

Name: Search Message 
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Old Value: False 

New Value: True 

Comments: This change will activate the content search 

message  

Line No.: 58  

Name: Random Node 

Old Value: True 

New Value: False 

Comments: The change will deactivate the random 

generation of node ID and replace it with node ID coming 

from the GlobalNodeLlist class  

Line No.: 465 

Name: Key Probability 

Old Value: 0.1 

New Value: 1 

Comments: This would change the key probability to 

100% which means accessing the first node id every time 

the search occurred 

Line No.: 464 

Name: MaxNumberofKeys 

Old Value: 100 

New Value: 1 

Comments: This change required one key to be in the 

GlobalNodeLlist class which means only one node ID will 

be used every time the search occurred 

By these changes we believe that the system will act as if 

there is a DDoS attack on the P2P network, the reason for 

our belief is that it would be unreal for a network to target 

one node ID all of the time and to have a probability of 

100% to find the target content on that node unless there is a 

DDoS attack against that particular node. 

3.2 Result and Analysis. 

The simulation experiment last for about 100 minutes for 

each case on Intel Pentium 4 2.5 GHz machine, during that 

time a 15 nodes max has been specified along with other 

parameters in default.ini which contains the parameters 

controlling the simulation process as described in the 

previous section. We have conducted two experiments i.e. 

one for normal operation and the other for simulating the 

DDoS attack. We collect the results for each simulation 

experiment and conducted the analysis. 

Figure 4 shows number of nodes that are created during 

the simulation process. As we can see from Figure 4 and 

Table 2, the standard deviation during the DDoS attack is 

less than the normal setup which means that the number of 

created nodes during the DDoS attack is more static and 

close to the mean that also means that P2P network is 

becoming more static and unable to add/join new nodes 

dynamically. We think this was due to the time that network 

is wasting on the search messages. Our assumption is that 

the DDoS attack is not only affecting the target node but 

also has some impact on the P2P network itself by slowing 

the network performance as well as its dynamism and 

flexibility. 

 

 

Figure 4 Numbers of Nodes 

Table 2 Number of Nodes 

 
 

In Figure 5 and Table 3 we show the time between 

deletes. As we can see in table 3 in the case of DDoS the 

standard deviation is lessened by 24% and the median is 

increased by 36%, which means that the time between 

deletes for DDoS is closer to the mean. Also the table shows 

that the median is increased by 36% in case of DDoS attack. 

We assume that the network in the case of DDoS is 

becoming more static and required more time to perform 

other network activities beside search operation. We infer 

from the findings that DDoS attack has affected the network 

stability and ability to delete nodes dynamically. 

 

 

Figure 5 Time Between deletes 
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Table 3 Time between deletes 

 
 

Figure 6 shows session time during the simulation 

process. As we can see from figure 23 and Table 4, the 

standard deviation during the DDoS attack is less than the 

normal setup by 19% which means that the session time 

during the DDoS attack is more static and close to the mean 

however we do not notice much of an increase of the session 

duration time during the simulation process. 

 

 

Figure 6 Session Time 

Table 4 Session Time 

 
 

In the next Figure we show the time between creations. 

As we can see from Figure 7 and table 5, the DDoS attack 

has not significantly affected the time between the creations. 

In table 5 we can see that in the case of DDoS the standard 

deviation is less by 16% however the median is less by only 

8.5%, which means the time between creations for DDoS is 

not significantly different than the normal setup. 

 

 

Figure 7 Times between Creates 

Table 5 Time between creates 

 
 

Figure 7 shows other simulation results, the noticeable 

results that caught our attention were the received 

maintenance bytes, search message max delay, search 

message min delay, and packets dropped due to unavailable 

destination. All of these results support our assumption that 

the DDoS attack is not only affecting the targeted node but 

also significantly affected the performance of the whole P2P 

network. In the case of DDoS attack the network has to send 

more maintenance data by 100.77%, which is a very 

significant increase and consume the network resources and 

bandwidth. The other indications showed that in the case of 

DDoS attack the network has spend less time in finding the 

target node and the contents, however the network has to 

suffer from significant amount of packet drop due to non 

availability of destination is not available by 79.85%. 

 

 

Figure 7 other simulation results 
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4. CONCLUSION 

In this paper we successfully demonstrated a simulation 
of DDoS attack on P2P network. Our experiment results are 
in line with what is expected in any DDoS attack. As we 
show in section 3.2, standard deviation of nodes creation 
during the DDoS attack is less than the normal setup and it 
indicates that the number of created nodes during the DDoS 
attack is more static and closer to the mean, and that also 
means P2P network is becoming more static and unable to 
add/join new nodes dynamically. We think this was due to 
the time wasted by the network during the search messages. 
Our main observation here is that the DDoS attack is not 
only affecting the target node but also has some impact on 
the entire P2P network by slowing down the network 
performance as well as its dynamism and flexibility. 
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