



Healthcare Ready for AWS  
Services Agreement 

This Healthcare Ready for AWS Services Agreement (!Agreement”) is entered 
into between Atlas Health Technologies, Inc., d.b.a. Healthcare Blocks, a 
Delaware corporation (!Healthcare Blocks”) and the company that executed an 
Order that incorporates this Agreement by reference (!you” or !Customer”). 

 WHEREAS, Healthcare Blocks offers services to manage its clients’ 
external Amazon Web Services account related to security and HIPAA 
compliance; 
 WHEREAS, Customer is an organization in the healthcare industry and/or 
provides services to other healthcare organizations;  
 NOW, THEREFORE, for consideration the sufficiency of which is 
acknowledged by the parties, the parties agree to the following terms.  

1. Definitions 

Administrative Contact is an individual, authorized by Customer, to request 
changes to the implementation of AWS services and approve  of new services 
and features as further described in Section 5.5 (Access Control Lists and 
Account Information). 

Agreement means, collectively, the Order(s), this Agreement, the BAA, and 
any document referenced in or attached to any of them. 

Amazon Web Services or AWS is a Cloud Service Provider and operates the 
cloud infrastructure, application deployment/management, and storage 
services identified in your Order. 

Business Associate Agreement or BAA is a HIPAA Business Associate 
Agreement or HIPAA Subcontractor Business Associate Agreement.  All BAAs 
executed between you and Healthcare Blocks are hereby incorporated into this 
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Agreement by this reference and shall hereby become part of the Agreement 
as though fully set forth herein. 

Confidential Information means information disclosed by one party to the 
other party, on any media, whether before or after the Effective Date that: (i) 
the recipient should reasonably understand to be confidential, such as (A) for 
you, all information transmitted to or from, or stored on, your AWS 
environment, and (B) for Healthcare Blocks, unpublished prices and other 
terms of service, audit and security reports, product features, functionality and 
development plans, network configuration, vendors, and other proprietary 
information or technology, or (ii) is marked or otherwise conspicuously 
designated as confidential by the disclosing party.  Confidential Information 
does not include information that: (a) is or becomes publicly known through no 
fault of recipient or persons to whom recipient has disclosed the Confidential 
Information, (b)  is or becomes rightfully known by recipient without 
confidential or proprietary restriction from a source other than discloser who, 
to recipient"s knowledge, does not owe a duty of confidentiality to discloser 
with respect to such information; (c) is or was developed by recipient without 
the use of or reference to the Confidential Information of discloser. 

Covered Service means an AWS service that is eligible to process, transmit, or 
store PHI/PII.  Covered Services are listed on https://aws.amazon.com/
compliance/hipaa-eligible-services-reference/. 

Help Desk System means the Website provided by Healthcare Blocks for 
Customers to receive technical support related to Services. 

HIPAA means the Administrative Simplification Subtitle of the Health Insurance 
Portability and Accountability Act of 1996, as amended by Subtitle D of the 
Health Information Technology for Economic and Clinical Health Act, and their 
implementing regulations, including the Privacy Standards adopted by the U.S. 
Department of Health and Human Services as they may be amended from time  
to time, 45 C.F.R. parts 160 and 164, subparts A and E (the !Privacy Rule”), the 
Security Standards adopted by the U.S. Department of Health and Human 
Services as they may be amended from time to time, 45 C.F.R. parts 160, 162 
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and 164, subpart C (the !Security Rule”), the Breach Notification Standards 
adopted by the U.S. Department of Health and Human Services, as they may 
be amended from time to time, 45 C.F.R. part 164, subpart D. 

Intellectual Property Rights means, on a worldwide basis, any and all tangible 
and intangible:  (i) copyrights; (ii) trademarks, service marks, logos, trade dress, 
trade names, and the goodwill associated therewith; (iii) rights relating to 
know-how or trade secrets; (iv) patents; (v) rights in domain names, universal 
resource locator addresses, telephone numbers (including toll free numbers), 
and similar identifiers; (vi) all other intellectual and industrial property rights of 
every kind and nature, however designated, whether arising by operation of 
law, contract, license or otherwise; and (vii) all registrations, initial applications 
(including intent to use applications), renewals, extensions, continuations, 
divisions, or reissues of any of the foregoing now or hereafter in force 
(including any rights in any of the foregoing). 

Order is any !Order” or !Service Order” that incorporates this Agreement by 
reference and lists services to be provided by Healthcare Blocks to you. 

OWASP is the Open Web Application Security Project.  In the context of this 
Agreement, OWASP refers to “The OWASP Top 10” — a standard awareness 
document for developers and web application security. 

Personal Data or PII means information about an identified or identifiable 
natural person, including information that may be used to identify an individual 
or with respect to which there is a reasonable basis to believe the information 
can be used to identify an individual.  Specifically, but without limitation, 
Personal Data includes all of the following: (i) !electronic protected health 
information” as that term is defined in HIPAA, (ii) name, part of a name, initials, 
(iii) contact information such as phone, email, or physical address, (iv) user 
names and access codes for online services, (v) health insurance account 
numbers and access information, (v) financial account numbers and access 
information, (vii) device numbers, IP addresses or other means of identification 
to a particular computing or communication device or Internet address, (viii) 
identification numbers such as social security or driver"s license numbers, (ix) 
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unique identifiers that are intended to associate a record with an individual, (x) 
photographs, and (xi) biometric information. 

Protected Health Information or PHI has the meaning given in HIPAA. 

Security Safeguards means the security controls and safeguards referenced in 
§ 3.1 (HIPAA Compliance§Section 3.2 (Strong Security). 
 
Service Descriptions means the materials describing the features, functions 
and approved configurations of the Services that Healthcare Blocks makes 
available to its Customers. 

Services means the services provided by Healthcare Blocks to you as listed in 
your Order(s). 

Slack Connect is an online enterprise chat service that can be used to 
communicate securely between two organizations in real time. 

Supported Services are Services that are available for your use on AWS and 
listed as a Supported Service in the Service Descriptions based on your 
subscription type.  Not all Supported Services are eligible to host, transmit or 
process PHI and PII.  Only Covered Services are eligible to host, transmit or 
process PHI and PII. 

Term is defined in Section 8 (Term, Termination). 

Third Party Services means a technology product or service that you purchase 
or license directly from a third party for use within your AWS environment. 

Unsupported Service means an AWS service that is not listed as a Supported 
Service. 

Your Application means the software application(s) that you deploy to AWS 
and any related computer code or information, including any open source or 
third-party components. 
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Your Data means data and other information, including PHI and PII, that you 
transfer to or from your AWS environment, or process or store in your AWS 
environment, including that created by using Your Application. 

2. Intellectual Property Rights 

2.1 Ownership 
As between you and Healthcare Blocks, (i) you retain ownership of any 
Intellectual Property Rights which you may have as such rights pertain to any 
technology, information or materials that you transmit to or from, or store or 
process using the Services and all related intellectual property, including 
derivative works thereof (!Your IP”), and (ii) Healthcare Blocks retains ownership 
of its Intellectual Property Rights that it may have as such rights pertain to its 
software, and any other technology, information, know how, methods, 
techniques or materials provided as part of the Services and all related 
intellectual property, including derivative works thereof (!Healthcare Blocks 
IP”).  Neither party may reverse engineer, disassemble or decompile the other 
party"s intellectual property except to the extent necessary to use or provide 
the Services, or as permitted by applicable law notwithstanding this restriction.  
Neither party may remove any proprietary rights notices included by the other 
party on its licensed intellectual property. 

2.2 Limited License 
During the Term, subject to the terms and conditions of this Agreement, 
Healthcare Blocks grants to you, subject to the terms and conditions of this 
Agreement, a limited, non-exclusive, non-transferable license to use the 
Healthcare Blocks IP for your internal business purposes only.  All rights not 
expressly granted to you are reserved by Healthcare Blocks, and you have no 
other or different rights or privileges (implied, by estoppel, or otherwise).   
During the Term, subject to the terms and conditions of this Agreement, you 
grant to Healthcare Blocks, subject to the terms and conditions of this 
Agreement, a limited, non-exclusive, non-transferable license to use the Your IP 
for its internal business purposes only necessary to perform Healthcare Blocks’ 
obligations or exercise its rights under this Agreement.  All rights not expressly 
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granted to Healthcare Blocks are reserved by you, and Healthcare Blocks has 
no other or different rights or privileges (implied, by estoppel, or otherwise).  

3. Service Commitments 

3.1 HIPAA Compliance 
Healthcare Blocks shall provide to Customer the Services in compliance with 
the requirements in AWS’s Architecting for HIPAA Security and Compliance on 
Amazon Web Services  and the requirements in AWS’ Business Associate 1

Agreement (Section 5.3). 

3.2 Strong Security 
Healthcare Blocks shall implement configurations and service-based controls in 
your AWS environment that are based on the recommendations in the AWS 
Foundational Security Best Practices , the CIS AWS Foundations Benchmark , 2 3

and the NIST Cybersecurity Framework . 4

3.3 Technical Support 
Healthcare Blocks shall provide technical support for Services in a professional 
manner.  Support interactions are initiated through requests in the Healthcare 
Blocks Help Desk System and/or Slack Connect, based on the subscription 
terms in your Order.  Support requests are prioritized by Healthcare Blocks 
based on severity of issue and are processed in the order that they are 
received.  Healthcare Blocks does not provide support via telephone and SMS 
messaging due to security and auditing reasons. 

3.4 Service Level Agreement 

 https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-1

compliance-on-aws/welcome.html

 https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html2

 https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-cis.html3

 https://aws.amazon.com/compliance/nist/4
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Availability and uptime of AWS services is subject to the terms published by 
Amazon Web Services on their public Website for each specific service.  
Healthcare Blocks will promptly communicate to you information it receives 
from AWS regarding scheduled and unscheduled maintenance. Healthcare 
Blocks does not operate any proprietary systems in Customer’s AWS account 
that would be subject to an uptime commitment.  Healthcare Blocks will notify 
Customer in the event of a security incident according to the terms listed in the 
Business Associate Agreement. 

3.5 Intellectual Property 
Healthcare Blocks warrants that your use of the Services as permitted by the 
Agreement shall not infringe the intellectual property rights of any unaffiliated 
third party, provided, however, that Healthcare Blocks’ sole obligation with 
respect to a breach of this warranty, is indemnification for third party claims as 
provided in Section 10.1 (Healthcare Blocks Indemnification of You). 

3.6 Warranty Disclaimer 
Except for the warranties expressly stated in this Section, Healthcare Blocks, its 
affiliates, agents, suppliers, licensors and subcontractors make no 
representations or warranties whatsoever and expressly disclaim any implied 
warranty of merchantability, fitness for a particular purpose, and any warranty 
that would have otherwise arisen through a course of dealing.  If applicable law 
requires a warranty notwithstanding this limitation, then the warranty is made 
for a period of thirty (30) days from the date of this Agreement.  Specifically, 
but without limitation, Healthcare Blocks does not warrant the Services will be 
uninterrupted, meet the requirements of you, your customers or any other 
party, be error free, or provide complete protection from all vulnerabilities or 
security attacks, intrusions, or security incidents. 

3.7 Changes to Services 
Over time, Healthcare Blocks will employ different technologies and methods 
to satisfy its obligations to you.  This may require Healthcare Blocks to modify 
the delivery of Services.  Such changes shall be based on reasonable 
commercial factors including those necessary to meet legal, regulatory or 
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industry-standard requirements.  Healthcare Blocks will not modify the 
technology utilized in, or features or functionality of its systems in a manner 
that would have a significant adverse effect on the Services unless otherwise 
required to do so by law, regulatory action, or by a law enforcement agency. 
Healthcare Blocks will provide at least ten (10) days prior notice before 
implementing any material Service changes.  

4. Unsupported Services 

Healthcare Blocks is not liable for any loss or damage from the use of 
Unsupported Services.  Unsupported Services are not covered by this 
Agreement, Healthcare Blocks’ indemnification obligations, the Security 
Safeguards, or BAA. 

5. Customer Responsibilities 

5.1 Acceptable Use 
Customer does hereby agree to abide by the terms of the AWS Acceptable 
Use Policy (https://aws.amazon.com/aup/), as it may be modified by Amazon, 
Inc. from time to time.  The AWS Acceptable Use Policy is hereby incorporated 
by reference into the Agreement as though fully set forth herein. 

5.2 Compliance with Law and Privacy Policy 
You represent and warrant that you have and will continue to comply with 
HIPAA and other laws governing the collection and management of Your Data, 
and your transmission, storage and processing of Your Data by means of Your 
Application.  Services are only intended for use in a commercial or government 
context in connection with the provision of health care and related services.  
You represent and warrant that your use of Your Application, third-party 
Personal Data, PII, and any other information, materials  or technologies that 
you install, store, process, or transmit to or from your environment, and 
Healthcare Blocks’ authorized use and disclosure of any of Your Application, 
third-party Personal Data, PII, and any other information, materials  or 
technologies as part of providing the Services, does not violate the rights of 
any third party, including but not limited to the rights of publicity or privacy of 
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individuals whose Personal Data is part of Your Data (the !data subjects”) under 
data protection laws applicable to the Personal Data or data subjects.  
Specifically, but without limitation, you represent and warrant that, where 
required by the laws applicable to the Personal Data, PII,  or the data subjects, 
you have obtained consent from the data subjects as required by applicable 
law for Healthcare Blocks’ use and disclosure of the Personal Data and PII as 
required to provide Services under this Agreement. 

5.3 AWS Business Associate Agreement 
You do hereby agree that you shall execute the AWS’ Business Associate 
Agreement, which is accessible through the AWS Artifact service in the online 
AWS management console, before any PHI/PII is created, transmitted, or stored 
in your AWS account.  This Agreement does not take effect until you execute 
the AWS Business Associate Agreement.  

5.4 Account Security 
You agree to comply with the security measures provided to you by Healthcare 
Blocks as part of the documentation for Services.  You agree to otherwise use 
security precautions that satisfy HIPAA in connection with Services.  You will 
maintain the confidentiality of passwords and other access credentials, and you 
must follow Healthcare Blocks’ procedures designed to prevent unauthorized 
access to your AWS environment.  You will allow access to the Services only to 
those employees and contractors that must have access in order to perform 
their services. You will use reasonable care to avoid transmitting any virus, 
spyware, ransomware, or other malware to your AWS environment.  You shall 
immediately contact Healthcare Blocks if you believe the security of your AWS 
environment or account has been compromised.   Healthcare Blocks is not 
responsible for any data loss or other outcome if you fail to notify us 
immediately of any actual or suspected security breach of your AWS 
environment or account.  
5.5 Access Control Lists and Account Information 
You are responsible for keeping your account Administrative Contact, billing, 
and other account information up to date using the Help Desk System.  
Healthcare Blocks will use the information you provide to establish the initial 
account contacts and access permissions necessary to provide the Services.  
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You agree that you will not alter or disable Healthcare Blocks’ access to your 
AWS environment while Services are being rendered.  Your Administrative 
Contact has authority to make changes to your AWS environment including but 
not limited to adoption of additional free or chargeable features and terms and 
conditions.  You represent and warrant to Healthcare Blocks that the 
information you provide for purposes of establishing and maintaining your 
account is true, correct and complete.  Failure to provide accurate and 
complete information may result in suspension of the Services or termination.  

5.6 Your Data and Applications 
Services do not include Healthcare Blocks' design, development or 
management of Your Application or Your Data, migrations from other vendors, 
transactions processing, or maintenance of a !designated record set,” as 
defined in HIPAA.  Healthcare Blocks will interact with Your Application and 
Your Data only to the limited extent necessary to provide the Services and 
comply with this Agreement. 

5.7 Qualified Personnel, Maintenance, and Security 
You shall provide qualified personnel capable of performing your duties and 
tasks as they relate to the Services provided by Healthcare Blocks.  You are 
responsible for using up-to-date versions of programming languages, 
application dependencies, and frameworks in Your Application and identifying 
any associated vulnerabilities.  You are responsible for ensuring functionality is 
implemented in a manner consistent with industry standards and security best 
practices (e.g. OWASP).  If you are deploying a third-party product, you are 
responsible for assessing whether the security of such third-party product 
complies with HIPAA, industry standards, and security best practices. 

5.8 Security Training 
Any personnel with access to your AWS environment will receive security 
training that addresses how to safely handle PHI/PII per HIPAA requirements 
and how to prevent the theft of security credentials through “phishing” and 
other attempts to breach security.  This training shall be provided to you by 
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Healthcare Blocks, if specified on your Order. If not provided by Healthcare 
Blocks, you agree to provide such training to your personnel.  

5.9 Backups 
If data backup services are included in your Order, you must ensure that the 
Service is capturing and storing Your Data properly by conducting periodic 
restoration tests.  You shall give prior notification to Healthcare Blocks of any 
changes to Your Application, Your Data, or your encryption methods or other 
processes that might interfere with successful backups.  You acknowledge that 
your use of data backup services does not, by itself, constitute compliance with 
the HIPAA Data Backup and Recovery portions of HIPAA.  Healthcare Blocks is 
not responsible for any loss of data or other legal ramifications if you do not 
conduct periodic restoration tests.  

5.10 Uptime Requirements and Disaster Recovery Strategy 
AWS services and data centers have multiple layers of operational and physical 
security and redundancy.  The included Services support various uptime 
requirements and disaster recovery strategies but operate within a single AWS 
region by default. You should consult with Healthcare Blocks to determine 
whether a single region deployment meets your operational redundancy and 
disaster recovery requirements.  You may request a multi-region option in the 
Order. 

If the failure or unavailability of the AWS environment could lead to death or 
serious bodily injury of any person correlated to the use of Your Application, 
you must ensure the proper redundancy and failover mechanisms are 
implemented in your AWS environment prior to making Your Application 
available for use by third-party customers, patients, and/or users. 

5.11 Notifying Healthcare Blocks About AWS Modifications 
If you alter the configuration of any Supported Services in use, you must notify 
Healthcare Blocks immediately in writing about modifications that have an 
impact on security, data integrity, service availability, and HIPAA compliance 
requirements. 
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5.12 Remediation 
You agree to cooperate with Healthcare Blocks’ reasonable investigation or 
remediation of Services outages, suspected security problems, or breaches of 
this Agreement.   

6. Restrictions 

6.1 Services Management Agent 
You may not interfere with any services management software agent(s) that are 
installed by Healthcare Blocks in the AWS environment.  Your Services will be 
considered Unsupported Services as soon as you disable or interfere with any 
services management agent(s). 

6.2 Authorized Users 
Only your trained personnel and the personnel of your contractors who are 
contractually permitted to using the Services in support of your business 
operations may use or access the Services. 

6.3 Export 
You shall not use the Services in a way that causes Healthcare Blocks to be in 
violation of the export laws of the United States or other jurisdiction from which 
the Services are provided.  For example, you may not authorize any person to 
use the Services that is on the list of Specially Designated Nationals and 
Blocked Persons issued by the U.S. Treasury Department"s Office of Foreign 
Asset Control (OFAC) or who is located in or is a national of any country that is 
embargoed under United States export laws, or use or permit the use of the 
Services or Software to process or store any data that is subject to the 
International Traffic in Arms Regulations maintained by the U.S. Department of 
State. 
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7. Fees, Payments 

7.1 Fees 
You hereby agree to pay the fees as stated in the Order.  Healthcare Blocks 
may increase its fees after the initial term with thirty (30) days written notice.  
Fees are non-refundable and must be paid in United States Dollars.  

You are responsible for paying all fees associated with your AWS environment 
usage directly to AWS.  You are responsible for maintaining an up-to-date 
payment method on file with AWS.  You acknowledge that AWS fees vary 
based on factors such as usage, storage, and the impact of auto-scaling system 
configurations.  Healthcare Blocks is not responsible for any significant 
monetary changes in Customer’s monthly AWS bill.  Your failure to maintain 
payments to AWS may result in the suspension of Services or termination.  

7.2 Invoices and Payments 
Setup fees, required prepayments, and other one-time fees are due on the 
effective date of an Order.  Annual contracts shall be paid before 
implementation and delivery of Services.  Recurring monthly subscription fees 
are invoiced and charged to Customer’s credit card on file at the start of the 
billing period.   

Healthcare Blocks will notify your designated billing contact if the credit card 
charges are declined and will attempt to re-bill the charges one or more times.  
Healthcare Blocks may suspend all Services in your AWS environment if your 
payment is refused and you do not pay the amount due within seven (7) 
business days of our written notice to your billing contact.  Suspended services 
can be reinstated after a successful payment clears. 
  
8. Term, Termination 

8.1 Term 
The Term of the Agreement is specified in your Order.  Orders with month-to-
month terms automatically renew each month until cancelled by 30 days prior 

 Page  of 13 23






written notice to the other party.  Orders with annual terms expire at end of the 
contract period and shall renew automatically. 

8.2 Termination for Material Breach 
Either party may terminate the Agreement if the other party is in violation of a 
material term of the Agreement and, if the breach is curable, has not cured the 
breach within thirty (30) days of the other party"s written notice describing the 
material breach in reasonable detail, or a cured breach reoccurs. 

8.3 Termination Other than for Breach 
Healthcare Blocks may terminate the Agreement on thirty (30) days advance 
written notice if AWS materially alters its services in a way that makes 
Healthcare Blocks Services commercially infeasible, or if there is an 
infringement claim that makes the provision of the Services commercially 
infeasible and Healthcare Blocks is not able to timely resolve the claim.  Either 
party may immediately terminate the Agreement if the other party is insolvent 
or files for bankruptcy or similar protection.   

8.4 Disabled Functionality 
If you terminate this Agreement and continue to use the AWS environment, 
certain features implemented through Healthcare Blocks Services will no 
longer be available.  You have the right to request and receive a list of disabled 
features from Healthcare Blocks prior to terminating this Agreement. 

8.5 Assumed Responsibilities 
If Customer terminates this Agreement and continues to use the AWS 
environment, Customer assumes any and all responsibilities and liabilities for 
the use of the AWS environment, and HealthCare Blocks is not responsible for 
any data or other loss related to changing the configuration of AWS services. . 

8.6 Survival 
The following terms survive expiration or termination of the Agreement:  
Section 1 (Definitions) to the extent the terms defined are used in other 
surviving sections, Section 2 (Intellectual Property), 8 (Term, Termination), 
Section 9 (Confidential Information), Section 11 (Limitations of Liability), Section 
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12 (General Information), other terms that are expressly stated to survive 
termination, and terms that by their nature should reasonably be expected to 
survive termination. 

9. Confidential Information 

Neither party may use the other party's Confidential Information except in 
connection with the performance or use of the Services, as applicable, the 
exercise of the party"s legal rights under this Agreement, or as may be 
otherwise permitted under this Agreement or required by law.  Each party 
agrees not to disclose the other party"s Confidential Information to any third 
person except as follows: (i) to the party"s respective service providers, agents 
and representatives, provided that such service providers, agents or 
representatives are bound by written confidentiality measures that provide 
similar protection as these terms; (ii) in response to a subpoena or other 
compulsory legal process, provided that each party agrees to provide the 
other reasonable advance written notice under the circumstances prior to 
disclosure, unless the law or a reasonable interpretation of it, forbids such 
notice; or (iii) as required by law, such as a requirement under a data privacy 
regulation that a notice of data breach be given to a supervisory authority or 
regulatory agency.  On expiration or earlier termination of the Agreement, 
each party will return or destroy the other party"s Confidential Information. 
 Healthcare Blocks’ obligations to safeguard Your Data and Your Application 
are defined and covered by obligations relating to the Security Safeguards.  
For Confidential Information other than Your Data and Your Application, 
Healthcare Blocks will use commercially reasonable care to prevent its 
unauthorized use, disclosure, corruption and deletion.  You shall use all 
reasonable measures to protect Healthcare Blocks’ Confidential Information.  
Both parties are responsible for a breach of this Section by such party’s service 
providers, agents and representatives to whom it has disclosed the other 
party"s Confidential Information.  The parties"#obligations under this Section are 
intended to be separate and distinct from their other obligations under this 
Agreement with respect to privacy, compliance and security. 
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10. Indemnification 

10.1 Healthcare Blocks Indemnification of You 
Healthcare Blocks will defend, indemnify and hold harmless you, your affiliates, 
officers, directors and personnel (!Your Indemnitees”) from final judgments and 
related attorney fees and other third party litigation related expenses as 
incurred (!Losses”) that result from claims by a party not affiliated with you or 
Your Indemnitees, to the extent these claims: (i) arise from Healthcare Blocks’ 
material breach of obligations covering the Security Safeguards, or Section 9 
(Confidential Information) (provided however that this Section 10.1(i) does not 
apply to any Service not covered by a BAA) or (ii) assert that your use of the 
Services as permitted by the Agreement infringes their intellectual property 
rights in the United States or the European Economic Area.  Healthcare Blocks’ 
obligations under this Subsection do not extend to a claim that (a) is covered 
by your indemnification obligations of Healthcare Blocks, (b) that is based on 
your failure to comply with your obligations under this Agreement, (c) that is 
based on your combination of the Services with third party services or 
technology, (d) your unauthorized change to the AWS environment, or (e) 
Services provided by Healthcare Blocks that have been at your request to be in 
compliance with your specific directives (the !Exclusions”). 
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10.2 Your Indemnification of Healthcare Blocks 
You will defend, indemnify and hold harmless Healthcare Blocks, its affiliates, 
suppliers, and licensors, and each of their officers, directors, and personnel 
(the !Healthcare Blocks Indemnitees”) against Losses arising from claims by a 
party not affiliated with Healthcare Blocks or the Healthcare Blocks Indemnities: 
(i) by your customers, end users, providers of Your Application, or data subjects 
whose Personal Data or PII is included in Your Data, except where such claim 
arises from Healthcare Blocks’ material breach of obligations covering the 
Security Safeguards or Section 9 (Confidential Information), (ii) asserting Your 
Application, Your Data, or an Unsupported Service infringes or violates the 
intellectual property rights or other rights of a third party in the United States 
or the European Economic Area, (iii) that is an Exclusion (Section 10.1) or (iv) 
that is based on your negligence, willful conduct, or other actions that are in 
violation of this Agreement.  Your obligations under this subparagraph include 
claims arising out of the acts or omissions of your personnel, agents, and 
authorized users, any other person to whom you have given access to the AWS 
environment, or Services, and any person who gains access to any of them as a 
result of your failure to use reasonable security precautions, even if the acts or 
omissions of such persons were not authorized. 

10.3 Procedures 
The indemnified party must give notice of the indemnified claim to the 
indemnifying party within ten  (10) days of the date the claim, or threat of a 
claim, is made in writing, provided that failure to give notice within the ten (10) 
day period does not relieve the indemnifying party of its obligations under this 
Section except to the extent the delay prejudices the defense of the claim.  
Healthcare Blocks has the right to select counsel to defend any indemnified 
claim under this Section, and has the right to control the defense of the claim, 
except that you may participate in the defense of the claim at your option and 
expense, with counsel of your choice.  You must comply with any Healthcare 
Blocks request for information or cooperation regarding the defense of the 
claim.  Healthcare Blocks may settle any indemnified claim, in its discretion, 
provided that the settlement fully resolves your liability and does not require 
you or Your Indemnitees to make an admission of culpability. 
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11. Limitations of Liability 

11.1 No Consequential, Indirect Damages 
Except for claims arising from (i) a party’s breach of Section 9 (Confidential 
Information), (ii) gross negligence, fraud or willful misconduct, or (iii) 
indemnification obligations, neither party nor its affiliates, licensors,  suppliers 
officers, directors, personnel, or subcontractors is liable to the other for any lost 
profits, lost revenue, lost business opportunity, or any indirect, special, 
incidental, punitive, or consequential loss or damage of any kind, or any loss or 
damage that could have been avoided by the  claiming party’s reasonable 
mitigation, even if the other party has been advised of or should be aware of 
the possibility of such damages.  For avoidance of doubt, Losses covered 
under Section 10 (Indemnification) are not excluded by this Subsection. 

The liability of Healthcare Blocks to You for any type of damages shall not 
exceed the greater of the amount of the fees listed on the Order that were paid 
to Healthcare Blocks during the most recent 12-month period. 

12. General Information 

12.1 Order Process 
You agree to purchase Healthcare Blocks services by signing and submitting an 
Order, provided to you by Healthcare Blocks.  

12.2 Non-Solicitation 
Neither party shall directly or indirectly solicit any personnel or agents of the 
other party with whom it has interacted in connection with the Agreement to 
terminate their employment or other relationship with the other party, 
provided however, that this Section does not restrict a party from employing an 
individual who responds to a general employment advertisement or notice.  
This restriction shall survive expiration or termination of the Agreement for a 
period of twelve (12) months after expiration or termination. 
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12.3 General Warranty 
Each party represents and warrants to the other that: (i) it has the right, power, 
and authority to enter into the Agreement and to fully perform its obligations 
under the Agreement; and (ii) the making of the Agreement does not violate 
any agreement existing between it and any third party.  You represent to 
Healthcare Blocks that the information you have provided to Healthcare Blocks 
to establish your account is accurate and complete.  The individual signing the 
Order represents that he or she has the authority to bind the entity named in 
the Order. 

12.4 Publicity 
You agree Healthcare Blocks may publicly disclose that it is providing Services 
to you and may use your name and logo in its online, printed and other 
marketing and publicity materials to identify you as a Healthcare Blocks 
customer, subject to your reasonable trademark usage guidelines.  Healthcare 
Blocks may use any quotation provided or approved by you for marketing 
purposes in a press release or other publicity. 
 
12.5 Assignment, Subcontractors 
Healthcare Blocks may assign this Agreement without the prior written consent 
of Customer in the following circumstances: (a) in connection with the sale of 
all or substantially all of its assets; (b) to the surviving entity in any merger or 
consolidation; (c) to an affiliate; or (d) to satisfy a regulatory requirement 
imposed upon it by a governmental body with appropriate authority. Any other 
assignment your or Healthcare Blocks requires the prior written consent of the 
other party without which the assignment is null and void.  Healthcare Blocks 
may use subcontractors to perform all or any part of the Services but remains 
liable to you under this Agreement for Services performed by its 
subcontractors to the same extent as if Healthcare Blocks performed the 
Services itself.  Certain Healthcare Blocks subcontractors require Healthcare 
Blocks to include the following clauses: (i) none of Healthcare Blocks’ 
subcontractors make any representations or warranties to you under this 
Agreement, and none of them has any liability directly to you in connection 
with the Services or any direct indirect, incidental or consequential damages 
arising from your use of the Services; (ii) you acknowledge that Healthcare 
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Blocks is not an agent for Amazon Web Services, Inc., or its other 
subcontractors, and that Healthcare Blocks and its subcontractors are 
independent contractors and not partners or joint venturers. 

12.6 Third Party Technology and Services 
Third party technologies are not part of the Services.  Unless otherwise 
expressly agreed in an Order, Healthcare Blocks has no obligation to support 
or maintain any third party technology, and makes no warranty, covenant or 
representation whatsoever regarding any third party technology including 
whether they are HIPAA compliant, or regarding the interoperability between 
the third party technology and the Services.  Healthcare Blocks may, but is not 
obligated to, assist you in the use of a third party technology, but any such 
assistance is provided AS IS with no warranty of any kind.  Your use of the third 
party"s services is governed by your separate agreement with the third party.  
Healthcare Blocks may disclose to the third party information about you and 
your use of their services in accordance with the agreement between you and 
the third party to the same extent as if the third party collected information 
directly from you. 

12.7 Insurance.  Healthcare Blocks will maintain insurance with responsible 
and reputable insurance companies or associations in such amounts and 
covering such risks as is usually carried by companies engaged in similar 
businesses. 

12.8 Dispute Resolution 
The parties agrees that they shall use their best efforts to resolve disputes 
arising from this Agreement in good faith negotiation and mutual agreement. 
However, in the event that the parties are unable to resolve the dispute, the 
parties shall first attempt to informally mediate the dispute through non-
binding mediation.  In the event a party to the mediation is not satisfied with 
the results, then any unresolved disputes shall be settled in accordance with an 
arbitration proceeding.  

If informal mediation is not successful, any action to enforce or interpret this 
Agreement or to resolve disputes between the parties shall be settled by 
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arbitration in accordance with the rules of the American Arbitration 
Association. Arbitration shall be the exclusive dispute resolution process in 
Ventura County, California. Any party may commence arbitration by sending a 
written demand for arbitration to the other party.  Either party may appear at 
any arbitration hearing, meeting, or other event via phone or video conference 
proceedings, so long as all attendees may speak and be heard by all other 
attendees.  The arbitrator shall not conduct any form of class or collective 
arbitration nor join or consolidate claims by or for individuals. The arbitrator, 
and not any federal, state, or local court or agency, shall have exclusive 
authority to resolve any dispute relating to the interpretation, applicability, 
enforceability or formation of this Agreement, including, any claim that all or 
any part of this Agreement is void or voidable or a particular claim is subject to 
arbitration. The parties shall share equally all initial costs of arbitration. The 
prevailing party shall be entitled to reimbursement of reasonable attorney fees, 
costs, and expenses incurred in connection with the arbitration.  Judgment on 
the award rendered by the arbitrator may be entered in any court of 
competent jurisdiction.  

12.9 Jurisdiction, Venue, Law 
If any suit, action or proceeding relating to this Agreement is initiated by 
Customer, the parties irrevocably submits to the jurisdiction of the federal or 
state courts located in the County of Ventura, state of California, which 
submission shall be exclusive unless none of such courts has lawful jurisdiction 
over such proceedings. If any suit, action or proceeding relating to this 
Agreement is initiated by HCB, the parties irrevocably submits to the 
jurisdiction of the federal or state courts located in the state of New Jersey, 
which submission shall be exclusive unless none of such courts has lawful 
jurisdiction over such proceedings. In either case, this Agreement is governed 
by and shall be interpreted under the laws of the State of Delaware, without 
giving effect to conflicts of law principles. The parties expressly waive the 
application of the United Nations Convention on Contracts for the International 
Sale of Goods and the Uniform Computer Information Transactions Act. 
Neither the Services nor the Software are “goods” covered by any version of 
the Uniform Commercial Code.  
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12.10 Waiver of Jury Trial 
To the extent permitted by applicable law, each party waives the right to a trial 
by jury in respect of any dispute arising out of this Agreement. 

12.11 Prevailing Party Entitled to Fees and Costs 
The prevailing party in any action to enforce this Agreement, including an 
action for equitable relief, may recover its costs and expenses of the action 
from the other party, including reasonable attorney fees. 

12.12 Expenses Arising from Legal Disputes, Subpoenas 
In addition to your indemnification obligations, you must also pay or reimburse 
Healthcare Blocks’ reasonable actual attorneys’ fees and other expenses 
incurred in connection with any dispute between persons having a conflicting 
claim to control of your AWS account, or to comply with any third-party 
subpoena, warrant, or other mandated disclosure that is unrelated to any claim 
between you and Healthcare Blocks brought by a third party claiming control 
of your AWS account. 

12.13 Force Majeure 
Except for your payment obligations, neither party is in violation of the 
Agreement if the failure to perform is due to an event beyond that party"s 
reasonable control, such as a significant failure of the power grid or Internet, 
denial of service attacks, pandemic, epidemic, natural disaster, war, riot, 
insurrection, epidemic, strikes or other organized labor action, terrorism, or 
other acts or events for which precautions are not generally taken in the 
industry. 

12.14 Relationship Between the Parties 
The parties are independent contractors, and neither party is the agent of the 
other or has the right to bind the other on any contract with a third party.  The 
use of the words !partner” or !partnership” in this Agreement or otherwise 
refers only to a business relationship, and does not create or reflect any legal 
partnership, joint venture, or other fiduciary or other special relationship 
between the persons described as partners.  Nothing in this Agreement 
creates an obligation of exclusivity or non-competition. 
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12.15 Severability 
In the event one or more of the terms of this Agreement are adjudicated as 
invalid, illegal, or unenforceable, the adjudicating body may either interpret 
this Agreement as if such terms had not been included, or may reform such 
terms to the limited extent necessary to make them valid, legal or enforceable, 
consistent with the economic and legal incentives underlying the Agreement. 

12.16 Waiver 
Except as otherwise provided herein, no right or remedy arising regarding this 
Agreement shall be waived by a course of dealing between the parties, or a 
party"s delay in exercising the right or remedy.  A party may waive a right or 
remedy only by signing a written document that expressly identifies the right or 
remedy waived.  Unless expressly stated in the waiver, a waiver of any right or 
remedy on one occasion will not be deemed a waiver of that right or remedy 
on any other occasion, or a waiver of any other right or remedy. 

The Agreement is the complete and exclusive agreement between the parties 
regarding its subject matter and supersedes and replaces in their entirety any 
prior or contemporaneous agreement or understanding, written or oral.  The 
parties represent to each other that they have not entered into the Agreement 
in reliance on any statement other than those included in the Agreement.
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